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8370.
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1. Introduction

RSVP-TE relies on a periodic refresh of RSVP messages to synchronize
and maintain the states related to the Label Sw tched Path (LSP)

al ong the reserved path. |In the absence of refresh nessages, the
LSP-rel ated states are automatically deleted. Reliance on periodic
refreshes and refresh tinmeouts are problematic fromthe scalability
poi nt of view. The number of RSVP-TE LSPs that a router needs to
mai ntai n has been growing in service provider networks, and the



i mpl ement ati ons shoul d be capabl e of handling increases in LSP scale.

[ RFC2961] specifies mechanisns to elinmnate the reliance on periodic
refreshes and refresh tinmeouts of RSVP nessages and enabl es a router
to increase the nessage refresh interval to values nuch | onger than
the default 30 seconds defined in [ RFC2205]. However, the protoco
ext ensi ons defined in [ RFC4090] for supporting Fast Reroute (FRR)
usi ng bypass tunnels inplicitly rely on short refresh tinmeouts to
clean up stal e states.

In order to elimnate the reliance on refresh tineouts, the routers
shoul d unambi guously determ ne when a particular LSP state should be
del eted. In scenarios involving FRR using bypass tunnels [ RFC4090],
additional explicit teardown nessages are necessary. The Refresh-

I nterval | ndependent RSVP-TE FRR (Rl - RSVP- FRR) extensions specified
in this docunent consist of procedures to enable LSP state cleanup
that are essential in supporting the R -RSVP capability for FRR using
bypass tunnel s from [ RFC4090] .

.1. Mbtivation

Base RSVP [ RFC2205] mmintains state via the generation of RSVP Path
and Resv refresh nessages. Refresh nessages are used to both
synchroni ze state between RSVP nei ghbors and to recover from | ost
RSVP nessages. The use of Refresh nessages to cover many possible
failures has resulted in a nunber of operational problens.

* One problemrelates to RSVP control plane scaling due to periodic
refreshes of Path and Resv nessages.

* Another problemrelates to the reliability and | atency of RSVP
si gnal i ng.

* An additional problemis the tine to clean up the stale state
after a tear nmessage is lost. For nore on these problens, see
Section 1 of [RFC2961].

The problens |isted above adversely affect RSVP control plane
scalability, and RSVP-TE [ RFC3209] inherited these problens from
standard RSVP. Procedures specified in [ RFC2961] address the above-
menti oned problens by elimnating dependency on refreshes for state
synchroni zati on and for recovering fromlost RSVP nessages, and al so
by elimnating dependency on refresh timeout for stale state cleanup
I npl enenting these procedures allows inplenentations to i nprove RSVP-
TE control plane scalability. For nore details on elimnating
dependency on refresh tineouts for stale state cleanup, refer to
Section 3 of [RFC8370].

However, the facility backup protection procedures specified in

[ RFC4090] do not fully address stale state cleanup as the procedures
depend on refresh timeouts for stale state cleanup. The updated
facility backup protection procedures specified in this docunment, in
conbi nati on with RSVP-TE Scal i ng Techni ques [ RFC8370], elininate this
dependency on refresh timeouts for stale state cl eanup

The procedures specified in this docunent assunme reliable delivery of
RSVP nessages, as specified in [ RFC2961]. Therefore, [RFC2961] is a
prerequisite for this docunent.

Abbr evi ati ons and Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here



In addition, the reader is expected to be fanmiliar with the
term nology in [ RFC2205], [RFC3209], [ RFC4090], [RFC4558], [RFC8370],
and [ RFC8796] .
2.1. Abbreviations
PHOP: Previous-Hop (can refer to a router or node along the LSP)

PPHOP:  Previous-Previous-Hop (can refer to a router or node al ong
t he LSP)

NHOP: Next-Hop (can refer to a router or node al ong the LSP)
NNHOP:  Next-Next-Hop (can refer to a router or node al ong the LSP)

PLR: Point of Local Repair (can refer to a router as defined in
[ RFC4090])

MP: Merge Point (can refer to a router as defined in [ RFC4090])

LP-MP:  Link-Protecting Merge Point (can refer to a router or node at
the tail of a Link-Protecting bypass tunne

NP- MP:  Node-Protecting Merge Point (can refer to a router or node at
the tail of a Node-Protecting bypass tunne

PSB: Path State Bl ock

RSB: Reservation State Bl ock

RRO. Record Route hject (as defined in [ RFC3209])
TED: Traffic Engineering Database

Rl - RSVP: Refresh-Interval |ndependent RSVP (the set of procedures
defined in Section 3 of [RFC38370] to elimnate RSVP' s reliance on
peri odi ¢ nessage refreshes)

Rl - RSVP- FRR:  Refresh-Interval |ndependent RSVP-TE FRR (the set of
procedures defined in this docunent to elinmnate RSVP' s reliance
on periodic nessage refreshes when supporting facility backup
protection [ RFC4090])

2.2. Term nol ogy

B- SFRR- Ready: Bypass Sunmary FRR Ready Extended ASSOCI ATl ON obj ect
as defined in [ RFC8796] and added by the PLR for each protected
LSP

Condi tional PathTear: A PathTear nessage containing a suggestion to
a receiving dowstreamrouter to retain the path state if the
receiving router is an NP-M

Renote PathTear: A PathTear nessage sent froma PLRto the MP to
del ete the LSP state on the MP if the PLR had not previously sent
the backup path state reliably

LSP state The conbination of "path state" maintained as a PSB and
"reservation state" nmintained as an RSB fornms an individual LSP
state on an RSVP-TE speaker

3. Problem Description



Figure 1. Exanpl e Topol ogy

In the topology in Figure 1, consider a |large nunmber of LSPs fromA
to Dtransiting B and C. Assume that refresh interval has been
configured to be as long as the order of mnutes and that refresh
reducti on extensions are enabled on all routers.

In addition, assunme that node protection has been configured for the
LSPs and the LSPs are protected by each router in the foll ow ng way:

* A has nade node protection avail able using bypass LSP A -> E -> C
Ais the PLR and Cis the NP-M

* B has nade node protection available using bypass LSP B -> F -> D
Bis the PLR and Dis the NP-M

* C has nade |ink protection avail able using bypass LSP C-> B -> F
-> D Cis the PLRand Dis the LP-M

In the above condition, assune that the B-Clink fails. The
following is the sequence of events that is expected to occur for al
protected LSPs under normal conditions.

Step 1. B perforns a local repair and redirects LSP traffic over the
bypass LSP B -> F -> D.

Step 2. B also creates a backup state for the LSP and triggers the
sendi ng of a backup LSP state to D over the bypass LSP B ->
F->D

Step 3. D receives the backup LSP states and nerges the backups with
the protected LSPs.

Step 4. As the link on C, over which the LSP states are refreshed,
has failed, Cw Il no |longer receive state refreshes.
Consequently, the protected LSP states on Cwll tine out
and Cwill send the teardown nessages for all LSPs. As each
router should consider itself as an M°, Cwill tinme out the
state only after waiting for an additional duration equal to
the refresh tineout.

Wi |l e the above sequence of events has been described in [ RFC4090],
there are a few problens for which no nmechani sm has been specified
explicitly:

* |f the protected LSP on C times out before D receives signaling
for the backup LSP, then D woul d receive a PathTear from C prior
to receiving signaling for the backup LSP, thus resulting in
deleting the LSP state. This would be possible at scale even with
the default refresh tine.

* |If Cis to keep state until its tinmeout upon the link failure,



then with a long refresh interval, this may result in a large
anmount of stale state on C.  Alternatively, if Cis to delete the
state and send a PathTear to D upon the link failure, then this
woul d result in deleting the state on D, thus deleting the LSP. D
needs a reliable mechanismto determ ne whether or not it is an MP
to overcome this probl em

* |f head-end A attenpts to tear down the LSP after Step 1 but
before Step 2 of the above sequence, then B nay receive the
teardown nmessage before Step 2 and delete the LSP state fromits
state database. If B deletes its state without informng D, with
a long refresh interval, this could cause a (large) buil dup of
stale state on D

* |f Bfails to performa local repair in Step 1, then Bwill delete
the LSP state fromits state database without infornming D As B
deletes its state without informing D, with a long refresh
interval, this could cause a (large) buildup of stale state on D

The purpose of this docunent is to provide solutions to the above
probl enms, which will then nmake it practical to scale up to a large
nunber of protected LSPs in the network.

Sol uti on Aspects
The solution consists of five parts:

1. Uilize the MP determ nati on mechani sm specified in RSVP-TE
Sunmary FRR [ RFC8796] that enables the PLR to signal the
availability of local protection to the MP. In addition,

i ntroduce PLR and MP procedures to establish a Node-ID- based
Hell o session between the PLR and the MP to detect router
failures and to determi ne capability. See Section 4.2 of this
docunent for nore details. This part of the solution reuses sone
of the extensions defined in [RFC8796] and [ RFC8370], and the
subsequent subsections will list the extensions in these
docunents that are utilized in this docunent.

2. Handl e upstream!|ink or node failures by cleaning up LSP states
if the node has not found itself as an MP through the MP
determ nati on nechanism See Section 4.3 of this docunent for
nore details.

3. Introduce extensions to enable a router to send a teardown
message to the downstreamrouter that enables the receiving
router to conditionally delete its local LSP state. See
Section 4.4 of this docunment for nore details.

4. Enhance facility backup protection by allowing a PLRto directly
send a teardown nessage to the MP without requiring the PLR to
either have a working bypass LSP or have already signaled the
backup LSP state. See Section 4.5 of this docunent for nore
detail s.

5. Introduce extensions to enable the above procedures to be
backward conpatible with routers along the LSP running
i npl ementations that do not support these procedures. See
Section 4.6 of this document for nore details.

.1. Requirerment for RFC 4090 Capabl e Nodes to Advertise the RI-RSVP
Capabi lity

A node supporting facility backup protection [ RFC4090] MJUST NOT set
the RI-RSVP flag (l-bit) that is defined in Section 3.1 of [RFC8370]
unless it supports all the extensions specified in the rest of this
docunent. Hence, this docunent updates [ RFC4090] by defi ning



ext ensi ons and additi onal procedures over facility backup protection
[ RFC4090] in order to advertise the R -RSVP capability [ RFC8370].
However, if a node supporting facility backup protection [ RFC4090]
does set the RI-RSVP capability (l1-bit) but does not support all the
extensions specified in the rest of this docunent, then it may result
in lingering stale states due to the long refresh intervals
recomended by [RFC8370]. This can also disrupt normal Fast Reroute
(FRR) operations. Section 4.7 of this docunent delves into this in
detail .

.2. Signaling Handshake Between PLR and MP
.2.1. PLR Behavi or

As per the facility backup procedures [RFC4090], when an LSP becones
operational on a node and the "l ocal protection desired" flag has
been set in the SESSI ON_ATTRI BUTE object carried in the Path nessage
corresponding to the LSP, then the node attenpts to make | oca
protection available for the LSP

* |f the "node protection desired" flag is set, then the node tries
to becone a PLR by attenpting to create an NP-bypass LSP to the
NNHOP node avoi di ng the NHOP node on a protected LSP. 1n case
node protection could not be made avail able, the node attenpts to
create an LP-bypass LSP to the NHOP node avoiding only the Iink
that the protected LSP takes to reach the NHOP

* |f the "node protection desired" flag is not set, then the PLR
attenpts to create an LP-bypass LSP to the NHOP node avoiding the
link that the protected LSP takes to reach the NHOP

Wth regard to the PLR procedures descri bed above and specified in
[ RFC4090], this docunent specifies the followi ng additiona
procedures to support RI-RSVP [ RFC8370].

* \Wile selecting the destination address of the bypass LSP, the PLR
MJUST sel ect the router ID of the NNHOP or NHOP node fromthe Node-
I D sub-object included in the RROthat is carried in the nost
recent Resv nessage corresponding to the LSP. |If the MP has not
i ncluded a Node-1D sub-object in the Resv RRO and if the PLR and
the MP are in the sanme area, then the PLR nay utilize the TED to
determne the router ID corresponding to the interface address
that is included by the MP in the RRO. If the NP-MP in a
different 1GP area has not included a Node-1D sub-object in the
RRO, then the PLR MUST execute backward conpatibility procedures
as if the downstream nodes al ong the LSP do not support the
extensions defined in the docunent (see Section 4.6.2.1).

* The PLR MUST also include its router IDin a Node-ID sub-object in
the RROthat is carried in any subsequent Path nessage
corresponding to the LSP. While doing so, the PLR MJST i ncl ude
t he Node-ID sub-object after including its |IPv4/lPv6 address or
unnunbered interface | D sub-object.

* |n parallel to the attenpt nade to create an NP-bypass or an LP-
bypass, the PLR MJUST initiate a Node-1D-based Hell o session to the
NNHOP or NHOP node respectively along the LSP to establish the
RSVP-TE si gnal ing adjacency. This Hello session is used to detect
MP node failure as well as to determine the capability of the M
node. The PLR MJST concl ude that the MP supports the refresh-

i nterval independent FRR procedures defined in this docunment if
the MP has set the I-bit in the CAPABILITY object [RFC8370]
carried in the Hell o nessage corresponding to the Node-| D based
Hello session. |If the MP has not sent Node-ID based Hello
messages or has not set the I-bit in the CAPABILITY object

[ RFC8370], then the PLR MJST execute backward conpatibility



4.

4.

procedures defined in Section 4.6.2.1 of this docunent.

* \When the PLR associates a bypass to a protected LSP, it MJST
i nclude a B- SFRR- Ready Extended ASSCOCI ATI ON obj ect [ RFC8796] and
trigger a Path nmessage to be sent for the LSP. |f a B-SFRR- Ready
Ext ended ASSCOCI ATI ON object is included in the Path nessage
corresponding to the LSP, the encoding and object ordering rules
specified in RSVP-TE Sunmmary FRR [ RFC8796] MUST be followed. In
addition to those rules, the PLR MUST set the Association Source
in the object to its Node-ID address.

2.2. Renote Signaling Adjacency

A Node-| D-based RSVP-TE Hell o session is one in which a Node-IDis
used in the source and the destination address fields of RSVP Hello
messages [ RFC4558]. This docunent extends Node-| D based RSVP Hel |l o
sessions to track the state of any RSVP-TE nei ghbor that is not
directly connected by at | east one interface. |In order to apply
Node- | D- based RSVP-TE Hel |l o sessi ons between any two routers that are
not i mredi ate nei ghbors, the router that supports the extensions
defined in the docunent MUST set the TTL to 255 in all outgoing Node-
| D-based Hell o nessages exchanged between the PLR and the MP. The
default hello interval for this Node-ID Hello session MIST be set to
the default specified in RSVP-TE Scaling Techni ques [ RFC8370].

In the rest of the docunent, the terns "signaling adjacency" and
"renote signaling adjacency" refer specifically to the RSVP-TE
si gnal i ng adj acency.

2.3. MP Behavi or

Wth regard to the MP procedures that are defined in [ RFC4090], this
docunent specifies the follow ng additional procedures to support RI-
RSVP as defined in [ RFC8370].

Each node al ong an LSP supporting the extensions defined in this
docunent MUST also include its router 1D in the Node-ID sub-object of
the RROthat is carried in the Resv nessage of the correspondi ng LSP
If the PLR has not included a Node-1D sub-object in the RROthat is
carried in the Path message and if the PLRis in a different IGP
area, then the router MJUST NOT execute the MP procedures specified in
this document for those LSPs. Instead, the node MJST execute
backward conpatibility procedures defined in Section 4.6.2.2 of this
docunent as if the upstream nodes al ong the LSP do not support the
extensions defined in this document.

A node receiving a Path nessage shoul d determ ne:

* whether the message contains a B- SFRR- Ready Ext ended ASSOCI ATI ON
object with its own address as the bypass destination address and

* whether it has an operational Node-ID signaling adjacency with the
Associ ati on Source

The node MUST execute the backward conpatibility procedures defined
in Section 4.6.2.2 of this docunent if:

* the PLR has not included the B- SFRR-Ready Extended ASSCCI ATl ON
obj ect,

* there is no operational Node-ID signaling adjacency with the PLR
identified by the Associati on Source address, or

* the PLR has not advertised the R -RSVP capability in its Node-ID
based Hel |l o nessages.



4.

4.

2

3.

If a matching B- SFRR- Ready Ext ended ASSCOCI ATI ON object is found in
the Path nmessage and if there is an operational renote Node-ID
signaling adjacency with the PLR (identified by the Association
Source) that has advertised the RI-RSVP capability (l-bit) [RFC8370],
then the node MJUST consider itself as the MP for the PLR  The

mat chi ng and ordering rules for Bypass Sunmary FRR Ext ended

Associ ation specified in RSVP-TE Summary FRR [ RFC8796] MUST be

foll owed by the inplenentations supporting this docunent.

* |f a matching Bypass Summary FRR Extended Association object is
i ncluded by the PPHOP node of an LSP and if a correspondi ng Node-
I D signaling adj acency exists with the PPHOP node, then the router
MUST conclude it is the NP-M

* |f a matching Bypass Summary FRR Ext ended Associ ation object is
i ncluded by the PHOP node of an LSP and if a correspondi ng Node-ID
signal i ng adj acency exists with the PHOP node, then the router
MJUST conclude it is the LP-MP

4, "Renote" State on M

Once a router concludes it is the MP for a PLR running refresh-

i nterval independent FRR procedures as described in the preceding
section, it MJST create a renmpote path state for the LSP. The only

di fference between the "renote" path state and the LSP state is the
RSVP_HOP object. The RSVP_HOP object in a "renpte" path state
contains the address that the PLR uses to send Node-1D Hell o nessages
to the MP.

The MP MJST consider the "rempte" path state corresponding to the LSP
automatically deleted if:

* the MP later receives a Path nessage for the LSP with no matching
B- SFRR- Ready Extended ASSCOCI ATI ON obj ect corresponding to the
PLR s I P address contained in the Path RRO

* the Node-1D signaling adjacency with the PLR goes down,
* the MP receives backup LSP signaling for the LSP fromthe PLR
* the MP receives a PathTear for the LSP, or

* the MP deletes the LSP state on a local policy or an exception
event.

The purpose of "renote" path state is to enable the PLRto explicitly
tear down the path and reservation states corresponding to the LSP by
sending a tear message for the "renote" path state. Such a nessage
tearing down the "renote"” path state is called "Renote" PathTear

The scenarios in which a "Renpte" PathTear is applied are described
in Section 4.5 of this docunent.

I mpact of Failures on LSP State

Thi s section describes the procedures that nust be executed upon
different kinds of failures by nodes along the path of the LSP. The
procedures that must be executed upon detecting RSVP signaling

adj acency failures do not inpact the RSVP-TE graceful restart
mechani sms [ RFC3473] [RFC5063]. |If a node executing these procedures
acts as a helper for a neighboring router, then the signaling

adj acency with the neighbor will be declared as having failed only
after taking into account the grace period extended for the nei ghbor
by this node acting as a hel per.

Node failures are detected fromthe state of Node-I1D Hell o sessions



established with i medi ate nei ghbors. RSVP-TE Scal i ng Techni ques

[ RFC8370] recommends that each node establish Node-I1D Hell o sessions
with all its inredi ate nei ghbors. A non-immediate PLR or MP failure
is detected fromthe state of renote signaling adjacency established
according to Section 4.2.2 of this docunent.

4. 3. 1. Non- MP Behavi or

When a router detects the PHOP |ink or the PHOP node failure for an
LSP and the router is not an MP for the LSP, then it MJST send a
Condi tional PathTear (refer to Section 4.4 of this docunent) and
del ete the PSB and RSB states corresponding to the LSP

4.3.2. LP-WMP Behavi or

4. 3.

When the PHOP Iink for an LSP fails on a router that is an LP-MP for
the LSP, the LP-MP MJUST retain the PSB and RSB states corresponding
to the LSP until the occurrence of any of the follow ng events:

* the Node-1D signaling adjacency with the PHOP PLR goes down,
* the MP receives a normal or "Renote" PathTear for its PSB, or
* the MP receives a ResvTear for its RSB

When a router that is an LP-MP for an LSP detects PHOP node failure
fromthe Node-ID signaling adjacency state, the LP-MP MJST send a
normal Pat hTear and delete the PSB and RSB states corresponding to
t he LSP.

3. NP- MP Behavi or

When a router that is an NP-MP for an LSP detects PHOP link failure
or PHOP node failure fromthe Node-ID signaling adjacency, the router
MUST retain the PSB and RSB states corresponding to the LSP until the
occurrence of any of the foll owi ng events:

* the renpte Node-ID signaling adjacency with the PPHOP PLR goes
down,

* the MP receives a normal or "Renpte" PathTear for its PSB, or
* the MP receives a ResvTear for its RSB

When a router that is an NP-MP for an LSP does not detect the PHOP
link or the PHOP node failure but receives a Conditional PathTear
fromthe PHOP node, then the router MJST retain the PSB and RSB
states corresponding to the LSP until the occurrence of any of the
foll owi ng events:

* the renpte Node-ID signaling adjacency with the PPHOP PLR goes
down,

* the MP receives a normal or "Renpte" PathTear for its PSB, or
* the MP receives a ResvTear for its RSB

Receiving a Conditional PathTear fromthe PHOP node will not inpact

the "renote" state fromthe PPHOP PLR Note that the PHOP node nust
have sent the Conditional PathTear as it was not an MP for the LSP

(see Section 4.3.1 of this docunent).

In the exanple topology in Figure 1, we assune C and D are the NP-MPs
for the PLRs A and B, respectively. Now, when the A-B link fails, B
will delete the LSP state, because B is not an MP and its PHOP |ink

has failed (this behavior is required for unprotected LSPs; refer to



4. 3.

4. 4.

Section 4.3.1 of this docunment). 1In the data plane, that woul d
require Bto delete the |abel forwarding entry corresponding to the
LSP. Thus, if B s downstream nodes C and D continue to retain state,
it would not be correct for Dto continue to assune itself as the NP-
MP for the PLR B.

The nmechani smthat enables D to stop considering itself as the NP-M
for B and delete the corresponding "renote" path state is given
bel ow.

1. Wien Creceives a Conditional PathTear fromB, it decides to
retain the LSP state as it is the NP-MP of the PLR A It also
checks whether PHOP B had previously signaled availability of
node protection. As B had previously signaled NP availability by
i ncludi ng the B- SFRR- Ready Extended ASSOCI ATI ON obj ect, C renoves
t he B- SFRR- Ready Ext ended ASSOCI ATI ON obj ect containing the
Associ ation Source set to B fromthe Path nessage and triggers a
Path to D.

2. Wien D receives the Path nessage, it realizes that it is no
| onger the NP-MP for B and so it deletes the corresponding
"renote" path state. D does not propagate the Path further down
because the only change is that the B- SFRR-Ready Extended
ASSQCI ATI ON obj ect corresponding to Association Source B is no
| onger present in the Path nessage.

4. Behavior of a Router That |s Both the LP-MP and NP- MP

A router may sinultaneously be the LP-MP and the NP-MP for the PHOP
and PPHOP nodes of an LSP, respectively. |If the PHOP link fails on
such a node, the node MJST retain the PSB and RSB st ates
corresponding to the LSP until the occurrence of any of the follow ng
events:

* both Node-ID signaling adjacencies with PHOP and PPHOP nodes go
down,

* the MP receives a normal or "Renote" PathTear for its PSB, or
* the MP receives a ResvTear for its RSB

If arouter that is both an LP-MP and an NP- MP detects PHOP node
failure, then the node MIJST retain the PSB and RSB st ates
corresponding to the LSP until the occurrence of any of the follow ng
events:

* the renmote Node-1D signaling adjacency with the PPHOP PLR goes
down,

* the MP receives a normal or "Renpte" PathTear for its PSB, or
* the MP receives a ResvTear for its RSB
Condi ti onal Pat hTear

In the exanple provided in Section 4.3.3 of this docunment, B del etes
the PSB and RSB states corresponding to the LSP once B detects its
PHOP |ink has gone down as Bis not an MP. |If B were to send a

Pat hTear nornmally, then C woul d delete the LSP state imediately. In
order to avoid this, there should be some mechani sm by which B can
indicate to C that B does not require the receiving node to
unconditionally delete the LSP state immediately. For this, B MJST
add a new optional CONDI TI ONS object in the PathTear. The CONDI Tl ONS
object is defined in Section 4.4.3 of this docunent. |If node C al so
under st ands the new object, then C MIST NOT delete the LSP state if

it is an NP-MP



4.4.1. Sending the Conditional PathTear

A router that is not an MP for an LSP MJUST delete the PSB and RSB
states corresponding to the LSP if the PHOP link or the PHOP Node-ID
signaling adjacency goes down (see Section 4.3.1 of this docunent).
The router MIST send a Conditional PathTear if the follow ng are al so
true:

* the ingress has requested node protection for the LSP and
* no PathTear is received fromthe upstream node.
4.4.2. Processing the Conditional PathTear

When a router that is not an NP-MP receives a Conditional PathTear,
the node MUST delete the PSB and RSB states corresponding to the LSP
and process the Conditional PathTear by considering it as a nornal
Pat hTear. Specifically, the node MJUST NOT propagate the Conditional
Pat hTear downstream but renove the optional object and send a nornal
Pat hTear downstream

When a node that is an NP-MP receives a Conditional PathTear, it MJST
NOT delete the LSP state. The node MJUST check whet her the PHOP node

had previously included the B- SFRR- Ready Extended ASSOCI ATI ON obj ect

in the Path. |[|f the object had been included previously by the PHOP,
then the node processing the Conditional PathTear fromthe PHOP MJST
renove the correspondi ng object and trigger a Path downstream

If a Conditional PathTear is received froma neighbor that has not
advertised support (refer to Section 4.6 of this docunent) for the
new procedures defined in this docunent, then the node MJST consi der
the nessage as a nornal PathTear. The node MJUST propagate the nornal
Pat hTear downstream and del ete the LSP state.

4.4.3. CONDI TI ONS oj ect

Any inplenmentation that does not support a Conditional PathTear needs
to ignore the new object but process the nessage as a normal PathTear
wi t hout generating any error. For this reason, the C ass-Num of the
new object follows the pattern 10bbbbbb, where "b" represents a bit.
(The behavior for objects of this type is specified in Section 3.10
of [RFC2205].)

The new object is called the "CONDI TI ONS' object and will specify the
condi tions under which default processing rules of the RSVP-TE
message MJST be invoked.

The object has the followi ng format:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Lengt h | O ass | C-type |
B i s T T i i o S o T Ji I
| Fl ags (Reserved) M
e L i i T e e st o i R S

Fi gure 2: CONDI TI ONS bj ect

Class: 135

Ctype: 1

Flags: 32 bit field

M Bit 31 is the Merge-point condition (M bit. |If the Mbit is set
to 1, then the PathTear nessage MJST be processed according to the
receiver router role, i.e., if the receiving router is an MP or



not for the LSP. If it is not set, then the PathTear nessage MJST
be processed as a normal PathTear nmessage for the LSP

Bits 0-30 are reserved; they MJST be set to zero on transm ssion and
MUST be ignored on receipt.

. 5. Renpte State Tear down

If the ingress wants to tear down the LSP because of a managenent
event while the LSP is being locally repaired at a transit PLR, it
woul d not be desirable to wait until the conpletion of backup LSP
signaling to performstate cleanup. In this case, the PLR MJST send
a "Renote" PathTear message instructing the MP to delete the PSB and
RSB states corresponding to the LSP. The TTL in the "Renote"

Pat hTear nessage MJUST be set to 255. Doing this enables LSP state
cl eanup when the LSP is being locally repaired.

Consi der that node C in the exanple topology (Figure 1) has gone down
and node B locally repairs the LSP

1. Ingress A receives a managenent event to tear down the LSP
2. A sends a normal PathTear for the LSP to B

3. Assunme B has not initiated the backup signaling for the LSP
during local repair. To enable LSP state cleanup, B sends a
"Renmote" PathTear with the destination | P address set to that of
the node D used in the Node-ID signaling adjacency with D and the
RSVP_HOP obj ect containing the |ocal address used in the Node-ID
si gnal i ng adj acency.

4. B then deletes the PSB and RSB states corresponding to the LSP

5. On D, there would be a renote signaling adjacency with B, and so
D accepts the "Renote" PathTear and del etes the PSB and RSB
states corresponding to the LSP

.5.1. PLR Behavior on Local Repair Failure

If local repair fails on the PLR after a failure, the PLR MJST send a
"Renmote" PathTear to the MP. The purpose of this is to clean up LSP
state fromthe PLR to the egress. Upon receiving the PathTear, the
MP MUST del ete the states corresponding to the LSP and al so propagate
the Pat hTear downstream thereby achieving state cl eanup from al
downstream nodes up to the LSP egress. Note that in the case of link
protection, the PathTear MJUST be directed to the LP-M” s Node-ID IP
address rather than the NHOP interface address.

.5.2. PLR Behavior on Resv RRO Change

When a PLR router that has already nmade NP avail able for an LSP
detects a change in the RRO carried in the Resv nessage that
indicates that the router’'s former NP-MP is no | onger present on the
path of the LSP, then the router MJST send a "Renote" PathTear
directly to its fornmer NP-M

In the exanple topology in Figure 1, assunme node A has nade node
protection available for an LSP and C has concluded it is the NP-M
for PLR A Wen the B-Clink fails, then C, inplenenting the
procedure specified in Section 4.3.4 of this docunent, will retain
the states corresponding to the LSP until one of the foll ow ng
occurs:

* the renpte Node-ID signaling adjacency with A goes down or

* a PathTear or a ResvTear is received for its PSB or RSB



respectively.

If B al so has nade node protection available, B w Il eventually
conmpl ete backup LSP signaling with its NP-MP D and trigger a Resv to
A with RRO changed. The new RRO of the LSP carried in the Resv will
not contain C. \Wen A processes the Resv nmessage with a new RRO not
containing C, its former NP-MP, A sends a "Renote" PathTear to C
When C receives the "Renote" PathTear for its PSB state, Cwill send
a normal PathTear downstreamto D and del ete both the PSB and RSB
states corresponding to the LSP. As D has already received backup
LSP signaling fromB, Dwll retain the control plane and forwarding
states corresponding to the LSP

4.5.3. LSP Preenption During Local Repair
4.5.3.1. Preenption on LP-MP After PHOP Link Failure

If an LSP is preenpted on an LP-MP after its PHOP |ink has al ready
failed but the backup LSP has not been signaled yet as part of the
| ocal repair procedure, then the node MJUST send a normal PathTear and
del ete both the PSB and RSB states corresponding to the LSP. As the
LP-MP has retained the LSP state expecting the PLRto initiate backup
LSP signaling, preenption would bring down the LSP and the node woul d
not be LP-MP anynore, requiring the node to clean up the LSP state.

4.5.3.2. Preenption on NP-MP After PHOP Link Failure

If an LSP is preempted on an NP-MP after its PHOP |ink has already
failed but the backup LSP has not been signal ed yet, then the node
MUST send a normal Pat hTear and del ete the PSB and RSB st ates
corresponding to the LSP. As the NP-MP has retained the LSP state
expecting the PLRto initiate backup LSP signaling, preenption would
bring down the LSP and the node woul d not be NP-MP anynore, requiring
the node to clean up LSP state.

Consi der that the B-C link goes down on the sane exanpl e topol ogy
(Figure 1). As Cis the NP-MP for the PLR A, Cwll retain the LSP
state.

1. The LSP is preenpted on C

2. Cwll delete the RSB state corresponding to the LSP. However, C
cannot send a PathErr or a ResvTear to the PLR A because the
backup LSP has not been signal ed yet.

3. As the only reason for C having retained state after PHOP node
failure was that it was an NP-MP, C sends a normal PathTear to D
and al so deletes its PSB state. D would also delete the PSB and
RSB states on receiving a PathTear fromC

4. B starts backup LSP signaling to D. However, as D does not have
the LSP state, it will reject the backup LSP Path nessage and
send a PathErr to B

5. B wll delete its reservation and send a ResvTear to A.
4.6. Backward Conpatibility Procedures

"Refresh-Interval |ndependent RSVP FRR' and "Rl -RSVP-FRR' refer to
the set of procedures defined in this docunent to elimnate the
reliance on periodic refreshes. The extensions proposed in RSVP-TE
Sunmary FRR [ RFC8796] may apply to inplenentations that do not
support R -RSVP-FRR. On the other hand, RI-RSVP-FRR extensions
relating to LSP state cleanup, nanely Conditional and "Renote"

Pat hTears, require support from one-hop and two-hop nei ghboring nodes
along the LSP. Thus, procedures that fall under the LSP state
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cl eanup category MJST NOT be turned on if any of the nodes invol ved
in the node protection FRR (i.e., the PLR, the MP, and the

i ntermedi ate node in the case of NP) do not support RI-RSVP-FRR
extensions. Note that for LSPs requesting link protection, only the
PLR and the LP-MP MUST support the extensions.

1. Detecting Support for Refresh-Interval |ndependent RSVP FRR

An i npl enent ati on supporting RI-RSVP-FRR extensions MJST set the Rl -
RSVP Capable flag in the CAPABILITY object carried in Hell o nessages
as specified in RSVP-TE Scaling Techni ques [RFC8370]. If an

i mpl ement ati on does not set the flag even if it supports Rl-RSVP-FRR
extensions, then its neighbors will view the node as any node that
does not support the extensions.

* As nodes supporting the Rl -RSVP-FRR extensions initiate Node-ID
based signaling adjacency with all inmediate nei ghbors, such a
node on the path of a protected LSP can determni ne whether its PHOP
and NHOP nei ghbors support RI-RSVP-FRR enhancenents.

* As nodes supporting the Rl -RSVP-FRR extensions also initiate Node-
| D- based signaling adjacency with the NNHOP al ong the path of the
LSP requesting node protection (see Section 4.2.1 of this
docunent), each node along the LSP can determ ne whether its NNHOP
node supports Rl -RSVP-FRR enhancenents. |If the NNHOP (a) does not
reply to renote Node-1D Hello nessages or (b) does not set the RI-
RSVP flag in the CAPABILITY object carried in its Node-1D Hello
messages, then the node acting as the PLR can concl ude that NNHOP
does not support RI-RSVP-FRR extensions.

* |f node protection is requested for an LSP and if (a) the PPHOP
node has not included a nmatchi ng B- SFRR- Ready Extended ASSCCI ATI ON
object in its Path nessages, (b) the PPHOP node has not initiated
renote Node-ID Hell o nessages, or (c) the PPHOP node does not set
the RI-RSVP flag in the CAPABILITY object carried in its Node-1D
Hel | o messages, then the node MJUST conclude that the PLR does not
support Rl - RSVP- FRR ext ensi ons.

2. Procedures for Backward Conpatibility

Every node that supports Rl -RSVP-FRR MJST support the procedures
defined in this section in order to support backward conpatibility
for those subsets of LSPs that also traverse nodes that do not
support RI-RSVP- FRR

.2.1. Lack of Support on Downstream Nodes
The procedures on the downstreamdirection are as foll ows:

* |f a node finds that the NHOP node al ong the LSP does not support
the RI-RSVP-FRR extensions, then the node MJST reduce the "refresh
period" in the TI ME_ VALUES object carried in the Path nessages to
the default short refresh interval

* |f node protection is requested for the LSP and t he NNHOP node
al ong the LSP does not support the RI-RSVP-FRR extensions, then
the node MJST reduce the "refresh period" in the TI ME VALUES
object carried in the Path nessages to the default short refresh
i nterval .

If a node reduces the refresh time using the above procedures, it
MUST NOT send any "Renote" PathTear or Conditional PathTear nessage
to the downstream node

Consi der the exanple topology in Figure 1. |If C does not support the
Rl - RSVP- FRR ext ensi ons, then:



* A and B reduce the refresh tine to the default short refresh
interval of 30 seconds and trigger a Path nessage.

* |f Bis not an MP and if the PHOP |ink of B fails, B cannot send a
Conditional PathTear to C but tines out the PSB state fromA
normal ly. Note that B can only normally tine out the PSB state A
if Adidnot set the long refresh in the TI ME VALUES obj ect
carried in the Path nmessages sent earlier.

4.6.2.2. Lack of Support on Upstream Nodes
The procedures on the upstreamdirection are as foll ows:

* |f a node finds that the PHOP node al ong the LSP does not support
the RI-RSVP-FRR extensions, then the node MJST reduce the "refresh
period" in the TI ME_VALUES object carried in the Resv nessages to
the default short refresh interval

* |f node protection is requested for the LSP and t he PHOP node
al ong the LSP does not support the RI-RSVP-FRR extensions, then
the node MJST reduce the "refresh period" in the TIME VALUES
object carried in the Path nessages to the default short refresh
interval (thus, the NHOP can use conpati bl e val ues when sending a
Resv) .

* |f node protection is requested for the LSP and t he PPHOP node
does not support the RI-RSVP-FRR extensions, then the node MJST
reduce the "refresh period" in the TIME_VALUES object carried in
the Resv messages to the default short refresh interval

* |f the node reduces the refresh tinme using the above procedures,
it MJUST NOT execute MP procedures specified in Section 4.3 of this
docunent .

4.6.2.3. Incremental Depl oynent

The backward conpatibility procedures described in the previous
subsections inply that a router supporting the Rl -RSVP-FRR extensions
specified in this docunent can apply the procedures specified in this
docunent either in the downstream or upstreamdirection of an LSP
dependi ng on the capability of the routers downstream or upstreamin
t he LSP.

* Rl -RSVP- FRR extensions and procedures are enabl ed for downstream
Pat h, Pat hTear, and ResvErr nessages corresponding to an LSP if
link protection is requested for the LSP and the NHOP node
supports the extensions.

* Rl -RSVP- FRR extensions and procedures are enabl ed for downstream
Pat h, Pat hTear, and ResvErr nessages corresponding to an LSP if
node protection is requested for the LSP and both NHOP and NNHOP
nodes support the extensions.

* Rl - RSVP- FRR ext ensions and procedures are enabl ed for upstream
Pat hErr, Resv, and ResvTear nessages corresponding to an LSP if
link protection is requested for the LSP and the PHOP node
supports the extensions.

* Rl -RSVP- FRR ext ensi ons and procedures are enabl ed for upstream
Pat hErr, Resv, and ResvTear nessages corresponding to an LSP if
node protection is requested for the LSP and both PHOP and PPHOP
nodes support the extensions.

For exanple, if an inplenentation supporting the Rl -RSVP-FRR
ext ensions specified in this docunent is deployed on all routers in a



particul ar region of the network and if all the LSPs in the network
request node protection, then the FRR extensions will only be applied
for the LSP segnents that traverse the particular region. This wll
aid incremental deploynent of these extensions and also allow reaping
the benefits of the extensions in portions of the network where it is
support ed.

. 7. Consequences of Advertising R -RSVP Wthout RI-RSVP-FRR

If a node supporting facility backup protection [ RFC4090] sets the

Rl - RSVP capability (lI-bit) but does not support the Rl -RSVP-FRR

ext ensi ons, due to an inplenentation bug or configuration error, then
it leaves roomfor the stale state to |linger around for an inordinate
period of time or for disruption of normal FRR operations (see
Section 3 of this docunent). Consider the exanpl e topol ogy

(Figure 1) provided in this docunent.

* Assume node B does set the RI-RSVP capability in its Node-ID based
Hel | o messages even though it does not support RI-RSVP-FRR
extensions. Wen B detects the failure of its PHOP |link al ong an
LSP, it will not send a Conditional PathTear to C as required by
the RI-RSVP-FRR procedures. |If B sinply |leaves the LSP state
wi t hout deleting, then B may end up holding on to the stale state
until the (long) refresh tinmeout.

* |nstead of node B, assunme node C does set the RI-RSVP capability
in its Node-ID based Hell o nessages even though it does not
support RI-RSVP-FRR extensions. Wen B details the failure of its
PHOP Iink along an LSP, it will send a Conditional PathTear to C
as required by the R -RSVP-FRR procedures. However, C would not
recogni ze the condition encoded in the Pat hTear and end up tearing
down the LSP.

* Assume node B does set the RI-RSVP capability in its Node-I|D based
Hel l o nessages even though it does not support RI-RSVP-FRR
extensions. |n addition, assune local repair is about to commence
on node B for an LSP that has only requested link protection, that
is, Bhas not initiated the backup LSP signaling for the LSP. If
node B receives a normal PathTear at this tine fromingress A
because of a managenent event initiated on A then B sinply
del etes the LSP state without sending a Renote PathTear to the LP-
MP C, so Cmay end up holding on to the stale state until the
(long) refresh tineout.

Security Considerations

The security considerations pertaining to the original RSVP protoco
([ RFC2205], [ RFC3209], and [RFC5920]) remain relevant. Wen using

RSVP crypt ographi ¢ aut hentication [ RFC2747], nore robust al gorithns
such as HVAC- SHA256, HMAC- SHA384, or HVAC- SHA512 [ RFC2104]

[ FI PS-180-4] SHOULD be used when conputing the keyed nessage di gest
wher e possi bl e.

Thi s docunent extends the applicability of Node-ID based Hello

sessi ons between i medi ate nei ghbors. The Node-1D-based Hello
session between the PLR and the NP-MP nay require the two routers to
exchange Hell o nmessages with a non-i nmedi ate nei ghbor. Therefore,
the i nplementati ons SHOULD provide the option to configure either a
speci fi c nei ghbor or gl obal Node-1D authentication key to

aut henti cati on messages recei ved from Node-1D nei ghbors. The network
adm ni strator SHOULD utilize this option to enable RSVP-TE routers to
aut henticate Node-1D Hell o nessages received with a TTL greater than
1. Inplenentations SHOULD al so provide the option to specify a limt
on the nunmber of Node-ID based Hello sessions that can be established
on a router supporting the extensions defined in this docunent.



6. | ANA Consi der ations

6.1. CONDI TI ONS Obj ect

I ANA nai ntains the "C ass Nanes, C ass Nunbers, and C ass Types"
registry in the "RSVP Paraneters" registry group (see

<http://ww. i ana. org/ assi gnment s/ rsvp- paranmeters/>). | ANA has
extended these registries by adding a new O ass Nunber (in the
10bbbbbb range) and assigning a new C Type under this C ass Nunber,
as described bel ow (see Section 4.4.3). New O ass Type val ues for
Cl ass Name "CONDI TI ONS" can be added via "I ETF Review' [ RFC8126].

B oot sty et
| Cass Nunber | Class Name | Reference |
=+ ————————————+t———————————+
| 135 | CONDITIONS | RFC 9705 |
i I I I +

Table 1: d ass Nanes, C ass Nunbers,
and Cl ass Types

[ el s oo e e s
| Value | Description | Reference |
[ e oo e oo s b e )
| 1 | CONDITIONS | RFC 9705 |
+------- i i F-- - - - +

Table 2: Cass Types or C Types
- 135 CONDI TI ONS

| ANA has added a subregistry called "CONDI TI ONS (hj ect Fl ags" as
shown bel ow. New registrations can be added via "I ETF Revi ew'

[ RFC8126] .
R by ety gl Ly o
| Bit Nunmber | 32-Bit Value | Name | Reference |
[ e ——— L ———————————— Ll —————— = pp—p—p—_—(—————r
| 0-30 | | Unassigned | |
S TR . S +
| | 0x0001 | Merge-point | RFC 9705 |
S ISRy . I S IR +
Tabl e 3: CONDI TI ONS nj ect Fl ags
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