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Abstract

When split-horizon DNS is deployed by a network, certain donmai n nanes
can be resolved authoritatively by a network-provi ded DNS resol ver
DNS clients that are not configured to use this resolver by default
can use it for these specific domains only. This specification
defines a mechani smfor domain owners to informDNS clients about

| ocal resolvers that are authorized to answer authoritatively for
certai n subdonui ns.
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I nt roduction

To resolve a DNS query, there are three nmain behaviors that an

i npl ementation can apply: (1) answer froma | ocal database, (2) query
the relevant authorities and their parents, or (3) ask a server to
query those authorities and return the final answer. |nplenentations
that use these behaviors are called "authoritative nameservers”,
"full/recursive resolvers", and "forwarders" (or "stub resolvers"),
respectively. However, an inplenentation can also inplenent a

m xture of these behaviors, depending on |ocal policy, for each
query. Such an inplenmentation is terned a "hybrid resol ver".

Most DNS resol vers are hybrids of sone kind. For example, stub

resol vers support a local "hosts file" that preenpts query
forwardi ng, and nost DNS forwarders and full resolvers can al so serve
responses froma local zone file. her standardized hybrid
resol uti on behaviors include using a local root [RFC38806], Milticast
DNS (nDNS) [RFC6762], and NXDOVAI N synthesis for .onion [ RFC7686].

Net wor ks usually offer clients a DNS resol ver using neans such as
DHCP offers or | Pv6 Router Advertisenents (RAs). Although this
resolver is fornmally specified as a recursive resolver (e.g., see
Section 5.1 of [RFC8106]), some networks provide a hybrid resol ver
instead. If this resolver acts as an authoritative server for sone
nanes and -- depending on the source of the query -- provides
different answers for those domains, the network is said to be using
"split-horizon DNS", because those nanes resolve in this way only
frominside the network.

DNS clients that use pure stub resolution, sending all queries to the
net wor k- provi ded resol ver, will always receive the split-horizon
results. Conversely, clients that send all queries to a different
resol ver or inplenent pure full resolution locally will never receive
them dients that strictly inplenent either of these resolution
behavi ors are out of scope for this specification. Instead, this
specification enables hybrid clients to access split-horizon results
froma network-provided hybrid resolver, while using a different

resol ution nethod for some or all other nanes.

There are several existing nechanisns for a network to provide
clients with "local domain hints", listing domain nanmes that are
given special treatnent in this network (e.g., "Recursive DNS Server



(RDNSS) selection"” [RFC6731], "access network domain name" [ RFC5986],
and "Cient Fully Qualified Donmain Name (FQDN)" [ RFC4702] [ RFC4704]
in DHCP; "dnsZones" in Provisioning Domains (PvDs) [RFC8801]; and

"| NTERNAL_DNS_DOVAI N' [ RFC8598] in Internet Key Exchange Protocol
Version 2 (1 KEv2)). However, none of the |ocal donmain hint
mechani sms enabl e clients to determ ne whether this special treatnent
is authorized by the domain owner. Instead, these specifications
require clients to make their own determ nations about whether to
trust and rely on these hints.

Thi s docunment describes a nechani sm between donmai n nanes, networKks,
and clients that allows the network to establish its authority over a
domain to a client (Section 5). Cients can use this protocol to
confirmthat a | ocal dommin hint was authorized by the domai n owner
(Section 6), which mght influence its processing of that hint. This
process requires cooperation between the |ocal DNS zone and the
public zone.

In this specification, network operators securely identify the loca
DNS servers, and clients check each | ocal domain hint against a
globally valid parent zone.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent nakes use of the terns defined in [ RFC9499], e.g.,
"gl obal DNS'. The followi ng additional terns are used throughout
thi s docunent:

Encrypted DNS: A DNS protocol that provides an encrypted channe
between a DNS client and server (e.g., DNS over TLS (DoT)
[ RFC7858], DNS (queries) over HITPS (DoH) [ RRFC8484], DNS over QUIC
(DoQ [ RFC9250]).

Encrypted DNS Resolver: Refers to a DNS resolver that supports any
encrypted DNS scherme.

Split-Horizon DNS: The DNS service provided by a resolver that also
acts as an authoritative server for sone nanes, providing
resolution results that are neaningfully different fromthose in
the global DNS. (See the definition of "split DNS" in Section 6
of [RFC9499].)

Validated Split Horizon: A split-horizon configuration that is
aut horized by the parents of the affected nanes and confirned by
the client. Such authorization generally extends to the entire
subtree of names bel ow the authorization point.

In this document, the terms "owner" and "operator" are used
i nterchangeably and refer to the individual or entity responsible for
t he managenent and mai nt enance of domai ns.

Scope

The protocol described in this docunent is designed to support the
ability of a domain owner to create or authorize a split-horizon view
of their domain. The protocol does not support split-horizon views
created by any other entity. Thus, DNS filtering is not enabled by
this protocol

The protocol is applicable to any type of network offering split-



hori zon DNS configuration. The endpoint does not need any prior
configuration to confirmthat a local domain hint was indeed
aut hori zed by the donain.

Al'l of the Special-Use Donmain Nanes registered with | ANA [ RFC6761],
most notably "hone.arpa.", "resolver.arpa.", "ipvdonly.arpa.", and
"local.", are never unique to a specific DNS server’s authority. Al
Speci al - Use Domai n Nanes are outside the scope of this docunent and
MUST NOT be validated using the mechani sm described in this docunent.

The use of this specification is Iinmted to DNS servers that support
aut henti cated encryption and split-horizon DNS names that are rooted
in the gl obal DNS

Requi renent s
This solution seeks to fulfill the followi ng requirenents:

No | oss of security: No unauthorized party can inpersonate a zone
unl ess they could already do so without the use of this
speci fication.

Least privilege: Local resolvers do not hold any secrets that could
weaken the security of the public zone if conpronised.

Local zone confidentiality: The specification does not |eak |oca
net wor kK subdomai ns to anyone outside of the network.

Flexibility: The specification can represent and authorize a split
DNS zone structure.

DNSSEC conpatibility: The specification supports DNSSEC-based object
security for local zone contents per [ RFC9364].

Establ i shing Local DNS Authority

A participating network MJUST offer one or nore encrypted resolvers
via DHCP and Router Advertisenent options for the D scovery of

Net wor k- desi gnat ed Resol vers (DNR) [ RFC9463], Discovery of Designated
Resol vers (DDR) [ RFC9462], or an equival ent nechani sm (see

Section 10).

To establish local authority, the network MJST convey one or nore
"aut hori zation clainms" to the client. An authorization claimis an
abstract structure conpri sing:

* An Authentication Dormain Name (ADN) of a local encrypted resol ver
* The DNS nane of the authorizing parent zone.

* A set of subdonains of this parent zone that are clained by the
naned | ocal resolver (potentially including the entire parent
zone). To claimthe entire parent zone, the clainmed subdonmain
will be represented as an asterisk synbol ("*").

* A ZONEMD Hash Al gorithm (Section 5.3 of [RFC8976]). For
interoperability purposes, inplenentations MJST support the
"mandatory to inplenent" hash algorithns defined in Section 2.2.3
of [ RFCB8976].

* A high-entropy salt, up to 255 octets.

If the local encrypted resolver is identified by name (e.g., using
DNR), that identifying name MJUST be the nanme used in any
correspondi ng authorization claim Oherwise (e.g., DDR using IP
addresses), the resolver MJST present a validatable certificate



contai ning a subjectAltNane that matches the authorization claim
using the validation techniques for matching as described in

[ RFC9525] .

The network then provides each authorization claimto the parent zone
operator. |If the contents are approved, the parent zone operator
computes a "Verification Token" according to the follow ng procedure:

1. Convert all subdommins into canonical formand sort themin
canoni cal order (Section 6 of [RFCA034]).

2. Replace the suffix corresponding to the parent zone with a zero
octet.

3. Let $X be the concatenation of the resulting pseudo- FQDNs.

4. Let 1en($SALT) be the nunber of octets of salt, as a single
octet.

5. Let $TOKEN = hash(l en($SALT) || $SALT || $X), where "||" denotes
concatenati on and hash is the ZONEMD Hash Al gorithm

The zone operator then publishes a "Verification Record" with the
followi ng structure, follow ng the best practices outlined in
Sections 5.2 and 5.3 of [DOVAI N- VERI FI CATI ON- TECHNI QUES] :

* Type = TXT

* Omer Nane = Concatenation of the ADN, " _splitdns-challenge", and
the parent zone nane

* Contents = "key/value" pairs, e.g., "token=base64url| ($TOKEN)"
(wi t hout paddi ng)

By publishing this record, the parent zone authorizes the |oca
encrypted resol ver to serve these subdomai ns authoritatively.

.1. Exampl e

Consi der the followi ng authorization claim

* ADN = "resol ver17. parent. exanpl e"
* Parent = "parent.exanple"
* Subdorai ns = "payroll.parent.exanpl e",

"secret.project. parent.exanpl e"
* Hash Al gorithm = SHA- 384 [ RFC6234]
* Salt = "exanple salt octets (should be random"”

To approve this claim the zone operator would publish the follow ng
record:

NOTE: '\’ line wapping per RFC 8792
resol ver17. parent . exanpl e. _splitdns-chal | enge. parent. exanple. \
IN TXT "t oken=z1qyK7QMQPKT- ZnvVW t AQbsNy YenTNBPp50gYB8S1wesVCR\
- KIDv2eFwf Jc VWM
.2. Conveying Authorization d ains
The authorization claimis an abstract structure that must be encoded

in some concrete syntax in order to convey it fromthe network to the
client. This section defines sone encodings of the authorization



cl ai ns.
.2.1. Using DHCP

In DHCP, each authorization claimis encoded as a DHCP Aut hentication
option ([RFC3118] and Section 21.11 of [RFC8415]), using the Protoco
value 4, "Split-horizon DNS'. |In DHCPv4 [RFC2131], the mechani sm for
splitting long options as described in Section 8 of [RFC3396] MJST be
used if the Authentication option exceeds the naxi mum DHCPv4 option
size of 255 octets. The Algorithmfield provides the ZONEMD Hash

Al gorithm represented by its registered Value. The Replay Detection
Met hod val ue MUST be 0x00. The Authentication Information MJST
contain the foll owi ng information, concatenated:

1. The ADN in canonical form

2. The parent nane in canonical form

3. A one-octet "salt length" field.

4. The salt val ue.

5. The $X value as defined in Section 5

.2.2. Using Provisioning Domai ns

When using PvDs [ RFC8801], the authorization clains are represented
by the PvD Additional Information key "splitDnsd ai ns", whose val ue

is a JSON array. Each entry in the array MJST be a JSON object with
the follow ng structure:

"resolver": The ADN as a dot-separated nane.
"parent": The parent zone nane as a dot-separated nane.
"subdomai ns": An array containing the clained subdomai ns, as dot -

separated nanmes with the parent suffix already renmoved, in
canonical order. To claimthe entire parent zone, the clained
subdonmain will be represented as an asterisk synbol ("*").

"algorithni: The hash algorithm represented by its "Menonic"
string fromthe "ZONEMD Hash Al gorithms" registry (Section 5.3 of
[ RFC8976] ) .

"salt": The salt, encoded in base64url [RFC4648].

Future specifications ainmng to define new keys will need to add them
to the 1ANA registry defined in Section 13.3. DNS client

i npl ementations will ignore any keys they don’'t recogni ze but may

al so report unknown keys.

Validating Authority over Local Domain Hints

To validate an authorization claimprovided by the network, DNS
clients MIST resolve the Verification Record for that nane. |If the
resol uti on produces an RRset containing the expected token for this
claim the client SHALL regard the naned resol ver as authoritative
for the clainmed subdomains. Cdients MJUST ignore any unrecogni zed
keys in the Verification Record.

Each validation of authority applies only to a specific ADN. If a
network offers nultiple encrypted resolvers, each cl ai ned subdonai n
may be authorized for a distinct subset of the network-provided
resol vers

A zone is terned a "Validated Split-Horizon zone" after successfu



validation using a "tanperproof” DNS resolution nethod, i.e., a

met hod that is not subject to interference by the | ocal network
operator. Two possi bl e tanperproof resolution nmethods are presented
bel ow.

.1. Using a Preconfigured External Resolver

This nmethod applies only if the client is already configured with a
default resolution strategy that sends queries to a resol ver outside
of the network over an encrypted transport. That resolution strategy
i s considered tanperproof because any actor who could nodify the
response could already nodify all of the user’s other DNS responses.
If the client cannot obtain a response fromthe external resolver
within a reasonable timeframe, it MJST consider the verification
process to have fail ed.

To ensure that this assunption holds, clients MJUST NOT rel ax the
acceptance rules they woul d ot herw se apply when using this resol ver.
For exanple, if the client would check the Authenticated Data (AD)
bit or validate RRSIGs locally when using this resolver, it nust also
do so when resolving TXT records for this purpose. The client NMAY
perform DNSSEC validation for the verification query even if it has
di sabl ed DNSSEC val i dati on for other DNS queri es.

. 2. Using DNSSEC

The client resolves the Verification Record using any resol ution

met hod of its choice (e.g., querying one of the network-provided
resolvers, perfornming iterative resolution |ocally) and perfornms ful
DNSSEC validation locally [ RFC6698]. The result is processed based
on its DNSSEC validation state (Section 4.3 of [RFC4035]):

*Secure*: The response is used for validation

*Bogus* or *lndeterninate*: The response is rejected, and validation
is considered to have failed

*Insecure*: The client SHOULD retry the validation process using a
di fferent method, such as the nethod described in Section 6.1, to
ensure conpatibility with unsigned nanes. |f the client chooses
not to retry (e.g., no configured policy to validate the
aut hori zation clai musing an external resolver), it MJST consider
validation to have fail ed

Del egati ng DNSSEC Across Split DNS Boundaries

When the | ocal zone can be signed with globally trusted keys for the

parent zone, support for DNSSEC can be acconplished by sinply placing
a zone cut at the parent zone and including a suitable DS record for

the |l ocal resolver’s DNSKEY. Zones in this configuration appear the

sanme to validating stubs whether or not they inplenent this

speci fication.

To enabl e DNSSEC val i dation of | ocal DNS nanes w thout requiring the
| ocal resolver to hold DNSSEC private keys that are valid for the
parent zone, parent zones MAY add a "ds=..." key to the Verification
Record whose value is the RDATA of a single DS record, encoded in
base64url. This DS record authorizes a DNSKEY whose owner nane is
"resol ver.arpa."

To validate DNSSEC, the client first fetches and validates the
Verification Record. |If it is valid and contains a "ds" key, the
client MAY send a DNSKEY query for "resolver.arpa." to the loca
encrypted resolver. At |east one resulting DNSKEY Resource Record
(RR) MUST match the DS RDATA fromthe "ds" key in the Verification
Record. Al local resolution results for subdomains in this claim



MUST offer RRSIGs that chain to a DNSKEY whose RDATA is identical to
one of these approved DNSKEYs.

The "ds" key MAY appear nultiple tines in a single Verification
Record, in order to authorize multiple DNSKEYs for this |oca
encrypted resol ver.

Not e that when the | ocal resolver does not have a globally trusted
DNSKEY, any cl ai med subdormai ns MUST be nmarked as unsigned in the
public DNS. Oherw se, local resolution results would be rejected by
validating stubs that do not inplenent this specification

NOTE: "\’ |ine wapping per RFC 8792

;; Parent zone.
$ORI G N parent. exanpl e

; Parent zone’'s public Key Signing Key (KSK)
; and Zone Signing Key (ZSK).
@ | N DNSKEY 257 3 5 ABCD...=
@I N DNSKEY 256 3 5 DCBA...=

; Verification Record containing DS RDATA for the loca

; resolver’s KSK. This is an ordinary public TXT record,

; secured by RRSIGs fromthe public ZSK

resol ver. exanpl e. _splitdns-chall enge IN TXT "token=abc..., ds=Q/E..."

; NSEC record indicating that unsigned del egations are permtted at

; this subdomain. This is required for conpatibility with

; non-split-aware validating stub resolvers. |[If the clained |abel is
; confidential, the parent zone can conceal it using NSEC3 (with or

; Wi thout "opt-out").

@ | N NSEC subdonai n. par ent . exanpl e. NS

S T T R T T R T T R T O T R T A R T R I A R R T T A T T N N T T N T T R R TS B B T IO |

;; Local zone, claimng "subdomai n. parent. exanpl e".

; The local resolver’s KSK, validated by the Verification Record.
; It may not have a correspondi ng RRSI G
resol ver.arpa. | N DNSKEY 257 3 5 ASDF...=

; Each cl ai med subdomain duplicates the | ocal resolver’s KSK at its
; zone apex and uses it to sign the ZSK

subdonmi n. par ent . exanpl e. I N DNSKEY 257 3 5 ASDF...=

subdonmai n. par ent . exanpl e. I N DNSKEY 256 3 5 FDSA...=

subdommai n. par ent . exanpl e IN RRSIG DNSKEY 5 3 ... \
(KSK key tag) subdomain. parent.example. ...

subdomai n. par ent . exanpl e. I N AAAA 2001: db8:: 17

subdonmi n. par ent . exanpl e IN RRSIG AAAA 5 3 ... \

(ZSK key tag) subdonmin. parent.exanmple. ...
deeper. subdonai n. parent .. exanpl e. | N AAAA 2001: db8:: 18
deeper. subdomai n. parent. exanple |IN RRSIG AAAA 5 3 ... \
(ZSK key tag) subdomai n. parent. exanpl e.

Figure 1. Exanple Use of "ds=..."
Exanpl e Split-Horizon DNS Configuration

Consi der an organi zati on that operates "exanple.com and runs a
different version of its global domain on its internal network

First, the host and network both need to support one of the discovery
mechani sms described in Section 5. Figure 2 shows discovery using
informati on fromthe DNR and the PvD.



Validation is then performed using either an external resolver
(Section 8.1) or DNSSEC (Section 8.2).

*Steps 1-2*: The client deternines the network’s DNS server
(dns. exampl e.net) and PvD I D (pvd. exanpl e. com) using DNR and a
PvD, along with one of the follow ng: DNR Router Solicitation,
DHCPv4, or DHCPv6.

*Steps 3-5*: The client connects to dns. exanpl e. net using an
encrypted transport as indicated in DNR [ RFC9463], authenticating
the server to its name using TLS (Section 8 of [RFC8310]), and
sends it a query for the address of pvd. exanpl e.com

*Steps 6-7*: The client connects to the PvD server, validates its
certificate, and retrieves the PvD Additional Information
i ndi cated by the associated PvD. The JSON object contai ns:

{

"identifier": "pvd. exanpl e. cont,
"expires": "2025-05-23T06: 00: 00Z",
"prefixes": ["2001:db8:1::/48", "2001:db8:4::/48"],
"splitDnsd ai nms": [{
"resol ver": "dns.exanple.net",
"parent": "exanple.cont,
"subdomai ns": ["*"],
"al gorithm': "SHA384",
"salt": "abc...123"

}H
}
The JSON keys "identifier", "expires", and "prefixes" are defined
in [ RFC8801] .
S + Fom e oo S T SRR S SRR
| dient | | Network’s | | Network | | Router
| | | Encrypted Resolver | | PvD Server | |
S R + o e e e S S SRR + Femmmm -
I I I I
| Router Solicitation or | | |
| DHCPv4/ DHCPv6 (1) | | |
R LR >|
I I I I
| Response with DNR ADN & | | |
| PvD FQDN (2) I I I
R e I
| - \ I
| -] now knows DNR ADN & | |
| | PvD FQDN I I
| l--mmmmmmmm / I
I I
| TLS connection to dns. exanple.net (3)
R >|
[ R R \ I
-| validate TLS certificate | |
[----mmmmm / I
I
I
I
I
I

I I
| 200 OK (JSON Additional Information) (7)



Figure 2: An Exanpl e of Learning Local C ains of DNS Authority
8.1. \Verification Using an External Resol ver

Figure 3 shows the steps perforned to verify the local clainms of DNS
authority using an external resolver.

*Steps 1-2*: The client uses an encrypted DNS connection to an
external resolver to issue TXT queries for the Verification
Records. The TXT | ookup returns a token that matches the claim

*Step 3*: The client has validated that exanpl e.com has authorized
dns. exanmpl e. net to serve exanmple.com Wen the client connects
usi ng an encrypted transport as indicated in DNR [ RFC9463], it
will authenticate the server to its nanme using TLS (Section 8 of
[ RFC8310]) and send queries to resolve any nanes that fall within
the cl ai med zones.

| dient | | Network’s | | External
| | | Encrypted Resolver | | Resolver |

I
I
[=mmmmm e >|
| m-mmmmee e \ | |
| -] validate TLS certificate | | |
| |---mmmmmm e I I I
I I I
| TXT? dns. exanpl e.net.\ | |
| _splitdns-chal | enge. exanpl e. com (1) | |
[=mmmmr e >|
I I I
| TXT "token=ABC..." (2) | |
R R LR EEEERTEEES |
I e \
| -] dns.example.net is authorized
—————————————————————— Ve

use dns. exanpl e. net when
resol vi ng exanpl e. com ( 3)

Figure 3: Verifying Cdains Using an External Resolver
8.2. Verification Using DNSSEC

Figure 4 shows the steps perforned to verify the local clains of DNS
authority usi ng DNSSEC

*Steps 1-2*: The DNSSEC-validating client queries the network’s
encrypted resol ver to issue TXT queries for the Verification
Records. The TXT |ookup will return a signed response contai ni ng
the expected token. The client then perforns full DNSSEC
validation |ocally.

*Step 3*: |If the DNSSEC validation is successful and the token
mat ches, then this authorization claimis validated. Once the
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10.

client connects using an encrypted transport as indicated in DNR
[ RFC9463], it will authenticate the server to its nane using TLS
(Section 8 of [RFC8310]) and send queries to resolve any nanes
that fall within the clained zones.

| dient | | Network’s |

I
| DNSSEC K (DO, TXT? dns.exanpl e.net.\
| _splitdns-chal | enge. exanpl e. com (1)

I
| TXT token=DEF..., Signhed Answer (RRSIG (2)

Figure 4: An Exanple of Verifying Cainms Using DNSSEC
Qperational Efficiency in Split-Horizon Depl oynents

In many split-horizon deploynents, all non-public domain nanmes are

pl aced in a separate child zone (e.g., internal.exanple.com. In
this configuration, the nessage flowis simlar to the flow described
in Section 8.1, except that queries for hosts not within the
subdonain (e.g., www. exanple.con) are sent to the external resolver
rat her than the resolver for internal.exanple.com

As specified in Section 8.1, the internal DNS server will need a
certificate signed by a Certification Authority (CA) trusted by the
client.

Al 't hough pl acing internal domains inside a child domain is not
necessary to prevent |eakage, such placenent reduces the frequency of
changes to the Verification Record. This docunent recomends that
the internal domains be kept in a child zone of the |ocal domain
hints advertised by the network. For exanple, if the PvD "dnsZones"
entry is "internal.exanple.com' and the network-provi ded DNS resol ver
is "nsl.internal.exanple.con, the network operator can structure the
i nternal domain nanmes as "privatel.internal.exanple.coni,
"private2.internal.exanple.com', etc. The network-designated
resolver will be used to resolve the subdomai ns of the |ocal domain
hint "*.internal.exanple.coni.

Validation with | KEv2

When the endpoint is using a VPN tunnel and the tunnel is |IPsec, the
encrypted DNS resol ver hosted by the VPN service provider can be
securely discovered by the endpoint using the ENCDNS | P* | KEv2
Configuration Payload Attribute Types defined in [ RFC9464]. The VPN
client can use the mechanismdefined in Section 6 to validate that
the di scovered encrypted DNS resolver is authorized to answer for the
cl ai mred subdomai ns.



11.

12.

13.

13.

O her VPN tunnel types have simlar configuration capabilities. Note
that those capabilities are not discussed in this docunent.

Aut hori zation C ai m Updat e

A Verification Record is only valid until it expires. Expiry occurs
when the Tine To Live (TTL) or DNSSEC signature validity period ends.
Shortly before Verification Record expiry, clients MIST fetch the
Verification Records again and repeat the verification procedure.
This ensures the availability of updated and valid Verification

Recor ds.

A new Verification Record nmust be added to the RRset before the
correspondi ng authorization claimis updated. After the claimis
updated, the follow ng procedures can be used:

1. DHCP reconfiguration can be initiated by a DHCP server that has
previ ously comruni cated with a DHCP client and negotiated for the
DHCP client to listen for Reconfigure nessages, to pronpt the
DHCP client to dynamically request the updated authorization
claim This process avoids the need for the client to wait for
its current |ease to conplete and request a new one, enabling the
| ease renewal to be driven by the DHCP server.

2. The sequence nunber in the RA PvD Option can be increnented,
requiring clients to fetch PvD Additional Information fromthe
HTTPS server due to the updated sequence nunber in the new RA
(Section 4.1 of [RFC8801]).

3. The old Verification Record needs to be maintained until the DHCP
| ease or PvD Additional Information expires.

Security Considerations

The ADNs of authorized | ocal encrypted resolvers are revealed in the
owner nanes of Verification Records. This nakes it easier for domain
owners to understand which resolvers they are currently authorizing
to inplenent split DNS. However, this could create a confidentiality
issue if the | ocal encrypted resolver’s nanme contains sensitive
information or is part of a secret subdomain. To mitigate the inpact
of such | eakage, |ocal resolvers should be given nanes that do not
reveal any sensitive information

The security properties of hashing algorithns are not fixed.
Algorithmagility (see [RFC7696]) is achieved by providing

i mpl ementations with the flexibility to choose hashing al gorithns
fromthe "ZONEMD Hash Al gorithms" registry (Section 5.3 of

[ RFC8976] ) .

The entropy of a salt depends on a high-quality pseudorandom numnber
generator. For further discussion on random nunber generation, see
[ RFC4086]. The salt MJST be regenerated whenever the authorization
claimis updat ed.

I ANA Consi derati ons
1. New DHCP Authentication Algorithmfor Split DNS
| ANA has added the following entry to the "Protocol Nanme Space
Val ues" registry in the "Dynam c Host Configuration Protocol (DHCP)
Aut hentication Option Nane Spaces" registry group
Value: 4

Description: Split-horizon DNS
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Ref erence: RFC 9704
2. New PvD Additional Information Type for Split DNS

| ANA has added the following entry to the "Additional Information PvD
Keys" registry in the "Provisioning Dormains (PvDs)" registry group:

JSON key: splitbnsd ains
Description: Verifiable locally served domains

Type: Array of Objects

Exanpl e:
[{
"resolver": "dns.exanple.net",
"parent": "exanple.cont,

"subdomai ns": ["sub"],
"al gorithnt: "SHA384",
"salt": "abc...123"

H
Ref er ence: RFC 9704

3. New PvD Split DNS Cains Registry

| ANA has created a new registry called "PvD Split DNS d ains" within
the "Provisioning Domains (PvDs)" registry group. This new registry
reserves JSON keys for use in sub-dictionaries under the

splitDnsCl aims JSON key. The initial contents of this registry, as
di scussed in Section 5.2.2, are listed bel ow and have been added to
the registry:

B ool e s el e g
| JSON key | Description | Type | Exanple | Ref erence|
b bbb oo s s e ooy el e pe e gt
| resolver | The | String | "dns.exanple.net" | RFC 9704 |
| | Authentication | | | |
| | Domai n Nane | | | |
T T I TR S IR +
| par ent | The parent | String | "examnpl e.conf | RFC 9704 |
| | zone name | | | |
TS S AR, o e e e e oo R +
| subdomai ns| An array | Array | ["sub"] | RFC 9704 |
| | containing the |of | | |
| | clained | Strings| | |
| | subdomai ns | | | |
TS o e R, o e e e o S R +
| al gorithm | The hash | String | "SHA384" | RFC 9704 |
| | algorithm | | | |
S T T L I S I +
| salt | The salt | String | "abc...123" | RFC 9704 |
| | (base64url) | | | |
TS o e R, o e e e o S R +

Table 1: Split DNS d ains

The keys defined in this document are nmandatory. Any new assi gnnents
of keys will be considered as optional for the purpose of the
mechani sm descri bed in this docunent.

New assignnents in the "PvD Split DNS C ains" registry will be
admi ni stered by | ANA through Expert Review [ RFC8126]. Experts are
requested to ensure that defined keys do not overlap in names or
semanti cs.
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3.1. GQuidelines for the Designated Experts

It is suggested that nultiple designated experts be appointed for
regi stry change requests.

Criteria that should be applied by the designated experts include
determ ni ng whether the proposed registration duplicates existing
entries and whether the registration description is clear and fits
the purpose of this registry.

Regi stration requests are evaluated within a three-week revi ew period
on the advice of one or nore designated experts. Wthin the review
period, the designated experts will either approve or deny the

regi stration request, comunicating this decision to | ANA. Denials
shoul d i nclude an explanation and, if applicable, suggestions as to
how to make the request successful.

4, DNS Under score Nane

| ANA has added the following entry to the "Underscored and d obal |y
Scoped DNS Node Nanmes" registry in the "Domain Nane System ( DNS)
Par armet ers" regi stry group:

RR Type: TXT
_NODE NAME: _splitdns-chal |l enge
Ref erence: RFC 9704
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