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Abstract

Thi s docunment defines two YANG nodul es. The first nodule is the
initial version of the | ANA-nai ntai ned YANG nodul e for Maxi num
Segnment ldentifier (SID) Depth (MSD) Types, which includes identities
for both the MPLS data plane and Segment Routing over |Pv6 (SRv6)
data plane. The second nodul e augnents the | ETF MPLS YANG dat a nodel
to provide support for MPLS MSDs as defined in RFCs 8476 and 8491.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9702.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust

i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided wi thout warranty as descri bed
in the Revised BSD License.
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Overvi ew

There are two YANG nodul es [ RFC7950] defined in this docunent.

Modul e i ana-nmsd-types defines the identities for Maxi num SID Depth
(MBD) Types as per the "I GP MSD Types" | ANA registry

[ 1 ANA- | GP- MSD- Types], which includes MSD types for both the MPLS and
SRv6 data planes. This docunent also defines nodule ietf-npls-nsd
augrmenting the I ETF MPLS YANG data nodel [RFC8960], which augnents
the routing RIB data nodel [RFC8349] to provide operational state for
various MsDs [ RFC8662] for the MPLS data plane. The nodul e augnents
the base MPLS nodel with a Iist of various types of Node MsDs as wel |
as various types of Link MSDs.

The YANG nodul es in this document conformto the Network Managenent
Dat astore Architecture (NVDA) [ RFC8342].

Desi gn of the Model
1. | ANA MSD Types Modul e

| ANA has created a registry titled "I GP MSD- Types" under the
"Interior Gateway Protocol (1GP) Paraneters" registry group to

i dentify MBD-Types. Modul e iana-nsd-types is an | ANA-nai nt ai ned
nmodul e, which defines the identities for the MSD Types as in the | ANA
"I GP MSD- Types" registry. This nodul e references [ RFC8476],

[ RFC8491], [RFC8662], [RFC8664], [RFC8814], [RFC9088], and [ RFC9352].

On top of the base identity "nsd-base", identity "nsd-base-npls" is
defined to serve as the base for MSD types for the MPLS data pl ane,
and identity "nsd-base-srh" is defined to serve as the base for MSD
types for the Segment Routing Header (SRH) in the I Pv6 data pl ane.

This nodul e is maintained by | ANA and will be updated if and when
there is any change to the registry.

2. | ETF MPLS MSD Mbdul e

Modul e ietf-npls-nmsd augnments the base MPLS nodel [RFC8960], and it
provi des support of different types of MSDs in the MPLS data pl ane.

As defined in [RFC8491], a Link MSD is the nunber of SIDs supported
by a node’s link, while a Node MSD is the snallest MSD supported by
the node across all its links. The nodule defines lists of MSDs and
their MSD Types for a node and its links. Please note that these are
read-only data nodes exposing a node’s hardware capability.

Tree for | ETF MPLS MsD Types YANG Modul e

Thi s docunent uses the graphical representation of data nodels per
[ RFC8340] .

nmodul e: ietf-npls-nsd
augnment /rt:routing/ nmpls:npls:

+--r0 node- nsds
+--ro node-nsd* [msd-type]



+--ro nmed-type identityref
+--ro nsd-val ue? uint8
augnent /rt:routing/ nmpls:npls/npls:interfaces/npls:interface:
+--ro |ink-nsds
+--ro link-nmsd* [nmsd-type]
+--ro med-type i dentityref
+--ro nsd-val ue? uint8

4. YANG Mbdul es
There are two YANG nodul es defined in this docunent.
4.1. | ANA- Mai nt ai ned Mbdul e for MSD Types

Thi s docunent defines the initial version of the | ANA-naintai ned YANG
modul e for MSD Types that mirrors the | ANA "I GP MsD- Types" registry
[ 1 ANA- | GP- MSD- Types] .

<CODE BEG NS> file "iana-nsd-types@025-01-10. yang"
nmodul e i ana-nsd-types {
yang-version 1.1;
nanespace "urn:ietf:parans: xnl:ns:yang:iana-nsd-types";
prefix iana-nsd-types;

organi zati on
"Internet Assigned Numbers Authority (1ANA)";

cont act
"Internet Assigned Numbers Authority

| CANN

12025 Waterfront Drive, Suite 300
Los Angel es, CA 90094- 2536

United States of Anerica

Tel : +1 310 301 5800
<mumi | to: i ana@ ana. or g>";

description
"The YANG nodul e defines the identities for Maxi num Segnent
Identifier (SID) Depth (MSD) Types.

This YANG nmodul e i s maintained by | ANA and reflects the "I GP
MBD- Types’ registry.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This initial version of this YANG nodule is part of RFC 9702
(https://www. rfc-editor.org/info/rfc9702); see the RFC itself
for full legal notices.

The | atest version of this YANG nodule is avail able at
https://ww. i ana. or g/ assi gnment s/ yang- par aneters.”;

revisi on 2025-01-10 {
description
"Initial Version";
ref erence



"RFC 9702: YANG Data Mddel for Maxi num Segrment ldentifier (SID)
Depth Types and MPLS Maxi mum SI D Dept h";

}

identity msd-base {
description
"Base identity for Maxi mum SID Depth (MSD) Type. The MSD type
definition is defined in the | ANA "I GP MSD Types' registry.";

}

identity nmsd-base-npls {
base nsd- base;
description
"Base identity of MSD types for the MPLS data plane.";

}

i dentity base-npls-inposition-nsd {
base nsd- base-npl s;
description
"Base MPLS Inposition MSD.";
reference
"RFC 8491: Signaling Maxi mum SID Depth (MSD) Using 1S 1S
RFC 8476: Signaling Maxi num SID Depth (MSD) Usi ng OSPF
RFC 8664: Path Computation El erent Commruni cati on Protocol
(PCEP) Extensions for Segnent Routing
RFC 8814: Signaling Maxi mum SID Depth (MSD) Using the Border
Gat eway Protocol - Link State";

}

identity erld-nmsd {
base nsd- base-npl s;
description
"nmed-erld is defined to advertise the Entropy Readabl e
Label Depth (ERLD).";
reference
"RFC 8662: Entropy Label for Source Packet Routing in
Net wor ki ng ( SPRI NG Tunnel s
RFC 9088: Signaling Entropy Label Capability and Entropy
Readabl e Label Depth Using IS-1S";

}

identity nsd-base-srh {
base nsd- base;
description
"Base identity of MSD types for Segnent Routing Header (SRH).";

}

identity srh-max-sl ({
base nsd-base-srh
description
"The Maxi num Segnents Left MsD type.";
ref erence
"RFC 9352: IS-1S Extensions to Support Segnent Routing
over the | Pv6 Data Pl ane";

}

i dentity srh-max-end-pop {
base nsd-base-srh
description
"The Maxi num End Pop MSD Type.";
ref erence
"RFC 9352: IS-1S Extensions to Support Segnent Routing
over the I Pv6 Data Pl ane";

}

identity srh-max-h-encaps {



base nsd-base-srh
description
"The Maxi mum H. Encaps MsD Type.";
ref erence
"RFC 9352: IS-1S Extensions to Support Segnent Routing
over the | Pv6 Data Pl ane";

}

identity srh-max-end-d {
base nsd-base-srh
description
"The Maxi num End D MsSD Type.";
ref erence
"RFC 9352: IS-1S Extensions to Support Segnent Routing
over the I Pv6 Data Pl ane";

}
}
<CODE ENDS>

4.2. MPLS MSD YANG

Thi s docunent al so defines a YANG nodul e for MSD extensi ons [ RFC8476]
[ RFC8491] to the MPLS base nodel as defined in [ RFC8960].

<CODE BEG@ NS> file "ietf-npls-nsd@025-01-10. yang"

nmodul e ietf-npls-nsd {
yang-version 1.1;
nanespace "urn:ietf:paranms: xnl:ns:yang:ietf-npls-nsd";
prefix npls-nsd;

inmport ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing
Managenment (NVDA Version)";

}
inmport ietf-npls {
prefix npls;
ref erence
"RFC 8960: A YANG Data Model for MPLS Base";
}

i mport iana-nsd-types {
prefix iana-nsd-types;
}

organi zati on

"I ETF Mul tiprotocol Label Switching (MPLS) Wrking G oup";
cont act

"WG Web: <https://datatracker.ietf.org/wy/ npls/>

WG List: <mailto:npls@etf.org>

Aut hor : Yi ngzhen Qu

<mai |l to:yingzhen.ietf @nmuail . conp
Aut hor : Acee Lindem

<mai | to: acee.ietf@nmnail.conr
Aut hor : St ephane Lit kowski

<mai lto:slitkows.ietf@nuail.conp
Aut hor : Jeff Tantsura

<mailto:jefftant.ietf@muail.conp

deséription
"Thi s YANG nodul e augnents the base MPLS nodel, and it is to
provi de support for different types of Maxi mum SI D Depth (MSD).

Thi s YANG nmodul e conforms to the Network Managenent



Dat astore Architecture (NVDA) as described in RFC 8342

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9702,
see the RFC itself for full legal notices.";

revision 2025-01-10 {
description
"lInitial Version";
ref erence
"RFC 9702: YANG Data Model for Maxi num Segrment ldentifier (SID)
Depth Types and MPLS Maxi mum SI D Dept h";

}

groupi ng ned-type-val ue {
description
"Grouping for MSD type and val ue.";
| eaf nmed-type {
type identityref {
base i ana- nsd-types: nsd- base-npl s;
}

description
"MsD types. The MBD type is defined in ANA "I GP
MSD- Types’ registry.";

| eaf med-val ue {
type uint8;
description
"MsD val ue, in the range of 0-255. 0 represents the |ack
of ability to support a SID stack of any depth.";

}

augrment "/rt:routing/nmpls:npls" {
description
"Thi s nodul e augnents MPLS data nodel (RFC 8960)
wi th Node MSD.";
cont ai ner node-nsds {
config fal se;
description
"Maxi mum SI D Depth (MSD) of a node.";
list node-nsd {
key "nsd-type";
uses ned-type-val ue;
description
"List of different types of Node MSDs. For the same
type, the value of Node MSD is the small est anbng Li nk MsSD
val ues. ";
}
}
}

augrment "/rt:routing/npls:npls/npls:interfaces/npls:interface” {
description
"Thi s nodul e augnents MPLS data nodel (RFC 8960)
with Link MSD. ";
contai ner |ink-mnmsds {
config fal se;



description
"Maxi mum SI D Depth (MSD) of an interface.”;
list Iink-msd {
key "msd-type";
uses ned-type-val ue;
description
"List of different types of MSDs on the link.";

}
}
}

}
<CODE ENDS>
Security Considerations

The YANG nodul es specified in this document define a schena for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des the means to restrict access for particular NETCONF or
RESTCONF users to a pre-configured subset of all avail able NETCONF or
RESTCONF protocol operations and content.

Sone of the readable data nodes in the ietf-npls-nsd YANG nodul e may
be considered sensitive or vulnerable in sonme network environnents.

It is thus inportant to control read access (e.g., via get, get-
config, or notification) to these data nodes. These are the subtrees
and data nodes and their sensitivity/vulnerability:

[rt:routing/nmpls:nmpls/nmsd/ node- nsds
[rt:routing/nmpls:nmpls/med/link-nsds

Exposure of the node’s maxi mum SID depth may be useful in nmounting
a Deni al -of -Service (DoS) attack by sending packets to the node
that the router can’'t process.

The iana-nsd-types YANG nodul e defines a set of identities that
mrror the 1 ANA "I GP MSD- Types" registry. These identities are

i ntended to be reused by other YANG nodul es. The nodule by itself
does not expose any data nodes that are witable or readable. As
such, there are no additional security issues related to this YANG
modul e that need to be consi dered.

| ANA Consi der ati ons
.1. Registering YANG Mdul es

Thi s docunent registers URIs in the |ETF XM. registry as defined in
[ RFC3688]. The foll owing registrati ons have been nmade:

URI: urn:ietf:parans: xm:ns:yang:iana-nsd-types
Regi strant Contact: The | ESG
XM: N A; the requested URI is an XM. nanmespace

URI: wurn:ietf:paramnms:xm:ns:yang:ietf-npls-nsd
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanmespace.

Thi s docunment registers the YANG nodul es in the "YANG Modul e Nanes"
registry as defined in [ RFC6020].



Nane: iana-nsd-types

Mai nt ai ned by | ANA? Y

Nanespace: urn:ietf:parans: xnl:ns:yang:iana-nsd-types
Prefix: iana-nsd-types

Ref erence: RFC 9702

Nane: ietf-npls-nsd

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:params: xm:ns:yang:ietf-npls-nsd
Prefix: npls-nsd

Ref erence: RFC 9702

6.2. | ANA MSD- Types Modul e

Thi s docunment defines the initial version of the | ANA-nmaintai ned
"i ana-nsd-types" YANG nodule (Section 4.1). The | atest version of
the YANG nodul e is available fromthe "YANG Paraneters” registry

[ 1 ANA- YANG Par anet er s] .

| ANA has added this note to the "YANG Mddul e Nanes" registry:

| New val ues nust not be directly added to the "iana-nsd-types" YANG
| rmodule. They nmust instead be added to the "I GP MSD Types"

| registry in the "Interior Gateway Protocol (1GP) Paraneters”

| registry group [|ANA-1GP- MSD- Types].

The identities defined in the iana-nsd-types YANG nodul e are

organi zed hierarchically based on the data plane. 1In this initia
version, only MPLS and SRv6 data pl anes are supported, hence "nsd-
base-npl s" and "nsd- base-srh” are defined. Wen a new data plane is
added to the "I GP MSD- Types" registry, a new "identity" statenent
shoul d be added to the "iana-nsd-types" YANG nodule. The nanme of the
"identity" is the prefix "nsd-base-" plus a | owercase version of the
data plane name. The identity statement should have the foll ow ng
sub- st at enent s defi ned

"base": Contains 'nsd-base’

"description": Replicates the description from "nsd-base-npls" and
changes the correspondi ng data pl ane nane.

"reference”: Replicates the reference fromthe registry with the
title of the document added.

When an MSD type is added to the "I GP MSD Types" registry, a new
"identity" statement nust be added to the "iana-nsd-types" YANG
modul e.  The nane of the "identity" is a | owercase version of the
type nanme provided in the name with the space replaced with "-". The
"identity" statenment should have the foll owi ng sub-statenents
def i ned:

"base": Contains the base nane of the correspondi ng data pl ane.
"description": Replicates the name fromthe registry.
"reference": Replicates the reference fromthe registry with the

title of the docunent added.
Unassi gned or reserved val ues are not present in the nodul e.
When the "iana-nmsd-types" YANG nodul e i s updated, a new "revision"
statenent with a unique revision date nust be added in front of the

exi sting revision statenents.

| ANA has added a "Data Plane" columm to the "1 GP MSD- Types" registry.



This will unequivocally identify the base identity for MSD Types.
The val ues for the "Data Plane" columm for existing MSD Types are:

[ oo s s s el el oo o3
| Val ue | Nare | Data Plane | Reference |
[ e ool ool sl
| O | Reserved | | [ RFC8491] |
S I I I I I I Fo-m - - +
| 1 | Base MPLS Inposition MSD | MPLS | [ RFC8491] |
I B I Fommm e - - - I I +
| 2 | ERLD- MSD | MPLS | [ RFCO088] |
I I I I I I I +
| 3-40 | Unassi gned | | |
S I I I I I I Fo-m - - +
| 41 | SRH Max SL | SRv6 | [RFC9352] |
I B I Fommm e - - - I I +
| 42 | SRH Max End Pop | SRv6 | [RFC9352] |
I I I I I I I +
| 43 | Unassi gned | | |
S I I I I I I Fo-m - - +
| 44 | SRH Max H. encaps | SRv6 | [ RFC9352] |
I B I Fommm e - - - I I +
| 45 | SRH Max End | SRv6 | [RFC9352] |
I I I I I I I +
| 46-250 | Unassigned | | |
S I I I I I I Fo-m - - +
| 251-254 | Experinental Use | | [ RFC8491] |
I B I Fommm e - - - I I +
| 255 | Reserved | | [ RFC8491] |
I I I I I I I +

Table 1
I ANA has added this note to [l ANA-| GP- MSD- Types]:

| When this registry is nodified, the YANG nodul e "iana-nsd-types"
| rmust be updated as defined in RFC 9702.
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