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I nt roducti on

"QAuth 2.0 Token Introspection" [RFC7662] specifies a method for a
protected resource to query an QAuth 2.0 authorization server to
determine the state of an access token and obtain data associ ated
with the access token. This enabl es deploynents to inplenent opaque
access tokens in an interoperabl e way.

The introspection response, as specified in "QAuth 2.0 Token

I ntrospection” [RFC7662], is a plain JSON object. However, there are
use cases where the resource server requires stronger assurance that
the aut horization server issued the token introspection response for
an access token, including cases where the authorization server
assunes liability for the content of the token introspection
response. An exanple is a resource server using verified persona
data to create certificates, which in turn are used to create
qualified el ectronic signatures.

In such use cases, it may be useful or even required to return a
signed JWI [ RFC7519] as the introspection response. This
specification extends the token introspection endpoint with the
capability to return responses as JWSs.

Requi renents Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Resource Server Managenent

The authorization server (AS) and the resource server (RS) maintain a
strong, two-way trust relationship. The resource server relies on
the authori zation server to obtain authorization, user, and other
data as input to its access control decisions and service delivery.
The aut horization server relies on the resource server to handle the
provi ded data appropriately.

In the context of this specification, the token introspection
endpoint is used to convey such security data and potentially al so
privacy-sensitive data related to an access token

In order to process the introspection requests in a secure and
privacy-preserving manner, the authorization server MJST be able to
identify, authenticate, and authorize resource servers.

The AS MAY additionally encrypt the token introspection response
JWIs. |If encryption is used, the AS is provisioned with encryption
keys and algorithns for the RS

The AS MUST be able to determnmine whether an RS is the audience for a
particul ar access token and what data it is entitled to receive;
otherwi se, the RS is not authorized to obtain data for the access
token. The AS has the discretion of howto fulfill this requirenent.
The AS could, for exanple, naintain a mappi ng between scope val ues



and RSs.

The requirenents given above inply that the AS nmintains credentials
and other configuration data for each RS

One way is by utilizing dynamic client registration [RFC7591] and
treating every RS as an QAuth client. In this case, the ASis
assuned to at |east maintain a "client_id" and a

"t oken_endpoi nt _auth_nmethod" with conpl enentary authentication nethod

met adata, such as "jwks" or "client_secret". In cases where the AS
needs to acquire consent to transnit data to an RS, the follow ng
client metadata fields are recomended: "client_nane", "client _uri"
"contacts", "tos_uri", and "policy_uri"

The AS MJST restrict the use of client credentials by an RS to the
calls it requires, e.g., the AS MAY restrict such a client to cal
the token introspection endpoint only. How the AS inplenents this
restriction is beyond the scope of this specification

This specification further introduces client netadata to nmanage the
configuration options required to sign and encrypt token
i ntrospecti on response JWs.

Requesting a JW Response

An RS requests a JW introspection response by sendi ng an
i ntrospection request with an Accept HTTP header field set to
"application/token-introspection+j wt".

The AS MJST authenticate the caller at the token introspection
endpoint. Authentication can utilize client authentication methods
or a separate access token that is issued to the RS and identifies
the RS as the subject.

The following is a non-nornmative exanple request, with the RS
authenticating with a private key JW:

PCST /introspect HITP/ 1.1

Host: as. exanpl e.com

Accept: application/token-introspection+jwt
Cont ent - Type: application/ x-wwmwform url encoded

t oken=2Yot nFZFEj r 1zCsi cM\pAA&

client_assertion_type=
ur n9BAI et f ¥BApar ans%BAoaut h%BAcl i ent - asserti on-type¥3A W - bear er &
client_asserti on=PHNhbWwWO [...onitted for brevity...]ZT

JWI' Response

The introspection endpoint responds with a JWI, setting the Content-
Type HTTP header field to "application/token-introspection+ w" and
the JWI typ ("type") header paraneter to "token-introspection+jwt".

The JWI MUST include the foll owi ng top-1evel clains:

iss
MJUST be set to the issuer URL of the authorization server

aud
MJST identify the resource server receiving the token
i ntrospection response.

i at
MUST be set to the time when the introspection response was
created by the authorization server



token_i ntrospection
A JSON obj ect containing the nenbers of the token introspection
response, as specified in [ RFC7662], Section 2.2. The separation
of the introspection response nenbers into a dedi cated JSON obj ect
containing a JWr claimis intended to prevent conflict and
confusion with top-level JW clains that may bear the sane nane.

If the access token is invalid, expired, revoked, or not intended
for the calling resource server (audience), the authorization
server MJST set the value of the active nenber in the

token_i ntrospection claimto false and MJUST NOT i ncl ude ot her
menbers. Qherwi se, the active nenber is set to true

The AS SHOULD narrow down the scope value to the scopes rel evant
to the particular RS

As specified in Section 2.2 of [RFC7662], inplenentations MAY
extend the token introspection response with service-specific
claims. In the context of this specification, such clains will be
added as top-level nenbers of the token_introspection claim

Token introspection response paraneter names intended to be used
across donmai ns MJUST be registered in the "QAuth Token

I ntrospecti on Response” registry [|IANA QAut h. Token. | nt rospecti on]
defined by [ RFC7662].

When the AS acts as a provider of resource owner identity clains
to the RS, the AS determ nes, based on its RS-specific policy,

what identity clainms to return in the token introspection
response. The AS MJST ensure the rel ease of any privacy-sensitive
data is legally based (see Section 9).

Further content of the introspection response is determ ned by the
RS-specific policy at the AS.

The JWI' MAY include other clains, including those fromthe "JSON Wb
Token C ai ms" registry established by [ RFC7519]. The JW SHOULD NOT
include the sub and exp clains, as an additional neasure to prevent
m suse of the JWI as an access token (see Section 8.1).

Note: Although the JWI format is widely used as an access token
format, the JW returned in the introspection response is not an
alternative representation of the introspected access token and is
not intended to be used as an access token

This specification registers the "application/token-
introspection+jwt" nmedia type, which is used as the value of the typ
("type") header paraneter of the JW to indicate that the payload is
a token introspection response.

The JWI is cryptographically secured as specified in [ RFC7519].

Dependi ng on the specific resource server policy, the JW is either
signed or signed and encrypted. If the JW is signed and encrypted,
it MIUST be a Nested JW, as defined in JW [RFC7519].

Note: An AS conpliant with this specification MIST refuse to serve

i ntrospection requests that don't authenticate the caller and return
an HTTP status code 400. This is done to ensure token data is

rel eased to legitimte recipients only and prevent downgrading to

[ RFC7662] behavi or (see Section 8.2).

The following is a non-normative exanple response (with |ine breaks
for display purposes only):

HTTP/ 1.1 200 XK



Cont ent - Type: application/token-introspection+jw

eyJraWQ O J3RzZEl i wi dH W j oi dX®r Z2Wit aWb0cnPzcGVj dd vbi t qd3Q LCIhbGe
i G JSUzI 1Ni J9. eyJpc3M O JodHRwczovL2FzLmvAYWLwbGUUY29t Lyl sI nF1ZCl 6l

mh0dHBz G 8venMuZXhhbXBsZS5j b20venivzb3VyY2Ui LCIpYXQ G ELMIQBOTc40Tl s
I nRva2vuX2l udHJvc 3Bl Y3Rpb24i Onsi YWNOaXZl | j pOcnVI LCIpc3M O JodHRwczo
VL2FzZLnmVAYWIwbGUUY29t Lyl sl nF1ZCl 61 mh0dHBzG 8venMiZXhhbXBsZS5] b20vem
Vzb3WY2Ui LCIpYXQ G ELMIQBOTc4M | sl niv4cCl 6MITUXNDc5NzkOM wi Y2xpZW50X
21 kl j oi cGFpQ Jnb28wYSI sl nNj b3Bl | j oi cnvhZCB3cm 0ZSBkb2xwad ul i wi c3Vi

I'j oi W VPMBVWUEMAOFFY QAp4NMDBkaXM LCJi aXJ0aGRhdGUI O | xOTgyLTAYLTAxI i w
i Z21 2Z\Wbf bt ZSI 61 kpva&di LCImyWLpbHI f bnFt ZSI 61 kRvZSI sI mpOaSl 61 nQxRm
9D FaZDRYd] RPUkpVV1ZVZVRaZnNLaFcz MENRQ3J XRERgd1h5Nnci f X0. pr zJMJ5Gh
mM\zvwt t 1Sr - xa9xTkpi Ag5I shbRi RVP_7eGRLGHYr NwCh84kx CkHCyj e2g5W5Rc Yo
sGEVI i G- eoPJJ- gBwgwSl gx9JEeCDW2WED; r bl O _N0OJvsq_dUeOy oWyl OydOBhKN
YOsnBr | 4NZvEExuc OnDWUIXMuJt vglgBes- 0go5j 4TEv9sOP9uu81gqWrir _LQo6pgTOo
t FFy Zf WCAKDbXPXi QRYT6mxCi QRRNMH | 9¢BdF6Jx 61 Or sf FhBuYdYQ m L19HgDDOFal

eyqnr ubl KI ASCsaE8dnlSeKcX91FbG79FKN8un24i wi DChKT9x! UFI 54x VWShNDFA

The exampl e response JWI header contains the follow ng JSON docunent:

{

"typ": "token-introspection+w",
"al g": "RS256",
"kid": "weD'

}

The exanpl e response JWI payl oad contains the foll owing JSON
docunent :

{

"iss":"https://as.exanple.com",
"aud":"https://rs.exanpl e. conl resource",
"iat":1514797892,
"token_i ntrospection":
{
"active":true,
"iss":"https://as.exanple.com",
"aud":"https://rs. exanpl e. conl resource",
"iat":1514797822,
"exp": 1514797942,
"client_id":"pai B2goo0Oa",
"scope":"read wite dol phin",
"sub": " Z5Q3upPC388Qr Aj x00di s",
"birthdate":"1982-02-01",
"gi ven_nane":"John",
"fam |y _name":" Doe",
"jti":"t1FoCCazd4Xv4ORIUWWUeTZf sKhWBOCQCr IDDj wXy 6w’

Client Metadata

The aut horization server deternines the algorithmto secure the JWI
for a particular introspection response. This decision can be based
on regi stered netadata paraneters for the resource server, supplied
via dynamc client registration [RFC7591] with the resource server
acting as a client, as specified bel ow

The paraneter nanmes follow the pattern established by OQpenl D Connect
Dynamic Client Registration [OpenlD. Registration] for configuring
signing and encryption algorithms for JW responses at the Userlnfo
endpoi nt ..

The followi ng client nmetadata paraneters are introduced by this
speci fication:



i ntrospection_signed_response_al g
OPTI ONAL. "JSON Web Signature (JW5)" [RFC7515] algorithm (alg
val ue), as defined in "JSON Wb Al gorithns (JWA)" [ RFC7518], for
signing introspection responses. If this is specified, the
response will be signed using JWs and the configured al gorithm
The default, if omitted, is RS256.

i ntrospection_encrypted_response_al g
OPTI ONAL. "JSON Web Encryption (JWE)" [RFC7516] algorithm (alg
value), as defined in JWA [ RFC7518], for content key encryption
If this is specified, the response will be encrypted using JVWE and
the configured content encryption al gorithm
(introspection_encrypted_response_enc). The default, if omtted,
is that no encryption is performed. |f both signing and
encryption are requested, the response will be signed then
encrypted, with the result being a Nested JWI, as defined in JW
[ RFC7519] .

i ntrospection_encrypted_response_enc
OPTI ONAL. JWE [ RFC7516] al gorithm (enc value), as defined in JWA
[ RFC7518], for content encryption of introspection responses. The
default, if omtted, is AL28CBC-HS256. Note: This paranmeter MJST
NOT be specified w thout setting
i ntrospection_encrypted_response_al g.

Resource servers may register their public encryption keys using the
jwks _uri or jwks netadata paraneters

7. Authorization Server Mt adata

Aut hori zation servers SHOULD publish the supported al gorithns for
signing and encrypting the JWI of an introspection response by
utilizing "QAuth 2.0 Authorization Server Metadata" [RFC8414]
paraneters. Resource servers use this data to paranetrize their
client registration requests.

The foll owi ng paraneters are introduced by this specification

i ntrospection_signing al g _val ues_supported
OPTI ONAL. JSON array containing a list of the JWs5 [ RFC7515]
signing algorithms (alg values), as defined in JWA [ RFC7518],
supported by the introspection endpoint to sign the response.

i ntrospection_encryption_al g _val ues_supported
OPTIONAL. JSON array containing a list of the JWE [ RFC7516]
encryption algorithns (alg values), as defined in JWA [ RFC7518],
supported by the introspection endpoint to encrypt the content
encryption key for introspection responses (content key
encryption).

i ntrospection_encryption_enc_val ues_supported
OPTI ONAL. JSON array containing a list of the JWE [ RFC7516]
encryption algorithms (enc values), as defined in JWA [ RFC7518],
supported by the introspection endpoint to encrypt the response
(content encryption).

8. Security Considerations
8.1. Cross-JW Confusion

The iss and potentially the aud claimof a token introspection JW
can resenbl e those of a JW-encoded access token. An attacker could
try to exploit this and pass a JWI token introspection response as an
access token to the resource server. The typ ("type") JW header
"token-introspection+jwt" and the encapsul ati on of the token

i ntrospection menbers, such as sub and scope in the



8.

10.

10.

token_introspection claim are intended to prevent such substitution
attacks. Resource servers MJST therefore check the typ JW header
val ue of received JW-encoded access tokens and ensure all mnimally
required clains for a valid access token are present.

Resource servers MJST additionally apply the counterneasures agai nst
access token replay, as described in [ RFC9700].

JWI confusion and other attacks involving JWs are discussed in
[ RFC8725] .

2. Token Data Leakage

The authori zation server MJST use Transport Layer Security (TLS) 1.2
(or higher), per BCP 195 [ RFC9325], in order to prevent token data
| eakage.

Section 2.1 of [RFC/662] pernmits requests to the introspection
endpoint to be authorized with an access token that doesn’'t identify
the caller. To prevent introspection of tokens by parties that are
not the intended consuner, the authorization server MJST require al
requests to the token introspection endpoint to be authenticated.

Privacy Consi derations

The token introspection response can be used to transfer persona
identifiable information (PI1) fromthe ASto the RS. The AS MJST
conformto legal and jurisdictional constraints for the data transfer
before any data is released to a particular RS. The details and
determ ning of these constraints vary by jurisdiction and are outside
the scope of this docunent.

A commonly found way to establish the | egal basis for rel easing Pl
is by explicit user consent gathered fromthe resource owner by the
AS during the authorization flow.

It is also possible that the I egal basis is established out of band,
for exanple, in an explicit contract or by the client gathering the
resource owner’s consent.

If the AS and the RS belong to the sane legal entity (1st party
scenario), there is potentially no need for an explicit user consent,
but the ternms of service and policy of the respective service

provi der MJST be enforced at all tines.

In any case, the AS MJST ensure that the scope of the legal basis is
enforced throughout the whole process. The AS MJST retain the scope
of the legal basis with the access token, e.g., in the scope val ue,

it MUST authenticate the RS, and the AS MIST determ ne the data an RS
is allowed to receive based on the RS s identity and suitable token
data, e.g., the scope val ue.

I mpl enenters should be aware that a token introspection request lets
the AS know when the client (and potentially the user) is accessing
the RS, which is also an indication of when the user is using the
client. If this inplication is not acceptable, inplenenters MIST use
other neans to relay access token data, for exanple, by directly
transferring the data needed by the RS within the access token

I ANA Consi derati ons
1. QAuth Dynamic Cient Registration Metadata Registration
The following client nmetadata definitions have been registered in the

| ANA "QAuth Dynamic Cient Registration Metadata" registry
[ 1 ANA. QAut h. Par anet ers] established by [ RFC7591]:
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1.1. Registry Contents

Client Metadata Name: introspection_signed_response_alg

Client Metadata Description: String value indicating the client’s
desired introspection response signing algorithm

Change Controller: |ETF

Reference: Section 6 of RFC 9701

Client Metadata Name: introspection_encrypted_response_alg
Client Metadata Description: String value specifying the desired
i ntrospection response content key encryption algorithm(alg

val ue)
Change Controller: |ETF
Reference: Section 6 of RFC 9701

Client Metadata Name: introspection_encrypted_response_enc

Client Metadata Description: String value specifying the desired
i ntrospection response content encryption algorithm (enc val ue)

Change Controller: |ETF

Ref erence: Section 6 of RFC 9701

2. QAuth Authorization Server Metadata Registration

The foll owi ng val ues have been registered in the 1 ANA "QAuth
Aut hori zation Server Metadata" registry [|ANA QAut h. Par anet er s]
establ i shed by [ RFC8414].

2.1. Registry Contents

Met adat a Name: introspection_signing_al g_val ues_supported

Met adat a Description: JSON array containing a list of algorithns
supported by the authorization server for introspection response
si gni ng

Change Controller: |ETF

Ref erence: Section 7 of RFC 9701

Met adata Name: introspection_encryption_al g_val ues_supported

Met adata Description: JSON array containing a |ist of algorithns
supported by the authorization server for introspection response
content key encryption (alg val ue)

Change Controller: |ETF

Ref erence: Section 7 of RFC 9701

Met adata Name: introspection_encryption_enc_val ues_supported

Met adata Description: JSON array containing a list of algorithms
supported by the authorization server for introspection response
content encryption (enc val ue)

Change Controller: |ETF

Ref erence: Section 7 of RFC 9701

3. Media Type Registration

The "application/token-introspection+tjw" media type has been
registered in the "Media Types" registry [l ANA Medi aTypes] in the
manner described in [ RFC6838]. It can be used to indicate that the
content is a token introspection response in JW fornat.

3.1. Registry Contents

Type name: application

Subt ype name: token-introspection+jw

Required paraneters: NA
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Optional parameters: NA

Encodi ng considerations: binary. A token introspection response is
a JWI; JW val ues are encoded as a series of base64url-encoded
values (with trailing '= characters renoved), some of which may
be the empty string, separated by period ('.’) characters.

Security considerations: See Section 8 of RFC 9701
Interoperability considerations: NA
Publ i shed specification: Section 4 of RFC 9701

Applications that use this nmedia type: Applications that produce and
consune QAuth Token Introspection Responses in JW fornmat

Fragrment identifier considerations: NA
Addi tional information:

Magi ¢ nunber(s): NA

File extension(s): NA

Maci ntosh file type code(s): NA

Person & email address to contact for further information:
Torsten Lodderstedt (torsten@ odderstedt. net)

I nt ended usage: COMVON
Restrictions on usage: none
Aut hor: Torsten Lodderstedt (torsten@ odderstedt. net)
Change controller: |ETF
4. JW d ai mRegistration
The "token_introspection” claimhas been registered in the "JSON Wb
Token (JWI)" registry [IANA. JWI] in the manner described in
[ RFC7519] .
4.1. Registry Contents
Claim Name: token_introspection
Cl ai m Description: Token introspection response
Change Controller: |ETF
Ref erence: Section 5 of RFC 9701
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