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I nt roducti on

Since its publication in [ RFC6749] and [ RFC6750], QAuth 2.0 (referred
to as sinply "QAuth" in this docunent) has gai ned massive traction in
the market and becanme the standard for APl protection and the basis
for federated | ogin using OpenlD Connect [OpenlD.Core]. Wile QAuth
is used in a variety of scenarios and different kinds of depl oynents,
the followi ng chall enges can be observed:

* QAuth inplenentations are being attacked through known
i mpl ement ati on weaknesses and anti-patterns (i.e., well-known
patterns that are considered insecure). Although nost of these
threats are discussed in the QAuth 2.0 Threat Mdel and Security
Consi derations [ RFC6819], continued exploitation denonstrates a
need for nore specific recomendations, easier to inplenment
mtigations, and nore defense in depth.

* QAuth is being used in environnents with higher security
requi renents than considered initially, such as open banki ng,
eHeal th, eCGovernment, and el ectronic signatures. Those use cases
call for stricter guidelines and additional protection

* QAuth is being used in nuch nore dynam ¢ setups than originally
anticipated, creating new challenges with respect to security.
Those chal | enges go beyond the original scope of [RFC6749],

[ RFC6750], and [ RFC6819].

QAuth initially assuned static rel ati onships between clients,

aut hori zation servers, and resource servers. The URLs of the
servers were known to the client at deploynment tinme and built an
anchor for the trust relationshi ps anong those parties. The
val i dation of whether the client is talking to a legitinmate server
was based on TLS server authentication (see Section 4.5.4 of

[ RFC6819]). Wth the increasing adoption of QAuth, this sinple
nodel dissolved and, in several scenarios, was replaced by a
dynani ¢ establishnent of the relationship between clients on one
side and the authorization and resource servers of a particular
depl oynent on the other side. This way, the sanme client could be
used to access services of different providers (in case of
standard APlIs, such as email or OpenlD Connect) or serve as a
front end to a particular tenant in a nulti-tenant environnent.
Ext ensi ons of QAuth, such as the QAuth 2.0 Dynanmic dient

Regi stration Protocol [RFC7591] and QAuth 2.0 Authorization Server
Met adat a [ RFC8414] were devel oped to support the use of QAuth in
dynani ¢ scenari o0s.

* Technol ogy has changed. For exanple, the way browsers treat
fragnments when redirecting requests has changed, and with it, the
inmplicit grant’s underlying security nodel.

Thi s docunent provides updated security recommendati ons to address
these challenges. |1t introduces new requirenments beyond those
defined in existing specifications such as QAuth 2.0 [ RFC6749] and
Qpenl D Connect [ Openl D. Core] and deprecates sone nodes of operation
that are deemed | ess secure or even insecure. However, this docunent
does not supplant the security advice given in [RFC6749], [RFC6750],
and [ RFC6819], but conpl enments those documents.



Naturally, not all existing ecosystens and inplenentations are
conpatible with the new requirenents, and follow ng the best
practices described in this document may break interoperability.
Nonet hel ess, it is RECOMMENDED that inplenenters upgrade their

i mpl ement ati ons and ecosystens as soon as feasible.

QAuth 2.1, under devel opnent as [QAUTH-V2.1], will incorporate
security recomendations fromthis docunent.

1.1. Structure

The remai nder of this docunment is organized as follows: Section 2
sunmmari zes the nost inportant best practices for every QAuth

i npl ementer. Section 3 presents the updated QAuth attacker nodel.
Section 4 is a detailed analysis of the threats and inplenmentation
i ssues that can be found in the wild (at the tine of witing) along
with a discussion of potential countermneasures.

1.2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

This specification uses the terms "access token", "authorization
endpoint", "authorization grant", "authorization server", "client",
"client identifier" (client 1D), "protected resource", "refresh
token", "resource owner", "resource server", and "token endpoint"”
defined by QAuth 2.0 [ RFC6749].

An "open redirector" is an endpoint on a web server that forwards a
user’'s browser to an arbitrary URI obtained froma query paraneter.

2. Best Practices

This section describes the core set of security nechani sns and
measures that are considered to be best practices at the tine of
witing. Details about these security mechani snms and neasures
(including detailed attack descriptions) and requirements for |ess
commonly used options are provided in Section 4.

2.1. Protecting Redirect-Based Fl ows

When conparing client redirection URIs against pre-registered URl s,
aut hori zation servers MJUST utilize exact string matching except for
port nunbers in |ocal host redirection URIs of native apps (see
Section 4.1.3). This neasure contributes to the prevention of

| eakage of authorization codes and access tokens (see Section 4.1).
It can also help to detect mix-up attacks (see Section 4.4).

Clients and authorization servers MJST NOT expose URLs that forward
the user’s browser to arbitrary URIs obtained froma query paraneter
(open redirectors) as described in Section 4.11. Open redirectors
can enable exfiltration of authorization codes and access tokens.

Clients MJUST prevent Cross-Site Request Forgery (CSRF). In this
context, CSRF refers to requests to the redirection endpoint that do
not originate at the authorization server, but at a malicious third
party (see Section 4.4.1.8 of [RFC6819] for details). dients that
have ensured that the authorization server supports Proof Key for
Code Exchange (PKCE) [RFC7636] MAY rely on the CSRF protection
provided by PKCE. |In OpenlD Connect flows, the nonce paraneter

provi des CSRF protection. Oherw se, one-tine use CSRF tokens



carried in the state paraneter that are securely bound to the user
agent MUST be used for CSRF protection (see Section 4.7.1).

When an QAuth client can interact with nore than one authorization
server, a defense against mx-up attacks (see Section 4.4) is
REQUIRED. To this end, clients SHOULD

* use the iss paraneter as a counterneasure according to [ RFC9207],
or

* use an alternative countermeasure based on an iss value in the
aut hori zati on response (such as the iss claimin the ID Token in
[ Openl D. Core] or in [OpenlD. JARM responses), processing that
val ue as described in [ RFC9207].

In the absence of these options, clients MAY instead use distinct
redirection URIs to identify authorization endpoints and token
endpoints, as described in Section 4.4.2.

An aut hori zation server that redirects a request potentially
containing user credentials MJST avoid forwardi ng these user
credentials accidentally (see Section 4.12 for details).

.1.1. Authorization Code G ant

Clients MJST prevent authorization code injection attacks (see
Section 4.5) and m suse of authorization codes using one of the
fol |l owi ng options:

* Public clients MJST use PKCE [ RFC7636] to this end, as notivated
in Section 4.5.3.1

* For confidential clients, the use of PKCE [ RFC7636] is
RECOMMVENDED, as it provides strong protection against m suse and
injection of authorization codes as described in Section 4.5.3.1
Al so, as a side effect, it prevents CSRF even in the presence of
strong attackers as described in Section 4.7.1

* Wth additional precautions, described in Section 4.5.3.2,
confidential OpenlD Connect [OpenlD.Core] clients MAY use the
nonce paraneter and the respective Claimin the |ID Token instead.

In any case, the PKCE chal |l enge or Openl D Connect nonce MJST be
transacti on-specific and securely bound to the client and the user
agent in which the transaction was started. Authorization servers
are encouraged to make a reasonable effort at detecting and
preventing the use of constant values for the PKCE chal |l enge or
Openl D Connect nonce.

Not e: Al t hough PKCE was desi gned as a mechanismto protect native
apps, this advice applies to all kinds of QAuth clients, including
web applications.

When using PKCE, clients SHOULD use PKCE code chal | enge net hods t hat
do not expose the PKCE verifier in the authorization request.

O herw se, attackers that can read the authorization request (cf.
Attacker (A4) in Section 3) can break the security provided by PKCE
Currently, S256 is the only such nethod.

Aut hori zation servers MJST support PKCE [ RFC7636].

If a client sends a valid PKCE code_chal | enge paraneter in the
aut hori zati on request, the authorization server MIST enforce the
correct usage of code_verifier at the token endpoint.

Aut hori zation servers MJST nitigate PKCE downgrade attacks by
ensuring that a token request containing a code verifier paraneter is
accepted only if a code_chall enge paraneter was present in the

aut hori zati on request; see Section 4.8.2 for details.



Aut hori zation servers MJST provide a way to detect their support for
PKCE. It is RECOMVENDED for authorization servers to publish the

el ement code_chal | enge_net hods_supported in their Authorization
Server Metadata [ RFC8414] containing the supported PKCE chal | enge
met hods (which can be used by the client to detect PKCE support).
Aut hori zation servers MAY instead provide a depl oynent-specific way
to ensure or determ ne PKCE support by the authorization server.

2.1.2. Inplicit Gant

The inplicit grant (response type token) and ot her response types
causi ng the authorization server to i ssue access tokens in the

aut hori zati on response are vul nerable to access token | eakage and
access token replay as described in Sections 4.1, 4.2, 4.3, and 4. 6.

Mor eover, no standardi zed nethod for sender-constraining exists to
bi nd access tokens to a specific client (as recommended in

Section 2.2) when the access tokens are issued in the authorization
response. This neans that an attacker can use the | eaked or stolen
access token at a resource endpoint.

In order to avoid these issues, clients SHOULD NOT use the inplicit
grant (response type token) or other response types issuing access
tokens in the authorization response, unless access token injection
in the authorization response is prevented and the aforenenti oned
token | eakage vectors are mtigated.

Clients SHOULD instead use the response type code (i.e.,

aut hori zati on code grant type) as specified in Section 2.1.1 or any
ot her response type that causes the authorization server to issue
access tokens in the token response, such as the code id_token
response type. This allows the authorization server to detect replay
attenpts by attackers and generally reduces the attack surface since
access tokens are not exposed in URLs. It also allows the

aut hori zati on server to sender-constrain the issued tokens (see
Section 2.2).

2.2. Token Replay Prevention
2.2.1. Access Tokens

A sender-constrai ned access token scopes the applicability of an
access token to a certain sender. This sender is obliged to
denonstrate know edge of a certain secret as a prerequisite for the
acceptance of that token at the recipient (e.g., a resource server).

Aut hori zation and resource servers SHOULD use nechani sns for sender-
constraining access tokens, such as mutual TLS for QAuth 2.0

[ RFC8705] or QAuth 2.0 Denonstrating Proof of Possession (DPoP)

[ RFC9449] (see Section 4.10.1), to prevent misuse of stolen and

| eaked access tokens.

2.2.2. Ref resh Tokens

Refresh tokens for public clients MIUST be sender-constrai ned or use
refresh token rotation as described in Section 4.14. [RFC6749]

al ready mandates that refresh tokens for confidential clients can
only be used by the client for which they were issued.

2.3. Access Token Privilege Restriction

The privileges associated with an access token SHOULD be restricted
to the mininumrequired for the particular application or use case.
This prevents clients fromexceeding the privil eges authorized by the
resource owner. It also prevents users from exceeding their
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privil eges authorized by the respective security policy. Privilege
restrictions also help to reduce the inpact of access token | eakage.

In particular, access tokens SHOULD be audi ence-restricted to a
specific resource server or, if that is not feasible, to a small set
of resource servers. To put this into effect, the authorization
server associates the access token with certain resource servers, and
every resource server is obliged to verify, for every request,

whet her the access token sent with that request was neant to be used
for that particular resource server. |If it was not, the resource
server MJST refuse to serve the respective request. The aud claim as
defined in [ RFCO9068] MAY be used to audi ence-restrict access tokens.
Clients and authorization servers MAY utilize the paraneters scope or
resource as specified in [ RFC6749] and [ RFC8707], respectively, to
determ ne the resource server they want to access.

Addi tionally, access tokens SHOULD be restricted to certain resources
and actions on resource servers or resources. To put this into
effect, the authorization server associates the access token with the
respective resource and actions and every resource server is obliged
to verify, for every request, whether the access token sent with that
request was neant to be used for that particular action on the
particular resource. |If not, the resource server nust refuse to
serve the respective request. Cients and authorization servers MAY
utilize the parameter scope as specified in [ RFC6749] and

aut hori zation_details as specified in [ RFC9396] to determ ne those
resources and/ or actions.

4. Resource Omer Password Credentials G ant

The resource owner password credentials grant [RFC6749] MJUST NOT be
used. This grant type insecurely exposes the credentials of the
resource owner to the client. Even if the client is benign, usage of
this grant results in an increased attack surface (i.e., credentials
can leak in nore places than just the authorization server) and in
training users to enter their credentials in places other than the
aut hori zati on server.

Furthernore, the resource owner password credentials grant is not
designed to work with two-factor authentication and aut hentication
processes that require nultiple user interaction steps.

Aut hentication with cryptographic credentials (cf. WebCrypto

[ WVBC. VebCrypt o], WebAuthn [ WBC. WebAuthn]) may be inpossible to
inmplement with this grant type, as it is usually bound to a specific
web ori gin.

5. dient Authentication

Aut hori zation servers SHOULD enforce client authentication if it is
feasible, in the particular deploynent, to establish a process for

i ssuance/registration of credentials for clients and ensuring the
confidentiality of those credentials.

It is RECOVWENDED to use asymetric cryptography for client

aut henti cation, such as nutual TLS for QAuth 2.0 [RFC8705] or signed
JW's ("Private Key JWI") in accordance with [RFC7521] and [ RFC7523].
The latter is defined in [OpenlD. Core] as the client authentication
met hod private key jwt). Wen asymmetric cryptography for client
aut hentication is used, authorization servers do not need to store
sensitive symetric keys, making these methods nore robust against

| eakage of keys.

6. Oher Recommendati ons

The use of QAuth Authorization Server Metadata [RFC8414] can help to
i mprove the security of QAuth depl oynents:



* |t ensures that security features and other new QAuth features can
be enabl ed autonatically by conpliant software |ibraries.

* |t reduces chances for misconfigurations -- for exanple,
m sconfi gured endpoint URLs (that might belong to an attacker) or
m sconfigured security features

* |t can help to facilitate rotation of cryptographic keys and to
ensure cryptographic agility.

It is therefore RECOWENDED t hat authorization servers publish QAuth
Aut hori zation Server Metadata according to [ RFC8414] and that clients
make use of this Authorization Server Metadata (when available) to
configure thensel ves

Under the conditions described in Section 4.15.1, authorization
servers SHOULD NOT allow clients to influence their client_id or any
other claimthat could cause confusion with a genui ne resource owner

It is RECOWENDED to use end-to-end TLS according to [BCP195] between
the client and the resource server. |If TLS traffic needs to be

term nated at an intermediary, refer to Section 4.13 for further
security advi ce.

Aut hori zation responses MJUST NOT be transmitted over unencrypted
networ k connections. To this end, authorization servers MJST NOT
allow redirection URIs that use the http schene except for native
clients that use | oopback interface redirection as described in
Section 7.3 of [RFC8252].

If the authorization response is sent with in-browser comunication
techni ques |ike post Message [ WHATWG. post nessage_api] instead of HITP
redirects, both the initiator and receiver of the in-browser nessage
MUST be strictly verified as described in Section 4.17

To support browser-based clients, endpoints directly accessed by such
clients including the Token Endpoint, Authorization Server Metadata
Endpoi nt, jwks_uri Endpoint, and Dynamic Cient Registration Endpoint
MAY support the use of Cross-Origin Resource Sharing (CORS)

[ WHATWG. CORS]. However, CORS MJUST NOT be supported at the

aut hori zation endpoint, as the client does not access this endpoint
directly; instead, the client redirects the user agent to it.

The Updated OQAuth 2.0 Attacker Model

In [ RFC6819], a threat nodel is laid out that describes the threats
agai nst whi ch QAut h depl oynents nust be protected. Wile doing so,

[ RFC6819] nmkes certain assunptions about attackers and their
capabilities, i.e., it inplicitly establishes an attacker nodel. In
the following, this attacker nodel is made explicit and is updated
and expanded to account for the potentially dynam c rel ationships
involving nultiple parties (as described in Section 1), to include
new types of attackers, and to define the attacker nodel nore
clearly.

The goal of this docunment is to ensure that the authorization of a
resource owner (with a user agent) at an authorization server and the
subsequent usage of the access token at a resource server is
protected, as well as practically possible, at |east against the
follow ng attackers

(Al) Wb attackers that can set up and operate an arbitrary numnber
of network endpoints (besides the "honest"” ones) including
browsers and servers. Wb attackers nmay set up websites that
are visited by the resource owner, operate their own user
agents, and participate in the protocol



In particular, web attackers may operate QAuth clients that are
regi stered at the authorization server, and they nmay operate
their own authorization and resource servers that can be used
(in parallel to the "honest" ones) by the resource owner and

ot her resource owners

It must al so be assunmed that web attackers can lure the user to
navi gate their browser to arbitrary attacker-chosen URI's at any
time. |In practice, this can be achieved in many ways, for
exanmpl e, by injecting nalicious advertisenents into
advertisement networks or by sending |egitimate-|ooking emails.

Web attackers can use their own user credentials to create new
messages as well as any secrets they | earned previously. For
exanple, if a web attacker |earns an authorization code of a
user through a nmisconfigured redirection URI, the web attacker
can then try to redeemthat code for an access token

They cannot, however, read or mani pul ate nmessages that are not
targeted towards them (e.g., sent to a URL of an authorization
server not under control of an attacker).

(A2) Network attackers that additionally have full control over the
net wor k over which protocol participants comuni cate. They can
eavesdrop on, nmanipul ate, and spoof messages, except when these
are properly protected by cryptographic nethods (e.g., TLS)

Net work attackers can al so block arbitrary nessages

Wil e an exanple for a web attacker woul d be a custonmer of an
internet service provider, network attackers could be the internet
service provider itself, an attacker in a public (W-Fi) network
usi ng ARP spoofing, or a state-sponsored attacker with access to

i nternet exchange points, for instance.

The af orenentioned attackers (Al) and (A2) conformto the attacker
nmodel that was used in formal analysis efforts for QAuth
[arXiv.1601.01229]. This is a mnimal attacker nodel. |nplementers
MUST take into account all possible types of attackers in the
environment of their QAuth inplenentations. For exanple, in

[ar Xi v.1901. 11520], a very strong attacker nodel is used that

i ncludes attackers that have full control over the token endpoint.
This nodel s effects of a possible msconfiguration of endpoints in
the ecosystem which can be avoi ded by using authorization server
met adata as described in Section 2.6. Such an attacker is therefore
not |listed here.

However, previous attacks on QAuth have shown that the follow ng
types of attackers are relevant in particul ar:

(A3) Attackers that can read, but not nodify, the contents of the
aut hori zati on response (i.e., the authorization response can
|l eak to an attacker).

Exanpl es of such attacks include open redirector attacks and
m x-up attacks (see Section 4.4), where the client is tricked
into sending credentials to an attacker-controlled

aut hori zati on server.

Al'so, this includes attacks that take advantage of:

* insufficient checking of redirect URIs (see Section 4.1);

* probl ens existing on nobile operating systens, where
different apps can register thenselves on the sane URl; and

* URLs stored/l ogged by browsers (history), proxy servers, and
operating systens.



(A4) Attackers that can read, but not nodify, the contents of the
aut hori zation request (i.e., the authorization request can
| eak, in the sane manner as above, to an attacker).

(A5) Attackers that can acquire an access token issued by an
aut hori zati on server. For exanple, a resource server may be
conmprom sed by an attacker, an access token may be sent to an
attacker-controll ed resource server due to a m sconfiguration
or social engineering may be used to get a resource owner to
use an attacker-controlled resource server. Al so see
Section 4.9.2.

(A3), (A4), and (A5) typically occur together with either (Al) or
(A2). Attackers can collaborate to reach a comon goal

Note that an Attacker (Al) or (A2) can be a resource owner or act as
one. For exanple, such an attacker can use their own browser to
replay tokens or authorization codes obtained by any of the attacks
descri bed above at the client or resource server.

Thi s docunent focuses on threats resulting fromAttackers (Al) to
(AB).

4. Attacks and Mtigations

This section gives a detailed description of attacks on QAuth

i npl ementations, along with potential counterneasures. Attacks and
mtigations already covered in [RFC6819] are not |isted here, except
where new reconmendati ons are made

This section further defines additional requirenments (beyond those
defined in Section 2) for certain cases and protocol options.

4.1. Insufficient Redirection URI Validation

Sone aut horization servers allowclients to register redirecti on UR
patterns instead of conplete redirection URIs. The authorization
servers then match the redirection URl paraneter value at the

aut hori zati on endpoi nt agai nst the registered patterns at runtine.
Thi s approach allows clients to encode transaction state into

addi tional redirect URI paraneters or to register a single pattern
for multiple redirection URIs.

Thi s approach turned out to be nore conplex to inplenent and nore
error-prone to nmanage than exact redirection URI nmatching. Severa
successful attacks exploiting flaws in the pattern-matching

i npl ementation or concrete configurations have been observed in the
wild (see, e.g., [research.rub2]). Insufficient validation of the
redirection URI effectively breaks client identification or

aut henti cation (depending on grant and client type) and allows the
attacker to obtain an authorization code or access token, either

* by directly sending the user agent to a URI under the attacker’s
control, or
* by exposing the QAuth credentials to an attacker by utilizing an
open redirector at the client in conjunction with the way user
agents handl e URL fragnents.
These attacks are shown in detail in the follow ng subsections.
4.1.1. Redirect URI Validation Attacks on Authorization Code G ant

For a client using the grant type code, an attack nay work as
fol | ows:

Assume the redirection URL pattern https://*.sonesite.exanple/* is



registered for the client with the client 1D s6BhdRkqt3. The
intention is to allow any subdomai n of sonesite.exanple to be a valid
redirection URl for the client, for exanple,
https://appl. sonesite. exanple/redirect. However, a nhaive

i npl ementation on the authorization server mght interpret the

wi | dcard * as "any character" and not "any character valid for a
domai n nane". The authorization server, therefore, mght permt
https://attacker. exanpl e/.sonesite. exanple as a redirecti on UR

al though attacker.exanple is a different donmain potentially
controlled by a malicious party.

The attack can then be conducted as foll ows:

To begin, the attacker needs to trick the user into opening a
tanmpered URL in their browser that |aunches a page under the
attacker’s control, say, https://ww.evil.exanple (see attacker Al in
Section 3).

This URL initiates the follow ng authorization request with the
client IDof alegitimte client to the authorization endpoint (line
breaks for display only):

GET /aut horize?response_t ype=codeé&cl i ent _i d=s6BhdRkqt 3&st at e=9ad67f 13
&redirect _uri=https¥BAYRFY2Fatt acker. exanpl e%2F. sonesit e. exanpl e
HTTP/ 1.1

Host: server.sonesite. exanple

The aut horization server validates the redirection URI and conpares
it to the registered redirection URL patterns for the client
s6BhdRkqt 3. The authori zation request is processed and presented to
the user.

If the user does not see the redirection URI or does not recognize
the attack, the code is issued and i Mmediately sent to the attacker’s
domain. |If an automatic approval of the authorization is enabl ed
(which is not recomrended for public clients according to [ RFC6749]),
the attack can be perforned even w thout user interaction

If the attacker inpersonates a public client, the attacker can
exchange the code for tokens at the respective token endpoint.

This attack will not work as easily for confidential clients, since
the code exchange requires authentication with the legitimte
client’s secret. However, the attacker can use the legitimate
confidential client to redeemthe code by perform ng an authorization
code injection attack; see Section 4.5.

It is inportant to note that redirection URl validation

vul nerabilities can also exist if the authorization server handl es

wi | dcards properly. For exanple, assunme that the client registers
the redirection URL pattern https://*.sonmesite.exanple/* and the

aut hori zation server interprets this as "allow redirection URI's
pointing to any host residing in the domain sonesite.exanple". |[If an
attacker nanages to establish a host or subdomain in
somesi te. exanpl e, the attacker can inpersonate the legitimte client.
For exanple, this could be caused by a subdonai n takeover attack
[research.udel], where an outdated CNAME record (say, external-

servi ce.sonesite. exanple) points to an external DNS name that no

| onger exists (say, custoner-abc.service.exanple) and can be taken
over by an attacker (e.g., by registering as customer-abc with the
external service)

.1.2. Redirect URI Validation Attacks on Inplicit G ant

The attack described above works for the inplicit grant as well. |If
the attacker is able to send the authorization response to an



attacker-controlled URI, the attacker will directly get access to the
fragment carrying the access token

Additionally, inplicit grants (and al so other grants when using
response_node=fragnment as defined in [ QAut h. Responses]) can be
subject to a further kind of attack. The attack utilizes the fact
that user agents reattach fragments to the destination URL of a
redirect if the |l ocation header does not contain a fragnent (see
Section 17.11 of [RFC9110]). The attack described here conbines this
behavior with the client as an open redirector (see Section 4.11.1)
in order to obtain access tokens. This allows circunvention even of
very narrow redirection URl patterns, but not of strict URL matching.

Assune the registered URL pattern for client s6BhdRkqt3 is
https://client.sonesite.exanple/cb?*, i.e., any paraneter is allowed
for redirects to https://client.sonesite.exanple/cbh. Unfortunately,
the client exposes an open redirector. This endpoint supports a
paraneter redirect_to which takes a target URL and will send the
browser to this URL using an HITP Locati on header redirect 303.

The attack can now be conducted as foll ows:

To begin, as above, the attacker needs to trick the user into opening
a tanpered URL in their browser that |aunches a page under the
attacker’s control, say, https://ww.evil.exanple.

Afterwards, the website initiates an authorization request that is
very sinmilar to the one in the attack on the code flow Different to
above, it utilizes the open redirector by encoding

redirect _to=https://attacker.exanple into the paraneters of the
redirection URI, and it uses the response type token (line breaks for
di splay only):

GET /aut hori ze?response_t ype=t oken&st at e=9ad67f 13
&client i d=s6BhdRkqt 3
&redirect _uri=https¥BAYRFY2Fclient.sonesite.exanple
%2Fcb%26r edi rect _t 09253Dht t ps¥@253A%252F
%®252Fatt acker. exanpl e9%@252F HTTP/ 1.1

Host: server.sonesite. exanple

Then, since the redirection URI matches the registered pattern, the
aut hori zation server permts the request and sends the resulting
access token in a 303 redirect (some response paraneters omitted for
readability):

HTTP/ 1.1 303 See O her

Location: https://client.sonesite. exanpl e/ cb?
redirect _to%3Dhtt ps¥BAYRFYR2Fat t acker . exanpl e%2Fch
#access_t oken=2Yot nFZFEj r 1zCsi cM\pAAL. .

At client.sonesite.exanple, the request arrives at the open
redirector. The endpoint will read the redirect parameter and wl|
i ssue an HTTP 303 Location header redirect to the URL
https://attacker. exanpl e/.

HTTP/ 1.1 303 See O her
Location: https://attacker.exanpl e/

Since the redirector at client.sonesite.exanple does not include a
fragment in the Location header, the user agent will reattach the
original fragment #access_token=2Yot nFZFEjr1zCsi cM\pAA&anp;... to the
URL and will navigate to the foll owi ng URL:
https://attacker. exanpl e/ #access_t oken=2Yot nFZFEj r 1z. .

The attacker’s page at attacker.exanple can then access the fragnent



and obtain the access token
4.1.3. Counterneasures

The conplexity of inplementing and managi ng pattern matching
correctly obviously causes security issues. This docunent therefore
advi ses sinmplifying the required | ogic and configuration by using
exact redirection URI matching. This neans the authorization server
MUST ensure that the two URIs are equal; see Section 6.2.1 of

[ RFC3986], Sinmple String Conparison, for details. The only exception
is native apps using a localhost URI: In this case, the authorization
server MJST allow variable port nunbers as described in Section 7.3
of [ RFC8252].

Addi ti onal reconmendati ons:

* Wb servers on which redirection URIs are hosted MJUST NOT expose
open redirectors (see Section 4.11).

* Browsers reattach URL fragnments to Location redirection URLs only
if the URL in the Location header does not already contain a
fragment. Therefore, servers MAY prevent browsers from
reattaching fragments to redirection URLs by attaching an
arbitrary fragnent identifier, for exanple # , to URLs in Location
header s.

* dients SHOULD use the authorization code response type instead of
response types that cause access token issuance at the
aut hori zati on endpoint. This offers counterneasures agai nst the
reuse of |eaked credentials through the exchange process with the
aut hori zati on server and agai nst token replay through sender-
constraining of the access tokens.

If the origin and integrity of the authorization request containing
the redirection URI can be verified, for exanple, when using
[ RFC9101] or [RFC9126] with client authentication, the authorization
server MAY trust the redirection URI wi thout further checks.

4.2. Credential Leakage via Referer Headers

The contents of the authorization request URI or the authorization
response URI can unintentionally be disclosed to attackers through
the Referer HTTP header (see Section 10.1.3 of [RFC9110]), by | eaking
fromeither the authorization server’s or the client’s website,
respectively. Mst inmportantly, authorization codes or state val ues
can be disclosed in this way. Although specified otherwise in
Section 10.1.3 of [RFC9110], the sane nay happen to access tokens
conveyed in URI fragnments due to browser inplenmentation issues, as
illustrated by a (now fixed) issue in the Chronium project

[ bug. chrom unm .

4.2.1. Leakage fromthe QAuth dient

Leakage fromthe QAuth client requires that the client, as a result
of a successful authorization request, renders a page that

* contains links to other pages under the attacker’s control and a
user clicks on such a link, or

* includes third-party content (advertisenents in ifranes, inages,
etc.), for exanple, if the page contains user-generated content

(bl og).
As soon as the browser navigates to the attacker’s page or |oads the
third-party content, the attacker receives the authorization response
URL and can extract code or state (and potentially access_token).

4.2.2. Leakage fromthe Authorization Server
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In a simlar way, an attacker can learn state fromthe authorization
request if the authorization endpoint at the authorization server
contains links or third-party content as above.

3. Consequences

An attacker that learns a valid code or access token through a

Ref erer header can performthe attacks as described in Sections
4.1.1, 4.5 and 4.6. |If the attacker |learns state, the CSRF
protection achieved by using state is lost, resulting in CSRF attacks
as described in Section 4.4.1.8 of [RFC6819].

. 4. Count er measur es

The page rendered as a result of the QAuth authorization response and
the aut horization endpoi nt SHOULD NOT include third-party resources
or links to external sites.

The foll owi ng neasures further reduce the chances of a successfu
attack:

* Suppress the Referer header by applying an appropriate Referrer
Policy [WBC. webappsec-referrer-policy] to the docunent (either as
part of the "referrer” neta attribute or by setting a Referrer-
Policy header). For example, the header Referrer-Policy: no-
referrer in the response conpletely suppresses the Referer header
in all requests originating fromthe resulting docunent.

* Use authorization code instead of response types causing access
token issuance fromthe authorization endpoint.

* Bind the authorization code to a confidential client or PKCE
challenge. 1In this case, the attacker |acks the secret to request
t he code exchange.

* As described in Section 4.1.2 of [RFC6749], authorization codes
MJST be invalidated by the authorization server after their first
use at the token endpoint. For exanple, if an authorization
server invalidated the code after the legitinmate client redeened
it, the attacker would fail to exchange this code |ater

This does not mtigate the attack if the attacker manages to
exchange the code for a token before the legitimate client does
so. Therefore, [RFC6749] further reconmmends that, when an attenpt
is mude to redeema code twice, the authorization server SHOULD
revoke all tokens issued previously based on that code.

* The state value SHOULD be invalidated by the client after its
first use at the redirection endpoint. |If this is inplenented,
and an attacker receives a token through the Referer header from
the client’s website, the state was al ready used, invalidated by
the client and cannot be used again by the attacker. (This does
not help if the state | eaks fromthe authorization server’s
website, since then the state has not been used at the redirection
endpoint at the client yet.)

* Use the form post response node instead of a redirect for the
aut hori zati on response (see [QAuth. Post]).

Credenti al Leakage via Browser History

Aut hori zation codes and access tokens can end up in the browser’s
hi story of visited URLs, enabling the attacks described in the
fol |l owi ng.

1. Authorization Code in Browser History



When a browser navigates to client.exanple/

redi recti on_endpoi nt ?2code=abcd as a result of a redirect froma

provi der’s authorization endpoint, the URL including the

aut hori zation code may end up in the browser’s history. An attacker
with access to the device could obtain the code and try to replay it.

Count er measur es:

* Authorization code replay prevention as described in
Section 4.4.1.1 of [RFC6819], and Section 4.5.

* Use the form post response node instead of redirect for the
aut hori zati on response (see [QAuth. Post]).

4.3.2. Access Token in Browser History

An access token nmay end up in the browser history if a client or a
website that already has a token deliberately navigates to a page
I'i ke provider.conm get_user_profil e?access_t oken=abcdef. [RFC6750]
di scourages this practice and advises transferring tokens via a
header, but in practice websites often pass access tokens in query
paranet ers

In the case of inplicit grant, a URL |ike client.exanple/

redi recti on_endpoi nt #access_t oken=abcdef may al so end up in the
browser history as a result of a redirect froma provider’s

aut hori zati on endpoint.

Count er measur es:

* Cdients MIST NOT pass access tokens in a URI query paranmeter in
the way described in Section 2.3 of [RFC6750]. The authorization
code grant or alternative QAuth response nodes |ike the form post
response node [ QAut h. Post] can be used to this end.

4.4. Mx-Up Attacks

M x-up attacks can occur in scenarios where an QAuth client interacts
with two or nore authorization servers and at |east one authorization
server is under the control of the attacker. This can be the case,
for exanple, if the attacker uses dynamic registration to register
the client at their own authorization server or if an authorization
server becomes conprom sed

The goal of the attack is to obtain an authorization code or an
access token for an unconprom sed authorization server. This is

achi eved by tricking the client into sending those credentials to the
conmprom sed aut horization server (the attacker) instead of using them
at the respective endpoint of the unconprom sed authori zation/
resource server.

4.4.1. Attack Description

The description here follows [arXiv.1601.01229], with variants of the
attack outlined bel ow.

Preconditions: For this variant of the attack to work, it is assuned
t hat

* the inplicit or authorization code grant is used with multiple
aut hori zati on servers of which one is considered "honest" (H AS)
and one is operated by the attacker (A-AS), and

* the client stores the authorization server chosen by the user in a
session bound to the user’s browser and uses the sane redirection
URI for each authorization server



In the following, it is further assuned that the client is registered
with HAS (URI: https://honest.as.exanple, client ID 7Z&Z dHQ and
with A-AS (URI: https://attacker.exanple, client ID 666RVZITA)

URLs shown in the followi ng exanpl e are shortened for presentation to
include only paraneters relevant to the attack

Attack on the authorization code grant:

1. The user selects to start the grant using A-AS (e.g., by clicking
on a button on the client’s website).

2. The client stores in the user’s session that the user selected
"A-AS" and redirects the user to A-AS' s authorizati on endpoi nt
with a Location header containing the URL
https://attacker. exanpl e/
aut hori ze?response_t ype=code&cl i ent i d=666RVZJTA.

3. Wen the user’s browser navigates to the attacker’s authorization
endpoint, the attacker immediately redirects the browser to the
aut hori zation endpoint of HAS. |In the authorization request,
the attacker replaces the client ID of the client at A-AS with
the client’s ID at HAS. Therefore, the browser receives a
redirection (303 See her) with a Location header pointing to
htt ps:// honest . as. exanpl e/
aut hori ze?response_t ype=code&cl i ent _i d=7Z&ZI dHQ

4. The user authorizes the client to access their resources at H AS.
(Note that a vigilant user might at this point detect that they
intended to use A-AS instead of HAS. The first attack variant
listed does not have this linmtation.) H AS issues a code and
sends it (via the browser) back to the client.

5. Since the client still assunes that the code was issued by A-AS,
it will try to redeemthe code at A-AS s token endpoint.

6. The attacker therefore obtains code and can either exchange the
code for an access token (for public clients) or perform an
aut hori zation code injection attack as described in Section 4.5.

Vari ant s:

* Mx-Up with Interception: This variant works only if the attacker
can intercept and mani pul ate the first request/response pair from
a user’'s browser to the client (in which the user selects a
certain authorization server and is then redirected by the client
to that authorization server), as in Attacker (A2) (see
Section 3). This capability can, for exanple, be the result of an
attacker-in-the-niddle attack on the user’s connection to the
client. In the attack, the user starts the flowwith HAS. The
attacker intercepts this request and changes the user’s sel ection
to A-AS. The rest of the attack proceeds as in Step 2 and
fol | owi ng above.

* Inplicit Gant: In the inplicit grant, the attacker receives an
access token instead of the code in Step 4. The attacker’s
aut hori zati on server receives the access token when the client
makes either a request to the A-AS userinfo endpoint (defined in
[Openl D.Core]) or a request to the attacker’s resource server
(since the client believes it has conpleted the flow with A-AS).

* Per-AS Redirect URIs: If clients use different redirection URI's
for different authorization servers, clients do not store the
sel ected authorization server in the user’s session, and
aut hori zation servers do not check the redirection URI's properly,
attackers can nount an attack called "Cross Social - Net work Request
Forgery". These attacks have been observed in practice. Refer to
[research.jcs_14] for details.

* (Openl D Connect: Sone variants can be used to attack OpenlD
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Connect. In these attacks, the attacker m suses features of the
Qpenl D Connect Discovery [ Qpenl D. Di scovery] mechani sm or replays
access tokens or ID Tokens to conduct a m x-up attack. The
attacks are described in detail in Appendix A of

[ar Xiv.1704.08539] and Section 6 of [arXiv.1508.04324v2]
("Malicious Endpoints Attacks").

2. Count er measur es

When an QAuth client can only interact with one authorization server,
a m x-up defense is not required. In scenarios where an QAuth client
interacts with two or nore authorization servers, however, clients
MJST prevent m x-up attacks. Two different nethods are discussed

bel ow.

For both defenses, clients MJST store, for each authorization
request, the issuer they sent the authorization request to and bind
this information to the user agent. The issuer serves, via the
associ ated netadata, as an abstract identifier for the comnbination of
the aut horization endpoint and token endpoint that are to be used in
the flow If an issuer identifier is not available (for exanple, if
nei ther QAuth Authorization Server Metadata [ RFC8414] nor OpenlD
Connect Discovery [OpenlD. Di scovery] is used), a different unique
identifier for this tuple or the tuple itself can be used instead.
For brevity of presentation, such a deploynent-specific identifier
wi || be subsuned under the issuer (or issuer identifier) in the
fol | owi ng.

It is inportant to note that just storing the authorization server
URL is not sufficient to identify mix-up attacks. An attacker night
decl are an unconprom sed aut horization server’s authorization
endpoint URL as "their" authorization server URL, but declare a token
endpoi nt under their own control

4.4.2.1. Mx-Up Defense via Issuer ldentification

This defense requires that the authorization server sends its issuer
identifier in the authorization response to the client. Wen
receiving the authorization response, the client MJST conpare the
received issuer identifier to the stored issuer identifier. |If there
is a msmatch, the client MJST abort the interaction

There are different ways this issuer identifier can be transported to
the client:

* The issuer information can be transported, for exanple, via a
separate response paraneter iss, defined in [ RFC9207].

*  \When Openl D Connect is used and an I D Token is returned in the
aut hori zati on response, the client can evaluate the iss claimin
the | D Token.

In both cases, the iss value MJST be eval uated according to
[ RFC9207] .

Wil e this defense may require depl oying new QAuth features to
transport the issuer information, it is a robust and relatively
si npl e def ense agai nst m x-up

4.4.2.2. Mx-Up Defense via Distinct Redirect URI's

For this defense, clients MJUST use a distinct redirection URl for
each issuer they interact wth.

Clients MJST check that the authorization response was received from
the correct issuer by conparing the distinct redirection URI for the
issuer to the URI where the authorization response was received on



If there is a msmatch, the client MJST abort the fl ow

Wil e this defense builds upon existing QAuth functionality, it
cannot be used in scenarios where clients only register once for the
use of nmany different issuers (as in some open banking schenes) and
due to the tight integration with the client registration, it is
harder to depl oy automatically.

Furthernore, an attacker might be able to circunvent the protection
offered by this defense by registering a new client with the "honest"
aut hori zation server using the redirect URI that the client assigned
to the attacker’s authorization server. The attacker could then run
the attack as described above, replacing the client IDwth the
client 1D of their newy created client.

Thi s defense SHOULD therefore only be used if other options are not
avail abl e.

4.5. Authorization Code Injection

An attacker who has gai ned access to an authorization code contained
in an authorization response (see Attacker (A3) in Section 3) can try
to redeem the authorization code for an access token or otherw se
make use of the authorization code.

In the case that the authorization code was created for a public
client, the attacker can send the authorization code to the token
endpoi nt of the authorization server and thereby get an access token
This attack was described in Section 4.4.1.1 of [ RFC6819].

For confidential clients, or in sone special situations, the attacker
can execute an authorization code injection attack, as described in
the foll ow ng.

In an authorization code injection attack, the attacker attenpts to
inject a stolen authorization code into the attacker’s own session

with the client. The aimis to associate the attacker’s session at
the client with the victinms resources or identity, thereby giving

the attacker at least |limted access to the victinis resources.

Besi des circunventing the client authentication of confidenti al
clients, other use cases for this attack include:

* The attacker wants to access certain functions in this particular
client. As an exanple, the attacker wants to inpersonate their
victimin a certain app or on a certain website.

* The authorization or resource servers are limted to certain
networ ks that the attacker is unable to access directly.

Except in these special cases, authorization code injection is
usual Iy not interesting when the code is created for a public client,
as sending the code to the token endpoint is a sinpler and nore
powerful attack, as described above.

4.5.1. Attack Description
The aut hori zation code injection attack works as foll ows:

1. The attacker obtains an authorization code (see Attacker (A3) in
Section 3). For the rest of the attack, only the capabilities of
a web attacker (Al) are required.

2. Fromthe attacker’'s device, the attacker starts a regular OQAuth
aut hori zation process with the legitimte client.

3. In the response of the authorization server to the legitimte
client, the attacker replaces the newWy created authorization
code with the stolen authorization code. Since this response is
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passing through the attacker’s device, the attacker can use any
tool that can intercept and mani pul ate the authorization response
to this end. The attacker does not need to control the network.

4. The legitimate client sends the code to the authorization
server’s token endpoint, along with the redirect_uri and the
client’s client ID and client secret (or other means of client
aut henti cati on).

5. The authorization server checks the client secret, whether the
code was issued to the particular client, and whether the actua
redirection URI nmatches the redirect _uri paraneter (see
[ RFC6749]).

6. Al checks succeed and the authorization server issues access and
other tokens to the client. The attacker has now associ at ed
their session with the legitimate client with the victinms
resources and/or identity.

2. Discussion

Qovi ously, the check-in step (Step 5) will fail if the code was

i ssued to another client ID, e.g., a client set up by the attacker
The check will also fail if the authorization code was al ready
redeenmed by the legitimte user and was one-tine use only.

An attenpt to inject a code obtained via a mani pul ated redirection
URI should al so be detected if the authorization server stored the
conplete redirection URI used in the authorization request and
conpares it with the redirect _uri paraneter.

Section 4.1.3 of [RFC6749] requires the authorization server to

| ensure that the "redirect_uri" paraneter is present if the

| "redirect_uri" paranmeter was included in the initial authorization
| request as described in Section 4.1.1, and if included ensure that
| their values are identical

In the attack scenario described in Section 4.5.1, the legitimte
client would use the correct redirection URI it always uses for

aut hori zation requests. But this URl would not match the tanpered
redirection URl used by the attacker (otherw se, the redirect would
not land at the attacker’s page). So, the authorization server would
detect the attack and refuse to exchange the code.

Thi s check could al so detect attenpts to inject an authorization code
t hat had been obtai ned from another instance of the sanme client on
anot her device if certain conditions are fulfill ed:

* the redirection URI itself contains a nonce or another kind of
one-tinme use, secret data and

* the client has bound this data to this particular instance of the
client.

But, this approach conflicts with the idea of enforcing exact
redirect URI matching at the authorization endpoint. Mreover, it
has been observed that providers very often ignore the redirect_uri
check requirenment at this stage, maybe because it doesn’'t seemto be
security-critical fromreading the specification

O her providers just pattern match the redirect _uri paraneter against
the registered redirection URI pattern. This saves the authorization
server fromstoring the link between the actual redirect URI and the
respective authorization code for every transaction. However, this
ki nd of check obviously does not fulfill the intent of the
specification, since the tanpered redirection URl is not considered.
So, any attenpt to inject an authorization code obtained using the
client_id of alegitimte client or by utilizing the legitimate
client on another device will not be detected in the respective



depl oynent s.

It is also assuned that the requirenents defined in Section 4.1.3 of
[ RFC6749] increase client inplenentation conplexity as clients need
to store or reconstruct the correct redirection URI for the call to
the t oken endpoint.

Asymretric nethods for client authentication do not stop this attack,
as the legitimate client authenticates at the token endpoint.

Thi s docunent therefore recomrends instead binding every

aut hori zation code to a certain client instance on a certain device
(or in a certain user agent) in the context of a certain transaction
usi ng one of the nechani sns described next.

4.5.3. Counterneasures

There are two good technical solutions to binding authorization codes
to client instances, as follows.

4.5.3.1. PKCE

The PKCE nechani sm specified in [ RFC7636] can be used as a

count ermeasure (even though it was originally designed to secure
native apps). Wen the attacker attenpts to inject an authorization
code, the check of the code verifier fails: the client uses its
correct verifier, but the code is associated with a code_chal | enge
that does not match this verifier

PKCE not only protects against the authorization code injection
attack but also protects authorization codes created for public
clients: PKCE ensures that an attacker cannot redeem a stol en

aut hori zati on code at the token endpoint of the authorization server
wi t hout know edge of the code_verifier.

4.5. 3. 2. Nonce

Qpenl D Connect’s exi sting nonce paraneter can protect against

aut hori zation code injection attacks. The nonce value is one-tine
use and is created by the client. The client is supposed to bind it
to the user agent session and send it with the initial request to the
Qpenl D Provider (OP). The OP puts the received nonce value into the
I D Token that is issued as part of the code exchange at the token
endpoint. |If an attacker injects an authorization code in the

aut hori zati on response, the nonce value in the client session and the
nonce value in the I D Token received fromthe token endpoint wll not
mat ch, and the attack is detected. The assunption is that an
attacker cannot get hold of the user agent state on the victins
device (fromwhich the attacker has stolen the respective

aut hori zati on code).

It is inmportant to note that this counterneasure only works if the
client properly checks the nonce paraneter in the |ID Token obtai ned
fromthe token endpoi nt and does not use any issued token until this
check has succeeded. Mre precisely, a client protecting itself

agai nst code injection using the nonce paraneter

1. MJST validate the nonce in the | D Token obtained fromthe token
endpoint, even if another |ID Token was obtained fromthe
aut hori zati on response (e.g., response_type=code+i d_t oken), and
2. MJST ensure that, unless and until that check succeeds, all
tokens (I D Tokens and the access token) are disregarded and not
used for any ot her purpose.

It is inportant to note that nonce does not protect authorization
codes of public clients, as an attacker does not need to execute an



aut hori zation code injection attack. Instead, an attacker can
directly call the token endpoint with the stolen authorization code.

4.5.3.3. Oher Solutions

O her solutions like binding state to the code, sender-constraining
the code using cryptographic neans, or per-instance client
credentials are conceivable, but |ack support and bring new security
requirenents.

PKCE i s the nost obvious solution for QAuth clients, as it is
available at the tine of witing, while nonce is appropriate for
Openl D Connect clients.

4.5.4. Limtations

An attacker can circunvent the counterneasures described above if
they can nmodify the nonce or code_chall enge values that are used in
the victims authorization request. The attacker can nodify these
val ues to be the sane ones as those chosen by the client in their own
session in Step 2 of the attack above. (This requires that the
victims session with the client begins after the attacker started
their session with the client.) |If the attacker is then able to

capture the authorization code fromthe victim the attacker will be
able to inject the stolen code in Step 3 even if PKCE or nonce are
used.

This attack is conplex and requires a close interaction between the
attacker and the victinis session. Nonethel ess, neasures to prevent
attackers fromreading the contents of the authorization response
still need to be taken, as described in Sections 4.1, 4.2, 4.3, 4.4,
and 4. 11.

4.6. Access Token Injection

In an access token injection attack, the attacker attenpts to inject
a stolen access token into a legitimate client (that is not under the
attacker’s control). This will typically happen if the attacker
wants to utilize a | eaked access token to inpersonate a user in a
certain client.

To conduct the attack, the attacker starts an QAuth flow with the
client using the inplicit grant and nodifies the authorization
response by replacing the access token issued by the authorization
server or directly nmaking up an authorization server response

i ncluding the | eaked access token. Since the response includes the
state val ue generated by the client for this particular transaction,
the client does not treat the response as a CSRF attack and uses the
access token injected by the attacker.

4.6.1. Counterneasures

There is no way to detect such an injection attack in pure-QAuth
flows since the token is issued w thout any binding to the
transaction or the particul ar user agent.

In Openl D Connect, the attack can be mtigated, as the authorization
response additionally contains an |ID Token containing the at_hash
claim The attacker therefore needs to replace both the access token
as well as the ID Token in the response. The attacker cannot forge
the 1D Token, as it is signed or encrypted with authentication. The
attacker also cannot inject a | eaked I D Token matching the stol en
access token, as the nonce claimin the | eaked I D Token will contain
(with a very high probability) a different value than the one
expected in the authorization response.



Note that further protection, |ike sender-constrained access tokens,
is still required to prevent attackers fromusing the access token at
the resource endpoint directly.

The recommendations in Section 2.1.2 follow fromthis.
4.7. Cross-Site Request Forgery

An attacker might attenpt to inject a request to the redirection UR
of the legitimte client on the victinis device, e.g., to cause the
client to access resources under the attacker’s control. This is a
variant of an attack known as Cross-Site Request Forgery (CSRF).

4.7.1. Count er measur es

The | ong-established counternmeasure is that clients pass a random
val ue, al so known as a CSRF Token, in the state paraneter that |inks
the request to the redirection URI to the user agent session as
described. This counternmeasure is described in detail in

Section 5.3.5 of [RFC6819]. The sane protection is provided by PKCE
or the Qpenl D Connect nonce val ue.

When using PKCE instead of state or nonce for CSRF protection, it is
important to note that:

* (Cients MIST ensure that the authorization server supports PKCE
before using PKCE for CSRF protection. |f an authorization server
does not support PKCE, state or nonce MJST be used for CSRF
protection.

* |f state is used for carrying application state, and the integrity
of its contents is a concern, clients MJUST protect state against
tanpering and swappi ng. This can be achi eved by binding the
contents of state to the browser session and/or by signing/
encrypting state values. One exanple of this is discussed in the
expired Internet-Draft [JW-ENCODED- STATE] .

The authori zation server therefore MJUST provide a way to detect their
support for PKCE. Using Authorization Server Metadata according to

[ RFC8414] is RECOMMENDED, but authorization servers MAY instead
provi de a depl oynent-specific way to ensure or deterni ne PKCE
support.

PKCE provi des robust protection agai nst CSRF attacks even in the
presence of an attacker that can read the authorization response (see
Attacker (A3) in Section 3). Wen state is used or an I D Token is
returned in the authorization response (e.g.,

response_t ype=code+i d_token), the attacker either learns the state
val ue and can replay it into the forged authorization response, or
can extract the nonce fromthe I D Token and use it in a new request
to the authorization server to nint an I D Token with the same nonce.
The new | D Token can then be used for the CSRF attack.

4.8. PKCE Downgrade Attack

An aut hori zation server that supports PKCE but does not make its use
mandatory for all flows can be susceptible to a PKCE downgrade
att ack.

The first prerequisite for this attack is that there is an attacker-
controllable flag in the authorization request that enables or

di sabl es PKCE for the particular flow. The presence or absence of
the code_chal l enge paraneter lends itself for this purpose, i.e., the
aut hori zation server enables and enforces PKCE if this parameter is
present in the authorization request, but it does not enforce PKCE if
the paraneter is m ssing.



The second prerequisite for this attack is that the client is not
using state at all (e.g., because the client relies on PKCE for CSRF
prevention) or that the client is not checking state correctly.

Roughly speaking, this attack is a variant of a CSRF attack. The
attacker achieves the sane goal as in the attack described in

Section 4.7: The attacker injects an authorization code (and with
that, an access token) that is bound to the attacker’s resources into
a session between their victimand the client.

.1. Attack Description

1. The user has started an QAuth session using sonme client at an
aut hori zation server. |n the authorization request, the client
has set the paraneter code_chal | enge=hash(abc) as the PKCE code
chal l enge (with the hash function and paraneter encodi ng as
defined in [RFC7636]). The client is now waiting to receive the
aut hori zati on response fromthe user’s browser.

2. To conduct the attack, the attacker uses their own device to
start an authorization flowwith the targeted client. The client
now uses anot her PKCE code chal | enge, say,
code_chal | enge=hash(xyz), in the authorization request. The
attacker intercepts the request and renoves the entire
code_chal | enge paraneter fromthe request. Since this step is
performed on the attacker’s device, the attacker has full access
to the request contents, for exanple, using browser debug tools.

3. If the authorization server allows for flows wthout PKCE, it
will create a code that is not bound to any PKCE code chall enge.

4. The attacker now redirects the user’s browser to an authorization
response URL that contains the code for the attacker’s session
with the authorization server.

5. The user’s browser sends the authorization code to the client,
which will nowtry to redeemthe code for an access token at the
aut hori zation server. The client will send code_verifier=abc as
the PKCE code verifier in the token request.

6. Since the authorization server sees that this code is not bound
to any PKCE code challenge, it will not check the presence or
contents of the code verifier paraneter. It will issue an access
token (which belongs to the attacker’s resource) to the client
under the user’s control

. 2. Count er measur es

Using state properly would prevent this attack. However, practice
has shown that many QAuth clients do not use or check state properly.

Therefore, authorization servers MUST nitigate this attack

Note that fromthe view of the authorization server, in the attack
descri bed above, a code verifier paraneter is received at the token
endpoi nt al though no code_chal | enge paraneter was present in the
aut hori zation request for the QAuth flow in which the authorization
code was i ssued.

This fact can be used to nmitigate this attack. [RFC7636] already
mandat es t hat

* an authorization server that supports PKCE MJST check whet her a
code challenge is contained in the authorization request and bind
this information to the code that is issued; and

* when a code arrives at the token endpoint, and there was a
code_chal l enge in the authorization request for which this code
was i ssued, there nmust be a valid code verifier in the token
request .



Beyond this, to prevent PKCE downgrade attacks, the authorization
server MJST ensure that if there was no code _challenge in the

aut hori zati on request, a request to the token endpoint containing a
code_verifier is rejected.

Aut hori zation servers that mandate the use of PKCE (in general or for
particular clients) inmplicitly inplenent this security measure.

4.9. Access Token Leakage at the Resource Server

Access tokens can | eak froma resource server under certain
ci rcunst ances.

4.9.1. Access Token Phishing by Counterfeit Resource Server

An attacker may set up their own resource server and trick a client
into sending access tokens to it that are valid for other resource
servers (see Attackers (Al) and (A5) in Section 3). |If the client
sends a valid access token to this counterfeit resource server, the
attacker in turn nmay use that token to access other services on
behal f of the resource owner

This attack assumes the client is not bound to one specific resource
server (and its URL) at devel opnment tine, but client instances are
provided with the resource server URL at runtine. This kind of |ate
binding is typical in situations where the client uses a service

i npl ementing a standardi zed APl (e.g., for email, cal endaring,

eHeal th, or open banking) and where the client is configured by a
user or administrator.

4.9.2. Conprom sed Resource Server

An attacker nmamy conprom se a resource server to gain access to the
resources of the respective deploynent. Such a conpronise nay range
frompartial access to the system e.g., its log files, to ful

control over the respective server, in which case all controls can be
circunvented and all resources can be accessed. The attacker woul d
al so be able to obtain other access tokens held on the conprom sed
systemthat would potentially be valid to access other resource
servers.

Preventing server breaches by hardening and nonitoring server systens
is considered a standard operational procedure and, therefore, out of
the scope of this docunment. Section 4.9 focuses on the inmpact of
QAut h-rel ated breaches and the replaying of captured access tokens.

4.9.3. Counterneasures

The foll owi ng neasures shoul d be taken into account by inplenmenters
in order to cope with access token replay by nalicious actors:

* Sender-constrai ned access tokens, as described in Section 4.10.1,
SHOULD be used to prevent the attacker fromreplaying the access
tokens on other resource servers. |If an attacker has only partia
access to the conprom sed system |like a read-only access to web
server | ogs, sender-constrained access tokens may al so prevent
replay on the conprom sed system

* Audience restriction as described in Section 4.10.2 SHOULD be used
to prevent replay of captured access tokens on other resource
servers.

* The resource server MJST treat access tokens |ike other sensitive
secrets and not store or transfer themin plaintext.

The first and second recomendati ons al so apply to other scenarios
wher e access tokens | eak (see Attacker (A5) in Section 3).
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10. M suse of Stol en Access Tokens

Access tokens can be stolen by an attacker in various ways, for
exanple, via the attacks described in Sections 4.1, 4.2, 4.3, 4.4,
and 4.9. Sone of these attacks can be nmitigated by specific security
measures, as described in the respective sections. However, in sone
cases, these nmeasures are not sufficient or are not inplemented
correctly. Authorization servers therefore SHOULD ensure that access
t okens are sender-constrained and audi ence-restricted as described in
the following. Architecture and performance reasons nay prevent the
use of these measures in some depl oynents.

10.1. Sender-Constrai ned Access Tokens

As the name suggests, sender-constrai ned access tokens scope the
applicability of an access token to a certain sender. This sender is
obliged to denonstrate know edge of a certain secret as a
prerequisite for the acceptance of that token at a resource server.

A typical flow |looks like this:

1. The authorization server associates data with the access token
that binds this particular token to a certain client. The
binding can utilize the client’s identity, but in nost cases, the
aut hori zation server utilizes key material (or data derived from
the key material) known to the client.

2. This key material nust be distributed sonmehow. Either the key
mat eri al al ready exists before the authorization server creates
the binding or the authorization server creates epheneral keys.
The way preexisting key material is distributed varies anong the
di fferent approaches. For exanple, X 509 certificates can be
used, in which case the distribution happens explicitly during
the enroll ment process. O, the key nmaterial is created and
distributed at the TLS | ayer, in which case it might
aut omati cally happen during the setup of a TLS connecti on.

3. The resource server nust inplenment the actual proof-of-possession
check. This is typically done on the application |level, often
tied to specific material provided by the transport |ayer (e.g.,
TLS). The resource server nust also ensure that a replay of the
proof of possession is not possible.

Two net hods for sender-constrained access tokens using proof of
possessi on have been defined by the QAuth working group and are in
use in practice:

* "QAuth 2.0 Miutual -TLS dient Authentication and Certificate-Bound
Access Tokens" [RFCB705]: The approach specified in this) docunent
all ows the use of nmutual TLS for both client authentication and
sender - constrai ned access tokens. For the purpose of sender-
constrai ned access tokens, the client is identified towards the
resource server by the fingerprint of its public key. During the
processi ng of an access token request, the authorization server
obtains the client’s public key fromthe TLS stack and associ ates
its fingerprint with the respective access tokens. The resource
server in the same way obtains the public key fromthe TLS stack
and conpares its fingerprint with the fingerprint associated with
the access token

* "QAuth 2.0 Denpnstrating Proof of Possession (DPoP)" [ RFC9449]:
DPoP outlines an application-|level mechani smfor sender-
constraining access and refresh tokens. It uses proof-of-
possessi on based on a public/private key pair and application-
| evel signing. DPoP can be used with public clients and, in the
case of confidential clients, can be conbined with any client
aut henti cati on net hod.

Note that the security of sender-constrained tokens is undernined



when an attacker gets access to the token and the key material. This
is, in particular, the case for corrupted client software and cross-
site scripting attacks (when the client is running in the browser).

If the key material is protected in a hardware or software security
modul e or only indirectly accessible (like in a TLS stack), sender-
constrai ned tokens at |east protect against the use of the token when
the client is offline, i.e., when the security nodule or interface is
not available to the attacker. This applies to access tokens as wel
as to refresh tokens (see Section 4.14).

4.10.2. Audience-Restricted Access Tokens

Audi ence restriction essentially restricts access tokens to a
particul ar resource server. The authorization server associates the
access token with the particular resource server, and the resource
server is then supposed to verify the intended audience. |If the
access token fails the intended audi ence validation, the resource
server refuses to serve the respective request.

In general, audience restriction limts the inpact of token |eakage.
In the case of a counterfeit resource server, it may (as described
bel ow) al so prevent abuse of the phished access token at the
legitimate resource server

The audi ence can be expressed using | ogical names or physica
addresses (like URLs). To prevent phishing, it is necessary to use
the actual URL the client will send requests to. In the phishing
case, this URL will point to the counterfeit resource server. |If the
attacker tries to use the access token at the legitinmte resource
server (which has a different URL), the resource server wll detect
the m smatch (wong audi ence) and refuse to serve the request.

I n depl oynents where the authorization server knows the URLs of all
resource servers, the authorization server may just refuse to issue
access tokens for unknown resource server URLs.

For this to work, the client needs to tell the authorization server
the intended resource server. The mechanismin [RFC8707] can be used
for this or the information can be encoded in the scope val ue
(Section 3.3 of [RFC6749]).

Instead of the URL, it is also possible to utilize the fingerprint of
the resource server’s X. 509 certificate as the audience value. This
variant would al so allow detection of an attenpt to spoof the
legitimate resource server’'s URL by using a valid TLS certificate

obtained froma different CA. It mght also be considered a privacy
benefit to hide the resource server URL fromthe authorization
server.

Audi ence restriction may seemeasier to use since it does not require
any cryptography on the client side. Still, since every access token
is bound to a specific resource server, the client also needs to
obtain a single resource server-specific access token when accessing
several resource servers. (Resource indicators, as specified in

[ RFC8707], can help to achieve this.) [TOKEN Bl NDING had the sane
property since different token-binding IDs nust be associated with
the access token. Using nutual TLS for QAuth 2.0 [ RFC8705], on the
other hand, allows a client to use the access token at multiple
resource servers

It should be noted that audience restrictions -- or, generally
speaking, an indication by the client to the authorization server
where it wants to use the access token -- have additional benefits

beyond t he scope of token | eakage prevention. They allow the
aut hori zation server to create a different access token whose fornat
and content are specifically mnted for the respective server. This



has huge functional and privacy advantages in depl oynents using
structured access tokens.

4.10.3. Discussion: Preventing Leakage via Metadata

An aut hori zation server could provide the client with additiona

i nformati on about the |locations where it is safe to use its access
tokens. This approach, and why it is not recommended, is discussed
in the follow ng.

In the sinmplest form this would require the authorization server to
publish a list of its known resource servers, illustrated in the
foll owi ng exanpl e using a non-standard Authorization Server Mt adata
paramet er resource_servers

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"issuer":"https://server.sonesite. exanple",
"aut hori zati on_endpoi nt":
"https://server.sonesite.exanpl e/ aut horize",
"resource_servers":|
"emai | . sonesite. exanpl e",
"st orage. sonesite. exanpl e,
"vi deo. sonesi t e. exanpl e"

]
-

The aut horization server could also return the URL(S) an access token
is good for in the token response, illustrated by the exanple and
non-standard return paraneter access_token_resource_server

HTTP/ 1.1 200 K

Cont ent - Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

"access_t oken": " 2Yot nFZFEj r 1zCsi cMApAA",
"access_token_resource_server":
"https://hostedresource. sonesite. exanpl e/ pat h1",

=

This mitigation strategy would rely on the client to enforce the
security policy and to only send access tokens to legitinmate
destinations. Results of QAuth-related security research (see, for
exanpl e, [research.ubc] and [research.cmu]) indicate a |large portion
of client inplenmentations do not or fail to properly inplenent
security controls, |like state checks. So, relying on clients to
prevent access token phishing is likely to fail as well. Moreover,
given the ratio of clients to authorization and resource servers, it
is considered the nore viable approach to nmove as much as possible
security-related logic to those servers. Cearly, the client has to
contribute to the overall security. However, there are alternative
count ermeasures, as described in Sections 4.10.1 and 4.10.2, that
provi de a better bal ance between the invol ved parti es.

4.11. Open Redirection

The foll owi ng attacks can occur when an authorization server or
client has an open redirector. Such endpoints are sonetines

i mpl ement ed, for exanple, to show a nessage before a user is then
redirected to an external website, or to redirect users back to a URL



they were intending to visit before being interrupted, e.g., by a
| ogin pronpt.

4.11.1. dient as Open Redirector

Clients MJST NOT expose open redirectors. Attackers may use open
redirectors to produce URLs pointing to the client and utilize them
to exfiltrate authorization codes and access tokens, as described in
Section 4.1.2. Another abuse case is to produce URLs that appear to
point to the client. This might trick users into trusting the URL
and following it in their browser. This can be abused for phishing.

In order to prevent open redirection, clients should only redirect if
the target URLs are allowed or if the origin and integrity of a
request can be authenticated. Counterneasures agai nst open
redirection are descri bed by OMSP [owasp.redir].

4.11.2. Authorization Server as Open Redirector

Just as with clients, attackers could try to utilize a user’s trust
in the authorization server (and its URL in particular) for
perform ng phishing attacks. QAuth authorization servers regularly
redirect users to other websites (the clients), but they must do so
safely.

Section 4.1.2.1 of [RFC6749] already prevents open redirects by
stating that the authorization server MJUST NOT autonmatically redirect
the user agent in case of an invalid conbination of client_id and
redirect _uri

However, an attacker could also utilize a correctly registered
redirection URI to perform phishing attacks. The attacker could, for
exanple, register a client via dynamc client registration [ RFC7591]
and execute one of the follow ng attacks:

1. Intentionally send an erroneous authorization request, e.g., by
using an invalid scope value, thus instructing the authorization
server to redirect the user agent to its phishing site.

2. Intentionally send a valid authorization request with client_id
and redirect _uri controlled by the attacker. After the user
aut henticates, the authorization server pronpts the user to
provi de consent to the request. |If the user notices an issue
with the request and declines the request, the authorization
server still redirects the user agent to the phishing site. 1In
this case, the user agent will be redirected to the phishing site
regardl ess of the action taken by the user.

3. Intentionally send a valid silent authentication request
(pronpt=none) with client_id and redirect_uri controlled by the
attacker. In this case, the authorization server wll

automatically redirect the user agent to the phishing site.

The aut horization server MJST take precautions to prevent these
threats. The authorization server MJST al ways authenticate the user
first and, with the exception of the silent authentication use case,
pronpt the user for credentials when needed, before redirecting the
user. Based on its risk assessnent, the authorization server needs
to deci de whether or not it can trust the redirection URI. It could
take into account URI analytics done internally or through sone
external service to evaluate the credibility and trustworthi ness of
content behind the URI, and the source of the redirection URl and
other client data.

The aut hori zation server SHOULD only automatically redirect the user
agent if it trusts the redirection URI. If the URl is not trusted,
the aut horization server MAY informthe user and rely on the user to
make the correct decision.
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12. 307 Redirect

At the authorization endpoint, a typical protocol flowis that the
aut hori zati on server pronpts the user to enter their credentials in a
formthat is then submtted (using the HITP POST met hod) back to the
aut hori zation server. The authorization server checks the
credentials and, if successful, redirects the user agent to the
client’s redirection endpoint.

In [RFC6749], the HITP status code 302 (Found) is used for this

pur pose, but "any other method avail able via the user-agent to
acconplish this redirection is allowed". Wen the status code 307 is
used for redirection instead, the user agent will send the user’s
credentials via HTTP POST to the client.

This discloses the sensitive credentials to the client. [|f the
client is malicious, it can use the credentials to inpersonate the
user at the authorization server

The behavi or m ght be unexpected for devel opers but is defined in
Section 15.4.8 of [RFC9110]. This status code (307) does not require
the user agent to rewite the POST request to a GET request and
thereby drop the formdata in the POST request body.

In the HTTP standard [ RFC9110], only the status code 303

unanbi guously enforces rewiting the HTTP POST request to an HTTP CGET
request. For all other status codes, including the popular 302, user
agents can opt not to rewite POST to GET requests, thereby causing
the user’s credentials to be revealed to the client. (In practice,
however, nost user agents will only show this behavior for 307
redirects.)

Aut hori zation servers that redirect a request that potentially
contains the user’s credentials therefore MJUST NOT use the HTTP 307
status code for redirection. |If an HITP redirection (and not, for
exanpl e, JavaScript) is used for such a request, the authorization
server SHOULD use HTTP status code 303 (See O her)

13. TLS Term nating Reverse Proxies

A common depl oynent architecture for HITP applications is to hide the
application server behind a reverse proxy that term nates the TLS
connection and di spatches the incomng requests to the respective
application server nodes.

This section highlights some attack angles of this depl oynent
architecture with rel evance to QAuth and gi ves reconmendati ons for
security controls.

In sone situations, the reverse proxy needs to pass security-related
data to the upstream application servers for further processing.
Exanpl es include the I P address of the request originator, token-

bi nding 1 Ds, and authenticated TLS client certificates. This data is
usual |y passed in HITP headers added to the upstreamrequest. Wile
the headers are often custom application-specific headers,
standardi zed header fields for client certificates and client
certificate chains are defined in [ RFC9440].

If the reverse proxy passes through any header sent fromthe outside,
an attacker could try to directly send the faked header val ues
through the proxy to the application server in order to circunvent
security controls that way. For exanple, it is standard practice of
reverse proxies to accept X-Forwarded-For headers and just add the
origin of the inbound request (making it a list). Depending on the
logic perforned in the application server, the attacker could sinply



add an allowed I P address to the header and render the protection
usel ess.

A reverse proxy MJST therefore sanitize any inbound requests to
ensure the authenticity and integrity of all header val ues rel evant
for the security of the application servers.

If an attacker were able to get access to the internal network

bet ween the proxy and application server, the attacker could also try
to circunvent security controls in place. Therefore, it is essential
to ensure the authenticity of the comunicating entities.

Furt hernore, the communication |ink between the reverse proxy and
application server MJST be protected agai nst eavesdroppi ng,

injection, and replay of nessages.

4.14. Refresh Token Protection

Refresh tokens are a convenient and user-friendly way to obtain new
access tokens. They also add to the security of QAuth, since they
al l ow the authorization server to issue access tokens with a short
lifetime and reduced scope, thus reducing the potential inpact of
access token | eakage.

4.14. 1. Di scussi on

Refresh tokens are an attractive target for attackers because they
represent the full scope of access granted to a certain client, and

they are not further constrained to a specific resource. If an
attacker is able to exfiltrate and successfully replay a refresh
token, the attacker will be able to mnt access tokens and use them

to access resource servers on behalf of the resource owner
[ RFC6749] al ready provides robust baseline protection by requiring

confidentiality of the refresh tokens in transit and storage,
the transm ssion of refresh tokens over TLS-protected connections
bet ween aut hori zati on server and client,

* the authorization server to nmaintain and check the binding of a
refresh token to a certain client and authentication of this
client during token refresh, if possible, and

* that refresh tokens cannot be generated, nodified, or guessed.

[ RFC6749] also lays the foundation for further (inplementation-
specific) security neasures, such as refresh token expiration and
revocation as well as refresh token rotation by defining respective
error codes and response behavi ors.

Thi s specification gives recomendati ons beyond t he scope of
[ RFC6749] and clarifications.

4.14.2. Recommendations

Aut hori zation servers MJST deternine, based on a risk assessnent,
whether to issue refresh tokens to a certain client. If the

aut hori zation server decides not to issue refresh tokens, the client
MAY obtain a new access token by utilizing other grant types, such as
the aut horization code grant type. |In such a case, the authorization
server may utilize cookies and persistent grants to optim ze the user
experi ence.

If refresh tokens are issued, those refresh tokens MJST be bound to
the scope and resource servers as consented by the resource owner
This is to prevent privilege escalation by the legitinmate client and
reduce the inpact of refresh token | eakage.

For confidential clients, [RFC6749] already requires that refresh



tokens can only be used by the client for which they were issued.

Aut hori zation servers MJST utilize one of these nethods to detect
refresh token replay by malicious actors for public clients:

* *Sender-constrai ned refresh tokens:* the authorization server
cryptographically binds the refresh token to a certain client
instance, e.g., by utilizing [ RFC8705] or [RFC9449].

* *Refresh token rotation:* the authorization server issues a new
refresh token with every access token refresh response. The
previous refresh token is invalidated, but information about the
relationship is retained by the authorization server. |If a
refresh token is conprom sed and subsequently used by both the
attacker and the legitimate client, one of themw |l present an
inval i dated refresh token, which will informthe authorization
server of the breach. The authorization server cannot determn ne
which party submitted the invalid refresh token, but it wll
revoke the active refresh token. This stops the attack at the
cost of forcing the legitimate client to obtain a fresh
aut hori zation grant.

I mpl enentati on note: The grant to which a refresh token bel ongs
may be encoded into the refresh token itself. This can enable an
aut hori zation server to efficiently determ ne the grant to which a
refresh token bel ongs, and by extension, all refresh tokens that
need to be revoked. Authorization servers MJST ensure the
integrity of the refresh token value in this case, for exanple,
usi ng signatures.

Aut hori zation servers MAY revoke refresh tokens automatically in case
of a security event, such as:

password change or
* | ogout at the authorization server

Refresh tokens SHOULD expire if the client has been inactive for sone

time, i.e., the refresh token has not been used to obtain fresh
access tokens for some tine. The expiration tine is at the
di scretion of the authorization server. It might be a gl obal value

or determ ned based on the client policy or the grant associated with
the refresh token (and its sensitivity).

.15. dient Inpersonating Resource Oamner

Resource servers may nake access control decisions based on the
identity of a resource owner for which an access token was issued, or
based on the identity of a client in the client credentials grant.
For exanple, [RFC9068] (JSON Wb Token (JWI) Profile for QAuth 2.0
Access Tokens) describes a data structure for access tokens
containing a sub claimdefined as foll ows:

| In cases of access tokens obtained through grants where a resource
| owner is involved, such as the authorization code grant, the value
| of "sub" SHOULD correspond to the subject identifier of the

| resource owner. In cases of access tokens obtained through grants
| where no resource owner is involved, such as the client

| credentials grant, the value of "sub" SHOULD correspond to an

| identifier the authorization server uses to indicate the client

| application.

If both options are possible, a resource server may m stake a
client’s identity for the identity of a resource owner. For exanple,
if aclient is able to choose its own client _id during registration
with the authorization server, a malicious client nmay set it to a

val ue identifying a resource owner (e.g., a sub value if OpenlD



Connect is used). |If the resource server cannot properly distinguish
bet ween access tokens obtained with invol venent of the resource owner
and those without, the client nay accidentally be able to access
resources belonging to the resource owner

This attack potentially affects not only inplenmentations using
[ RFC9068], but also simlar, bespoke sol utions.

4.15.1. Counterneasures

Aut hori zation servers SHOULD NOT allow clients to influence their
client_id or any other claimthat could cause confusion with a
genui ne resource owner if a conmon nanmespace for client |IDs and user
identifiers exists, such as in the sub claimexanple from][RFC9068]
shown in Section 4.15 above. Were this cannot be avoided,

aut hori zati on servers MJST provide other nmeans for the resource
server to distinguish between the two types of access tokens.

4.16. dickjacking

As described in Section 4.4.1.9 of [RFC6819], the authorization
request is susceptible to clickjacking attacks, also called user
interface redressing. 1In such an attack, an attacker enbeds the

aut hori zati on endpoint user interface in an innocuous context. A
user believing to interact with that context, for exanple, by
clicking on buttons, inadvertently interacts with the authorization
endpoi nt user interface instead. The opposite can be achi eved as
well: A user believing to interact with the authorization endpoint
m ght inadvertently type a password into an attacker-provided input
field overlaid over the original user interface. Cickjacking
attacks can be designed such that users can hardly notice the attack,
for exanple, using alnost invisible ifranmes overlaid on top of other
el ement s.

An attacker can use this vector to obtain the user’s authentication
credentials, change the scope of access granted to the client, and
potentially access the user’s resources.

Aut hori zation servers MJST prevent clickjacking attacks. Miltiple
count ernmeasures are described in [RFC6819], including the use of the
X- Frame- Opti ons HTTP response header field and frame-busting
JavaScript. In addition to those, authorization servers SHOULD al so
use Content Security Policy (CSP) |evel 2 [WBC.CSP-2] or greater

To be effective, CSP nust be used on the authorization endpoint and,
if applicable, other endpoints used to authenticate the user and
authorize the client (e.g., the device authorization endpoint, |ogin
pages, error pages, etc.). This prevents fram ng by unauthorized
origins in user agents that support CSP. The client MAY permt being
franmed by sone other origin than the one used in its redirection
endpoint. For this reason, authorization servers SHOULD al | ow

adm nistrators to configure allowed origins for particular clients
and/or for clients to register these dynanically.

Usi ng CSP al |l ows authorization servers to specify nmultiple origins in
a single response header field and to constrain these using flexible
patterns (see [WBC. CSP-2] for details). Level 2 of CSP provides a
robust nechani smfor protecting against clickjacking by using
policies that restrict the origin of frames (by using frame-
ancestors) together with those that restrict the sources of scripts
all oned to execute on an HTM. page (by using script-src). A non-
nornmati ve exanple of such a policy is shown in the follow ng listing:

HTTP/ 1.1 200 K
Content-Security-Policy: frane-ancestors https://ext.exanple.org: 8000
Cont ent - Security-Policy: script-src 'self’



X- Frame- Opti ons: ALLOW FROM htt ps://ext.exanpl e. org: 8000

Because sone user agents do not support [WBC.CSP-2], this technique
SHOULD be combi ned with others, including those described in

[ RFC6819], unless such | egacy user agents are explicitly unsupported
by the authorization server. Even in such cases, additiona
count er measures SHOULD still be enpl oyed.

4.17. Attacks on |In-Browser Conmmuni cation Fl ows

If the authorization response is sent with in-browser comunication
techni ques |ike post Message [ WHATWG. post nessage_api] instead of HITP
redirects, nessages nay inadvertently be sent to malicious origins or
injected frommalicious origins.

4.17.1. Exanpl es

The foll owi ng non-normati ve pseudocode exanpl es of attacks using in-
browser conmuni cation are described in [research.rub].

4.17.1.1. Insufficient Limtation of Receiver Oigins

When sendi ng the authorization response or token response via

post Message, the authorization server sends the response to the
wildcard origin "*" instead of the client’s origin. Wen the w ndow
to which the response is sent is controlled by an attacker, the
attacker can read the response.

wi ndow. opener . post Message(

code: "ABC',
state: "123"
} i)

"*" [/ any website in the opener w ndow can receive the nessage

)
4.17.1.2. Insufficient URH Validation

When sendi ng the authorization response or token response via

post Message, the authorization server may not check the receiver
origin against the redirection URI and instead, for exanple, nmay send
the response to an origin provided by an attacker. This is anal ogous
to the attack described in Section 4.1

wi ndow. opener . post Message(

code: "ABC',
state: "123"
}

"https://attacker.exanple" /1 attacker-provided val ue
)

4.17.1.3. Injection after Insufficient Validation of Sender Oigin

A client that expects the authorization response or token response
vi a post Message nmay not validate the sender origin of the nessage.
This may allow an attacker to inject an authorization response or
token response into the client.

In the case of a maliciously injected authorization response, the
attack is a variant of the CSRF attacks described in Section 4.7.
The count erneasures described in Section 4.7 apply to this attack as
wel | .

In the case of a maliciously injected token response, sender-



constrai ned access tokens as described in Section 4.10.1 may prevent
the attack under sone circunstances, but additional counterneasures
as described in Section 4.17.2 are generally required.

4.17.2. Recommendati ons

When conparing client receiver origins against pre-registered
origins, authorization servers MJST utilize exact string matching as
described in Section 4.1.3. Authorization servers MJST send

post Messages to trusted client receiver origins, as shown in the
foll owi ng, non-normative exanpl e:

wi ndow. opener . post Message(
{
code: "ABC',
state: "123"

}

https://client.exanple" /] use explicit client origin

)

Wl dcard origins like "*" in post Message MJUST NOT be used, as
attackers can use themto leak a victinms in-browser nessage to
mal i ci ous origins. Both neasures contribute to the prevention of

| eakage of authorization codes and access tokens (see Section 4.1).

Clients MJST prevent injection of in-browser nessages on the client
receiver endpoint. Cients MJUST utilize exact string matching to
conpare the initiator origin of an in-browser nmessage with the

aut hori zation server origin, as shown in the follow ng, non-normative
exanpl e:

wi ndow. addEvent Li st ener (" nmessage", (e) => {
/1 validate exact authorization server origin
if (e.origin === "https://honest. as. exanple") {
/] process e.data.code and e.data.state

}
})
Since in-browser comunication flows only apply a different
conmuni cati on technique (i.e., postMessage instead of HTTP redirect),
all neasures protecting the authorization response listed in
Section 2.1 MJUST be applied equally.
5. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
6. Security Considerations
Security considerations are described in Sections 2, 3, and 4.
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