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The JMAPACCESS Ext ension for | MAP
Abst r act

Thi s docunment defines an | MAP extension to let clients know that the
messages in this | MAP server are also available via the JSON Meta
Application Protocol (JMAP), and how. It is intended for clients
that want to mgrate gradually to JMAP or use JVMAP extensions wthin
an | MAP client.
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1. Introduction



An | MAP server can declare that the nmessages in its mailstore are

al so available via JMAP. For sinplicity, only a conpl ete equival ence
is supported (the sane set of nessages are avail able via both | MAP
and JVAP) .

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Details

By advertising the JMAPACCESS capability, the server asserts that if
a mai |l box or nmessage has a particul ar object |ID when accessed via
either 1 MAP or JMAP (see [RFC3501], [RFC9O051], and [RFC8620]), then
the sanme mail box or nmessage is accessible via the other protocol, and
it has the sanme ID.

The server MJUST al so advertise the OBJECTI D extension, defined by
[ RFC8474]. The JMAP session resource that allows access to the sane
messages is called "the JMAP server" bel ow

Thi s specification does not affect nessage lifetime: If a client
accesses a nessage via | MAP and half a second later via JMAP, then
the nmessage nmay have been del eted between the two accesses.

When the server processes the client’s LOd N AUTHENTI CATE comrmand and
enters Authenticated state, the server considers the way the client
authenticated. |f the I MAP server can infer fromthe client’s

aut hentication process that its credentials suffice to authenticate
via JMAP, then the server MJUST include a JMAPACCESS capability in any
capability list sent after that point. This includes the capability
list that sone servers send i medi ately when aut henticati on succeeds.

Servers are encouraged to report the same nessage flags and ot her
data via both protocols, as far as possible.

Thi s specification does not require mail boxes to have the same nane
in | MAP and JMAP, even if they share a mailbox ID. However, the JVAP
specification regulates that in the text about the nane and role
properties described in Section 2 of [RFC8620].

Note that all JMAP servers support internationalized email addresses
(see [RFC6530]). If this |IMAP server does not or if the I MAP client
does not issue ENABLE UTF8=ACCEPT (see [RFC6855]), then it is
possible that the client will receive accurate address fields via
JMAP and downgraded fields via | MAP (see [ RFC6857] and [ RFC6858] for
exanpl es). Issuing ENABLE UTF8=ACCEPT is a sinple way to sidestep
the issue.

The GETJMAPACCESS Command and t he JMAPACCESS Response

The GETJMAPACCESS command requests that the server respond with the
session URL for the JMAP server that provides access to the sane
mai | .

If such a JMAP server is known to this server, the server MJST
respond with an untagged JMAPACCESS response contai ning the JVAP
server’'s session resource (a URL) followed by a tagged OK response.

If such a JMAP server is not known, the server MJST respond with a
tagged BAD response (and MJST NOT incl ude JMAPACCESS in the
capability list).



The JMAPACCESS response is followed by a single link to a JVAP
sessi on resource.

The formal syntax in [RFCO051] is extended as follows:
command- auth =/ " GETJMAPACCESS"

mai | box-data =/ resp-jnmapaccess

resp-j mapaccess = "JMAPACCESS" SP quoted

The syntax in [ RFC3501] is extended simlarly (this extension may be
used with I MAP4revl as well as | MAP4rev2).

Exanpl es

Lines sent by the client are preceded by C. and lines sent by the
server are preceded by S:. Each exanple starts with the | MAP banner
i ssued by the server on connection, and generally abbreviates the
capability lists to what’s required by the exanple itself.

Real connections use longer capability lists, much | onger
AUTHENTI CATE arguments and of course use TLS. However, these
exanpl es focus on JMAPACCESS.

Exampl e 1:

A client connects, sees that SASL QAuth [RFC7628] is available, and
aut henticates in that way.

S: * OK [CAPABILITY | MAP4revl AUTH=OQAUTHBEARER SASL- | R] exanpl el
C. 1 AUTHENTI CATE QAUTHBEARER bi xhPXVzZ. .. QEB

The server processes the command successfully. It knows that the
client used QAuth, and that it and its JMAP alter ego use the sane
QAut h backend subsystem Because of that it infers that the (next)
access token is just as usable via JMAP as via IMAP. It includes a
JMAPACCESS capability in its reply (again, real capability lists are
much | onger):

S: 1 OK [CAPABILITY | MAP4revl JMAPACCESS] done

C. 1b GETJMAPACCESS

S: * JMAPACCESS "https://exanpl e.com .well-known/j map"
S: 1b K done

SASL QAuth is specified by [RFC7628], and the argunment in this
exanple is abbreviated fromthe nore realistic length used in RFC
7628.

Exampl e 2:

A client connects, sees no SASL nethod it recognizes, and issues a
LOGA N command.

S: * OK [ CAPABILITY | MAP4rev2] exanpl e2
C. 2 LOEN "arnt" "trondhei nt

The server sees that the password is accepted, knows that it and its
JMAP alter ego use the same password database, and issues a
JMAPACCESS capabi lity:

S: * OK [CAPABI LI TY | MAP4rev2 JMAPACCESS] done

S: 2 K done

C. 2b JVMAPACCESS

S: * JMAPACCESS "https://exanpl e.com .well-known/j map"
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S: 2b K done
The URL uses the sane quoting rules as nost other | MAP strings.
Exanpl e 3:

A client connects, sees no SASL nethod it recogni zes, and issues a
LOA@ N conmand with a correct password.

S: * OK [CAPABILITY | MAP4revl | MAP4rev2] exanpl e3
C 3 L&A N "arnt" "trondhei nf

The server operator has decided to disable password use wi th JNMAP,
but allowit for a while with IMAP to cater to ol der clients.
Therefore, the | ogin succeeds, but there is no JMAPACCESS capability.

S: 3 K done
Exampl e 4:

A client connects, sees no SASL nethod it recogni zes, and issues a
LOA N conmand. Its password is incorrect.

S: * OK [CAPABI LI TY | MAP4rev2 AUTH=GSS] exanpl e4
C. 4 LOE@N "arnt" "oslo"

The server does not enter Authenticated state, so nothing requires it
to mention JMAPACCESS. It replies curtly:

S: 4 NO done
| ANA Consi der ati ons

The | ANA has added the JMAPACCESS capability to the "Internet Message
Access Protocol (I MAP) Capabilities Registry" and listed this
docunent as the reference.

Security Considerations

JMAPACCESS reveal s to authenticated | MAP clients that they woul d be
able to authenticate via JMAP using the sanme credentials and that the
obj ect 1Ds match.

One does not nornally reveal anything at all about authentication.
However, if the client is an attacker, then the attacker is known to
have valid credentials, and Section 2.2 of [RFC8620] tells the
attacker how to find the revealed URL without the help of this
extension. Therefore, it is believed that this docunent does not
benefit an attacker noticeably, and its value for mgration far
outwei ghs its risk.
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