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I ntroduction

Thi s docunent di scusses the properties and applicability of "Rl FT:
Routing in Fat Trees" [RFC9692] in different depl oynment scenarios and
hi ghl i ghts the operational sinmplicity of the technol ogy compared to
classical routing solutions. 1t also docunents specia

consi derations when RIFT is used with or without overlays and/or
controllers and how RIFT identifies miscablings and reroutes around
node and link failures.

Ter mi nol ogy

Thi s docunent uses the terminology defined in [ RFC9692]. The nost
frequently used terns and their definitions fromthat document are
listed here.

Clos / Fat Tree:
Thi s docunent uses the terns "Cl os" and "Fat Tree" interchangeably
where it always refers to a fol ded spine-and-I|eaf topology with
possibly nultiple Points of Delivery (PoDs) and one or nultiple
Top of Fabric (ToF) planes. Several nodifications such as |eaf-
2-leaf shortcuts and multiple |level shortcuts are possible and



descri bed further in the docunment.

Crossbar:
Physi cal arrangenent of ports in a switching matrix w thout
i mplying any further scheduling or buffering disciplines.

Directed Acyclic Graph (DAG:
A finite directed graph with no directed cycles (loops). |If links
in a Clos are considered as either being all directed towards the
top or bottom each of such two graphs is a DAG

Di saggr egati on:
The process in which a node decides to advertise nmore specific
prefixes southwards, either positively to attract the
corresponding traffic or negatively to repel it. Disaggregation
is performed to prevent traffic |loss and suboptimal routing to the
nore specific prefixes.

Leaf :
A node wi thout southbound adjacencies. Level O inplies a leaf in
RI FT, but a | eaf does not have to be |evel O.

LI E
This is an acronymfor "Link Information El ement" exchanged on all
the systemis links running RIFT to form _ThreeWay_ adj acenci es and
carry information used to perform RIFT Zero Touch Provi sioning
(ZTP) of Ilevels.

South Refl ection:
O'ten abbreviated just as "reflection", South Reflection defines a
mechani sm where South Node TIEs are "reflected” fromthe |evel
south back up north to allow nodes in the sane |evel wthout East-
West links to be aware of each other’s node Topol ogy | nfornation
El ements (TIEs).

Spi ne:
Any nodes north of |eaves and south of ToF nodes. Miltiple |layers
of spines in a PoD are possible.

Tl E:
This is an acronym for "Topol ogy Information El enent". TIEs are
exchanged between RI FT nodes to describe parts of a network such
as links and address prefixes. A TIE always has a direction and a
type. North TIEs (sonetines abbreviated as N-TIEs) are used when
dealing with TIEs in the northbound representation, and South-TI Es
(sonetines abbreviated as S-TIEs) are used for the sout hbound
equi valent. TIEs have different types, such as node and prefix
Tl Es.

Probl em St at enent of Routing in Moddern IP Fabric Fat Tree Networks

Clos [CLCS] topologies (commonly called a Fat Tree/ network in nodern
I P fabric considerations as a simlar termfor the original
definition of the termFat Tree [ FATTREE]) have gai ned prom nence in
today’s networking, primarily as a result of the paradigm shift
towards a centralized data-center-based architecture that delivers a
majority of conputation and storage services.

Current routing protocols were geared towards a network with an
irregul ar topology with isotropic properties and a | ow degree of
connectivity. Wen applied to Fat Tree topol ogi es:

* They tend to need extensive configuration or provisioning during
initialization and adding or renoving nodes fromthe fabric.

* For link-state routing protocols, all nodes including spine-and-
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| eaf nodes learn the entire network topol ogy and routing
information, which is actually not needed on the | eaf nodes during
nornmal operation. They flood significant anounts of duplicate
link-state information between spine-and-|eaf nodes during

t opol ogy updates and convergence events, requiring that additiona
CPU and link bandwi dth be consumed. This may inmpact the stability
and scalability of the fabric, nmake the fabric less reactive to
failures, and prevent the use of cheaper hardware at the | ower

| evels (i.e., spine-and-Ieaf nodes).

Applicability of RIFT to Clos |IP Fabrics

Furt her content of this docunent assumes that the reader is famliar
with the terns and concepts used in the Open Shortest Path First
(OSPF) [ RFC2328], OSPF for |Pv6e [RFC5340], and Internmedi ate Systemto
Internediate System (1S-1S) [1SOL0589- Second- Edition] link-state
protocols. [RFC9692] outlines the requirenments of routing in IP
fabrics and RI FT protocol concepts.

1. Overview of R FT

RIFT is a dynamic routing protocol that is tailored for use in C os,
Fat Tree, and other anisotropic topol ogies. Therefore, a core
property of RIFT is that its operation is sensitive to the structure
of the fabric -- it is anisotropic. R FT acts as a link-state
protocol when "pointing north", advertising southward routes to
northward peers (parents) through floodi ng and dat abase
synchroni zati on. Wen "pointing south", RIFT operates hop-by-hop
like a distance-vector protocol, typically advertising a fabric
default route towards the ToF, aka superspine, to southward peers
(children)

The fabric default is typically the default route as described in
Section 6.3.8 ("Southbound Default Route Origination") of [RFC9692].
The ToF nodes nay alternatively originate nore specific prefixes (P)
sout hbound i nstead of the default route. |In such a scenario, al
addresses carried within the RIFT domain nmust be contained within P,
and it is possible for a leaf that acts as gateway to the Internet to
advertise the default route instead.

R FT floods flat link-state information northbound only so that each
| evel obtains the full topology of the levels that are south of it.
That information is never flooded East-Wst or back south again, so a
top tier node has a full set of prefixes fromthe Shortest Path First
(SPF) cal cul ati on.

In the southbound direction, the protocol operates like a "fully
summari zi ng, unidirectional" path-vector protocol or, rather, a

di stance-vector with inplicit split horizon. Routing information,
normal |y just the default route, propagates one hop south and is "
adverti sed" by nodes at next |ower |evel
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Figure 1: R FT Overview

A spine node only has information necessary for its level, which is
all destinations south of the node based on SPF cal cul ation, the
default route, and potentially di saggregated routes.

Rl FT conbi nes the advantages of both |ink-state and di st ance-vector
pr ot ocol s:

* Fastest possible convergence
* Automatic detection of topol ogy

* Mninmal routes/information on Top-of-Rack (ToR) switches, aka |eaf
nodes

* High degree of ECWP
* Fast decomm ssioni ng of nodes
*  Maxi mum propagati on speed with flexible prefixes in an update

There are two types of |ink-state databases that are "north
representation" North Topol ogy Infornmation Elenents (N-TIEs) and
"south representation" South Topol ogy Information Elenents (S-TIEs).
The N-TIEs contain a link-state topol ogy description of |ower |evels,
and the S-TIEs sinply carry default and di saggregated routes for the
| ower |evels.

RI FT al so elim nates najor di sadvantages of |ink-state and distance-
vector protocols with the foll ow ng:

* Reduced and bal anced fl oodi ng

* Level -constrai ned automati ¢ nei ghbor di scovery

To achieve this, RIFT builds on the art of |1GPs, such as OSPF, |1S-1S,
Mobil e Ad Hoc Network (MANET), and Internet of Things (10T) to
provi de uni que features:

* Automatic (positive or negative) route disaggregation of northward
routes upon fallen | eaves

* Recursive operation in the case of negative route di saggregation

* Anisotropic routing that extends a principle seen in the Routing
Prot ocol for Low Power and Lossy Networks (RPL) [RFC6550] to wi de
super spi nes

* Optimal flooding reduction that derives fromthe concept of a
"mul tipoint relay" (MPR) found in Optimzed Link State Routing
(OLSR) [ RFC3626] and bal ances the fl ooding | oad over northbound
I'i nks and nodes

Addi ti onal advantages that are unique to RIFT are |listed below. The
details of these advantages can be found in R FT [ RFC9692].
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*  True ZTP

* Mnimal blast radius on failures

* Can utilize all paths through fabric w thout | ooping

* Sinple leaf inplementation that can scale down to servers

* Key-val ue store

* Horizontal |inks used for protection only
2. Applicabl e Topol ogi es

Albeit RIFT is specified primarily for "proper" Clos or Fat Tree
topol ogi es, the protocol natively supports Points of Delivery (PoD)
concepts, which, strictly speaking, are not found in the origina

Cl os concept.

Further, the specification explains and supports operations of nulti-
pl ane C os variants where the protocol reconmends the use of inter-
pl ane rings at the ToF level to allow the reconciliation of topology
view of different planes to make the Negative Di saggregation viable
in case of failures within a plane. These observations hold not only
in case of RIFT but also in the generic case of dynam c routing on
Clos variants with multiple planes and failures in bisectiona
bandwi dt h, especially on the |eaves.
2.1. Horizontal Links

RIFT is not limted to pure Cos divided into PoD and nulti-pl anes

but supports horizontal (East-West) |inks below the ToF level. Those
links are used only for last resort northbound forwardi ng when a
spine loses all its northbound |inks or cannot conpute a default

route through them

A full-nmesh connectivity between nodes on the sane | evel can be

depl oyed, which allows North SPF (N-SPF) to provide for any node
losing all its northbound adjacencies (as |ong as any of the other
nodes in the |l evel are northbound connected) and still participate in
nort hbound f orwar di ng.

Note that a "ring" of horizontal links at any |evel bel ow ToF does
not provide a "ring-based protection" schene since the SPF
conputati on woul d have to deal with breaking of "loops", an
application for which RIFT is not intended.

2.2. Vertical Shortcuts

Thr ough rel axati ons of the specified adjacency formng rules, R FT

i mpl ement ati ons can be extended to support vertical "shortcuts". The
RI FT specification itself does not provide the exact details since
the resulting solution suffers fromeither a nuch | arger blast radius
with increased flooding volumes or bow tie problens in the case of
maxi mum aggr egati on routing.

2.3. Ceneralizing to Any Directed Acyclic G aph

RI FT is an anisotropic routing protocol, neaning that it has a sense
of direction (northbound, southbound, and East-West) and operates
differently depending on the direction

Since a DAG provides a sense of north (the direction of the DAG and
south (the reverse), it can be used to apply RIFT -- an edge in the
DAG that has only incomng vertices is a ToF node.



There are a nunber of caveats though:

* The DAG structure nmust exist before RIFT starts, so there is a
need for a conpani on protocol to establish the |ogical DAG
structure.

* A generic DAG does not have a sense of East and West. The
operation specified for East-Wst |inks and the sout hbound
reflection between nodes are not applicable. Al so, ZTP will
derive a sense of depth that will elimnate some |inks.

Vari ations of ZTP could be derived to nmeet specific objectives,
e.g., nmake it so that nobst routers have at |east two parents to
reach the ToF.

* RIFT applies to any Destination-Oiented DAG (DODAG where there’s
only one ToF node and the problem of disaggregation does not
exist. In that case, R FT operates very much |ike RPL [ RFC6550],
but uses link-state information for southbound routes (downwards
in RPL’s terns). For an arbitrary DAGwith nmultiple destinations
(ToFs), the way di saggregati on happens has to be consi dered.

* Positive Disaggregation expects that nost of the ToF nodes reach
most of the | eaves, so disaggregation is the exception as opposed
to the rule. Wen this is no longer true, it makes sense to turn
of f di saggregati on and route between the ToF nodes over a ring, a
full mesh, a transit network, or a formof area zero. Then again,
this operation is simlar to RPL operating as a single DODAG with
a virtual root.

* |In order to aggregate and disaggregate routes, R FT requires that
all the ToF nodes share the full know edge of the prefixes in the
fabric. This can be achieved with a ring as suggested by RIFT
[ RFC9692], by some preconfiguration, or by using a synchronization
with a comon repository where all the active prefixes are
regi stered.

4.2.4. Reachability of Internal Nodes in the Fabric

Rl FT does not require that nodes have reachabl e addresses in the
fabric, though it is clearly desirable for operational purposes.
Under normal operating conditions, this can be easily achi eved by
injecting the node’s | oopback address into Prefix North TIEs and
Prefix South TIEs or other inplenmentation-specific nechanisns.

Speci al considerations arise when a node |oses all northbound

adj acencies but is not at the top of the fabric. |[|f a spine node

| oses all northbound |Iinks, the spine node doesn't advertise a
default route. But if the |evel of the spine node is auto-deternined
by ZTP, it will "fall down" as depicted in Figure 8

4.3. Use Cases

4.3.1. Data Center Topol ogi es

4.3.1.1. Data Center Fabrics
RIFT is suited for applying underlay routing in data center (DC) |IP
fabrics, with the vast majority of these |IP fabrics being C os
architectures (and will be for the foreseeable future). It
significantly sinplifies operation and depl oynent of such fabrics as
described in Section 5 for environnents conpared to extensive
proprietary provisioning and operational sol utions.

4.3.1.2. Adaptations to Other Proposed Data Center Topol ogi es
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Fi gure 2: Level Shortcut

RIFT is not strictly limted to C os topol ogies. The protocol only
requires a sense of "conpass rose directionality" either achieved
through configuration or derivation of levels. So conceptually,
shortcuts between | evels could be included. Figure 2 depicts an

exanpl e of a shortcut between levels. |In this exanple, suboptinal
routing will occur when traffic is sent fromLO to L1 via SO’ s
default route and back down through AO or AlL. |In order to avoid

that, only default routes fromAO or Al are used. Al |eaves would
be required to install each other’s routes.

Whi | e various technical and operational challenges may require the
use of such nodifications, discussion of those topics is outside the
scope of this docunent.

4.3.2. Metro Networks

The demand for bandwi dth is increasing steadily, driven primarily by
environnments close to content producers (server farns connection via
DC fabrics) but in proximty to content consumers as well. Consuners
are often clustered in metro areas with their own network
architectures that can benefit fromsinplified, regular Cos
structures. Thus, they can al so benefit fromRIFT.

4.3.3. Building Cabling

Conmercial edifices are often cabled in topologies that are either
Clos or its isonorphic equivalents. The Cos can grow rather high
with many levels. That presents a challenge for classical routing
protocol s (except BGP [ RFC4271] and Private Network-Network |nterface
(PNNI') [PNNI], which is largely phased-out by now) that do not
support an arbitrary number of |evels, which R FT does naturally.
Moreover, due to the Iimted sizes of forwarding tables in network

el ements of building cabling, the mninumFIB size R FT maintains
under normal conditions is cost-effective in terns of hardware and
operational costs.

4.3.4. Internal Router Switching Fabrics

It is common in high-speed conmuni cations sw tching and routing
devices to use switch fabrics that are interconnection networks

i nside the devices connecting the input ports to their output ports.
For exanple, a crossbar is one of the switch fabric techni ques, even
though it is not feasible due to cost, head-of-line blocking, or size



trade-offs. Normally, such fabrics are not self-healing or rely on
1:1 or 1+1 protection schenes, but it is conceivable to use RIFT to
operate Clos fabrics that can deal effectively with interconnections
or subsystemfailures in such a nodule. R FT is not IP specific and
hence any |ink addressing connecting internal device subnets is
concei vabl e.

.5. doudCO

The C oud Central Ofice (CoudCO is a new stage of the tel ecom
Central Ofice. It takes the advantage of Software-Defined
Net wor ki ng (SDN) and Network Function Virtualization (NFV) in
conjunction with general purpose hardware to optim ze current
networks. The following figure illustrates this architecture at a
high level. It describes a single instance or nacro-node of O oudCO
that provides a nunmber of val ue-added services (VASes), a Broadband
Access Abstraction (BAA), and virtualized network services. An
Access | /O nodul e faces a O oudCO access node and the Customer

Prem ses Equi pment (CPE) behind it. A Network 1/0O nodule is facing
the core network. The two I/O nodul es are interconnected by a spine-
and-l eaf fabric [ TR 384].
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Figure 3: O oudCO Architecture Exanple

The Spi ne-Leaf architecture deployed inside O oudCO neets the network
requi renents of being adaptable, agile, scalable, and dynanmic.



5

Qper ational Considerations

RI FT presents the features for organizations building and operating
IP fabrics to sinplify the operation and depl oynents whil e achi eving
many desirable properties of a dynam c routing protocol on such a
substrate:

*

.1

RIFT only floods routing information to the devices that need it.

RIFT allows for ZTP within the protocol. 1In its nost extrene
version, RIFT does not rely on any specific addressing and can
operate using | Pv6 Nei ghbor Discovery (ND) [RFC4861] only for IP
fabric.

RI FT has provisions to detect comon |IP fabric m scabling
scenari o0s.

RI FT automatically negotiates Bidirectional Forwarding Detection
(BFD) per link. This allows for IP and mcro-BFD [ RFC7130] to
repl ace Link Aggregati on G oups (LAGs) that hide bandw dth

i mbal ances in case of constituent failures. Further automatic
link validation techniques simlar to those in [RFC5357] could be
supported as well.

RI FT inherently sol ves many probl ens associated with the use of
classical routing topologies with dense neshes and hi gh degrees of
ECMP by including automati c bandwi dth bal ancing, flood reduction,
and automatic di saggregation on failures while providing maxi mum
aggregation of prefixes in default scenarios. ECMP in R FT
elimnates the need for nore Loop-Free Alternate (LFA) procedures.

RI FT reduces FIB size towards the bottomof the IP fabric where
nmost nodes reside. This allows for cheaper hardware on the edges
and introduction of nodern IP fabric architectures that encomnpass
server multihom ng and ot her nechani sns.

RI FT provides valley-free routing that is loop free. A valley-
free path allows for reversal of direction at nost once froma
packet headi ng northbound to southbound while pernitting traversa
of horizontal links in the northbound phase. This allows for the
use of any such valley-free path in bisectional fabric bandw dth
between two destinations irrespective of their metrics that can be
used to balance load on the fabric in different ways. Valley-free
routing elimnates the need for any specific mcro-loop avoi dance
procedures for RIFT.

RI FT includes a key-value distribution nechanismthat allows for
future applications such as automatic provisioning of basic
overlay services or automatic key rollovers over whole fabrics.

RIFT is designed for nmnimmdelay in case of prefix nobility on
the fabric. In conjunction with [RFC8505], RIFT can differentiate
anycast advertisenents frommobility events and retain only the
nmost recent advertisement in the latter case.

Many further operational and design points collected over many
years of routing protocol deploynents have been incorporated in

RI FT such as fast flooding rates, protection of information
lifetimes, and operationally recogni zabl e remote ends of |inks and
node nanes

Sout h Refl ection

South reflection is a nechani smwhere South Node TIEs are "refl ected"
back up north to allow nodes in the sane | evel w thout East-West



links to "see" each other

For exanple, in Figure 4, Spinelll\ Spinell2\ Spinel2l\ Spinel22
reflects Node S-TIEs from ToF21 to ToF22 separately. Respectively,
Spi nel11\ Spi nel12\ Spi ne121\ Spi nel22 refl ects Node S-TIEs from ToF22
to ToF21 separately, so ToF22 and ToF21 see each other’s node

informati on as | evel 2 nodes.

In an equival ent fashion, as the result of the south reflection
bet ween Spi nel2l- Leaf 121- Spi nel22 and Spi nel2l- Leaf 122- Spi nel22,
Spi nel21 and Spine 122 know each other at |evel 1.

5.2. Suboptimal Routing on Link Failures
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Figure 4: Suboptimal Routing Upon Link Failure Use Case

As shown in Figure 4, as the result of the south reflection, Spinel2l
and Spine 122 know each other via Leaf121 or Leaf 122 at |evel 1.

Wt hout di saggregation mechani sms, the packet fromleafl121 to
prefix122 will probably go up through |inkSL5 to IinkTS3 when |inkSL6
fails. Then, the packet will go down through 1inkTS4 to |inkSL8 to
Leaf 122 or go up through linkSL5 to |inkTS6, then go down through

| inkTS8 and |inkSL8 to Leafl122 based on the pure default route. This
is the case of suboptimal routing or bow tying.

Wth di saggregati on mechani sms, Spinel22 will detect the failure
according to the reflected node S-TIE from Spi nel21 when |inkSL6
fails. Based on the disaggregation algorithm provided by RIFT,
Spinel22 will explicitly advertise prefix122 in Di saggregated Prefix
S-TIE PrefixTI EEl ement (prefix122, cost 1). The packet fromleaf121
to prefix122 will only be sent to IinkSL7 followi ng a | ongest-prefix
match to prefix 122 directly, then it will go down through |inkSL8 to
Leaf 122.

5.3. Black-Holing on Link Failures

| ToF 21 | | ToF 22 | LEVEL 2
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Figure 5: Black-Holing Upon Link Failure Use Case

This scenario illustrates a case where double link failure occurs and
bl ack-hol i ng can happen

W t hout di saggregation nmechani snms, the packet fromleaflll to
prefix122 woul d suffer 50% bl ack-hol i ng based on pure default route
when |1inkTS3 and |inkTS4 both fail. The packet is supposed to go up
through 1inkSL1 to |1inkTS1 and then go down through |inkTS3 or
IinkTS4 will be dropped. The packet is supposed to go up through
linkSL3 to |inkTS2, then go down through IinkTS3 or 1inkTS4 will be
dropped as well. This is the case of black-holing.

Wth disaggregati on nechani sns, ToF22 will detect the failure
according to the reflected node S-TIE of ToF21 from Spinelll\ Spi nell2
when i nkTS3 and |1inkTS4 both fail. Based on the di saggregation

al gorithm provided by R FT, ToF22 will explicitly originate an S-TIE
with prefix 121 and prefix 122 that is flooded to spines 111, 112,
121, and 122.

The packet fromleafl1ll to prefix122 will not be routed to |inkTSl or
i nkTS2. The packet fromleafl1l1ll to prefix122 will only be routed to
I'inkTS5 or 1inkTS7 followi ng a | ongest-prefix match to prefix122

Zer o Touch Provisioning (ZTP)

RIFT is designed to require a very mininmal configuration to sinplify
its operation and avoid human errors; based on that m ninal

i nformati on, ZTP auto configures the key operational paraneters of
all the R FT nodes, including the SystemID of the node that nust be
unique in the RIFT network and the level of the node in the Fat Tree,
whi ch deterni nes which peers are northward "parents” and which are
sout hward "children".

ZTP is always on, but its decisions can be overridden when a network
adm nistrator prefers to inpose its own configuration. 1In that case,
it is the responsibility of the adm nistrator to ensure that the
configured paranmeters are correct, i.e., ensure that the System | D of
each node is unique and that the adnministratively set levels truly
reflect the relative position of the nodes in the fabric. It is
recomrended to | et ZTP configure the network, and when ZTP does not



configure the network, it is recommended to configure the |evel of
all the nodes to avoid an undesirable interaction between ZTP and the
manual configuration.

ZTP requires that the adm nistrator points out the ToF nodes to set
the baseline fromwhich the fabric topology is derived. The ToF
nodes are configured with the TOP_OF_FABRIC flag, which are initial
"seeds’ needed for other ZTP nodes to derive their level in the

topol ogy. ZTP conputes the |level of each node based on the Hi ghest
Avail abl e Level (HAL) of the potential parent closest to that
basel i ne, which represents the superspine. 1In a fashion, R FT can be
seen as a di stance-vector protocol that conmputes a set of feasible
successors towards the superspine and autoconfigures the rest of the
t opol ogy.

The aut oconfi gurati on nechani sm conputes a gl obal maxi mum of | evels
by diffusion. The derivation of the |evel of each node happens then
based on LIEs received fromits neighbors, whereas each node (wth
possi bl e exceptions of configured | eaves) tries to attach at the

hi ghest possible point in the fabric. This guarantees that even if
the diffusion front reaches a node from "bel ow' faster than from
"above", it will greedily abandon al ready negotiated | evels derived
fromnodes topologically below it and properly peer with nodes above.

The achi eved equilibriumcan be disturbed massively by all nodes wth
the highest level either leaving or entering the domain (with sone
finer distinctions not explained further). It is therefore
recommended that each node is multihomed towards nodes with
respective HAL offerings. Fortunately, this is the natural state of
things for the topology variants considered in R FT

A R FT node nmay al so be configured to confine it to the leaf role
with the LEAF_ONLY flag. A leaf node can also be configured to
support |eaf-2-1eaf procedures with the LEAF 2 _LEAF flag. |In both
cases, the node cannot be TOP_O-_FABRIC and its | evel cannot be
configured. R FT will fully determine the node’'s level after it is
attached to the topol ogy and ensure that the node is at the "bottom
of the hierarchy" (southernnost).

.5. M scabling

.5.1. Mscabling Exanpl es
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Figure 6: A Single-Plane M scabling Exanple



Figure 6 shows a single-plane mscabling exanple. It's a perfect Fat
Tree fabric except for |ink-Mconnecting Leafl112 to ToF22

The RIFT control protocol can di scover the physical 1inks
automatically and is able to detect cabling that violates Fat Tree
topol ogy constraints. It reacts accordingly to such m scabling
attenpts, preventing adjacenci es between nodes from being forned and
traffic frombeing forwarded on those miscabled Iinks at a mininum

I n such scena
it is leaf) a

Figure 7 shows a multi-plane m scabling exanple.
Spi nel2l1 belong to two different PoDs,

and Spi nel21l

rio, Leaf112 will
nd can report

cannot be forned.

use link-Mto derive its |eve
links to Spinelll and Spinell2 as
m scabl ed unl ess the inplementations all ow horizonta

(unl ess
l'i nks.

Si nce Leaf112 and

the adj acency between Leaf112

Li nk- Wwoul d be detected and

prevent ed.
R, + R, + R, + R, +
| ToF Al] | ToF A2| | ToF B1]| | ToF B2| LEVEL 2
omm - + omm - + omm - + omm - +
I I I I I I I I
| | b v |
| o I |
| RREEE + IR R SEEEE s
o oo 1 ]
| | | e + | |
| A | B | Al | B |
- +- -+ R e L SEE R R +
| Spi nelll| | Spi nel112| +- - - +Spi nel2l| | Spi ne122| LEVEL 1
e e +t- - - - - -+ | +o - - - - -+ e e
[ I I I [ I I
| S + | S +
I [l link-W | [l
ICEEEREE v | ICEEEREE v

e

A

| Leaf 122| LEVEL 0

Figure 7: A Miultiple Plane M scabling Exanple

RI FT provi des
node.
it autommtica
consequences.
and it shows

time, Spinell negotiates a | ower |evel

an optional |evel

Ily. However,

Nodes in the fabric w thout their

determ nation procedure inits ZTP

| evel

configured determne
this can have possible counter-intuitive

One extrenme failure scenario is depicted in Figure 8,

that if all

nort hbound |inks of Spinell fai
than Leaf 11 and Leaf 12.

at the sane

To prevent such scenario where | eaves are expected to act as

swi t ches,
Since | eve
fromthe topo
fabric,

logy in Figure 8.

the LEAF_ONLY flag can be set for

It will

Leaf 111 and Leaf 112.

-1 is invalid, Spinell would not derive a valid |eve

be isolated fromthe whol e
and it would be up to the leaves to declare the |inks towards

such spine as m scabl ed.

S + S + S S +
| ToF A1] | ToF A2| | ToF A1 | ToF A2

N + N + N N +
| | | | |
|- + | |
+ + | | =—===> |
X X 4------ + I + |
+ + | |
e B S —— + B S —— +



| Spi nell| | Spi nel2| | Spi nel2

R R e o = e o =
| I I I I
| + I
| e ] oo o
(. (. I I

+- - - - -+ +o- - - -+ +--- - - +- + +--- - - +- +

| Leaf 111] | Leaf 112| | Leaf 111] | Leaf 112

Fomm o - + Fomm o - + +o - - - - + +o - - - - +

I I
| E - +

Fi gure 8: Fallen Spine
5.5.2. M scabling Considerations

There are scenarios where operators may want to | everage ZTP and

i mpl ement addi tional cabling constraints that go beyond the
previously described topology violations. Enforcing cabling down to
specific level, node, and port conbinations m ght make it sinpler for
onsite staff to performtroubl eshooting activities or replace optica
transceivers and/or cabling as the physical |layout will be consistent
across the fabric. This is especially true for densely connected
fabrics where it is difficult to physically manipul ate those
components. It is also easy to imagi ne other nodels, such as one
where the strict port requirenent is rel axed.

Figure 9 illustrates an exanple where the first port on Leafl nust
connect to the first port on Spinel, the second port on Leafl nust
connect to the first port on Spine2, and so on. Consider a case
where (Leafl, Portl) and (Leafl, Port2) were reversed. RIFT would
not consider this to be miscabled by default; however, an operator
m ght want to.
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+-1------ + +-1------ + +-1------ + +-1------ +
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Figure 9: Additional Cabling Constraint Exanple

R FT allows inplenmentations to provide programrabl e plug-ins that can
adj ust ZTP operation or capture information during conputation.

VWil e defining this is outside the scope of this docunent, such a
mechani sm coul d be used to extend the mscabling functionality.

For other protocols to achieve this, it would require additiona
operational overhead. Consider a fabric that is using unnunbered
OSPF links; it is still very likely that a mscabled link will form



an adj acency. Each attenpt to nove cables to the correct port may
result in the need for additional troubl eshooting as other links wll
becone miscabled in the process. Wthout autonation to explicitly
tell the operator which ports need to be noved where, the process

becomes manual |y intensive and error-prone very quickly. If the
probl em goes unnoticed, it will result in suboptinmal perfornmance in
the fabric.

5.6. Milticast and Broadcast |nplenentations

RI FT supports both multicast and broadcast inplenentations. Wile a
mul ticast inplenentation is preferred, there mght cases where a
broadcast inplenentation is optimal or even required. For exanple,
operating systens on |oT devices and enbedded devi ces may not have
the required nulticast support. Another exanple is containers, which
do support nulticast in sonme cases but tend to be very CPU
inefficient and difficult to tune.

5.7. Positive vs. Negative D saggregation

Di saggregation is the procedure whereby RIFT [ RFC9692] advertises a
nmore specific route southwards as an exception to the aggregated
fabric-default north. Disaggregation is useful when a prefix within
the aggregation is reachable via some of the parents but not the
others at the same |level of the fabric. It is mandatory when the

|l evel is the ToF since a ToF node that cannot reach a prefix becones
a black hole for that prefix. The hard problemis to know which
prefixes are reachabl e by whom

In the general case, R FT [ RFC9692] sol ves that problem by

i nterconnecting the ToF nodes so that the ToF nodes can exchange the
full list of prefixes that exist in the fabric and figure out when a
ToF node | acks reachability to some prefixes. This requires
additional ports at the ToF, typically two ports per ToF node to form
a ToF-spanning ring. RIFT [ RFC9692] al so defines the southbound
reflection procedure that enables a parent to explore the direct
connectivity of its peers, neaning their own parents and children;
based on the advertisenents received fromthe shared parents and
children, it may enable the parent to infer the prefixes its peers
can reach.

When a parent |acks reachability to a prefix, it may di saggregate the
prefix negatively, i.e., advertise that this parent can be used to
reach any prefix in the aggregati on except that one. The Negative

Di saggregation signaling is sinple and functions transitively from
ToF to Top-of-Pod (ToP) and then from ToP to Leaf. However, it is
hard for a parent to figure out which prefix it needs to di saggregate
because it does not know what it does not know, it results that the
use of a spanning ring at the ToF is required to operate the Negative
Di saggregation. Also, though it is only an inplenentation problem
the programmi ng of the FIB is conplex conpared to nornal routes and
may i ncur recursions.

The nore classical alternative is, for the parents that can reach a
prefix that peers at the same | evel cannot, to advertise a nore
specific route to that prefix. This |leverages the normal | ongest
prefix match in the FIB and does not require a special

i npl ementation. As opposed to the Negative Disaggregation, the
Positive Disaggregation is difficult and inefficient to operate
transitively.

Transitivity is not needed by a grandchild if all its parents
received the Positive Disaggregation, neaning that they shall al
avoi d the black hole; when that is the case, they collectively build
a ceiling that protects the grandchild. Until then, a parent that
received the Positive Di saggregation may believe that sone peers are



| acking the reachability and re-advertise too early or defer and
mai ntain a black hole situation |onger than necessary.

In a non-partitioned fabric, all the ToF nodes see one anot her
through the reflection and can figure out if one is mssing a child.
In that case, it is possible to conpute the prefixes that the peer
cannot reach and di saggregate positively w thout a ToF-spanning ring.
The ToF nodes can al so ascertain that the ToP nodes are each
connected to at |least a ToF node that can still reach the prefix,
meani ng that the transitive operation is not required.

The bottomline is that in a fabric that is partitioned (e.g., using
mul ti pl e planes) and/or where the ToP nodes are not guaranteed to
always forma ceiling for their children, it is nandatory to use
Negati ve Di saggregation. On the other hand, in a highly symetrica
and fully connected fabric (e.g., a canonical C os Network), the
Posi tive Di saggregati on nmet hods save the conplexity and cost

associ ated to the ToF-spanning ring.

Note that in the case of Positive Disaggregation, the first ToF nodes
that announce a nore-specific route attract all the traffic for that
route and may suffer froma transient incast. A ToP node that defers
injecting the longer prefix in the FIB, in order to receive nore
adverti senents and spread the packets better, also keeps on sending a
portion of the traffic to the black hole in the nmeantine. 1In the
case of Negative Disaggregation, the |last ToF nodes that inject the
route may al so incur an incast issue; this problemwould occur if a
prefix that becomes totally unreachable is di saggregated.

5.8. Mbbile Edge and Anycast

When a physical or a virtual node changes its point of attachnent in
the fabric froma previous-leaf to a next-leaf, new routes nust be
installed that supersede the old ones. Since the flooding flows

nort hwards, the nodes (if any) between the previous-leaf and the
comon parent are not imrediately aware that the path via the

previ ous-leaf is obsolete and a stale route may exist for a while.
The common parent needs to select the freshest route advertisenent in
order to install the correct route via the next-leaf. This requires
that the fabric determ nes the sequence of the novenments of the
nmobi | e node.

On the one hand, a classical sequence counter provides a total order
for a while, but it will eventually wap. On the other hand, a

ti mestanp provides a pernanent order, but it nmay miss a novenent that
happens too quickly vs. the granularity of the timng information.

It is not envisioned that an average fabric supports the Precision
Time Protocol [|EEEstd1588] in the short termnor that the precision
available with the Network Tinme Protocol [RFC5905] (in the order of
100 to 200 ns) may not be necessarily enough to cover, e.g., the fast
mobility of a Virtual Machine (VM.

Section 6.8.4 ("Mbility") of [RFC9692] specifies a hybrid nethod
that conbi nes a sequence counter fromthe nobile node and a tinmestanp
fromthe network taken at the | eaf when the route is injected. |If
the tinestanps of the concurrent advertisenents are conparable (i.e.,
nmore distant than the precision of the timng protocol), then the
timestanp alone is used to deternine the relative freshness of the
routes. O herw se, the sequence counter fromthe nobile node is used
if it is available. One caveat is that the sequence counter must not
wap within the precision of the timng protocol. Another is that
the nobil e node nmay not even provide a sequence counter; in which
case, the nobility itself nust be slower than the precision of the
tim ng.

Mobility rmust not be confused with anycast. |In both cases, the same



address is injected in RIFT at different |eaves. |In the case of
mobility, only the freshest route nust be conserved since the nobile
node changes its point of attachnment for a leaf to the next. 1In the
case of anycast, the node may either be nultihomed (attached to
multiple leaves in parallel) or reachable beyond the fabric via
multiple routes that are redistributed to different |eaves. Either
way, the multiple routes are equally valid and should be conserved in
the case of anycast. Wthout further information fromthe
redistributed routing protocol, it is inpossible to sort out a
nmovement from a redistribution that happens asynchronously on
different | eaves. RIFT [RFC9692] expects that anycast addresses are
advertised within the timng precision, which is typically the case
with a lowprecision timng and a nulti homed node. Beyond that tine
interval, RIFT interprets the lag as a nobility and only the freshest
route is retained.

When using | Pv6 [ RFC8200], RIFT suggests |everagi ng 6LOWPAN ND

[ RFC8505] as the IPv6 ND interacti on between the nobil e node and the
leaf. This not only provides a sequence counter but also a lifetine
and a security token that may be used to protect the ownership of an
address [ RFC8928]. When using 6LoWPAN ND [ RFC8505], the parall el
registration of an anycast address to nultiple | eaves is done with
the same sequence counter, whereas the sequence counter is

i ncrement ed when the point of attachnment changes. This way, it is
possible to differentiate a nobile node froma mnultihoned node, even
when the nmobility happens within the timng precision. It is also
possible for a nobile node to be nultihoned as well, e.g., to change
only one of its points of attachment.

. 9. | Pv4 over | Pv6

RI FT all ows advertising |IPv4 prefixes over an |Pv6 R FT network. An
| Pv6 Address Family (AF) configures via the usual ND nmechani sns and
then V4 can use V6 next-hops anal ogous to [ RFC8950]. It is expected
that the whole fabric supports the sane type of forwardi ng of AFs on
all the links. RIFT provides an indication whether a node is capable
of VA-forwarding and inplenentations are possi ble where different
routing tables are conputed per AF as long as the conputation remains
| oop-free.

+----- + +----- +
+---+---+ | ToF | | ToF

A +--4- -+ +----- +

I || I I

I | Ao +

I I sahhhhhhE 1

+ I I (.

V6 +----- + +-+---+

For war di ng | Spi ne| | Spi ne|

+ +--+--+ +----- +

I || I I

| | e +

| | ARRREEEE ]

I I I (.

\% +----- + +-4-- -+

+---+---+ | Leaf | | Leaf|

+--4-- 4+ +--4-- 4+

| Pv4 prefixes|
I

I
| 1 Pv4 prefixes
I

Fom e -+ Fom e -+
| \Z | \Z
| subnet | | subnet |
S + S +

Figure 10: 1Pv4 over |Pv6
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10. In-Band Reachability of Nodes

RI FT doesn’t precondition that nodes of the fabric have reachabl e
addresses, but operational reasons to reach the internal nodes may
exist. Figure 11 shows an exanple that the network managenent
station (NM5) attaches to Leafl.
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Figure 11: In-Band Reachability of Nodes

If the NMS wants to access Leaf2, it sinply works because the
| oopback address of Leaf2 is flooded in its Prefix North TIE

If the NMS wants to access Spine2, it also works because a spi ne node
al ways advertises its | oopback address in the Prefix North TIE. The
NMS rmay reach Spine2 from Leaf 1- Spi ne2 or Leaf 1- Spi nel- ToF1/
ToF2- Spi ne2.

If the NVS wants to access ToF2, ToF2's | oopback address needs to be
injected into its Prefix South TIE. This TIE nmust be seen by al
nodes at the | evel below -- the spine nodes in Figure 11 -- that nust
forma ceiling for all the traffic com ng from bel ow (south).

O herwise, the traffic fromthe NV5 may follow the default route to
the wong ToF Node, e.g., ToFl

In the case of failure between ToF2 and spi ne nodes, ToF2's | oopback
address nmust be disaggregated recursively all the way to the | eaves.
In a partitioned ToF, even with recursive disaggregation, a ToF node
is only reachable within its plane.

A possible alternative to recursive disaggregation is to use a ring
that interconnects the ToF nodes to transnit packets between them for
their | oopback addresses only. The idea is that this is nostly
control traffic and should not alter the | oad-bal ancing properties of
the fabric.

11. Dual - Homi ng Servers

Each R FT node nmay operate in ZTP node. It has no configuration
(unless it is a ToF node at the top of the topology or if it nust
operate in the topology as a | eaf and/or support |eaf-2-Ieaf
procedures), and it will fully configure itself after being attached
to the topol ogy.
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Fi gure 12: Dual - Homi ng Servers

Sonetimes people may prefer to di saggregate from ToR nodes to servers
fromstartup, i.e., the servers have nultiple routes in the FIB from
startup other than default routes to avoid breakages at the rack

Il evel . Full disaggregation of the fabric could be achieved by
configuration supported by RIFT.

5.12. Fabric with a Controller
There are many different ways to deploy the controller. One

possibility is attaching a controller to the RIFT domain from ToF and
anot her possibility is attaching a controller fromthe | eaf.
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Figure 13: Fabric with a Controller
5.12.1. Controller Attached to ToFs

If a controller is attaching to the RIFT domain from ToF, it usually
uses dual -hom ng connections. The |oopback prefix of the controller
shoul d be adverti sed down by the ToF and spine to the |leaves. |If the
controller loses the link to ToF, nmake sure the ToF w thdraws the
prefix of the controller.



5.12.2. Controller Attached to Leaf

If the controller is attaching froma leaf to the fabric, no specia
provi sions are needed.

5.13. Internet Connectivity Wthin Underl ay
If global addressing is running wthout overlay, an external default
route needs to be advertised through the RIFT fabric to achieve
internet connectivity. For the purpose of forwarding of the entire
R FT fabric, an internal fabric prefix needs to be advertised in the
Prefix South TIE by ToF and spi he nodes.

5.13.1. Internet Default on the Leaf
In the case that the internet gateway is a leaf, the | eaf node as the
i nternet gateway needs to advertise a default route in its Prefix
North TIE

5.13.2. Internet Default on the ToFs

In the case that the internet gateway is a ToF, the ToF and spi ne
nodes need to advertise a default route in the Prefix South TIE

5.14. Subnet M smatch and Address Fam |ies
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Fi gure 14: Subnet M smatch

LI Es are exchanged over all links running RIFT to perform Link

(Nei ghbor) Discovery. A node nust NOT originate LIEs on an AF if it
does not process received LIEs on that famly. LIEs on the sanme |ink
are considered part of the sanme negotiation i ndependent fromthe AF
they arrive on. An inplenmentation nust be ready to accept TIEs on
all addresses it used as the source of LIE franes.

As shown in Figure 14, an adjacency of nodes A and B may form without
further checks, but the forwardi ng between nodes A and B may fai
because subnet X m snmatches with subnet Y.

To prevent this, a R FT inplenmentation should check for subnet
msmatch in a way that is simlar to how 1S 1S does. This can |ead
to scenari os where an adjacency, despite the exchange of LIEs in both
AFs, may end up having an adjacency in a single AF only. This is
especially a consideration in scenarios relating to Section 5.9.

5.15. Anycast Considerations
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Fi gure 15: Anycast

If the traffic comes from ToF to Leaf 111 or Leaf 121, which has
anycast prefix PrefixA, R FT can deal with this case well. However,
if the traffic cones from Leaf122, it arrives to Spine2l or Spine22
at LEVEL 1. Additionally, Spine2l or Spine22 doesn’t know another
PrefixA attaching Leaf111l, so it will always get to Leaf121 and never
Leaf 111. If the intention is that the traffic should be offloaded to
Leaf 111, then use the policy-guided prefixes defined in RIFT

[ RFC9692] .

16. |1oT Applicability

The design of RIFT inherits the ani sotropic design of a default route
upwards (northwards) from RPL [ RFC6550]. It also inherits the
capability to inject external host routes at the Leaf |evel using
Wreless ND (WND) [ RFC8505] [ RFC8928] between a RI FT-agnostic host
and a RIFT router. Both the RPL and the RIFT protocols are neant for
a large scale, and WND enabl es device nobility at the edge the sane
way in both cases.

The main difference between RIFT and RPL is that there’s a single
root with RPL, whereas RI FT has many ToF nodes. This adds huge
capabilities for |eaf-2-1eaf ECMP paths but additional conplexity
with the need to disaggregate. Also, RIFT uses link-state flooding
nort hwards and i s not designed for | ow power operation

Still, nothing prevents that the | P devices connected at the Leaf are
I oT devices, which typically expose their address using WND -- this
is an upgrade from 6LOWPAN ND [ RFC6775] .

A network that serves high speed / high power |oT devices should
typically provide determnistic capabilities for applications such as
hi gh speed control |oops or novement detection. The Fat Tree is
highly reliable and, in nornmal conditions, provides an equival ent
mul ti path operation; however, the ECMP doesn't provide hard
guarantees for either delivery or latency. As long as the fabric is
non-bl ocking, the result is the same, but there can be | oad

unbal ances resulting in incast and possibly congestion | oss that wll
prevent the delivery wthin bounded | atency.

This could be alleviated with Packet Replication, Elimnation, and
Ordering Functions (PREOF) [ RFC8655] |eaf-2-leaf, but PREOF is hard
to provide at the scale of all flows and the replication may increase
the probability of the overload that it attenpts to solve

Note that the |l oad balancing is not RIFT's problem but it is key to
serve | oT adequately.

17. Key Managenent
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8.

As outlined in Section 9 ("Security Considerations”) of [RFC9692],
either a private shared key or a public/private key pair is used to
aut henticate the adjacency. Both the key distribution and key
synchroni zati on methods are out of scope for this docunent. Both
nodes in the adjacency nust share the same keys, key type, and
algorithmfor a given key ID. M smatched keys will not interoperate
as their security envelopes will be unverifiable.

Key rollover while the adjacency is active nmay be supported. The
specific mechanismis well documented in [RFC6518]. As outlined in
9.9 ("Host Inplenmentations") of [RFC9692], hosts as well as VMs
acting as RIFT devices are possible. Key Managenent Protocols
(KWMPs), such as Key Value (KV) for key rollover in the fabric, use a
symmetric key that can be changed easily when conprom sed; in which
case, the symetric key of a host is nore likely to be conprom sed
than an in-fabric networking node.

18. TTL/Hop Limt of 1 vs. 255 on LIEs/TIEs

The use of a packet’'s Tine to Live (TTL) (IPv4) or Hop Limt (IPv6)
to verify whether the packet was originated by an adjacent node on a
connected link has been used in RIFT. RIFT explicitly requires the
use of a TTL/HL value of 1 or 255 when sending/receiving LIEs and
TIEs so that inplenmenters have a choi ce between the two.

TTL=1 or HL=1 protects against the information disseninating nore
than 1 hop in the fabric and should be the default unless configured
ot herwi se. TTL=255 or HL=255 can lead R FT Tl E packet propagation to
nmore than one hop (the nulticast address is already in |oca
subnetwork range) in case of inplenmentation problenms but does protect
against a renote attack as well, and the receiving renote router wll
i gnore such TIE packet unless the renote router is exactly 254 hops
away and accepts only TTL=1 or HL=1. [RFC5082] defines a CGeneralized
TTL Security Mechanism (GITSM. The GISMis applicable to LIEZTIE

i npl ementations that use a TTL or HL of 255. It provides a defense
frominfrastructure attacks based on forged protocol packets from
outside the fabric.

Security Considerations
Thi s document presents applicability of RIFT. As such, it does not
i ntroduce any security considerations. However, there are a number
of security concerns in [ RFC9692].

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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