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Abst r act

A Trust Anchor Locator (TAL) is used by Relying Parties (RPs) in the
Resource Public Key Infrastructure (RPKI) to | ocate and validate a
Trust Anchor (TA) Certification Authority (CA) certificate used in
RPKI validation. This docunment defines an RPKI signed object for a
Trust Anchor Key (TAK). A TAK object can be used by a TA to signal
to RPs the location(s) of the acconpanying CA certificate for the
current public key, as well as the successor public key and the

| ocation(s) of its CA certificate. This object helps to support

pl anned key rollovers wi thout inpacting RPKI validation.
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Overvi ew

A Trust Anchor Locator (TAL) [ RFC8630] is used by Relying Parties
(RPs) in the Resource Public Key Infrastructure (RPKI) to |ocate and
val i date Trust Anchor (TA) Certification Authority (CA) certificates
used in RPKI validation. However, until now, there has been no in-
band way of notifying RPs of updates to a TAL. In-band notifications
mean that TA operators can be nore confident of RPs being aware of
key rol |l over operations.

Thi s docunent defines a new RPKI signed object that can be used to
docunent the location(s) of the TA CA certificate for the current TA
public key, as well as the value of the successor public key and the
| ocation(s) of its TA CA certificate. This allows RPs to be notified
automatically of such changes and enables TAs to stage a successor
public key so that planned key rollovers can be perforned without
risking the invalidation of the RPKI tree under the TA. W call this
obj ect the Trust Anchor Key (TAK) object.

When RPs are first bootstrapped, they use a TAL to di scover the
public key and | ocation(s) of the CA certificate for a TA. The RP
can then retrieve and validate the CA certificate and subsequently
val idate the nmanifest [RFC9286] and Certificate Revocation List (CRL)
publi shed by that TA (Section 5 of [RFC6487]). However, before
processing any other objects, it will first validate the TAK object

if it is present. |If the TAK object lists only the current public
key, then the RP continues processing as it would in the absence of a
TAK object. |f the TAK object includes a successor public key, the

RP starts a 30-day acceptance timer for that key and then continues
standard top-down validation with the current public key. During the



followi ng validation runs up until the expiry of the acceptance
timer, the RP verifies that the public keys and the certificate URLs
listed in the TAK object remai n unchanged. |f they renai n unchanged
as at that tinme, then the RP will fetch the successor public key,
update its local state with that public key and its associ ated
certificate location(s), and continue processing using that public
key.

The primary notivation for this work is being able to mgrate froma
Har dware Security Mdule (HSM produced by one vendor to one produced
by another, where the first vendor does not support exporting private
keys for use by the second. There may be other scenarios in which
key rollover is useful, though

1.1. Requirenents Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. TAK bject Definition

The TAK obj ect makes use of the tenplate for RPKI digitally signed
obj ects [ RFC6488], which defines a Cryptographic Message Syntax (CWMS)
[ RFC5652] wrapper for the content, as well as a generic validation
procedure for RPKI signed objects. Therefore, to conplete the
specification of the TAK object (see Section 4 of [RFC6488]), this
docunent defines the foll ow ng:

* the OD (Section 2.1) that identifies the signed object as being a
TAK (this O D appears within the eContent Type in the
encapContent| nfo object, as well as the content-type signed
attribute in the signerlnfo object)

* the ASN.1 syntax for the TAK eContent (Section 2.2)
* the additional steps required to validate a TAK (Section 2.3)
2.1. The TAK bject Content Type
Thi s docunent specifies an QD for the TAK object as foll ows:
i d-ct-signedTAL OBJECT I DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
smme(16) ct(1) 50 }
This O D MJIST appear in both the eContent Type in the encapContentlnfo
obj ect and the content-type signed attribute in the signerlnfo object
(see [ RFC6488]).
2.2. The TAK (bj ect eContent
The content of a TAK object is ASN. 1 encoded using the Distinguished
Encoding Rules (DER) [ X.690] and is defined per the nodule in
Appendi x A
2.2.1. TAKey
This structure defines a TA public key simlar to that from
[ RFC8630]. It contains a sequence of zero or nobre comments, one or
nmore certificate URI's, and a Subject Publ i cKeyl nfo.

conmments: This field is semantically equivalent to the conment
section defined in Section 2.2 of [RFC8630]. Each conmment is



human-r eadabl e i nformati onal UTF-8 text [RFC3629], conformng to
the restrictions defined in Section 2 of [RFC5198]. The | eading
"#" character that is used to denote a comrent in [ RFC8630] is
omtted here.

certificateURIs: This field is semantically equivalent to the UR
section defined in Section 2.2 of [RFC8630]. It MJST contain at
| east one CertificateUR element. Each CertificateURl elenent
contains the I A5String representation of either an rsync UR
[ RFC5781] or an HTTPS URI [ RFC9110].

subj ect Publ i cKeyl nfo: This field contains a SubjectPublicKeylnfo
(Section 4.1.2.7 of [RFC5280]) in the DER format [ X 690].

.2.2. TAK
version: The version nunber of the TAK object MJST be O.

current: This field contains the TA public key of the repository in
whi ch the TAK object is published.

predecessor: This field contains the TA public key that was in use
for this TA imrediately prior to the current TA public key, if
appl i cabl e.

successor: This field contains the TA public key to be used in place
of the current public key, if applicable, after expiry of the
rel evant acceptance tiner.

.3. TAK bject Validation

To determ ne whether a TAK object is valid, the RP MUST performthe
foll owi ng checks in addition to those specified in [ RFC6488]:

* The eContent Type O D nmatches the O D described in Section 2.1

* The TAK object appears as the product of a TA CA certificate
(i.e., the TA CAcertificate itself is the issuer of the End-
Entity (EE) certificate of the TAK object).

* The TA CA has published only one TAK object in its repository for
this public key, and this object appears on the manifest as the
only entry using the ".tak" extension (see [ RFC6481]).

* The EE certificate of this TAK object describes its Internet
Nunber Resources (INRs) using the "inherit" attribute.

* The decoded TAK content confornms to the format defined in
Section 2. 2.

* The Subj ect Publ i cKeyl nfo value of the current TA public key in the
TAK obj ect matches that of the TA CA certificate used to issue the
EE certificate of the TAK object.

If any of these checks do not succeed, the RP MJST ignore the TAK
obj ect and proceed as though it were not listed on the manifest.

The RP is not required to conpare its current set of certificateURl's
for the current public key with those listed in the TAK object. The
RP MAY alert the user that these sets of certificateURIs do not
match. |If this happens, the user may opt to manually update the set
of certificateURIs in their configuration. However, the RP MUST NOT
automatically update its configuration to use these certificateURls
in the event of inconsistency. This is because the nigration of
users to new certificateURl s shoul d happen by way of the successor
public key process.



3.

TAK Obj ect Generation and Publication

A non-normative guideline for naning this object is that the fil enane
be a value derived fromthe public key part of the entity' s key pair,
usi ng the algorithm described for CRLs in Section 2.2 of [RFC6481].

The fil enanme extension of ".tak" MJST be used to denote the object as
a TAK

In order to generate a TAK object, the TA MIUST performthe follow ng
actions:

* The TA MJST generate a one-tine-use EE certificate for the TAK
* This EE certificate MJST have a uni que key pair.

* This EE certificate MJUST have a Subject Information Access (SIA)
[ RFC6487] extension access description field with an accessMet hod
QO D val ue of id-ad-signedObject, where the associ ated
accesslLocation references the publication point of the TAK as an
obj ect URL.

* As described in [RFC6487], the EE certificate used for this object
must contain either the I P Address Del egati on extension or the
Aut ononobus System ldentifier Del egation extension [ RFC3779], or
both. However, because the resource set is irrelevant to this
obj ect type, this certificate MJIST describe its INRs using the
"inherit" attribute rather than explicitly describing a resource
set.

* This EE certificate MJUST have a "notBefore" tine that matches or
predates the nonent that the TAK will be published.

* This EE certificate MUST have a "notAfter” time that reflects the
i ntended duration for which this TAK will be published. If the EE
certificate for a TAK object is expired, it MJST no | onger be
published, but it MAY be replaced by a newy generated TAK obj ect
wi th equi val ent content and an updated "not After" tine.

* The current TA public key for the TAK MUST match that of the TA CA
certificate under which the TAK was i ssued.

In distribution contexts that support nedia types, the "application/
rpki -signed-tal" nedia type can be used for TAK objects.

Rel ying Party Use

RPs MJUST keep a record of the current public key for each configured
TA, as well as the URI(s) where the CA certificate for this public
key may be retrieved. This record is typically bootstrapped by the
use of a pre-configured (and unsigned) TAL file [ RFC8630].

When perform ng top-down validation, RPs MJUST first validate and
process the TAK object for its current known public key by perform ng
the follow ng steps:

* A CAcertificate is retrieved and validated fromthe known URIs as
described in Sections 3 and 4 of [RFC8630].

* The mani fest and CRL for this certificate are then validated as
described in [ RFC6487] and [ RFC9286] .

* |f the TAK object is present, it is validated as described in
Section 2. 3.
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5.

If the TAK object includes a successor public key, then the RP nust
verify the successor public key by:

* perform ng top-down validation using the successor public key in
order to validate the TAK object for the successor TA,

* ensuring that a valid TAK object exists for the successor TA,

* ensuring that the successor TAK object’s current public key
mat ches the initial TAK object’s successor public key, and

* ensuring that the successor TAK object’s predecessor public key
mat ches the initial TAK object’s current public key.

If any of these steps fails, then the successor public key has failed
verification.

If the successor public key passes verification and the RP has not
seen that successor public key on the previous successful validation
run for this TA then the RP:

* sets an acceptance tinmer of 30 days for this successor public key
for this TA,

* cancel s the existing acceptance tiner for this TA (if applicable),
and

* continues standard top-down validation as described in [ RFC6487]
using the current public key.

If the successor public key passes verification and the RP has seen
that successor public key on the previous successful validation run
for this TA the RP continues standard top-down validation using the
current public key if the rel evant acceptance tiner has not expired.
O herwi se, the RP updates its current known public key details for
this TA to be those of the successor public key and begi ns top-down
val i dati on again using the successor public key.

If the successor public key does not pass verification or if the TAK
obj ect does not include a successor public key, the RP cancels the
exi sting acceptance tiner for this TA (if applicable).

An RP MUST NOT use a successor public key for top-down validation
outside of the process described above, except for the purpose of
testing that the new public key is working correctly. This allows a
TA to publish a successor public key for a period of tine, allow ng
RPs to test it while still being able to rely on RPs using the
current public key for their producti on RPKI operations.

A successor public key may have the sanme Subj ect Publ i cKeyl nfo val ue
as the current public key; this will be the case where a TAis
updating the certificateURIs for that public key.

1. Manual Update of TA Public Key Details

An RP nay opt to not support the automatic transition of TA public
key data, as defined in Section 4. An alternative approach is for
the RP to alert the user when a new successor public key is seen and
when the rel evant acceptance timer has expired. The user can then
manual |y transition to the new TA public key data. This process
ensures that the benefits of the acceptance tiner period are stil
realised, as conpared with TA public key update based on a TAL
distributed out of band by a TA

Mai ntaining Multiple TA Key Pairs



An RP that can process TAK objects will only ever use one public key
for validation: either the current public key, or the successor
public key once the relevant acceptance tinmer has expired. By
contrast, an RP that cannot process TAK objects will continue to use
the public key details per its TAL (or equival ent nanual
configuration) indefinitely. As a result, even when a TAis using a
TAK object in order to mgrate clients to a new public key, the TA
may have to maintain the previous key pair for a period of tine

al ongsi de the new key pair in order to ensure continuity of service
for older clients.

For each TA key pair that a TA maintains, the signed material for
these key pairs MJST be published under different directories in the
context of the 'id-ad-caRepository’ and ’'id-ad-rpki Manifest’ SIA
descriptions contained on the CA certificates [ RFC6487]. Publishing
obj ects under the same directory is potentially confusing for RPs and
could lead to object invalidity in the event of filename collisions.

Al so, the CA certificates for each maintai ned key pair and the
content published for each key pair MJST be equival ent (except for
the TAK object). In other words, for the purposes of RPK

validation, it MJST NOT nake a difference which of the public keys is
used as a starting point.

This means that the I P and Autononmpbus System (AS) resources contai ned
on all current CA certificates for the maintained TA key pairs MJST
be the sane. Furthernore, for any del egation of |IP and AS resources
to a child CA, the TA MJST have an equivalent CA certificate
publ i shed under each of its key pairs. Any updates in del egations
MJUST be refl ected under each of its key pairs. A TA SHOULD NOT
publ i sh any other objects besides a CRL, a manifest, a single TAK

obj ect, and any nunber of CA certificates for delegation to child
CAs.

If a TA uses a single renmpte publication server (per [RFC8181]) for
its key pairs, then it MJST include all <publish/> and <wi t hdraw >
Protocol Data Units (PDUs) for the products of each of its key pairs
in a single query in order to reduce the risk of RPs seeing

i nconsistent data in the TA's RPKI repositories.

If a TA uses multiple publication servers, then the content for
different key pairs will be out of sync at times. The TA SHOULD
ensure that the duration of these noments is limted to the shortest
possible time. Furthernore, the followi ng shoul d be observed:

* |In cases where a CA certificate is revoked or replaced by a
certificate with a reduced set of resources, these changes wl|l
not take effect fully until all the relevant repository
publicati on points have been updated. G ven that TA private key
operations are nornmally perforned infrequently, this is unlikely
to be a problem if the revocation or shrinking of an issued CA
certificate is staged for days/weeks, then experiencing a delay of
several minutes for the repository publication points to be
updated is relatively insignificant.

* |In cases where a CA certificate is replaced by a certificate with
an extended set of resources, the TA MJUST informthe receiving CA
only after all of its repository publication points have been
updated. This ensures that the receiving CAw Il not issue any
products that could be invalid if an RP uses a TA public key just
before the CA certificate was due to be updat ed.

Finally, note that the publication |ocations of CA certificates for
del egations to child CAs under each key pair will be different;
therefore, the Authority Information Access ’'id-ad-cal ssuers’ val ues
(Section 4.8.7 of [RFC6487]) on certificates issued by the child CAs



may not be as expected when perform ng top-down validation, depending
on the TA public key that is used. However, these values are not
critical to top-down validation, so RPs perforning such validation
MUST NOT reject a certificate sinply because this value is not as
expect ed.

6. Performng TA Key Rolls

Thi s section describes how present-day RPKI TAs that use only one key
pair and do not use TAK objects can use a TAK object to performa
pl anned key rol | over.

6.1. Phase 1: Add a TAK for Key Pair 'A

Bef ore addi ng a successor public key, a TA may want to confirmthat
it can maintain a TAK object for its current key pair only. We wll
refer to this key pair as key pair A throughout this section

6.2. Phase 2: Add a Key Pair 'B

The TA can now generate a new key pair called "B'. The private key
of this key pair MJST now be used to create a new CA certificate for
the associated public key and i ssue equivalent CA certificates for
del egations to child CAs as described in Section 5

At this point, the TA can also construct a new TAL file [RFC8630] for
the public key of key pair 'B" and locally test that the validation
outcone for the new public key is equivalent to that of the other
current public key(s).

VWen the TA is certain that the content for both public keys is

equi val ent and wants to initiate the mgration from'A to 'B, it

i ssues a new TAK object under key pair A, with the public key from
that key pair as the current public key for that object, the public
key fromkey pair 'B as the successor public key, and no predecessor
public key. It also issues a TAK object under key pair "B, with the
public key fromthat key pair as the current public key for that

obj ect, the public key fromkey pair 'A as the predecessor public
key, and no successor public key.

Once this has happened, RP clients will start seeing the new public
key and setting acceptance tinmers accordingly.

6.3. Phase 3: Update TAL to point to 'B

At about the tinme that the TA expects clients to start setting the
public key fromkey pair 'B as the current public key, the TA nust
rel ease a new TAL file for that public key. It SHOULD use a
different set of URIs in the TAL conpared to the TAK file so that the
TA can learn the proportion of RPs that can successfully validate and
use the updated TAK objects.

To support RPs that do not take account of TAK objects, the TA shoul d
continue operating key pair A for a period of tine after the
expected migration of clients to the public key from’B . The |length
of that period of time is a local policy matter for that TA: for
exanple, it mght operate the key pair until no clients are
attenpting to validate using the associated public key.

6.4. Phase 4: Renove Key Pair 'A

The TA SHOULD now renpve all content fromthe repository used by key
pair 'A and destroy the private key for that key pair. RPs
attenpting to rely on a TAL for the public key fromkey pair 'A from
this point will not be able to perform RPKI validation for the TA and
will have to update their local state manually by way of a new TAL
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file.
Using TAK Objects to Distribute TAL Data

RPs rmust be configured with RPKI TA data in order to function
correctly. This TA data is typically distributed in the TAL format
defined in [RFC8630]. A TAK object can also serve as a format for
distribution of this data, though, because the TAKey data stored in
the TAK object contains the same data that woul d appear in a TAL for
the associated TA.

RPs may support conversion of TAK objects into TAL files. RPs that
support conversi on MJST validate the TAK object using the process
fromSection 2.3. One exception to the standard validation process
inthis context is that an RP MAY treat a TAK object as valid, even
though it is associated with a TA that the RP is not currently
configured to trust. |If the RPis relying on this exception when
converting a given TAK object, the RP MUST comuni cate that fact to
t he user.

When converting a TAK object, an RP MJUST default to producing a TAL
file based on the 'current’ TAKey in the TAK object, though it MAY
optionally support producing TAL files based on the ’'predecessor’ and
‘successor’ TAKeys.

If the TAKey that is being converted has comments, an RP MUST i ncl ude
those coments in the TAL file.

If TAK object validation fails, then the RP MUST NOT produce a TAL
file based on the TAK object.

Users shoul d be aware that TAK objects distributed out of band have
simlar security properties to TAL files (i.e., there is no
authentication). |In particular, TAK objects that are not signed by
TAs with which the RP is currently configured should only be used if
the source that distributes themis one the user trusts to distribute
TAL files.

If an RP is not transitioning to new TA data using the automatic
process described in Section 4 or the partially manual process
described in Section 4.1, then the user will have to rely on an out-
of - band mechani sm for validating and updating the TA data for the RP
Users in this situation should take simlar care when updating a TA
using a TAK object file as when using a TAL file to update TA data.

Depl oynment Consi derati ons
1. Relying Party Support

Publ i shing TAK objects while RPs do not support this standard will
result in those RPs rejecting these objects. It is not expected that
this will result in the invalidation of any other object under a TA

Sone RPs may purposefully not support this mechanism for exanple,
they may be inplemented or configured such that they are unable to
update | ocal current public key data. TA operators should take this
into consideration when planning key rollover. However, these RPs
would ideally still notify their operators of planned key rollovers
so that the operator could update the relevant configuration
manual | y.

2. Alternate Transition Mdels
Alternate nodels for TAL update exist and are conplenentary to this

mechani sm For exanple, TAs can liaise directly with RP software
devel opers to include updated and rei ssued TAL files in new code
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rel eases and use existing code update nechanisns in the RP comunity
to distribute the changes

Additionally, these non-TA channels for distributing TAL data may
thensel ves nonitor for TAK objects and then update the TAL data in
their distributions or packages accordingly. |In this way, TAK

obj ects may be useful even for RPs that don’t inplenent in-band
support for the protocol

Non- TA channel s for distributing TAL data should ensure, so far as is
possi bl e, that their update nechani sns take account of any changes
that a user has nade to their | ocal TA public key configuration. For
exanple, if a new public key is published for a TA, but the non-TA
channel’s nechanismis able to detect that a user had renoved the
TA's previous public key fromtheir | ocal TA public key configuration
such that the user no longer relies on it, then the mechani smshoul d
not add the new public key to the user’s TA public key configuration
by default.

Qper ational Considerations
1. Acceptance Tiners

Acceptance tiners are used in TAK objects in order to permt RPs to
test that the new public key is working correctly. In turn, this
means that the TA operator will be able to gain confidence in the
correct functioning of the new public key before RPs are relying on
that public key in their production RPKI operations. |f a successor
public key is not working correctly, a TA may renove that public key
fromthe current TAK object.

A TA that renoves a successor public key froma TAK object SHOULD NOT
add t he sane successor public key back into the TAK object for that
TA. This is because there nay be an RP that has fetched the TAK

obj ect while the successor public key was listed in it and has
started an acceptance tinmer accordingly but has not fetched the TAK
obj ect during the period when the successor public key was not |isted
init. |If the unchanged successor public key is added back into the
TA, such an RP will transition to using the new TA public key nore
qui ckly than other RPs, which nay nmake debuggi ng and siml ar
processes nore conplicated. A sinple way of addressing this probl em
in a situation where the TA operator doesn’'t want to reissue the

Subj ect Publ i cKeyl nfo content for the successor public key that was
withdrawn is to update the URL set for the successor public key.
Since RPs nust take that URL set into account for the purposes of
initiating and cancelling acceptance tiners, an RP that observes a
change to that URL set will cancel any existing acceptance timer it
has and initiate a new acceptance tiner in its place.

Security Considerations
1. Previous Keys

A TA needs to consider the length of time for which it will maintain
previously current key pairs and their associated repositories. An
RP that is seeded with old TAL data will run for 30 days using the
previous public key before migrating to the next public key due to
the acceptance timer requirenents, and this 30-day delay applies to
each new key pair that has been issued since the old TAL data was
initially published. |In these instances, it may be better for the TA
to send error responses when receiving requests for the old
publication URLs so that the RP reports an error to its operator and
the operator seeds it with up-to-date TAL data i nmedi ately.

Once a TA has decided not to nmaintain a previously current key pair
and its associated repository, the TA SHOULD destroy the associ ated
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private key. The TA SHOULD al so reuse the TA CA certificate URLs
fromthe previous TAL data for the next TAL that it generates. These
measures will help to mitigate the risk of an adversary gai ning
access to the private key and its associated publication points in
order to send invalid or incorrect data to RPs seeded with the TAL
data for the correspondi ng public key.

2. TA Conprom se

TAK obj ects do not offer protection against conprom se of the current
TA private key or the successor TA private key. TA private key
comprom se in general is out of scope for this docunent.

While it is possible for a malicious actor to use TAK objects to
cause RPs to transition fromthe current TA public key to a successor
TA public key, such action is predicated on the malicious actor
havi ng conpromi sed the current TA private key in the first place
Since a malicious actor who has conmprom sed the current TA private
key has conpl ete control over the TA anyway, TAK objects do not alter
the security considerations relevant to this scenario.

3. Aternate Transition Mdels

Section 8.2 describes other ways in which a TA may transition from
one key pair to another. Transition by way of an in-band process
reliant on TAK objects is not mandatory for TAs or RPs, though the
fact that the TAK objects are verifiable by way of the currently
trusted TA public key is a benefit conpared with existing out-of-band
mechani sms for TA public key distribution

There will be a period of time where both the current public key and
the successor public key are available for use, and RPs that are
initialised at different points of the transition process or from

di fferent out-of-band sources nay be using either the current public
key or the successor public key. TAs are required to ensure, so far
as is possible, that RPKI validation outcomes are the sane regardl ess
of which of the two keys is used.

I ANA Consi derati ons
1. Content Type
| ANA has registered an O D for one content type in the "SM Security

for SSMME CMS Content Type (1.2.840.113549.1.9.16.1)" registry as
fol |l ows:

[ oo oo e sy o}
| Decimal | Description | References |
E S ety s s ety o
| 50 | id-ct-signedTAL | Section 2.1

L I L i +

Description: id-ct-signedTAL

OD 1.2.840.113549.1.9.16.1.50

Specification: Section 2.1

2. Signhed nject

| ANA has added the following to the "RPKI Signed Objects" registry:

| Narme | OD | Reference |
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[} g —————— e —p—_————————————————————_ Ll —p—p—————r L
| Trust Anchor Key | 1.2.840.113549.1.9.16.1.50 | Section 2.1 |
Tabl e 2

| ANA has al so added the following note to the "RPKI Signed Objects”
registry:

| Objects of the types listed in this registry, as well as RPKI

| resource certificates and CRLs, are expected to be validated using
| the RPKI.

3. File Extension

I ANA has added the following itemfor the Signed TAL file extension
to the "RPKI Repository Name Schenmes" registry created by [ RFC6481]:

B e s sty e et

| Filenane Extension | RPKI Object | Reference |

F =4 ——————————————————+d———————————+

| .tak | Trust Anchor Key | RFC 9691 |

R I I R I I I I +
Table 3

4. MNodule ldentifier

I ANA has registered an O D for one nodule identifier in the "SM
Security for SSMME Mdule Identifier (1.2.840.113549.1.9.16.0)"
registry as foll ows:

[ sl oo e e e e
| Decimal | Description | References |
| 74 | RPKI Si gnedTrust Anchor Li st-2021 | RFC 9691 |
S R o e e e e e e e e e e e o m o R +

Tabl e 4
Description: RPKISi gnedTrust Anchor Li st-2021
aD  1.2.840.113549.1.9.16.0.74
Speci fication: RFC 9691
5. Registration of Media Type application/rpki-signed-tal

I ANA has registered the nmedia type "application/rpki-signed-tal™" in
the "Media Types" registry as follows:

Type name: application

Subt ype name: rpki-signed-tal

Required paraneters: NA

Optional parameters: NA

Encodi ng consi derations: binary

Security considerations: Carries an RPKI Signed TAL. This nedia
type contains no active content. See the Security Considerations

section of RFC 9691 for further information.

Interoperability considerations: NA
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Publ i shed specification: RFC 9691

Applications that use this nmedia type: RPKI operators
Fragment identifier considerations: NA

Addi tional information:

Content: This nedia type is for a signed object, as defined in
RFC 6488, which contains trust anchor key material as defined

in RFC 9691.
Magi ¢ nunber(s): NA
File extension(s): .tak

Maci ntosh file type code(s): NA

Person & email address to contact for further information:
iesg@etf.org

I nt ended usage: COMVON

Restrictions on usage: NA

Aut hor: sidrops WG

Change controller: |ESG
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Appendi x A, ASN. 1 Modul e
Thi s appendi x includes the ASN. 1 nodul e for the TAK object.
<CODE BEG NS>
RPKI Si gnedTr ust Anchor Li st - 2021
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs9(9) snmine(16) nod(0) 74 }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N



I MPORTS

CONTENT- TYPE
FROM Crypt ogr aphi cMessageSynt ax-2009 -- in [ RFC5911]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sm me(16) nodul es(0) id-nod-cmns-2004-02(41) }

Subj ect Publ i cKeyl nf o
FROM PKI X1Explicit-2009 -- in [ RFC5912]
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0)
i d- mod- pki x1-explicit-02(51) } ;

ct-signedTAL CONTENT-TYPE :: =
{ TYPE TAK | DENTI FI ED BY
i d-ct-signedTAL }

i d-ct-signedTAL OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) smnme(16) ct(1) 50 }

CertificateURl ::= 1A5String

TAKey ::= SEQUENCE ({

commrents SEQUENCE SI ZE (0..MAX) OF UTF8String,
certificateURIs SEQUENCE SIZE (1..MAX) OF CertificateURl,
subj ect Publ i cKeyl nfo Subj ect Publ i cKeyl nfo

}
TAK :: = SEQUENCE {
version | NTEGER DEFAULT O,
current TAKey,
predecessor [0] TAKey OPTI ONAL,
successor [1] TAKey OPTI ONAL
}
END
<CODE ENDS>
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