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Abst r act

The PCE is a core conponent of a Software-Defined Networking (SDN)
system It can be used to conpute optinmal paths for network traffic
and update existing paths to reflect changes in the network or
traffic demands. The PCE was devel oped to derive Traffic Engineering
(TE) paths in MPLS networks, which are supplied to the headend of the
pat hs using the Path Conputation El enent Comuni cati on Prot ocol

( PCEP)

SDN has much broader applicability than signalled MPLS TE networks,
and the PCE may be used to determ ne paths in a range of use cases
including static Label -Switched Paths (LSPs), Segnent Routing (SR
Servi ce Function Chaining (SFC), and nost fornms of a routed or

swi tched network. Therefore, it is reasonable to consider PCEP as a
control protocol for use in these environments to allow the PCE to be
fully enabled as a central controller

A PCE as a Central Controller (PCECC) can sinplify the processing of
a distributed control plane by blending it with elements of SDN

wi t hout necessarily conpletely replacing it. This docunent describes
general considerations for PCECC depl oynent and examines its
applicability and benefits, as well as its chall enges and
limtations, through a nunber of use cases. PCEP extensions, which
are required for the PCECC use cases, are covered in separate
docunent s.
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1. I nt roduction

The PCE [ RFC4655] was devel oped to offload the path conputation
function fromrouters in an MPLS Traffic Engineering (TE) network.
It can conpute optimal paths for traffic across a network and can
al so update the paths to refl ect changes in the network or traffic
demands. The role and function of the PCE have grown to cover
several other uses (such as GWLS [ RFC7025] or Multicast) and to

al | ow del egated stateful control [RFC8231] and PCE-initiated use of
net wor k resources [ RFC8281].

According to [ RFC7399], Software-Defined Networking (SDN) refers to a
separati on between the control elenments and the forwardi ng conponents
so that software running in a centralized system called a
"controller", can act to programthe devices in the network to behave
in specific ways. A required elenent in an SDN architecture is a
conmponent that plans how the network resources will be used and how
the devices will be programmed. It is possible to viewthis
component as perform ng specific conputations to place traffic flows



within the network given know edge of the availability of the network
resour ces, how other forwarding devices are programed, and the way
that other flows are routed. This is the function and purpose of a
PCE, and the way that a PCE integrates into a wi der network control
system (including an SDN systen) is presented in [RFC7491].

[ RFC8283] outlines the architecture for the PCE as a central

controll er, extending the framework described in [ RFC4655], and
denonstrates how PCEP can serve as a general southbound control
protocol between the PCE and Path Conputation Cient (PCC).

[ RFC8283] further exanines the notivations and applicability of PCEP
as a Sout hbound Interface (SBlI) and introduces the inplications for
the protocol .

[ RFC9050] introduces the procedures and extensions for PCEP to
support the PCECC architecture [ RFC8283].

Thi s docunment descri bes the various use cases for the PCECC
archi tecture.

Ter mi nol ogy
The following ternminology is used in this docunent.
AS: Autononmpus System
ASBR:  Aut ononpus System Border Router
BGP-LS: Border Gateway Protocol - Link State [ RFC9552]
IGP: Interior Gateway Protocol (in this document, we assume |IGP as
either Open Shortest Path First (OSPF) [RFC2328] [RFC5340] or
Internediate Systemto Internediate System (1S 1S) [ RFCL195])
LSP: Label - Swi tched Path

PCC. Path Conputation Cient (as per [RFC4655], any client
application requesting a path conputation to be perfornmed by a PCE)

PCE: Path Conputation El enent (as per [RFC4655], an entity such as a
component, application, or network node that is capable of conputing
a network path or route based on a network graph and applying

comput ati onal constraints)

PCECC. PCE as a Central Controller (an extension of a PCE to support
SDN functions as per [RFC8283])

PST: Path Setup Type [ RFC8408]
RR.  Route Reflector [RFC4456]
SID: Segnment ldentifier [RFC8402]
SR Segment Routing [ RFC8402]
SRGB: Segnent Routing d obal Block [ RFC8402]
SRLB: Segnent Routing Local Bl ock [ RFC8402]
TE: Traffic Engineering [ RFC9522]
Use Cases
[ RFC8283] describes various use cases for a PCECC such as:

* use of a PCECC to set up static TE LSPs (the PCEP extension for



this use case is in [RFCO050])
* use of a PCECC in SR [ RFC8402]
* use of a PCECC to set up Milticast Point-to-Miltipoint (P2MP) LSPs
* use of a PCECC to set up Service Function Chaining (SFC) [ RFC7665]
* use of a PCECC in optical networks

Section 3.1 describes the general case of a PCECC being in charge of
managi ng MPLS | abel space, which is a prerequisite for further use
cases. Further, various use cases (SR, Milticast, etc.) are
described in the followi ng sections to showase scenarios that can
benefit fromthe use of a PCECC

It is interesting to note that some of the use cases listed can al so
be supported via BGP instead of PCEP. However, within the scope of
this document, the focus is on the use of PCEP.

.1. PCECC for Label Managenent

As per [RFC8283], in sonme cases, the PCECC can take responsibility
for managi ng sonme part of the MPLS | abel space for each of the
routers that it controls, and it may take w der responsibility for
partitioning the | abel space for each router and allocating different
parts for different uses, conmunicating the ranges to the router
usi ng PCEP.

[ RFC9050] describes a node where LSPs are provisioned as explicit

| abel instructions at each hop on the end-to-end path. Each router
al ong the path nust be told what | abel forwarding instructions to
program and what resources to reserve. The controller uses PCEP to
communi cate with each router along the path of the end-to-end LSP
For this to work, the PCECC will take responsibility for managi ng
some part of the MPLS | abel space for each of the routers that it
controls. An extension to PCEP could be done to allow a PCC to
informthe PCE of such a | abel space to control (see [PCE-1D] for a
possi bl e PCEP extension to support the advertisenent of the MPLS

| abel space for the PCE to control).

[ RFC8664] specifies extensions to PCEP that allow a stateful PCE to
compute, update, or initiate SR-TE paths. [PCECC SR] describes the
mechani sm for a PCECC to allocate and provision the node/prefix/

adj acency | abel (Segnment Routing ldentifier (SID)) via PCEP. To nake
such an allocation, the PCE needs to be aware of the |abel space from
the Segnment Routing G obal Block (SRGB) or Segment Routing Loca

Bl ock (SRLB) [ RFC8402] of the node that it controls. A mechanismfor
a PCC to informthe PCE of such a | abel space to control is needed
within the PCEP. The full SRGB/ SRLB of a node could be | earned via
existing I GP or BGP-LS [ RFC9552] nechani sns.

Further, there have been proposals for a global |abel range in MPLS
as well as the use of PCECC architecture to learn the | abel space of
each node to determ ne and provision the global |abel range.
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Fi gure 1: PCECC for MPLS Label Managenent
As shown in Figure 1:

* The PCC will advertise the PCECC capability to the PCECC
[ RFC9050] .

* The PCECC could also |learn the | abel range set aside by the PCC
(via [PCE-1D]).

* (Optionally, the PCECC could determ ne the shared MPLS gl obal | abe
range for the network.

- In the case that the shared gl obal |abel range needs to be
negoti ated across nultiple domains, the central controllers of
these domains will also need to negotiate a common gl obal | abe
range across donains.

- The PCECC will need to set the shared gl obal |abel range to all
PCC nodes in the network.

As per [RFCO050], the PCECC could also rely on the PCC to nake | abe
all ocations initially and use PCEP to distribute it to where it is
needed.

3.2. PCECC and SR

SR [ RFC8402] | everages the source routing paradigm Using SR, a
source node steers a packet through a path w thout relying on hop-by-
hop signalling protocols such as LDP [ RFC5036] or RSVP-TE [ RFC3209].
Each path is specified as an ordered list of instructions called
"segnents". Each segment is an instruction to route the packet to a
specific place in the network or to performa specific service on the
packet. A database of segments can be distributed through the
network using an intra-domain routing protocol (such as IS-IS or
OSPF), an inter-domain protocol (such as BGP), or by any other neans.
PCEP coul d al so be one of other protocols.

[ RFC8664] specifies the PCEP extension specific to SR for SR over
MPLS (SR-MPLS). The PCECC may further use the PCEP for distributing
SR Segrent ldentifiers (SIDs) to the SR nodes (PCC) with sone
benefits. |If the PCECC allocates and naintains the SIDs in the
network for the nodes and adjacencies, and further distributes them
to the SR nodes directly via the PCEP session, then it is nore
advant ageous over the configurations on each SR node and fl oodi ng
themvia I GP, especially in an SDN environnent.

When the PCECC is used for the distribution of the Node-SID and Adj -
SID for SR-MPLS, the Node-SID is allocated fromthe SRG of the node
and the Adj-SIDis allocated fromthe SRLB of the node as descri bed

in [ PCECC SR] .

[ RFC8355] identifies various protection and resiliency use cases for
SR, Path protection lets the ingress node be in charge of the
failure recovery (used for SR-TE [ RFC8664]). Al so, protection can be
performed by the node adjacent to the failed conmponent, comonly
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referred to as "local protection techniques” or "fast-reroute (FRR)
techniques". 1In the case of the PCECC, the protection paths can be
preconput ed and set up by the PCE

Figure 2 illustrates the use case where the Node-SID and Adj-SID are
al l ocated by the PCECC for SR MPLS

192.0.2.1/32
S +
| RL(1001) |
Fommmm e +
I
S +
| R2(1002) | 192.0.2.2/32
S +
* | * *
* | * *

*| i nk1]| * *
192.0.2.4/32 * | *ink2 * 192.0.2.5/32
e + 9001 * e +

| R4(1004) | | * | R5(1005)
. + | * . +
* | *9003 * +
* | * * +
* | * * +
S + S +
192.0.2.3/32 | R3(1003) | | R6(1006) | 192. 0. 2.6/ 32
Femmmm e e + Femmmm e e +
I
S +
| R8(1008) | 192.0.2.8/32
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Figure 2: SR Topol ogy
1. PCECC SID Allocation for SR-MPLS

Each node (PCC) is allocated a Node-SID by the PCECC. The PCECC
needs to update the | abel mappi ng of each node to all the other nodes
in the domain. After receiving the | abel mapping, each node (PCC)
uses the local routing information to determ ne the next hop and
downl oad the |abel forwarding instructions accordingly. The
forwardi ng behavior and the end result are the sane as | GP shortest-
path SR forwardi ng based on Node-SIDs. Thus, from anywhere in the
domain, it enforces the ECMP-aware shortest-path forwarding of the
packet towards the rel ated node.

The PCECC can allocate an Adj-SID for each adjacency in the network.
The PCECC sends a PClnitiate nmessage to update the | abel mapping of

each adjacency to the correspondi ng nodes in the donain. Each node
(PCC) downl oads the | abel forwarding instructions accordingly. The
forwardi ng behavior and the end result are sinmlar to | GP-based Adj-
SI D all ocation and usage in SR

These nechani sns are described in [ PCECC SR].
2. PCECC for SR MPLS Best Effort (BE) Paths

When using PCECC for SR-MPLS Best Effort (BE) Paths, the PCECC needs
to allocate the Node-SID (without calculating the explicit path for
the SR path). The ingress router of the forwarding path needs to
encapsul ate the destination Node-SID on top of the packet. Al the
i ntermedi ate nodes will forward the packet based on the destination
Node-SID. It is simlar to the LDP LSP.

R1 may send a packet to R8 sinply by pushing an SR | abel with segnent
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{1008} (Node-SID for R8). The path will be based on the routing /
next hop cal cul ation on the routers.

2.3. PCECC for SR-MPLS TE Pat hs

SR-TE paths may not follow an | GP shortest path tree (SPT). Such
pat hs may be chosen by a PCECC and provisioned on the ingress node of
the SR-TE path. The SR header consists of a list of SIDs (or MPLS

| abel s). The header has all necessary information so that the
packets can be guided fromthe ingress node to the egress node of the
path. Hence, there is no need for any signalling protocol. For the
case where a strict traffic engineering path is needed, all the Adj-
SIDs are stacked; otherw se, a conbination of Node-SIDs or Adj-SIDs
can be used for the SR-TE paths.

As shown in Figure 3, Rl may send a packet to R8 by pushing an SR
header with segnent list {1002, 9001, 1008}, where 1002 and 1008 are
the Node-SIDs of R2 and R8, respectively. 9001 is the Adj-SID for
linkl. The path should be: "Rl-R2-1inkl-R3-R8".

To achieve this, the PCECC first allocates and distributes SIDs as
described in Section 3.2.1. [RFC8664] describes the nechanismfor a
PCE to conpute, update, or initiate SR-MPLS TE paths.

192.0.2.1/32

link3 *
90023 *
*[i nk5
192.0.2.4/32 *90025

* * |ink4
* * 90024

* *

*link6é * 192.0.2.5/32

192.0.2.3/32 | R3 (1003) | |R6 (1006) |192.0.2.6/32

Figure 3: PCECC TE LSP Setup Exampl e

Refer to Figure 3 for an exanple of TE topol ogy, where 100x are Node-
SI Ds and 900xx are Adj- Sl Ds.

* The SID allocation and distribution are done by the PCECC with all
Node- SI Ds (100x) and all Adj-SIDs (900xx).

* Based on path conputation request/del egation or PCE initiation,
the PCECC receives a request with constraints and optim zation
criteria froma PCC.



* The PCECC will calculate the optimal path according to the given
constraints (e.g., bandwidth (BW).

* The PCECC will provision the SR-MPLS TE LSP path
("R1-1inkl-R2-1ink6-R3-R8") at the ingress node: {90011, 1002,
90026, 1003, 1008}

* For the end-to-end protection, the PCECC can provision the
secondary path ("Rl-1ink2-R2-1ink4-R5-R8"): {90012, 1002, 90024,
1005, 1008}.

3.2.3.1. PCECC for SR Policy

[ RFC8402] defines SR architecture, which uses an SR Policy to steer
packets from a node through an ordered |ist of segnents. The SR
Policy could be configured on the headend or instantiated by an SR
controller. The SR architecture does not restrict how the controller
progranms the network. 1In this case, the focus is on PCEP as the
protocol for SR Policy delivery fromthe PCE to PCC

An SR Policy architecture is described in [ RFC9256]. An SR Policy is
a framework that enables the instantiation of an ordered |ist of
segnments on a node for inplenmenting a source routing policy for the
steering of traffic for a specific purpose (e.g., for a specific
Servi ce Level Agreenment (SLA)) fromthat node

An SR Policy is identified through the tuple <headend, color,
endpoi nt >.

Figure 3 is used as an exanpl e of PCECC application for SR Policy
instantiation for SR-MPLS, where the Node-SIDs are 100x and the Adj -
SI Ds are 900xx.

Let’'s assune that Rl needs to have two disjoint SR Policies towards
R8 based on different BW. This means the possible paths are:

* POL1: {Headend R1, col or 100, Endpoint R8; Candi date Pathl
Segnent List 1: {90011, 1002, 90023, 1004, 1003, 1008}}

*  POL2: {Headend R1, col or 200, Endpoint R8; Candi date Pathl
Segnent List 1: {90012, 1002, 90024, 1005, 1006, 1008}}

Each SR Policy (including the candidate path and segnent list) wll
be signalled to a headend (Rl) via PCEP [ PCEP-PCQLICY] with the
addition of an ASSCCI ATI ON object. A Binding SID (BSID) [RFC8402]
can be used for traffic steering of labelled traffic into an SR
Policy; a BSID can be provisioned fromthe PCECC al so via PCEP

[ RFC9604]. For non-labelled traffic steering into the SR Policy PO.1
or POL2, a per-destination traffic steering will be used by neans of
the BGP Col or Extended Community [ RFC9012].

The procedure is as follows:

* The PCECC al | ocat es Node- SI Ds and Adj-SI Ds using the mechani sm
described in Section 3.2.1 for all nodes and |inks.

* The PCECC cal cul ates disjoint paths for POL1 and POL2 and create
segnent lists for them {90011, 1002, 90023, 1004, 1003,
1008}; {90012, 1002, 90024, 1005, 1006, 1008}.

* The PCECC forms both SR Policies POL1 and POL2.

* The PCECC sends both POL1 and POL2 to Rl via PCEP.

* The PCECC optionally allocates BSIDs for the SR Poli cies.



* The traffic fromRlL to R8, which fits to color 100, will be
steered to POL1 and foll ows the path:
"R1-1inkl-R2-1ink3-R4-R3-R8". The traffic fromRlL to R8, which
fits color 200, will be steered to POL2 and foll ows the path:
"R1-1ink2-R2-1ink4-R5-R6-R8". Due to the possibility of having
many segment lists in the sane candi date path of each PO.1/ POL2,
the PCECC coul d provision nore paths towards R8 and traffic will
be bal anced either as ECMP or as wei ghted-ECMP (WECMP). This is
the advantage of SR Policy architecture.

Note that an SR Policy can be associated with multiple candidate
paths. A candidate path is selected when it is valid and it is
determned to be the best path of the SR Policy as described in
[ RFC9256] .

. 2. 4. PCECC for SRv6

As per [RFC8402], with SR a node steers a packet through an ordered
list of instructions, called segnments. SR can be applied to the |IPv6
architecture with the Segnent Routing Header (SRH) [ RFC8754]. A
segnent is encoded as an | Pv6 address. An ordered |ist of segnents
is encoded as an ordered list of |IPv6 addresses in the routing
header. The active segnent is indicated by the destination address
of the packet. Upon completion of a segnent, a pointer in the new
routi ng header is increnented and indicates the next segnent.

As per [RFC8754], an SR over |Pv6 (SRv6) Segnent is a 128-bit val ue.
"SRv6 SID'" or sinply "SID'" are often used as a shorter reference for
"SRv6 Segnent". [RFC8986] defines the SRv6 SID as consisting of
LOC: FUNCT: ARG

[ RFC9603] extends [ RFC8664] to support SR for the |1 Pv6 data plane.
Further, a PCECC could be extended to support SRv6 SID allocation and
distribution. An exanple of how PCEP extensions coul d be extended
for SRv6 for a PCECC is described in [ PCECC SRv6].

2001:db8::1
TS +
| Rl I
e +
I
Fomm oo - +
| R2 | 2001:db8::2
TS +
*l* *
* | *
*ink1]| * *

2001: db8::4  * | *ink2 * 2001:db8::5
S + | S +
| R4 I | | RS I
S + | * S +

* |* *+

* |* * +

* |* * +

R S I RS +

2001:db8::3 | R3 | | R6 | 2001: db8:: 6
dommm e I +
I

e +

| R8 | 2001:db8::8

R +

Fi gure 4: PCECC for SRv6

In this case, as shown in Figure 4, the PCECC coul d assign the SRv6
SID (in the formof an |IPv6 address) to be used for node and



adj acency. Later, the SRv6 path in the formof a list of SRv6 SIDs
could be used at the ingress. Sone exanpl es:

* The best path towards R8: SRv6 SI D List={2001: db8:: 8}

* The path towards R8 via R5: SRv6 SI D List={2001:db8::5,
2001: db8: : 8}

The rest of the procedures and nechani sns renmai n the sanme as SR MPLS
3.3. PCECC for Static TE LSPs

As described in Section 3.1.2 of [RFC8283], the PCECC architecture
supports the provisioning of static TE LSPs. To achieve this, the
exi sting PCEP can be used to communi cate between the PCECC and nodes
along the path to provision explicit |abel instructions at each hop
on the end-to-end path. Each router along the path nmust be tol d what
| abel -forwardi ng instructions to program and what resources to
reserve. The PCECC keeps a view of the network and determ nes the
pat hs of the end-to-end LSPs, and the controller uses PCEP to

conmmuni cate with each router along the path of the end-to-end LSP
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Figure 5: PCECC TE LSP Setup Exanpl e
Refer to Figure 5 for an exanple TE topol ogy.

* Based on path conputation request/del egation or PCE initiation,
the PCECC receives a request with constraints and optim zation
criteria.

* The PCECC will calculate the optinmal path according to the given
constraints (e.g., BW.

* The PCECC will provision each node along the path and assign
i ncoming and outgoing |labels fromRL to R8 with the path as
"R1-1inkl-R2-1ink3-R4-1ink10-R3-1ink8-R8":
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- Rl: Qutgoing label 1001 on link 1
- R2: Incomng label 1001 on link 1
- R2: Qutgoing label 2003 on link 3
- R4: Incomng |abel 2003 on link 3
- R4: Qutgoing |abel 4010 on link 10
- R3: Incomng |label 4010 on link 10
- R3: Qutgoing label 3008 on link 8
- R8: Incomng |abel 3008 on link 8

* This can al so be represented as: {Rl, l|inkl1l, 1001}, {1001, R2,
l'ink3, 2003}, {2003, R4, |ink10, 4010}, {4010, R3, 1ink8, 3008},
{3008, R8}.

* For the end-to-end protection, the PCECC prograns each node al ong
the path fromRl to R8 with the secondary path: {Rl, Iink2, 1002},
{1002, R2, link4, 2004}, {2004, R5, link7, 5007}, {5007, R3,

l'i nk9, 3009}, {3009, R8}.

* |t is also possible to have a bypass path for the |ocal protection
set up by the PCECC. For exanple, use the primary path as above,
then to protect the node R4 |locally, the PCECC can programthe
bypass path like this: {R2, |ink5, 2005}, {2005, R3}. By doing
this, the node R4 is locally protected at R2.

PCECC for Load Bal ancing (LB)

Very often, many service providers use TE tunnels for solving issues
with non-deternministic paths in their networks. One exanple of such
applications is the usage of TEs in the nobile backhaul (MBH)

Consi der the topology as shown in Figure 6 (where AGG 1...AGG N are
Aggregation routers, and Core 1...Core N are Core routers).

TEl ----------- >

B + F-- - - - + +----- + B S, + F-- - - - +  +---+
| Access |----]Access|----|AGG 1|----]AGG N-1]|----]Core 1|--]| SR1|
| SubNodel] | Nodel | +----- + R + +--- - - +  +---+
S + S RS + | | | ~ |

| Access | Access | AGG Ring 1| | |

| SubRing 1 | Rng1 | | | ] |
B + F-- - - - + +----- + | | |
| Access | | Access| | AGG 2| | | |
| SubNode2| | Node2 | +----- + | | |
oo L + | | | | |

I I I || I

| | | +---TE2---|-+ |
B + F-- - - - + +----- + B S, + F-- - - - +  +---+
| Access | | Access|----] AGG 3|----] AGG N |[----]Core N --|SRn|
| SubNodeN| - - - - | NodeN | +o---- + e + e +  +---+t
S + S RS +

Fi gure 6: PCECC LB Use Case

This MBH architecture uses L2 access rings and sub-rings. L3 starts
at the aggregation layer. For the sake of sinplicity, the figure
shows only one access sub-ring. The access ring and aggregation ring
are connected by Nx10CE interfaces. The aggregation domain runs its
own I GP. There are two egress routers (AGG N1 and AGG N) that are
connected to the Core domain (Core 1...Core N) via L2 interfaces.



The Core al so has connections to service routers; RSVP-TE or SR-TE is
used for MPLS transport inside the ring. There could be at |east two
tunnel s (one way) fromeach AGG router to egress AGG routers. There
are al so many L2 access rings connected to AGG routers.

Servi ce depl oyment is made by neans of Layer 2 Virtual Private

Net wor ks (L2VPNs), Virtual Private LAN Services (VPLSs), Layer 3
Virtual Private Networks (L3VPNs), or Ethernet VPNs (EVPNs). Those
services use MPLS TE (or SR-TE) as transport towards egress AGG
routers. TE tunnels could be used as transport towards service
routers in case of architecture based on seam ess MPLS

[ MPLS- SEAMLESS] .

Load Bal ancing (LB) between TE tunnels involves distributing network
traffic across multiple TE tunnels to optim ze the use of available
net wor k resources, enhance perfornmance, and ensure reliability. Sone
conmon techni ques include Equal - Cost Multipath (ECWP) and Unequal -
Cost Multipath (UCMP) based on the BWof the TE tunnels.

There is a need to solve the foll ow ng tasks:

* Performautomatic LB anpngst TE tunnels according to current
traffic | oads.

* ©Manage TE BW by guaranteeing BWfor specific services (such as
Hi gh- Speed Internet (HSI), IPTV, etc.) and enabling tinme-based BW
reservation (such as Bandwi dth on Denand (BoD)).

* Sinplify the devel opnent of TE tunnels by automation wi thout any
manual intervention.

* Provide flexibility for service router placenent (anywhere in the
network by the creation of transport LSPs to them.

In this section, the focus is on LB tasks. LB tasks could be sol ved
by means of the PCECC in the foll ow ng ways:

* Applications, network services, or operators can ask the SDN
controller (PCECC) for LSP-based LB between AGG X and AGG N AGG
N1 (egress AGG routers that have connections to the core). Each
of these will have associated constraints (such as BW incl usion
or exclusion of specific Iinks or nodes, nunber of paths,
oj ective Function (OF), need for disjoint LSP paths, etc.).

* The PCECC could calculate multiple (say N) LSPs according to given
constraints. The calculation is based on the results of the CF
[ RFC5541], constraints, endpoints, same or different BW different
links (in case of disjoint paths), and other constraints.

* Depending on the given LSP PST, the PCECC wi |l downl oad
instructions to the PCC. At this stage, it is assuned the PCECC
is aware of the |label space it controls and SID allocati on and
distribution is already done in the case of SR

* The PCECC will send a PClnitiate message [ RFC8281] towards the
i ngress AGG X router (PCC) for each of N LSPs and receive a PCRpt
message [ RFC8231] back from PCCs. |[If the PST is a PCECC SR, the
PCECC will include a SID stack as per [RFC8664]. |If the PST is
set to "PCECC' type, then the PCECC will assign |abels along the
cal cul ated path and set up the path by sending central controller
instructions in a PCEP nessage to each node along the path of the
LSP as per [RFC9050]. Then, the PCECC will send a PCUpd nessage
to the ingress AGG X router with information about the new LSP.
AGG X (PCC) will respond with a PCRpt with LSP status.

* AGG X as an ingress router now has N LSPs towards AGG N and AGG
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N-1, which are available for installation to the router’s

forwarding table and for LB traffic between them Traffic
distribution between those LSPs depends on the particul ar

realization of the hash function on that router

* Since the PCECC is aware of the Traffic Engi neeri ng Database (TED)
(TE state) and the LSP Database (LSP-DB), it can manage and
prevent possible over-subscriptions and linmit the nunber of
avai |l abl e | oad-bal ance states. Via a PCECC mechanism the control
can take quick actions into the network by directly provisioning
the central control instructions.

PCECC and Inter-AS TE

There are various signalling options for establishing Inter-AS TE
LSPs: contiguous TE LSPs [ RFC5151], stitched TE LSPs [ RFC5150], and
nested TE LSPs [ RFC4206].

The requirenments for PCE-based Inter-AS setup [ RFC5376] describe the
approach and PCEP functionality that is needed for establishing
Inter-AS TE LSPs.

[ RFC5376] al so gives an Inter-AS and Intra-AS PCE Reference Mdel (as
shown in Figure 7) that is provided belowin shortened formfor the
sake of simplicity.

Inter-AS Inter-AS
PCC <-->PCEl1<--------- >PCE2

Rl- - - - ASBR1====ASBR3- - - R3- - - ASBR5
| ASL | | PCC |
| | | AS2 |
RO- - - - ASBR2====ASBR4- - - Rd- - - ASBR6

Intra-AS Intra-AS
PCE3 PCE4

Figure 7: Shortened Formof the Inter-AS and Intra-AS PCE
Ref erence Mbdel

The PCECC belonging to the different domai ns can cooperate to set up
Inter-AS TE LSPs. The stateful H erarchical PCE (H PCE) nechani sm

[ RFC8751] could al so be used to establish a per-domain PCECC LSP
first. These could be stitched together to forman Inter-AS TE LSP
as described in [ PCE-| NTERDOVAI N .

For the sake of sinplicity, here the focus is on a sinmplified Inter-
AS case when both AS1 and AS2 belong to the sane service provider
adm nistration. |In that case, Inter-AS and Intra-AS PCEs coul d be
conbined in one single PCE if such combi ned PCE performance is enough
to handle the load. The PCE will require interfaces (PCEP and BGP-
LS) to both domai ns. PCECC redundancy nechani sns are described in

[ RFC8283]. Thus, routers (PCCs) in AS1 and AS2 can send PCEP
messages towards the sane PCECC. In Figure 8, the PCECC naintains a
BGP- LS session with Route Reflectors (RRs) in each AS. This allows
the RRs to redistribute routes to other BGP routers (clients) without
requiring a full nesh. The RRs act as a BGP-LS Propagator, and the
PCECC acts as a BGP-LS Consumer [ RFC9552].

I | | I
+-PCEP-|----++-+------- PCECC- - - - - PCEP- - ++-+-|------- +
R [----11-0-4+ e R R
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| | Region 1 o | : Region 1 |
(SRR - EETERRSERR -1
| ] v | LSP2 | v | ]
| Fommm e oo o - ASBRS=======================ASBR6------- - - + |
| Regi on 2 | | Regi on 2 |
Fom e e F Commmmmmeeeaaos > e e e e +
MPLS Donmin 1 Inter-AS MPLS Donmin 2
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Figure 8: Particular Case of Inter-AS PCE

In the case of the PCECC Inter-AS TE scenario (as shown in Figure 8),
where the service provider controls both domains (AS1 and AS2), each
of themhas its own IGP and MPLS transport. There is a need to set
up Inter-AS LSPs for transporting different services on top of them
(such as Voice, L3VPN, etc.). Inter-AS links with different
capacities exist in several regions. The task is not only to

provi sion those Inter-AS LSPs with given constraints but also to
calculate the path and pre-setup the backup Inter-AS LSPs that will
be used if the primary LSP fails.

As per Figure 8, LSP1 fromRl to R3 goes via ASBR1L and ASBR3, and it
is the primary Inter-AS LSP. LSP2 fromRl to R3 that goes via ASBR5
and ASBR6 is the backup one. In addition, there could also be a
bypass LSP setup to protect against ASBR or Inter-AS link failures.

After the addition of PCECC functionality to the PCE ( SDN
controller), the PCECC based Inter-AS TE nodel should follow the
PCECC use case for TE LSP including the requirenents described in
[ RFC5376] with the follow ng details:

* Since the PCECC needs to know the topol ogy of both domains AS1 and
AS2, the PCECC can utilize the BGP-LS peering with BGP routers (or
RRs) in both domains.

* The PCECC needs to establish PCEP connectivity with all routers in
bot h domai ns (see al so Section 4 of [RFC5376]).

* After the operator’s application or service orchestrator creates a
request for tunnel creation of a specific service, the PCECC will
receive that request via the Northbound Interface (NBl) (note that
the NBI type is inplenentation-dependent; it could be NETCONF/
YANG REST, etc.). Then, the PCECC will cal culate the opti nal
pat h based on the OF and given constraints (i.e., PST, BW etc.).
These constraints include those from[RFC5376], such as priority,
AS sequence, preferred ASBR, disjoint paths, and protection type.
In this step, we will have two paths: "Rl- ASBR1- ASBR3- R3,

R1- ASBR5- ASBR6- R3" .

* The PCECC will use central control download instructions to the
PCC based on the PST. At this stage, it is assuned the PCECC is
aware of the |label space it controls, and in the case of SR the
SID allocation and distribution is already done.

* The PCECC will send a PClnitiate message [ RFC3281] towards the
ingress router RL (PCC) in AS1l and receive the PCRpt nessage
[ RFC8231] back fromit.

- If the PST is SR-MPLS, the PCECC will include the SID stack as
per [RFC8664]. Optionally, a BSID or BGP Peering-SID [ RFC9087]
can al so be included on the AS boundary. The backup SID stack
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can be installed at ingress Rl, but nore inportantly, each node
along the SR path could also do the | ocal protection just based
on the top segnent.

- |If the PST is a PCECC, the PCECC will assign | abels along the
cal cul ated paths ("R1- ASBR1l- ASBR3- R3", "R1-ASBR5- ASBR6-R3") and
sets up the path by sending central controller instructions in
a PCEP nessage to each node along the path of the LSPs as per
[ RFC9050]. After these steps, the PCECC will send a PCUpd
message to the ingress Rl router with information about new
LSPs and RL will respond by a PCRpt with LSP(s) status.

* After that step, RL now has primary and backup TEs (LSP1 and LSP2)
towards R3. It is up to the router inplenentation for howto
swi tchover to backup LSP2 if LSPl1 fails.

6. PCECC for Miulticast LSPs

The nmulticast LSPs can be set up via the RSVP-TE P2MP or Mil ti poi nt
LDP (nlLDP) protocols. The setup of these LSPs nmay require manua
configurations and conpl ex signalling when the protection is

consi dered. By using the PCECC solution, the nulticast LSP can be
comput ed and set up through a centralized controller that has the
full picture of the topol ogy and BWusage for each link. 1t not only
reduces the conpl ex configurations conparing the distributed RSVP-TE
P2MP or nlDP signalling, but also it can conpute the disjoint primary
pat h and secondary P2MP path efficiently.

6.1. PCECC for the Setup of P2MP/ MP2MP LSPs

It is assuned the PCECC is aware of the |abel space it controls for
all nodes and nmakes al | ocations accordingly.

S +
| R1 | Root Node of the nulticast LSP
Fomm oo - +
| 9000 (Ii nkO)
TS +
Transit Node | R2 |
branch AR +
* | * *
9001* | * *9002
linkl * | * *|ink2
S + | * S +
R4 | | * | R5 | Transit Nodes
. + | * . +
* | * * +
9003* | * * +9004
link3 * | * * +l i nk4
S S SR SRS +
| R3 | R6 | Leaf Node
Fom e oo T +
9005| Ilink5
N +
| R8 | Leaf Node
S +

Figure 9: Using a PCECC for the Setup of P2MP/ MP2MP LSPs

The P2MP exanpl es (based on Figure 9) are explained here, where Rl is
the root and the routers R8 and R6 are the | eaves.

* Based on the P2MP path conputation request/del egati on or PCE
initiation, the PCECC receives the request with constraints and
optinization criteria.



* The PCECC will calculate the optinmal P2MP path according to given
constraints (i.e., BW.

* The PCECC will provision each node along the path and assign
i ncom ng and outgoing |labels fromRL to {R6, R8} with the path as
"R1-1inkO-R2-1ink2-R5-1ink4-R6" and
"R1-1ink0-R2-1inkl-R4-1ink3-R3-1ink5-R8":
- Rl: Qutgoing |abel 9000 on IinkO

I ncom ng | abel 9000 on |inkO

Qut goi ng | abel 9001 on linkl (%)

Qut goi ng | abel 9002 on link2 (%)

I ncom ng | abel 9002 on |ink2

Qut goi ng | abel 9004 on |ink4

8 & 8 8 8 8

I ncom ng | abel 9004 on |ink4
- R4: Incoming | abel 9001 on Iinkl
- R4: Qutgoing |abel 9003 on Iink3
- R3: Incomng |abel 9003 on |ink3
- R3: Qutgoing label 9005 on Iink5
- R8: Incomng | abel 9005 on Iink5

* This can also be represented as: {Rl, 6000}, {6000, R2, {9001,
9002}}, {9001, R4, 9003}, {9002, R5, 9004} {9003, R3, 9005},
{9004, R6}, {9005, R8}. The main difference (*) is in the branch
node instruction at R2, where two copies of a packet are sent
towards R4 and R5 with 9001 and 9002 | abel s, respectively.

The packet forwardi ng involves the foll ow ng:

Step 1. Rl sends a packet to R2 sinply by pushing the |abel of 9000
to the packet.

Step 2. When R2 receives the packet with |abel 9000, it will forward
it to R4 by swapping | abel 9000 to 9001. At the sane tineg,
it will replicate the packet and swap the | abel 9000 to 9002
and forward it to R5.

Step 3. When R4 receives the packet with |abel 9001, it will forward
it to R3 by swapping 9001 to 9003. Wen R5 receives the
packet with the |label 9002, it will forward it to R6 by
swappi hg 9002 to 9004.

Step 4. When R3 receives the packet with |abel 9003, it will forward
it to R8 by swapping it to 9005. Wen R5 receives the
packet with | abel 9002, it will be swapped to 9004 and sent
to R6.

Step 5. Wen R8 receives the packet with |abel 9005, it will pop the
| abel . Wien R6 receives the packet with | abel 9004, it will
pop the | abel

3.6.2. PCECC for the End-to-End Protection of P2MP/ MP2MP LSPs

Thi s section describes the end-to-end nmanaged path protection service
as well as the local protection with the operati on nanagenment in the



PCECC network for the P2MP/ MP2MP LSP

An end-to-end protection principle can be applied for conputing
backup P2MP or MP2MP LSPs. During the conputation of the primary
mul ticast trees, the PCECC could al so take the conputation of a
secondary tree into consideration. A PCECC could conmpute the primary
and backup P2MP (or MP2MP) LSPs together or sequentially.

e e EE T
Root Node of LSP | Rl |--| R11]
R S
/ +
10/ +20
/ +
e + ommm e +
Transit Node | R2 | | R3 |
e + e +
| \ + +
| \ + +
10| 10\ +20 20+
| \ o+ +
I \ +
| +\ +
A + A + Leaf Nodes
| R4 | | R5 | (Downstream LSR)
M + M +

Fi gure 10: PCECC for the End-to-End Protection of P2MP/ MP2MP LSPs

In Figure 10, when the PCECC sets up the primary nmulticast tree from
the root node R1 to the | eaves, which is RL->R2->{R4, R5}, it can set
up the backup tree at the sane tine, which is Rl->R11->R3->{R4, R5}.
Both of them (the primary forwarding tree and secondary forwarding
tree) will be downl oaded to each router along the prinmary path and
the secondary path. The traffic will be forwarded through the
R1->R2->{ R4, R5} path normally, but when a node in the primary tree
fails (say R2), the root node RL will switch the flow to the backup
tree, which is RL->R11->R3->{R4, R5}. By using the PCECC, path
conput ation, |abel downl oading, and finally forwarding can be done
wi t hout the conplex signalling used in the P2MP RSVP-TE or nLDP.

. 6. 3. PCECC for the Local Protection of P2MP/ MP2MP LSPs

In this section, we describe the local protection service in the
PCECC network for the P2MP/ MP2MP LSP.

Wil e the PCECC sets up the primary multicast tree, it can also build
the backup LSP between the Point of Local Repair (PLR), protected
node, and Merge Points (MPs) (the downstream nodes of the protected
node). In the cases where the anount of downstream nodes is huge,
this mechani sm can avoi d unnecessary packet duplication on the PLR
and protect the network fromtraffic congestion risks.

S +
| R1 | Root Node
Fom e m oo - - +
e e meeoo - + Point of Local Repair /
| R10 | Switchover Point
oo + (Upstream LSR)

/ +
10/ +20
/ +
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TS + S +
| \ + +
| \ + +
10| 10\ +20 20+
| \ + +
| \ +
| + \ +
Fomemm oo + Fomemm oo + Merge Poi nt
| R40 | | R50 | (Downstream LSR)
S + S +

Figure 11: PCECC for the Local Protection of P2MP/ MP2MP LSPs

In Figure 11, when the PCECC sets up the primary nmulticast path
around the PLR node R10 to protect node R20, which is R10->R20->{ R40,
R50}, it can set up the backup path R10->R30->{R40, R50} at the same
time. Both the primary forwardi ng path and the secondary bypass
forwarding path will be downl oaded to each router along the prinmary
path and the secondary bypass path. The traffic will be forwarded

t hrough the R10->R20->{R40, R50} path norrmally, and when there is a
node failure for node R20, the PLR node R10 will switch the flowto
the backup path, which is R10->R30->{R40, R50}. By using the PCECC,
pat h conputation, |abel downloading, and finally forwardi ng can be
done without the conplex signalling used in the P2MP RSVP-TE or niDP.

3.7. PCECC for Traffic Cassification

As described in [ RFC8283], traffic classification is an inportant

part of traffic engineering. It is the process of looking into a
packet to deternmine how it should be treated while it is forwarded
through the network. It applies in many scenarios, including the
fol | owi ng:

* MPLS traffic engineering (where it determ nes what traffic is
forwarded into which LSPs),

* SR (where it is used to select which set of forwarding
instructions (SIDs) to add to a packet), and

* SFC (where it indicates how a packet should be forwarded across
whi ch service function path)

In conjunction with traffic engineering, traffic classification is an
i nportant enabler for LB. Traffic classification is closely |inked
to the computational elenents of planning for the network functions
because it determnes how traffic is balanced and distributed through
the network. Therefore, selecting what traffic classification
mechani sm shoul d be perfornmed by a router is an inportant part of the
wor k done by a PCECC

The description of traffic flows by the conbination of multiple Flow
Speci fication conponents and their dissemnation as traffic Fl ow
Specifications is described for BG in [RFC8955]. Wen a PCECC is
used to initiate tunnels (such as TE LSPs or SR paths) using PCEP, it
is inportant that the headend of the tunnels understands what traffic
to place on each tunnel. [RFC9168] specifies a set of extensions to
PCEP to support the dissemnation of Flow Specification conponents
where the instructions are passed fromthe PCECC to the routers using
PCEP.

Along with traffic classification, there are a few nore questions
about the tunnels set up by the PCECC that need to be considered:



* howto use it,
* whether it is a virtual link,
* whether to advertise it in the IGP as a virtual link, and
* what bits of this information to signal to the tail end.
These are out of the scope of this docunent.

3.8. PCECC for SFC

Servi ce Function Chaining (SFC) is described in [RFC7665]. It is the
process of directing traffic in a network such that it passes through
speci fic hardware devices or virtual machi nes (known as service
function nodes) that can performparticular desired functions on the
traffic. The set of functions to be performed and the order in which
they are to be perforned is known as a service function chain. The
chain is enhanced with the | ocations at which the service functions
are to be perfornmed to derive a Service Function Path (SFP). Each
packet is nmarked as belonging to a specific SFP, and that marking

| ets each successive service function node know which functions to
performand to which service function node to send the packet next.
To operate an SFC network, the service function nodes nust be
configured to understand the packet markings, and the edge nodes nust
be told how to nark packets entering the network. Additionally, it
may be necessary to establish tunnels between service function nodes
to carry the traffic. Planning an SFC network requires LB between
service function nodes and traffic engineering across the network
that connects them As per [RFC8283], these are operations that can
be perfornmed by a PCECC, and that controller can use PCEP to program
the network and install the service function chains and any required
tunnel s.

A possi bl e nechani sm coul d add support for SFC-based central contro
instructions. The PCECC will be able to instruct each Service
Functi on Forwarder (SFF) along the SFP

* Service Path Identifier (SPl): Uniquely identifies an SFP
* Service Index (Sl): Provides location within the SFP
* Provide SFC Proxy handling instruction

The PCECC can play the role of setting the traffic classification
rules (as per Section 3.7) at the classifier to inpose the Network
Servi ce Header (NSH) [RFC8300]. It can also download the forwarding
instructions to each SFF along the way so that they could process the
NSH and forward accordingly. This includes instructions for the
service classifier that handl es the context header, netadata, etc.
Thi s netadata/ context is shared anpbngst SFs and cl assifiers, between
SFs, and between external systenms (such as a PCECC) and SFs. As
described in [ RFC7665], the SFC encapsul ati on enabl es the sharing of
met adat a/ context information al ong the SFP

It is also possible to support SFC with SR in conjunction with or
wi t hout an NSH such as described in [ RFC9491] and [ SR- SERVI CE]
PCECC t echni ques can al so be used for service-function-rel ated
segnments and SR service policies.

3.9. PCECC for Native IP

[ RFC8735] describes the scenarios and simulation results for the
"Centralized Control Dynamic Routing (CCDR)" solution, which

i ntegrates the advantage of using distributed protocols (1GP/BG) and
the power of a centralized control technol ogy (PCE SDN), providing
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traffic engineering for native IP networks. [RFC8821] defines the
framework for CCDR traffic engineering within a native |IP network,
using multiple BGP sessions and a PCE as the centralized controller
It requires the PCECC to send the instructions to the PCCs to build
mul ti pl e BGP sessions, distribute different prefixes on the

est abl i shed BGP sessions, and assign the different paths to the BGP
next hops. The PCEP is used to transfer the key paraneters between
the PCE and the underlying network devices (PCC) using the PCECC
technique. The central control instructions fromthe PCECC to PCC
will identify which prefix should be advertised on which BGP session
There are PCEP extensions defined in [ PCEP-NATIVE] for it.

Homm oo +
Hommmemaa + PCECC#------- +
| teoooot |

I I
PCEP | BGP Session 1(1011/1021)| PCEP

e +
PF12 | | PF22
PF11 | | PF21
+---+ +o-mm - +o-mm - + +o-mm - +o-mm - + +---+
| SWL+--------- +(lol1l/1012)+------------- +(lo021/1022) +----------- +S\W2
+---+ | R1 S + R2 | +---+
S SRS + S SRS +

Fi gure 12: PCECC for Native IP

In the case as shown in Figure 12, the PCECC will instruct both Rl
and R2 how to form BGP sessions with each other via PCEP and which |IP
prefixes need to be advertised via which BGP session

10. PCECC for BIER

Bit Index Explicit Replication (BIER) [RFC3279] defines an
architecture where all intended nulticast receivers are encoded as a
Bit Mask in the nulticast packet header within different

encapsul ations. A router that receives such a packet will forward
that packet based on the bit position in the packet header towards
the receiver(s) following a preconmputed tree for each of the bits in
the packet. Each receiver is represented by a unique bit in the

Bi t Mask.

Bl ER- TE [ RFC9262] shares architecture and packet formats with BIER
Bl ER- TE forwards and replicates packets based on a BitString in the
packet header, but every BitPosition of the BitString of a BIER TE
packet indicates one or nore adjacencies. BIER TE paths can be
derived froma PCE and used at the ingress (a possible nmechanismis
described in [ PCEP-BIER]).

The PCECC nechani sm coul d be used for the allocation of bits for the
BIER router for BIER as well as for the adjacencies for BIER-TE
PCECC- based controllers can use PCEP to instruct the Bl ER- capabl e
routers on the neaning of the bits as well as other fields needed for
Bl ER encapsul ation. The PCECC could be used to programthe Bl ER
router with various parameters used in the BIER encapsul ation (such
as Bl ER sub-domain-id, BFR-id, etc.) for both node and adj acency.

A possible way to use the PCECC and PCEP extension is described in
[ PCECC- Bl ER] .

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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6.

Security Considerations

[ RFC8283] describes how the security considerations for a PCECC are a
little different fromthose for any other PCE system PCECC
operations rely heavily on the use and security of PCEP, so due

consi deration should be given to the security features discussed in

[ RFC5440] and the additional mechani sns described in [ RFC8253]. It
further lists the vulnerability of a central controller architecture,
such as a central point of failure, denial of service, and a focus on
interception and nodification of nessages sent to individual Network
El ements (NEs).

As per [RFCO050], the use of Transport Layer Security (TLS) in PCEP
is reconmended, as it provides support for peer authentication,
message encryption, and integrity. It further provides nechani sns
for associating peer identities with different |evels of access and/
or authoritativeness via an attribute in X 509 certificates or a

| ocal policy with a specific accept-list of X 509 certificates. This
can be used to check the authority for the PCECC operations.

It is expected that each new docunent that is produced for a specific
use case will also include considerations of the security inpacts of
the use of a PCECC on the network type and servi ces bei ng nanaged.
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C., Decraene, B., Ma, S., Yadlapalli, C, Henderickx, W,
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O her Use Cases of the PCECC

This section lists sonme nore use cases of the PCECC that were
proposed by operators and di scussed within the working group but are
not in active devel opment at the time of publication. They are
listed here for future consideration.

A. 1. PCECC for Network Mgration

One of the nmain advantages of the PCECC solution is its backward
conpatibility. The PCE server can function as a proxy node of the
MPLS network for all the new nodes that no | onger support the



signal ling protocols.

As illustrated in the foll owing exanple, the current network coul d
mgrate to a total PCECC-controlled network gradually by replacing
the | egacy nodes. During the migration, the | egacy nodes still need

to use the existing MPLS signalling protocols such as LDP and RSVP-
TE, and the new nodes will set up their portion of the forwarding
path through the PCECC directly. Wth the PCECC function as the
proxy of these new nodes, MPLS signalling can popul ate through the
network for both old and new nodes.

The exanpl e described in this section is based on network

configurations illustrated in Figure 13:

N ... +
| PCE DOVAI N |
| TN N + |
I I PCECC I I
| T + |
| N N N N |
| | PCEP | | PCEP | |
| \% \% \% \% |
| +-------- + E - + E - + E - + E - + |
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| | [ [ [ [ | |
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I I
o m m e e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e memma—o- +

Figure 13: PCECC-Initiated LSP Setup in the Network M gration

In this exanple, there are five nodes for the TE LSP fromthe headend
(Nodel) to the tail end (Node5), where Node4 and Node5 are centrally
controll ed and ot her nodes are | egacy nodes.

* Nodel sends a path request nessage for the setup of the LSP with
the destination as Nodeb5.

* The PCECC sends a reply nessage to Nodel for LSP setup with the
path: (Nodel, ifl), (Node2, if2), (Node3, if3), (Node4, if4),
Node5

*  Nodel, Node2, and Node3 will set up the LSP to Node5 using the
| ocal labels as usual. Wth the help of the PCECC, Node3 could
proxy the signalling.

* Then, the PCECC will programthe out-segment of Node3, the in-
segnent/ out - segnment of Node4, and the in-segnent for Nodeb

PCECC for L3VPN and PWE3

As described in [ RFC8283], various network services may be of fered
over a network. These include protection services (including Virtua
Private Network (VPN) services such as L3VPN [ RFC4364] or EVPNs

[ RFC7432]) or pseudowi res [ RFC3985]. Delivering services over a
network in an optinmal way requires coordination in the way where
network resources are allocated to support the services. A PCECC can
consi der the whole network and all conponents of a service at once
when planning how to deliver the service. 1t can then use PCEP to
manage the network resources and to install the necessary
associ ati ons between those resources.

In the case of L3VPN, VPN | abels could al so be assigned and
di stributed through PCEP anong the Provider Edge (PE) router instead



of using the BGP protocols.

The exanpl e described in this section is based on network

configurations illustrated in Figure 14:
Fom o e oo +
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Fi gure 14: PCECC for L3VPN and PWE3

In the case of PWE3, instead of using the LDP signalling protocols,
the | abel and port pairs assigned to each pseudowire can be assigned
t hrough the PCECC anbng the PE routers and the correspondi ng
forwarding entries will be distributed into each PE router through

t he extended PCEP and PCECC nechani sm

A. 3. PCECC for Local Protection (RSVP-TE)

[ PCE- PROTECTION] clains that there is a need for the PCE to naintain
and associate the local protection paths for the RSVP-TE LSP. Loca
protection requires the setup of a bypass at the PLR  This bypass
can be PCC-initiated and del egated or PCE-initiated. |In either case,
the PLR needs to mamintain a PCEP session with the PCE. The bypass
LSPs need to be mapped to the primary LSP. This could be done
locally at the PLR based on a local policy, but there is a need for a
PCE to do the mapping as well to exert greater control

Thi s mappi ng can be done via PCECC procedures where the PCE coul d
instruct the PLR to the mapping and identify the primary LSP for
whi ch bypass shoul d be used.

A 4. Using Reliable P2MP TE-Based Multicast Delivery for Distributed
Conput ati ons ( MapReduce- Hadoop)

The MapReduce nodel of distributed conputations in conputing clusters
is widely deployed. |n Hadoop (https://hadoop.apache.org/) 1.0
architecture, MapReduce operations occur on big data in the Hadoop
Distributed File System (HDFS), where NanmeNode knows about resources
of the cluster and where actual data (chunks) for a particular task
are |l ocated (which DataNode). Each chunk of data (64 MB or nore)
shoul d have three saved copies in different DataNodes based on their
proximty.

The proximity level currently has a sem -nanual allocation and is
based on Rack IDs (the assunption is that closer data is better
because of access speed / smaller |atency).

The JobTracker node is responsible for conputation tasks and
schedul i ng across Dat aNodes and al so has Rack awareness. Currently,
transport protocols between NanmeNode/ JobTracker and Dat aNodes are
based on IP unicast. It has sinplicity as an advantage but has
nuner ous drawbacks related to its flat approach.



There is a need to go beyond one data center (DC) for Hadoop cluster
creation and nove towards distributed clusters. In that case, one
needs to handl e performance and | atency issues. Latency depends on
the speed of light in the fiber links and on the latency introduced
by intermedi ate devices in between. The latter is closely correl ated
wi th network device architecture and performance. The current
performance of routers based on Network Processing Unit (NPU) shoul d
be enough for creating distributed Hadoop clusters with predicted

| atency. The perfornmance of software-based routers (mainly Virtua
Net wor k Functions (VNFs)) with additional hardware features such as
the Data Pl ane Devel opnment Kit (DPDK) is prom sing but requires

addi tional research and testing.

The main question is howto create a sinple but effective
architecture for a distributed Hadoop cl uster

There is research [ MAP- REDUCE] that shows how usage of the multicast
tree could inprove the speed of resource or cluster nemnbers

di scovery inside the cluster as well as increased redundancy in
communi cati ons between cluster nodes.

The conventional |P-based multicast may not be appropriate because it
requires an additional control plane (IGW, PIM and a | ot of
signalling, which is not suitable for high-performance conputations
that are very sensitive to | atency.

P2MP TE tunnels are nore suitable as a potential solution for the
creation of nulticast-based conmuni cati ons between NaneNode as the
root and Dat aNodes as | eaves inside the cluster. These P2MP tunnels
could be dynamically created and turned down (wth no manua
intervention). Here, the PCECC cones into play with the main

obj ective of creating an optimal topology for each particul ar request
for MapReduce conputation and creating P2MP tunnels with needed
parameters such as BWand del ay.

This solution will require the use of MPLS | abel -based forwarding
inside the cluster. The usage of |abel-based forwarding inside DC
was proposed by Yandex [MPLS-DC]. Technically, it is already
possi bl e because MPLS on switches is al ready supported by sone
vendors, and MPLS al so exists on Linux and Open vSwitch (OVS).

A possible framework for this task is shown in Figure 15
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| Dat aNodel | | Dat aNode2 | | Dat aNodeN |
| TaskTr acker | | TaskTracker| .... | TaskTracker|

Figure 15: Using Reliable P2MP TE-Based Multicast Delivery for
Di stributed Conputations (MapReduce- Hadoop)

Communi cati on between the JobTracker, NaneNode, and PCECC can be done
via REST APl directly or via a cluster manager such as Mesos.

* Phase 1: Distributed cluster resource discovery occurs during this
phase. JobTracker and NaneNode should identify and find avail able
Dat aNodes according to conmputing requests fromthe application
(APP). NaneNode shoul d query the PCECC about avail abl e Dat aNodes,
and NaneNode rmay provide additional constraints to the PCECC such
as topological proxinity and redundancy | evel.

The PCECC shoul d anal yze the topol ogy of the distributed cluster
and performa constraint-based path calculation fromthe client
towards the nost suitable NaneNodes. The PCECC should reply to
NameNode with the list of the nost suitabl e DataNodes and their
resource capabilities. The topol ogy discovery mechani smfor the
PCECC wi Il be added later to that framework.

* Phase 2: The PCECC should create P2MP LSPs fromthe client towards
t hose Dat aNodes by neans of PCEP nessages followi ng the previously
cal cul at ed pat h.

* Phase 3: NanmeNode should send this information to the client, and
the PCECC should informthe client about the optiml P2MP path
towar ds Dat aNodes via a PCEP nessage.

*  Phase 4. The client sends data bl ocks to those DataNodes for
witing via the created P2MP tunnel.

VWhen this task is finished, the P2MP tunnel could be turned down.
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