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1. Introduction

The Cryptographi c Message Syntax (CW5) [RFC5652] is used to digitally
sign, digest, authenticate, or encrypt arbitrary nmessage contents.

Thi s specification describes the use of the four one-way hash
functions in the SHA3 fam |y (SHA3-224, SHA3-256, SHA3-384, and
SHA3-512) [SHA3] with the CM5. In addition, this specification

descri bes the use of these four one-way hash functions with the
RSASSA PKCS#1 version 1.5 signature algorithm[RFC8017] and the
Elliptic Curve Digital Signature Algorithm (ECDSA) [DSS] with the CVB
si gned-data content type.

Thi s docunent should not be confused with [ RFC8702], which defines
conventions for using the SHAKE fam |y of SHA3-based extensible
output functions with the CMs.

1.1. ASN 1

CVB val ues are generated with ASN. 1 [ X. 680], using the Basic Encodi ng
Rul es (BER) and the Distingui shed Encoding Rul es (DER) [ X. 690].

1.2. Termi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

2. Message Digest A gorithns

One-way hash functions are also referred to as nessage di gest
algorithms. This section specifies the conventions enpl oyed by CMS
i mpl ementations that support SHA3-224, SHA3-256, SHA3-384, and
SHA3- 512 [ SHA3].

Digest algorithmidentifiers are located in the SignedData
digestAlgorithns field, the Signerinfo digestAlgorithmfield, the
Di gestedData digestAlgorithmfield, and the AuthenticatedData

di gest Al gorithmfi el d.

Di gest values are located in the DigestedData digest field and the
Message Digest authenticated attribute. [In addition, digest val ues
are input to signature algorithns.

SHA3- 224, SHA3- 256, SHA3-384, and SHA3-512 produce output values with
224, 256, 384, and 512 bits, respectively. The object identifiers
for these four one-way hash functions are as foll ows:

hashAl gs OBJECT IDENTIFIER ::={ joint-iso-itu-t(2) country(16)
us(840) organi zation(1l) gov(101) csor(3) nistAlgorithm(4) 2}

i d-sha3-224 OBJECT IDENTIFIER ::= { hashAlgs 7 }

i d-sha3-256 OBJECT IDENTIFIER ::= { hashAlgs 8 }

i d-sha3-384 OBJECT IDENTIFIER ::= { hashAlgs 9 }

i d-sha3-512 OBJECT IDENTIFIER ::= { hashAlgs 10 }



When using the id-sha3-224, id-sha3-s256, id-sha3-384, or id-sha3-512
algorithmidentifiers, the paraneters field MJST be absent, not NULL
but absent.

3. Signature Al gorithns

Thi s section specifies the conventions enpl oyed by CVS

i npl ementations that support the four SHA3 one-way hash functions
with the RSASSA PKCS#1 v1.5 signature algorithm|[RFC8017] and the
ECDSA [DSS] with the CMS signed-data content type.

Signature algorithmidentifiers are located in the Signerlnfo
signatureAlgorithmfield of SignedData. Also, signature algorithm
identifiers are located in the Signerlnfo signatureAlgorithmfield of
countersignature attributes.

Signature values are located in the Signerlnfo signature field of
SignedData. Also, signature values are located in the Signerlinfo
signature field of countersignature attributes.

3.1. RSASSA PKCS#1 v1.5 with SHA3
The RSASSA PKCS#1 v1.5 is defined in [ RFC8017]. Wen RSASSA PKCS#1
v1l.5 is used in conjunction with one of the SHA3 one-way hash
functions, the object identifiers are:

O D ::= OBJECT | DENTI FI ER

si gAl gs OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
us(840) organi zation(1l) gov(101) csor(3) nistAl gorithm(4) 3}

i d-rsassa- pkcsl-v1l-5-with-sha3-224 O D ::={ sigAlgs 13 }

i d-rsassa- pkcsl-v1l-5-with-sha3-256 O D ::={ sigAlgs 14 }

i d-rsassa- pkcsl-v1l-5-with-sha3-384 QD ::

{ sigAlgs 15}

i d-rsassa- pkcsl-vl-5-with-sha3-512 O D ::={ sigAlgs 16 }

The algorithmidentifier for RSASSA PKCS#1 v1.5 subject public keys
in certificates is specified in [RFC3279], and it is repeated here
for conveni ence:

rsaEncryption OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi(113549) pkcs(1l) pkes-1(1) 1}

When the rsaEncryption, id-rsassa-pkcsl-v1l-5-with-sha3-224, id-
rsassa- pkcs1l-v1-5-wth-sha3-256, id-rsassa-pkcsl-v1-5-w th-sha3-384,
and id-rsassa-pkcsl-vl-5-with-sha3-512 algorithmidentifiers are
used, the Algorithm dentifier parameters field MJUST contain NULL.

When the rsaEncryption algorithmidentifier is used, the RSA public
key, which is conmposed of a nodulus and a public exponent, MJIST be
encoded using the RSAPublicKey type as specified in [RFC3279]. The
output of this encoding is carried in the certificate subject public
key. The definition of RSAPublicKey is repeated here for

conveni ence:

RSAPubl i cKey ::= SEQUENCE ({
modul us | NTEGER, -- n
publ i cExponent INTECER } -- e

When si gni ng, the RSASSA PKCS#1 v1.5 signature al gorithm generates a
single value. That value is used directly as the signature val ue.



3.2. ECDSA with SHA3
The ECDSA is defined in [DSS]. Wen the ECDSA is used in conjunction
with one of the SHA3 one-way hash functions, the object identifiers
are:

si gAl gs OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
us(840) organi zation(1l) gov(101) csor(3) nistAlgorithm(4) 3}

i d-ecdsa-wi t h-sha3-224 OBJECT IDENTIFIER ::={ sigAlgs 9}

i d- ecdsa-wi t h-sha3-256 OBJECT | DENTI FI ER ::

{ sigAlgs 10 }

i d- ecdsa-w t h-sha3-384 OBJECT | DENTI FI ER ::

{ sigAlgs 11 }
i d-ecdsa-w t h-sha3-512 OBJECT IDENTIFIER ::= { sigAlgs 12 }

When the id-sha3-224, id-sha3-s256, id-sha3-384, or id-sha3-512
algorithmidentifier is used, the paraneters field MJST be absent,
not NULL but absent.

When the id-ecdsa-w th-sha3-224, id-ecdsa-w th-sha3-256, id- ecdsa-
wi t h-sha3-384, and id-ecdsa-wi th-sha3-512 algorithmidentifiers are
used, the paranmeters field MJST be absent, not NULL but absent.

The conventions for ECDSA public keys are as specified in [ RFC5480].
The ECParaneters associated with the ECDSA public key in the signers
certificate SHALL apply to the verification of the signature.

When si gni ng, the ECDSA al gorithm generates two values. These val ues
are commonly referred to as r and s. To easily transfer these two
val ues as one signature, they MJST be ASN. 1 encoded usi ng the ECDSA-
Si g- Val ue defined in [RFC3279], which is repeated here for

conveni ence:

ECDSA- Si g- Val ue ::= SEQUENCE { r |INTEGER, s
| NTEGER }

4. Message Authentication Codes Usi ng HVAC and SHA3

Thi s section specifies the conventions enpl oyed by CMS
i npl ement ati ons that support the Hashed Message Aut hentication Code
(HVAC) [ RFC2104] with SHA3 nmessage aut hentication code (MAC).

MAC algorithmidentifiers are located in the AuthenticatedData
macAl gorithm field.

MAC val ues are located in the AuthenticatedData mac fi el d.

When HVAC is used in conjunction with one of the SHA3 one-way hash
functions, the object identifiers are:

hashAl gs OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
us(840) organi zation(1l) gov(101) csor(3) nistAlgorithm(4) 2}

i d- hmacW t hSHA3- 224 OBJECT | DENTI FIER :: = hashAl gs 13 }

i d- hmacW t hSHA3- 256 OBJECT | DENTIFIER :: = hashAl gs 14 }

i d- hmacW t hSHA3-384 OBJECT | DENTIFIER :: =

{
{
{ hashAlgs 15 }
{

i d- hmacW t hSHA3-512 OBJECT | DENTI FIER :: = hashAl gs 16 }

When the id-hnmacWthSHA3- 224, id- hmacW t hSHA3- 256, i d-

hmacW t hSHA3- 384, and id-hnmacWthSHA3-512 algorithmidentifiers are
used, the paranmeters field MIJST be absent, not NULL but absent.



5. Key Derivation Functions

The CM5 KEMReci pi entlnfo structure [ RFC9629] is one place where
algorithmidentifiers for key-derivation functions are needed.

5.1. HKDF with SHA3

This section assigns four algorithmidentifiers that can be enpl oyed
by CM5 inpl enentations that support the HMAC based Extract-and-Expand
Key Derivation Function (HKDF) [ RFC5869] with the SHA3 fam |y of hash
functions.

When HKDF is used in conjunction with one of the SHA3 one-way hash
functions, the object identifiers are:

id-al g OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(l1l6) 3 }

i d- al g- hkdf - wi t h- sha3-224 OBJECT IDENTIFIER ::= { id-alg 32 }

i d-al g- hkdf -wi t h-sha3-256 OBJECT IDENTIFIER ::={ id-alg 33}

i d-al g- hkdf -wi t h- sha3-384 OBJECT | DENTI FI ER ::

{ id-alg 34 }

i d- al g- hkdf -wi t h-sha3-512 OBJECT | DENTI FI ER ::

{ id-alg 35}

When i d- al g- hkdf - wi t h-sha3- 224, id-al g- hkdf -wi t h-sha3-256, id-alg-
hkdf - wi t h- sha3- 384, or id-al g-hkdf-with-sha3-512 is used in an
algorithmidentifier, the paraneters field MJUST be absent, not NULL
but absent.

5.2. KMAC128- KDF and KMAC256- KDF

Thi s section specifies the conventions enpl oyed by CMS
i npl ement ations that enploy either KMAC128 or KMAC256 as KDFs as
defined in Section 4.4 of [N ST. SP. 800-108r 1-updl].

KMAC128 and KMAC256 are specified in [N ST. SP. 800-185]. The use of
KMAC128 and KMAC256 as KDFs are defined as foll ows:

KMAC128- KDF i s KMACL28(K, X, L, S).
KMAC256- KDF i s KMAC256(K, X, L, S).
The paraneters to the KMAC128 and KMAC256 functions are:

K The input key-derivation key. The length of K MUST be | ess than
272040.

X The context, which contains the ASN. 1 DER encodi ng of
CVBORI f or KEMX her | nfo when the KDF is used with [ RFC9629].

L The output length in bits. L MIST be greater than or equal to O
and MJUST be | ess than 272040.

S The optional custonization |abel, such as "KDF" (0x4B4446). The
I ength of S MUST be | ess than 272040.

The K parameter is known to all authorized parties; it is often the
out put of a KEM Decap() operation. The X paranmeter is assenbled from
data that is transmtted by the originator. The L paraneter is
determned by the size of the output keying material. The S
paraneter is optional, and if it is provided by the originator, it is
passed in the paraneters field of the KDF algorithmidentifier.
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3.

VWhen KMACL28- KDF or KMAC256- KDF is used, the object identifiers are:

hashAl gs OBJECT IDENTIFIER ::={ joint-iso-itu-t(2) country(16)
us(840) organization(1) gov(101) csor(3) nistAlgorithm4) 2}

i d-knmac128 OBJECT I DENTIFIER ::= { hashAlgs 21 }

i d- kmac256 OBJECT | DENTI FI ER : :

{ hashAl gs 22 }

When id-kmacl28 or id-knmac256 is used as part of an algorithm
identifier, the paraneters field MIUST be absent when there is no
custom zation label (S). |If any value is provided for S, then the
paraneters field MJIST be present and contain the value of S, encoded
as Custom zati on.

Custom zation ::= OCTET STRI NG
KDF2 and KDF3 with SHA3

Thi s section specifies the conventions enpl oyed by CVS

i npl ementations that enploy either the KDF2 or KDF3 functions defined
i n [ ANS- X9. 44-2007]. The CM5 KEMReci pientlnfo structure [ RFC9629] is
one place where algorithmidentifiers for key-derivation functions
are needed.

The key-derivation function algorithmidentifier is an object
identifier and optional paraneters. Wen KDF2 and KDF3 are used,
they are identified by the id-kdf-kdf2 and id-kdf-kdf3 object
identifiers, respectively. The key-derivation function algorithm
identifier paraneters carry a nmessage digest algorithmidentifier,
whi ch indicates the hash function that is being enployed. To support
SHA3, the key-derivation function algorithmidentifier paraneters
contain an algorithmidentifier from Section 2.

Xx9-44 OBJECT IDENTIFIER ::= { iso(l) identified-organization(3)
tc68(133) country(16) x9(840) x9Standards(9) x9-44(44) }

X9- 44- conmponents OBJECT I DENTIFIER ::= { x9-44 conponents(1) }

i d-kdf -kdf2 OBJECT | DENTIFIER ::= { x9-44-conmponents kdf2(1) }

i d- kdf - kdf 3 OBJECT | DENTI FIER ::

{ x9-44-components kdf 3(2) }
Security Considerations

| mpl enent ati ons nust protect the signer’s private key. Conprom se of
the signer’s private key permits masquerade.

I mpl enent ati ons nmust protect the key-derivation key. Conprom se of
the key-derivation key permits others to derive the derived keying
material, which would result in loss of confidentiality, integrity,
or authentication, depending on the use of the derived keying

mat eri al

VWhen nmore than two parties share the same nessage-aut hentication key,
data origin authentication is not assured. Any party that knows the
nmessage- aut hentication key can conpute a valid MAC, therefore, the
content could originate fromany one of the parties.

I mpl enent ati ons nust random y generate nessage-authentication keys
and one-time val ues, such as the a per-nmessage secret nunber (called
the k val ue) when generating an ECDSA signature. In addition, the
generation of public/private key pairs relies on a random nunbers.
The use of inadequate pseudorandom nunber generators (PRNGs) to
generate cryptographic values can result in little or no security.

I nstead of brute-force searching the whol e key space, an attacker may



find it nuch easier to reproduce the PRNG environnment that produced
the keys and then search the resulting snmall set of possibilities.
The generation of quality random nunbers is difficult. [RFC4086]

of fers inportant guidance in this area, and Appendix 3 of FIPS PUB
186-4 [DSS] provides sone PRNG techni ques.

I mpl enenters should be aware that cryptographic algorithms becone
weaker with time. As new cryptanal ysis techniques are devel oped and
conmputing performance i nproves, the work factor to break a particul ar
cryptographic algorithmwll reduce. Therefore, cryptographic

al gorithminpl ementati ons should be nodul ar, allowi ng new al gorithns
to be readily inserted. That is, inplenmenters should be prepared to
regul arly update the set of algorithns in their inplenentations.

7. |1 ANA Consi derations

| ANA has assigned one object identifier for the ASN.1 nodule in
Appendix Ain the "SM Security for SSM M Mdule Identifiers
(1.2.840.113549.1.9.16.0)" registry [l ANA- MOD :

i d- nod- sha3- oi ds-2023 OBJECT I DENTIFIER ::= {
i so(1l) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) sminme(16) nod(0) 78 }

I ANA has assigned four object identifiers for the HKDF usi ng SHA3
algorithmidentifiers in the "SM Security for SSMME Al gorithns
(1.2.840.113549.1.9.16.3)" registry [ ANA-ALGF :

i d-al g- hkdf -wi t h-sha3-224 OBJECT IDENTIFIER ::= { id-alg 32}
i d- al g- hkdf - wi t h- sha3-256 OBJECT IDENTIFIER ::= { id-alg 33 }
i d-al g- hkdf -wi t h-sha3-384 OBJECT IDENTIFIER ::={ id-alg 34 }
i d-al g- hkdf -wi t h-sha3-512 OBJECT IDENTIFIER ::={ id-alg 35}
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<CODE BEG NS>
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sm nme(16) nodul es(0) id-nod-sha3-oids-2023(78) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

EXPORTS ALL;
I MPORTS

Al gorithm dentifier{}, DI GEST-ALGORI THM S| GNATURE- ALGORI THM
KEY- DERI VATI ON, MAC- ALGORI THM
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security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-al gorit hnms2008-02(56) }

nmda- sha224, nda-sha256, nda-sha384, nda-sha512
FROM PKI X1- PSS- QAEP- Al gori t hns-2009 -- [RFC5912]
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- mod- pki x1-r sa- pkal gs-02(54) } ;



O D ::= OBJECT | DENTI FI ER

-- (bject ldentifier Arcs

nistAlgorithmAD ::={ joint-iso-itu-t(2) country(16)
us(840) organi zation(1l) gov(101) csor(3) 4 }

hashAlgs OD ::= { nistAlgorithm2 }
sigAlgs OD ::={ nistAlgorithm3 }

X9-44 OD::={ iso(l) identified-organization(3) tc68(133)
country(16) x9(840) x9Standards(9) x9-44(44) }

X9-44-conponents O D ::= { x9-44 conponents(1) }

id-alg OD::={ iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) 3 }

-- Message Digest Al gorithns

i d-sha3-224 O D ::={ hashAlgs 7 }
i d-sha3-256 O D ::={ hashAlgs 8 }
i d-sha3-384 O D ::={ hashAlgs 9 }
i d-sha3-512 O D ::={ hashAlgs 10 }

nda- sha3- 224 DI GEST- ALGORI THM : : = {
| DENTI FI ER i d- sha3- 224
PARAMS ARE absent }

nmda- sha3- 256 DI GEST- ALGORI THM : : = {
| DENTI FI ER i d- sha3- 256
PARAMS ARE absent }

nda- sha3-384 DI GEST- ALGORI THM : : = {
| DENTI FI ER i d- sha3- 384
PARAMS ARE absent }

nda- sha3-512 DI GEST- ALGORI THM : : = {
| DENTI FI ER i d-sha3-512
PARAMS ARE absent }

HashAl gorithm ::= Al gorithmdentifier{ D GEST- ALGORI THM
{ HashAl gorithns } }

HashAl gorithnms DI GEST- ALGORI THM :: = {
nmda- sha3- 224 |
nmda- sha3- 256 |
nmda- sha3- 384 |
nmda- sha3- 512,

}

-- Signhature Al gorithns



i d-rsassa- pkcsl-v1l-5-with-sha3-224 QD ::=

i d-rsassa- pkcsl-v1l-5-with-sha3-256 OD ::=

i d-rsassa- pkcsl-v1l-5-with-sha3-512 QD ::=

{
{
i d-rsassa- pkcsl-v1-5-with-sha3-384 AOD ::={ sigAl gs
{
}

i d-ecdsa-with-sha3-224 OD::={ sigAlgs 9
i d-ecdsa-with-sha3-256 O D ::={ sigAlgs 10 }
i d-ecdsa-with-sha3-384 OD::={ sigAlgs 11}

i d-ecdsa-with-sha3-512 A D::={ sigAlgs 12 }

sa-rsaWt hSHA3- 224 SI GNATURE- ALGORI THM : : = {

| DENTI FI ER i d-rsassa- pkcs1-v1-5-with-sha3-224

PARAMS TYPE NULL ARE required
HASHES { nda-sha3-224 }
PUBLI C- KEYS { pk-rsa }
SM ME- CAPS { | DENTI FI ED BY
i d-rsassa-pkcsl-v1-5-wth-sha3-224 } }

sa-rsaW t hSHA3- 256 S| GNATURE- ALGORI THM : : = {

| DENTI FI ER i d-r sassa- pkcs1-v1-5-wi t h-sha3-256

PARAMS TYPE NULL ARE required
HASHES { nda- sha3-256 }
PUBLI C- KEYS { pk-rsa }
SM ME- CAPS {| DENTI FI ED BY
i d-rsassa- pkcsl-v1-5-wth-sha3-256 } }

sa-rsaWt hSHA3- 384 SI GNATURE- ALGORI THM : : = {

| DENTI FI ER i d-rsassa- pkcsl-v1-5-with-sha3-384

PARAMS TYPE NULL ARE required
HASHES { nda-sha3-384 }
PUBLI C- KEYS { pk-rsa }
SM ME- CAPS {| DENTI FI ED BY
i d-rsassa- pkcsl-v1l-5-with-sha3-384 } }

sa-rsaWt hSHA3-512 SI GNATURE- ALGORI THM : : = {

| DENTI FI ER i d-r sassa- pkcs1-v1-5-with-sha3-512

PARAMS TYPE NULL ARE required
HASHES { nda-sha3-512 }
PUBLI C- KEYS { pk-rsa }
SM ME- CAPS { | DENTI FI ED BY
i d-rsassa- pkcsl-v1-5-wth-sha3-512 } }

sa- ecdsaW t hSHA3- 224 S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- ecdsa-wi t h- sha3- 224
VALUE ECDSA- Si g- Val ue
PARAMS ARE absent
HASHES { nda-sha3-224 }
PUBLI C- KEYS { pk-ec }

si gAl gs
si gAl gs

si gAl gs

13 }
14 }
15 }

16 }

SM ME- CAPS {| DENTI FI ED BY i d-ecdsa-w th-sha3-224 } }

sa- ecdsaW t hSHA3- 256 SI GNATURE- ALGORI THM :: = {
| DENTI FI ER i d- ecdsa-wi t h- sha3- 256
VALUE ECDSA- Si g- Val ue
PARAMS ARE absent
HASHES { nda-sha3-256 }
PUBLI C- KEYS { pk-ec }

SM ME- CAPS {| DENTI FI ED BY i d-ecdsa-wi th-sha3-256 } }

sa- ecdsaW t hSHA3- 384 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- ecdsa-w t h-sha3- 384



VALUE ECDSA- Si g- Val ue

PARAMS ARE absent

HASHES { nda-sha3-384 }

PUBLI C- KEYS { pk-ec }

SM ME- CAPS {| DENTI FI ED BY i d-ecdsa-wi t h-sha3-384 } }

sa- ecdsaW t hSHA3- 512 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- ecdsa-wi t h-sha3-512
VALUE ECDSA- Si g- Val ue
PARAMS ARE absent
HASHES { nda-sha3-512 }
PUBLI C- KEYS { pk-ec }
SM ME- CAPS {| DENTI FI ED BY i d-ecdsa-w t h-sha3-512 } }

SignatureAlg ::= Algorithmdentifier{ SIGNATURE- ALGORI THV
{ SignatureAlgs } }

Si gnat ur eAl gs SI GNATURE- ALGORI THM : : = {

sa-rsaWt hSHA3- 224 |

sa-rsaWt hSHA3- 256 |

sa-rsaWt hSHA3- 384 |

sa-rsaWt hSHA3-512 |

sa- ecdsaW t hSHA3- 224 |

sa- ecdsaW t hSHA3- 256 |

sa- ecdsaW t hSHA3- 384 |

sa- ecdsaW t hSHA3- 512,

}

-- Message Aut hentication Codes

i d-hmacWt hSHA3-224 O D ::={ hashAlgs 13 }
i d-hmacWthSHA3-256 O D ::= { hashAlgs 14 }
{

i d-hmacWthSHA3-384 O D ::= hashAl gs 15 }

i d-hmacWthSHA3-512 O D ::= { hashAlgs 16 }
maca- hmacW t hSHA3- 224 MAC- ALGORI THM : : = {
| DENTI FI ER i d- hmacW t hSHA3- 224
PARAMS ARE absent
| S- KEYED- MAC TRUE
SM ME- CAPS {| DENTI FI ED BY i d- hmacW t hSHA3-224 } }

maca- hmacW t hSHA3- 256 MAC- ALGORI THM : : = {
| DENTI FI ER i d- hmacW t hSHA3- 256
PARAMS ARE absent
| S- KEYED- MAC TRUE
SM ME- CAPS {| DENTI FI ED BY i d- hmacW t hSHA3- 256 } }

maca- hmacW t hSHA3- 384 MAC- ALGORI THM :: = {
| DENTI FI ER i d- hmacW t hSHA3- 384
PARAMS ARE absent
| S- KEYED- MAC TRUE
SM ME- CAPS {| DENTI FI ED BY i d- hmacW t hSHA3-384 } }

maca- hmacW t hSHA3- 512 MAG- ALGORI THM :: = {
| DENTI FI ER i d- hmacW t hSHA3- 512
PARAMS ARE absent
| S- KEYED- MAC TRUE
SM ME- CAPS {| DENTI FI ED BY i d- hmacWt hSHA3-512 } }

MACAl gorithm ::= Al gorithm dentifier{ MAC ALGORI THM



MACAI gorithms MAC- ALGORI THM : : = {

{ MACAlgorithns } }

maca- hmacW t hSHA3- 224 |
maca- hmacW t hSHA3- 256 |
maca- hmacW t hSHA3- 384 |
maca- hmacW t hSHA3- 512,

}

-- Key Derivation Al gorithns

i d-al g- hkdf -wi t h-sha3-224 QD ::
i d-al g- hkdf -wi t h-sha3-256 O D ::
i d-al g- hkdf -wi t h-sha3-384 QD ::
i d-al g- hkdf -wi t h-sha3-512 QD ::
id-kmacl128 O D ::= { hashAlgs 21 }

id-kmac256 QD ::= { hashAlgs 22 }

id-alg 32}
id-alg 33}
id-alg 34}

id-alg 35}

id-kdf-kdf2 O D ::= { x9-44-conponents kdf2(1) }

id-kdf-kdf3 O D ::= { x9-44-conponents kdf3(2) }

kda- hkdf - w t h- sha3- 224 KEY- DERI VATION :: = {
| DENTI FI ER i d- al g- hkdf - wi t h- sha3- 224

kda-

kda-

kda-

kda-

kda-

kda-

PARAMS ARE absent

-- No S'M ME caps defined -- }

hkdf - wi t h- sha3- 256 KEY- DERI VATION :: = {
| DENTI FI ER i d- al g- hkdf -wi t h-sha3- 256

PARAMS ARE absent

-- No S/M ME caps defined -- }

hkdf - wi t h- sha3- 384 KEY- DERI VATI ON :: = {
| DENTI FI ER i d- al g- hkdf -wi t h-sha3- 384

PARAMS ARE absent

-- No S/M ME caps defined -- }

hkdf - wi t h- sha3-512 KEY- DERI VATION :: = {
| DENTI FI ER i d- al g- hkdf -wi t h-sha3-512

PARAMS ARE absent

-- No S/MME caps defined -- }

kmac128 KEY- DERI VATION :: = {

| DENTI FI ER i d- knac128

PARAMS TYPE Customi zation ARE opti onal
-- PARAMS are absent when Custom zation is

-- No S/MME caps defined -- }

kmac256 KEY- DERI VATION :: = {

| DENTI FI ER i d- knac256

PARAMS TYPE Customi zation ARE opti onal
-- PARAMS are absent when Custom zation is

-- No S/MME caps defined -- }

kdf 2 KEY- DERI VATION :: = {
| DENTI FI ER i d- kdf - kdf 2

PARAMS TYPE KDF2- HashFunction ARE required

-- No S/MME caps defined -- }

”H"

”H"



kda- kdf 3 KEY- DERI VATI ON :: = {
| DENTI FI ER i d- kdf - kdf 3
PARAMS TYPE KDF3- HashFunction ARE required
-- No S/MME caps defined -- }

Custom zation ::= OCTET STRI NG
KDF2- HashFunction ::= Algorithmdentifier { D GEST- ALGORI THV
{ KDF2- HashFunctions } }
KDF2- HashFuncti ons DI GEST- ALGORI THM : : = {
X9- HashFuncti ons,
}
KDF3- HashFunction ::= Algorithm dentifier { D GEST- ALGORI THV
{ KDF3-HashFunctions } }
KDF3- HashFuncti ons DI GEST- ALGORI THM : : = {
X9- HashFunct i ons,
}

X9- HashFuncti ons DI GEST- ALGORI THM : : = {

mda- shal |

mda- sha224 |

nmda- sha256 |

nmda- sha384 |

nmda- sha512 |

nmda- sha3- 224 |

mda- sha3- 256 |

nmda- sha3- 384 |

nmda- sha3- 512,

}

KeyDerivationFunction ::= Al gorithmdentifier{ KEY-DERI VATI ON,

{ KeyDevAlgs } }

KeyDevAl gs KEY- DERI VATI ON :: = {
kda- hkdf - wi t h-sha3-224 |
kda- hkdf - wi t h- sha3- 256 |
kda- hkdf - wi t h-sha3- 384 |
kda- hkdf - wi t h-sha3-512 |
kda- kmac128 |
kda- kmac256 |
kda- kdf 2 |
kda- kdf 3,

}

END
<CODE ENDS>
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