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Thi s docunent defines the SendHol dTimer, along with the
SendHol dTi mer _Expires event, for the Border Gateway Protocol (BGP)
Finite State Machine (FSM. Inplenentation of the SendHol dTi ner
hel ps overcone situations where a BGP connection is not term nated
after the local systemdetects that the renpte systemis not
processi ng BGP nessages. This docunment specifies that the |oca
system shoul d cl ose the BGP connection and not solely rely on the
renote system for connection closure when the SendHol dTi ner expires.
Thi s docunent updates RFC 4271.
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I nt roducti on

Thi s docunent defines the SendHol dTimer, along with the
SendHol dTi mer _Expires event, for the Border Gateway Protocol (BGP)
Finite State Machine (FSM defined in Section 8 of [RFC4271].

Failure to termnate a bl ocked BGP connection can result in network
reachability issues, and the subsequent failure to generate and
del i ver BGP UPDATE nessages to another BGP speaker of the |oca
systemis detrinmental to all participants of the inter-donmain routing
system This phenonena is thought to have contributed to IP traffic
packet | oss events in the global Internet routing system

[ bgpzombi es] .

This specification intends to inprove this situation by requiring
that BGP connections be ternmnated if the |ocal system has detected
that the renote system cannot possibly have processed any BGP
nmessages for the duration of the SendHol dTi ne. Through
standardi zati on of the aforenmentioned requirenment, operators will
benefit from consi stent behavi or across different BGP

i mpl ement ati ons.

BGP speakers following this specification do not rely exclusively on
renote systens cl osing bl ocked connections; they also locally close
bl ocked connecti ons.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Exanpl e of a Problenmatic Scenario

In inplenentations | acking the concept of a SendHol dTi mer, a

mal functi oni ng or overwhel med renote speaker nmay cause data on the
BGP socket in the |ocal systemto accurmulate ad infinitum This
could result in forwarding failure and traffic |loss, as the
overwhel med speaker continues to utilize stale routes.

An exanple fault state: as BGP runs over TCP [RFC9293], it is

possi ble for a BGP speaker in the Established state to encounter a
BGP speaker that is advertising a TCP Receive W ndow ( RCV. WAD) of
size zero. The size zero of this w ndow prevents the |ocal system
from sendi ng KEEPALI VE, UPDATE, or any other critical BGP nessages
across the network socket to the renote speaker.

General ly BGP inpl ementati ons have no visibility into | ower-Iayer
subsystens such as TCP or the speaker’s current Receive W ndow size
and there is no existing BGP nechanismfor such a bl ocked connection
to be recogni zed. Hence BGP inplenentations are not able to handl e
this situation in a consistent fashion



The primary issue that arises when a BGP speaker is unable to send a
BGP nessage to a renpte speaker is that the affected speaker nmay end
up operating with outdated routing information. Failure of the BGP
speaker to send (and thus the renote speaker to receive) BGP nessages
on a single BGP session can negatively inpact the ability of an
entire autononous system (or even a group of autononpus systens) to
conver ge.

4. Changes to RFC 4271 - SendHol dTi ner
BGP speakers are inplenmented foll owing a conceptual nodel "BGP Finite
State Machine" (FSM, which is outlined in Section 8 of [RFC4271].
Thi s specification adds a BGP tiner, SendHol dTi mer, and updates the
BGP FSM as indicated in the follow ng subsecti ons.

4.1. Session Attributes
The foll owi ng optional session attributes for each connection are
added to the list in Section 8 of [RFC4271] appearing just prior to
"The optional session attributes support different features of the
BGP functionality that have inplications for the BGP FSM state
transitions":
NEW
| 14) SendHol dTi rer
| 15) SendHol dTi e
SendHol dTi ne det erm nes how | ong a BGP speaker will stay in the
Establ i shed state before the TCP connection is dropped because no BGP
nmessages can be transmitted to its peer. A BGP speaker can configure
the val ue of the SendHol dTi me for each peer independently.

4.2. Timer Event: SendHol dTi mer _Expires

Anot her timer event is added to Section 8.1.3 of [RFC4271] as
fol | ows:

Event 29: SendHol dTi mer _Expires

I
} Definition: An event generated when the SendHol dTi nmer
| expires.
I Status: Optional
4.3. Changes to the FSM
The foll owi ng changes are made to Section 8.2.2 of [RFC4271].

In "OpenConfirm State", the handling of Event 26 is revised as
fol | ows:

QD

If the local systemreceives a KEEPALI VE nessage (KeepAliveMsg
(Event 26)), the local system

I

I

l _

| - restarts the Hol dTi ner and

I

| - changes its state to Established.

NEW



If the local systemreceives a KEEPALI VE nessage (KeepAliveMsg
(Event 26)), the local system

- restarts the Hol dTi ner,

- starts the SendHol dTinmer if the SendHol dTinme is non-zero,
and

- changes its state to Established.

The foll owi ng paragraph is added to Section 8.2.2 of [RFC4271] in
"Established State", after the paragraph that ends "unl ess the
negoti ated Hol dTi me value is zero”

NEW
If the SendHol dTi mer _Expires (Event 29) occurs, the |ocal system
- (optionally) sends a NOTI FI CATI ON nessage with the BGP Error
Code "Send Hold Timer Expired" if the |ocal system can
determne that doing so will not delay the foll owi ng actions
in this paragraph,

- logs an error nessage in the |local systemw th the BGP Error
Code "Send Hol d Ti mer Expired”,

- releases all BGP resources,

- sets the ConnectRetryTinmer to zero,

- drops the TCP connecti on,

- increnments the ConnectRetryCounter by 1,

- (optionally) perforns peer oscillation danping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

- changes its state to Idle.

Each tinme the | ocal systemsends a BGP nessage, it restarts the
SendHol dTi mer unl ess the SendHol dTi ne value is zero or the
negoti ated Hol dTi ne value is zero, in which case the
SendHol dTi mer is stopped.

The SendHol dTiner is stopped followi ng any transition out of
the Established state as part of the "release all BGP
resources" action.

4.4. Changes to BGP Timers

Section 10 of [RFC4271] summarizes BGP tiners. This docunent adds
anot her optional BGP tinmer: SendHol dTi ner.

NEW

| SendHol dTime is an FSM attribute that stores the initial value for
| the SendHol dTinmer. |If SendHol dTine is non-zero, then it MJST be

| greater than the value of Hol dTine; see Section 6 of [RFCO9687] for
| suggested default val ues.

5. Send Hold Timer Expired Error Handling

If the local system does not send any BGP nessages within the period
specified in SendHol dTi me, then a NOTI FI CATI ON nessage with the "Send
Hol d Ti mer Expired" Error Code MAY be sent and the BGP connection
MJST be closed. Additionally, an error MJST be | ogged in the | oca



10.

10.

system indicating the "Send Hold Timer Expired" Error Code.
I mpl enent ati on Consi derati ons

Due to the relative rarity of the failure node that this
specification is designed to address, and also the fact that network
operators may be unfamliar with the formal specification of BGP
fault detection nechanisns such as HoldTiner, it is likely that a

| arge nunber of operators will be unaware of the need for an

addi ti onal mechani sm such as SendHol dTi mer.

Accordingly, it is RECOMVENDED that inplenmentations of this
speci fication enabl e SendHol dTi mer by default, w thout requiring
addi tional configuration of the BGP-speaking device.

The default val ue of SendHol dTinme for a BGP connecti on SHOULD be the
greater of:

* 8 mnutes or
* 2 times the negotiated Hol dTi ne

I mpl ement ati ons MAY nake the val ue of SendHol dTi ne confi gurabl e,
either globally or on a per-peer basis, within the constraints set
out in Section 4.4.

The subcode for NOTI FI CATI ON nessage "Send Hold Tinmer Expired" is set
to 0 and is not used; no additional data is to be appended to the end
of a "Send Hold Tiner Expired" NOTIFI CATI ON nessage.

Oper ational Considerations

When the | ocal systemrecognizes that a renpte speaker has not
processed any BGP nmessages for the duration of the SendHol dTine, it
is likely that the local systemwll not be able to informthe renpte
peer through a NOTI FI CATI ON nessage as to why the connection is being
closed. This document suggests that an attenpt to send a

NOTI FI CATI ON nessage with the "Send Hold Ti mer Expired" Error Code
still be nade, if doing so will not delay closing the BGP connecti on.
Meanwhi |l e, an error nessage is logged in the | ocal system

O her mechani sms can be used as well, for exanple, BGP speakers
SHOULD provide this reason ("Send Hold Timer Expired") as part of
their operational state (for exanple, bgpPeerlLastError in the BGP M B
[ RFC4273]) .

Security Considerations
Thi s specification does not change BG™ s security characteristics.
I npl enenting the BGP SendHol dTi ner as specified in this docunment will
enhance network resilience by term nating connections with
mal functi oning or overwhel med renote peers.
I ANA Consi derati ons

I ANA has registered value 8 for "Send Hold Timer Expired" in the "BGP
Error (Notification) Codes" registry within the "Border Gateway
Protocol (BGP) Parameters" registry group.
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