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I nt roducti on

It is very conmon operational practice, especially in enterprise
networks, to use | Pv4 DHCP | ogs for troubl eshooting or forensics
purposes. An exanple of this includes a help desk dealing with a
ticket such as "The CEO s | aptop cannot connect to the printer"; if
the Media Access Control (MAC) address of the printer is known (for
exanple, froman inventory systen), the printer’s | Pv4 address can be
retrieved fromthe DHCP |l og or | ease table and the printer can be
pinged to deternmine if it is reachable. Another comobn exanple is a
security operations team di scovering suspicious events in outbound
firewall 1 ogs and then consulting DHCP | ogs to determ ne which

enpl oyee’ s laptop had that | Pv4 address at that tinme so that they can
quarantine it and remove the mal ware

Thi s operational practice relies on the DHCP server knowing the IP
address assignnents. This works quite well for |Pv4 addresses, as
nmost addresses are either assigned by DHCP [ RFC2131] or statically
configured by the network operator. For |Pv6, however, this practice
is much harder to inplenent, as devices often self-configure |Pv6
addresses via Statel ess Address Autoconfiguration (SLAAC) [ RFC4862].

Thi s docunent provides a nechanismfor a device to informthe DHCPv6
server that the device has a self-configured | Pv6 address (or has a
statically configured address), and thus provides parity with | Pv4d by
maki ng DHCPv6 infrastructure aware of self-assigned | Pv6 addresses.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Regi strati on Mechani sm Overvi ew

The DHCPv6 protocol is used as the address registration protocol and
a DHCPv6 server perforns the role of an address registration server
Thi s docunent introduces a new Address Regi stration

(OPTI ON_ADDR_REG ENABLE) option, which indicates that the server
supports the registration nechanism Before registering any
addresses, the client MJST determ ne whether the network supports
address registration. It can do this by including the Address

Regi stration option code in the Opti on Request option (see

Section 21.7 of [RFC8415]) of the Information-Request, Solicit,
Request, Renew, or Rebind nessages it sends to the server as part of
the regul ar statel ess or stateful DHCPv6 configuration process. |If
the server supports address registration, it includes an Address
Regi stration option in its Advertise or Reply nessages. To avoid



undesired nmulticast traffic, if the DHCPv6 infrastructure does not
support (or is not willing to receive) any address registration
information, the client MJST NOT register any addresses using the
mechanismin this specification. Qherw se, the client registers
addresses as descri bed bel ow

After successfully assigning a self-generated or statically
configured valid I Pv6 address [ RFC4862] on one of its interfaces, a
client inplenmenting this specification nmulticasts an ADDR- REG | NFORM
message (see Section 4.2) in order to informthe DHCPv6 server that
this self-generated address is in use. Each ADDR- REG | NFORM nessage
contains a DHCPv6 ldentity Association (I A) Address option [ RFC8415]
to specify the address being registered.

The address registration nechani smoverview is shown in Figure 1.
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Figure 1: Address Registration Procedure Overview
4. DHCPv6 Address Registration Procedure
4.1. DHCPv6 Address Registration Option

The Address Registration option (OPTI ON_ADDR REG ENABLE) i ndi cates
that the server supports the nechani sm described in this docunent.
The format of the Address Registration option is described as

foll ows:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| opti on-code | option-len |
i i i T i I S i e s o o i i

Figure 2: DHCPv6 Address Registration Option



option-code: OPTI ON_ADDR REG ENABLE (148)
option-len: O

If a client has the address regi strati on nmechani smenabled, it MJST
include this option in all Option Request options that it sends.

A server that is configured to support the address registration
mechani sm MUST include this option in Advertise and Reply nessages if
the client nessage it is replying to contained this option in the
Opti on Request option.

4.2. DHCPv6 Address Registration Request Message

The DHCPv6 client sends an ADDR- REG | NFORM nessage to informthat an
| Pv6 address is assigned to the client’s interface. The fornmat of
the ADDR- REG- | NFORM nessage i s described as foll ows:

01234567890123456789012345678901
+-+-+- - - - - - - - - - - - - - - - e e - - - - - - - - - - -+
| nmsg-type | transaction-id |
+-+-+- - - -+ - - - - e - - - - e e - - - - - - - - - - -
| |
. options .
- (vari abl e) .
| |
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Figure 3: DHCPv6 ADDR- REG | NFORM Message

neg-type: ldentifies the DHCPv6 nessage type; set to ADDR- REG | NFORM
(36).

transaction-id: The transaction ID for this nessage exchange.
options: The options carried in this nessage.

The client MJST generate a transaction I D as described in [ RFC8415]
and insert this value in the transaction-id field.

The client MUST include the Cient Identifier option [ RFC8415] in the
ADDR- REG- | NFORM nessage.

The ADDR- REG | NFORM nmessage MJST NOT contain the Server Identifier
option and MJST contain exactly one | A Address option containing the
address being registered. The valid-lifetine and preferred-lifetine
fields in the option MIUST match the current Valid Lifetime and
Preferred Lifetime of the address being registered.

The ADDR- REG | NFORM nessage is dedicated for clients to initiate an
address registration request toward an address registration server.
Consequently, clients MJUST NOT put any Option Request option(s) in
the ADDR- REG | NFORM nessage. Cients MAY include other options, such
as the Client FQDN option [RFC4A704].

The client sends the DHCPv6 ADDR- REG | NFORM nessage to the
Al'l _DHCP_Rel ay_Agents_and_Servers multicast address (ff02::1:2). The
client MJUST send separate nmessages for each address being registered.

Unl i ke other types of nmessages, which are sent fromthe |ink-1ocal
address of the client, the ADDR-REG | NFORM nessage MJST be sent from
the address being registered. This is primarily for "fate sharing"
purposes; for exanple, if the network inplenents sone form of Layer 2
security to prevent a client from spoofing other clients’ MAC
addresses, this prevents an attacker from spoofing ADDR- REG | NFORM



nessages.

On clients with nultiple interfaces, the client MJST only send the
packet on the network interface that has the address being
registered, even if it has multiple interfaces with different
addresses. |If the same address is configured on multiple interfaces,
then the client MJUST send the ADDR- REG | NFORM nessage each tine the
address is configured on an interface that did not previously have it
and refresh each registration independently fromthe others.

The client MJUST only send the ADDR- REG | NFORM nessage for valid
addresses [ RFC4862] of gl obal scope [RFC4007]. This includes Unique
Local Addresses (ULAs), which are defined in [RFC4193] to have gl oba
scope. This also includes statically assigned addresses of gl oba
scope (such addresses are considered to be valid indefinitely). The
client MJUST NOT send the ADDR- REG | NFORM nessage for addresses
configured by DHCPv6.

The client SHOULD NOT send the ADDR- REG | NFORM nessage unless it has
received a Router Advertisenent (RA) nessage with either the Mor O
flags set to 1.

Clients MJST discard any recei ved ADDR- REG | NFORM nessages.
4.2.1. Server Message Processing

Servers MJST di scard any ADDR- REG | NFORM nessages that neet any of
the followi ng conditions:

* the message does not include a dient ldentifier option;
* the message includes a Server ldentifier option;

* the message does not include the | A Address option, or the IP
address in the | A Address option does not match the source address
of the original ADDR-REG | NFORM nessage sent by the client. The
source address of the original message is the source |P address of
the packet if it is not relayed or is the peer-address field of
the innernpost Relay-forward nessage if it is relayed; or

* the nmessage includes an Option Request option

If the message is not discarded, the address registration server
SHOULD verify that the address being registered is "appropriate to
the link" as defined by [ RFC8415] or within a prefix delegated to the
client via DHCPv6 for Prefix Del egati on (DHCPv6-PD) (see Section 6.3
of [RFC8415]). |If the address being registered fails this
verification, the server MJST drop the message and SHOULD | og this
fact. |If the nessage passes the verification, the server

* MJST log the address registration information (as is done nornally
for clients to which it has assigned an address), unless it is
configured not to do so. The server SHOULD | og the client DHCP
Uni que lIdentifier (DU D) and the link-layer address, if avail able.
The server MAY | og any other information

* SHOULD register a binding between the provided Cient Identifier
and | Pv6 address in its database, if no binding exists. The
lifetime of the binding is equal to the Valid Lifetinme of the

address reported by the client. |If there is already a binding
bet ween the registered address and the sane client, the server
MUST update its lifetime. |If there is already a binding between

the registered address and another client, the server SHOULD | og
the fact and update the binding.

*  SHOULD mark the address as unavail able for use and not include it



in future Advertise nessages.

*  MJST send back an ADDR- REG REPLY nessage to ensure the client does
not retransmt.

If aclient is nultihomed (i.e., connected to multiple adm nistrative
domai ns, each operating its own DHCPv6 infrastructure), the
requirenent to verify that the registered address is appropriate for
the link or belongs to a del egated prefix ensures that each DHCPv6
server only registers bindings for addresses fromthe given

adm ni strative domai n.

As nentioned in Section 4.2, although a client "MJST NOT send the
ADDR- REG- | NFORM nessage for addresses configured by DHCPv6", if a
server does receive such a nessage, it SHOULD | og and discard it.

DHCPv6 rel ay agents and switches that relay address registration
messages directly fromclients MIUST include the client’s |ink-Ilayer
address in the rel ayed message using the dient Link-Layer Address
option [RFC6939] if they would do so for other DHCPv6 client nessages
such as Solicit, Request, and Rebi nd.

4.3. DHCPv6 Address Regi stration Acknow edgenent

The server MJST acknow edge recei pt of a valid ADDR- REG | NFORM
message by sendi ng back an ADDR- REG REPLY nessage. The format of the
ADDR- REG- REPLY nessage is described as foll ows:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| nsg-type | transaction-id |
e L i i T it ik o i R SR S
I I
. options .
. (vari abl e) .
| |

i S S T i S S e S AT i S S
Fi gure 4. DHCPv6 ADDR- REG REPLY Message

meg-type: ldentifies the DHCPv6 nessage type; set to ADDR- REG REPLY
(37).

transaction-id: The transaction ID for this nmessage exchange.
options: The options carried in this nessage.

If the ADDR- REG | NFORM nessage that the server is replying to was not
rel ayed, then the I Pv6 destination address of the nessage MJUST be the
address being registered. |If the ADDR- REG | NFORM nessage was

rel ayed, then the server MJUST construct the Rel ay-reply nessage as
specified in Section 19.3 of [RFC8415].

The server MJIST copy the transaction-id fromthe ADDR- REG | NFORM
message to the transaction-id field of the ADDR- REG REPLY.

The ADDR- REG REPLY message MUST contain an | A Address option for the
address being registered. The option MJST be identical to the one in
the ADDR- REG | NFORM nessage that the server is replying to.

Servers MJST ignore any received ADDR- REG REPLY nessages.

Clients MJST di scard any ADDR- REG REPLY nessages that neet any of the
foll owi ng conditions:



* the I Pv6 destination address does not match the address being
regi stered;

* the | A Address option does not match the address being registered;

* the address being registered is not assigned to the interface
recei ving the nessage; or

* the transaction-id does not match the transaction-id the client
used in the correspondi ng ADDR- REG | NFORM nessage.

The ADDR- REG REPLY nessage only indicates that the ADDR- REG | NFORM
message has been received and that the client should not retransmt
it. The ADDR-REG REPLY nessage MJUST NOT be considered to be any

i ndication of the address validity and MJST NOT be required for the
address to be usable. DHCPv6 relays, or other devices that snoop
ADDR- REG REPLY nessages, MJST NOT add or alter any forwarding or
security state based on the ADDR- REG REPLY nessage.

4. 4. Signaling Address Registration Support

To avoid undesired nulticast traffic, the client MJST NOT register
addresses using this mechani smunl ess the DHCPv6 infrastructure
supports address registration. The client can discover this by

i ncludi ng the OPTI ON_ADDR_REG ENABLE option in the Option Request
options that it sends. |If the client receives and processes an
Advertise or Reply nessage with the OPTI ON ADDR REG ENABLE option, it
concl udes that the DHCPv6 infrastructure supports address
registration. Wen the client detects address registration support,
it MIST start the registration process (unless configured not to do
so) and MJST inmedi ately regi ster any addresses that are already in
use. Once the client starts the registration process, it MJST NOT
stop registering addresses until it disconnects fromthe link, even
i f subsequent Advertise or Reply nessages do not contain the

OPTI ON_ADDR_REG ENABLE opti on.

The client MJST discover whether the DHCPv6 infrastructure supports
address registration every tine it connects to a network or when it
detects it has noved to a new link, without utilizing any prior

know edge about address registration support on that network or |ink
This client behavior allows networks to progressively roll out
support for the Address Registration option across the DHCPv6
infrastructure without causing clients to frequently stop and restart
address registration if sonme of the network’s DHCPv6 servers support
it and some do not.

Aclient with multiple interfaces MJST di scover address registration
support for each interface independently. The client MJST NOT send
address regi stration nmessages on a given interface unless the client
has di scovered that the interface is connected to a network that
supports address registration

4.5. Retransni ssion
To reduce the effects of packet |oss on registration, the client MJST
retransmt the registration nessage. Retransm ssions SHOULD fol | ow
the standard retransnission |ogic specified by Section 15 of
[ RFC8415] with the followi ng default parameters for the initial
retransm ssion tinme (IRT) and maxi mum retransni ssion count (MRC)
* |RT 1 sec
* MRC 3

The client SHOULD al |l ow these paraneters to be configured by the
adm ni strator.



To conply with Section 16.1 of [RFC8415], the client MJST | eave the
transaction | D unchanged in retransn ssions of an ADDR- REG | NFORM
message. Wien the client retransnmits the registration nessage, the
lifetimes in the packet MJUST be updated so that they match the
current lifetines of the address.

If an ADDR- REG REPLY nessage is received for the address being
registered, the client MJST stop retransm ssion

4.6. Registration Expiry and Refresh

The client MIUST refresh registrations to ensure that the server is
al ways aware of which addresses are still valid. The client SHOULD
performrefreshes as descri bed bel ow.

4.6.1. SLAAC Addresses

For an address configured using SLAAC, a function

Addr RegRefreshl nterval (address) is defined as 80% of the address’s
current Valid Lifetime. Wen calculating this value, the client
applies a multiplier of AddrRRegDesyncMultiplier to avoid

synchroni zation with other clients, which could cause a | arge nunber
of registration messages to reach the server at the same tine.

Addr RegDesyncMul tiplier is a random value uniformy distributed
between 0.9 and 1.1 (inclusive) and is chosen by the client when it
starts the registration process, to ensure that refreshes for
addresses with the sane lifetine are coal esced (see bel ow).

VWhenever the client registers or refreshes an address, it cal cul ates
a Next Addr RegRefreshTine for that address as Addr RegRefreshl nterval
seconds in the future but does not schedul e any refreshes.

Whenever the network changes the Valid Lifetine of an existing
address by nmore than 1% for exanple, by sending a Prefix Information
Option (PIO [RFC4861] with a new Valid Lifetine, the client
cal cul ates a new Addr RegRefreshlinterval. The client schedules a
refresh for m n(now + Addr RegRefreshl nt erval

Next Addr RegRef reshTine). |If the refresh would be scheduled in the
past, then the refresh occurs inmediately.

Justification: This algorithmensures that refreshes are not sent too
frequently while ensuring that the server never believes that the
address has expired when it has not. Specifically, after every

regi stration:

* |f the network never changes the lifetine of an address (e.g., if
no further PIGs are received, or if all PIOlifetinmes decrease in
step with the passage of tine), then no refreshes occur
Refreshes are not necessary, because the address expires at the
time the server expects it to expire.

* Any time the network changes the lifetine of an address (i.e.,
changes the tine at which the address will expire), the client
ensures that a refresh is schedul ed, so that server will be
i nformed of the new expiry.

* Because Addr RegDesyncMultiplier is at nmost 1.1, the refresh never
occurs later than a point 88% between the time when the address
was registered and the time when the address will expire. This
allows the client to retransmt the registration for up to 12% of
the original interval before it expires. This may not be possible
if the network sends a Router Advertisenment (RA) [ RFC4861] very
close to the time when the address would have expired. |In this
case, the client refreshes imediately, which is the best it can
do.



* The 1%tol erance ensures that the client will not refresh or
reschedul e refreshes if the Valid Lifetinme experiences m nor
changes due to transnission delays or clock skew between the
client and the router(s) sending the RA

*  Addr RegRef reshCoal esce (Section 4.6.3) allows battery-powered
clients to wake up less often. |In particular, it allows the
client to coal esce refreshes for nmultiple addresses formed from

the sane prefix, such as the stable and privacy addresses. Hi gher
values will result in fewer wakeups but may result in nore network

traffic, because if a refresh is sent early, then the next RA
received will cause the client to imediately send a refresh
nessage.

* |In typical networks, the lifetinmes in periodic RAs either contain

constant val ues or val ues that decrease over tine to natch anot her

lifetime, such as the lifetine of a prefix delegated to the
network. In both these cases, this algorithmw |l refresh on the

order of once per address lifetine, which is simlar to the nunber

of refreshes that are necessary using stateful DHCPv6.

* Because refreshes occur at |east once per address lifetinme, the

networ k admi ni strator can control the address refresh frequency by

appropriately setting the Valid Lifetine in the PIO
4.6.2. Statically Assigned Addresses

A statically assigned address has an infinite Valid Lifetine that is
not affected by RAs. Therefore, whenever the client registers or
refreshes a statically assigned address, the next refresh is
schedul ed for StaticAddrRegRefreshlnterval seconds in the future
The default value of StaticAddrRegRefreshinterval is 4 hours. This
ensures static addresses are still refreshed periodically, but
refreshes for static addresses do not cause excessive multicast
traffic. The StaticAddrRegRefreshlnterval interval SHOULD be

confi gurabl e.

4.6.3. Transmitting Refreshes

Wien a refresh is performed, the client MAY refresh all addresses
assigned to the interface that are scheduled to be refreshed within
the next AddrRegRefreshCoal esce seconds. The val ue of

Addr RegRefreshCoal esce is inplenentati on dependent, and a suggested
default is 60 seconds.

Regi stration refresh packets MJST be retransmtted using the sane
logic as used for initial registrations (see Section 4.5).

The client MJST generate a new transaction |ID when refreshing the
regi stration.

Wen a Cient-ldentifier-to-1Pv6-address binding expires, the server
MJST renove it and consider the address as avail able for use.

The client MAY choose to notify the server when an address is no

| onger being used (e.g., if the client is disconnecting fromthe
network, the address lifetine expired, or the address is being
renoved fromthe interface). To indicate that the address is not
bei ng used anynore, the client MJST set the preferred-lifetime and

valid-lifetime fields of the | A Address option in the ADDR- REG | NFORM

message to zero. |If the server receives a nessage with a valid-
lifetime of zero, it MJST act as if the address has expired.

5. dient Configuration



DHCP clients SHOULD all ow the adm nistrator to di sabl e sendi ng ADDR-
REG | NFORM nessages. Sending the nessages SHOULD be enabl ed by
def aul t.

Security Considerations

An attacker may attenpt to register a |l arge nunmber of addresses in
qui ck succession in order to overwhel mthe address registration
server and/or fill up log files. Similar attack vectors exist today,
e.g., an attacker can DoS the server with nessages containing spoofed
DHCP Uni que ldentifiers (DU Ds) [RFC8415].

If a network is using First-Come, First-Served Source Address

Val idation | nprovenent (FCFS SAVI) [RFC6620], then the DHCPv6 server
can trust that the ADDR-REG | NFORM nessage was sent by the legitimte
hol der of the address. This prevents a client fromregistering an
address configured on another client.

One of the use cases for the mechani smdescribed in this docunent is
to identify sources of malicious traffic after the fact. Note,
however, that as the device itself is responsible for inform ng the
DHCPv6 server that it is using an address, a malicious or conproni sed
devi ce can sinply choose to not send the ADDR REG | NFORM nmessage.
This is an informational, optional nechanismand is designed to aid
in troubl eshooting and forensics. On its own, it is not intended to
be a strong security access nechanism |In particular, the ADDR REG
| NFORM nessage MUST NOT be used for authentication and authorization
pur poses, because in addition to the reasons above, the packets
contai ni ng the message may be dropped.

Privacy Consi derations

If the network doesn’t have Milticast Listener Discovery (M.D)
snoopi ng enabl ed, then IPv6 link-1ocal multicast traffic is
effectively transnitted as broadcast. |In such networks, an on-1link
attacker listening to DHCPv6 messages ni ght obtain information about
| Pv6 addresses assigned to the client. As ADDR- REG | NFORM nessages
contain unique identifiers such as the client’s DU D, the attacker
may be able to track addresses being registered and map themto the
sane client, even if the client uses random zed MAC addresses. This
privacy consideration is not specific to the proposed nechani sm
Section 4.3 of [RFC7844] discusses using the DU D for device tracking
in DHCPv6 environnents and provides nitigation recomendations.

In general, hiding information about the specific |IPv6 address from
on-1link observers should not be considered a security neasure, as
such information is usually disclosed via Duplicate Address Detection
[ RFC4862] to all nodes anyway, if M.D snooping is not enabl ed.

If M.D snooping is enabled, an attacker m ght be able to join the

Al _DHCP_Rel ay_Agents_and Servers nulticast address (ff02::1:2) group
to listen for address registration nessages. However, the sane
result can be achieved by joining the All Routers Address (ff02::2)
group and listen to gratuitous nei ghbor advertisement nmessages

[ RFC9131]. It should be noted that this particular scenario shares
the fate with DHCPv6 address assignnment: if an attacker can join the
Al _DHCP_Rel ay_Agents_and _Servers nulticast group, they woul d be able
to nonitor all DHCPv6 nmessages sent fromthe client to DHCPv6 servers
and relays and therefore obtain the informati on about addresses being
assigned via DHCPv6. Layer 2 isolation allows mitigating this threat
by bl ocki ng on-1ink peer-to-peer comunicati on between nodes.

| ANA Consi der ati ons

Thi s docunent introduces the follow ng entities, which have been
all ocated in the "Dynam ¢ Host Configuration Protocol for |Pv6



(DHCPv6B) " registry group defined at <http://ww.iana. org/assi gnnents/
dhcpv6- paraneters>. These incl ude:

* One new DHCPv6 option, described in Section 4.1, which has been
al located in the "Option Codes" registry:

Val ue:

148

Description: OPTI ON ADDR REG ENABLE
Client ORO Yes

Si ngl eton Option: Yes

Reference: RFC 9686

*  Two new DHCPv6 nessages, which have been allocated in the "Message
Types" registry (for nore infornmation, see Sections 4.2 and 4.3,
respectively, for each DHCPv6 nessage):

Val ue:

36

Description: ADDR- REG | NFORM
Reference: RFC 9686

Val ue:

37

Description: ADDR- REG REPLY
Ref erence: RFC 9686
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