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Abstract

Thi s docunent defines the YANG Renote Procedure Calls (RPCs) and
configuration nodes that are required to retrieve attestation

evi dence about integrity neasurenents froma device, follow ng the
operational context defined in RFC 9683 "TPM based Network Device
Renote Integrity Verification". Conpl enentary neasurenent | ogs
originating fromone or nore Roots of Trust for Measurenent (RTM)
are al so provided by the YANG RPCs. The defined nodul e requires the
inclusion of the following in the device conponents of the conposite
devi ce on which the YANG server is running: at |east one Trusted

Pl atform Module (TPM of either version 1.2 or 2.0 as well as a
correspondi ng TPM Software Stack (TSS), or an equival ent hardware

i mpl ementation that includes the protected capabilities as provided
by TPMs as well as a correspondi ng software stack.

Status of This Meno
This is an Internet Standards Track docunment.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://ww. rfc-editor.org/info/rfc9684
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docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
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1. Introduction

Thi s docunent is based on the general term nology defined in Renote
ATt estati on procedureS (RATS) architecture [RFC9334] and uses the
operational context defined in [RFC9683] as well as the interaction
nodel and infornmation el enents defined in [RATS-Interaction-Mdel s].
The currently supported hardware security nodul es (HSMs) are the
Trusted Pl atform Modul es (TPMs) [TPML. 2] [TPMR2.0] as specified by the
Trusted Computing Group (TCG. One TPM or multiple TPMs in the case
of a composite device, is required in order to use the YANG nodul e
defined in this docunment. Each TPMis used as a Root of Trust for
Storage (RTS) in order to store system security measurenent Evi dence.
And each TPMis used as a Root of Trust for Reporting (RTR) in order
to retrieve attestation Evidence. This is done by using a YANG RPC
to request a quote that exposes a rolling hash of the security
measurenents held internally within the TPM

Specific terns inported from[RFC9334] and used in this docunent
include Attester, conposite device, and Evi dence.

Specific terns inported from|[TPM. 0-Key] and used in this docunent
i ncl ude Endorsenent Key (EK), Initial Attestation Key (lAK),
Attestation ldentity Key (AIK), and Local Attestation Key (LAK).

1.1. Requirenents Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. The YANG Module for Basic Renpte Attestation Procedures

One or nore TPMs MUST be enbedded in a conposite device that provides
attestation Evidence via the YANG nodul e defined in this docunent.
The ietf-tpmrenpte-attestati on YANG nodul e enabl es a conposite
device to take on the role of an Attester, in accordance with the
RATS architecture [ RFC9334] and the correspondi ng chal | enge-response
i nteracti on nodel defined in [RATS-Interaction-Mdels]. A fresh
nonce with an appropriate anmount of entropy [N ST-915121] MJST be
supplied by the YANG client in order to enable a proof-of-freshness
with respect to the attestation Evidence provided by the Attester
runni ng the YANG datastore. Further, this nonce is used to prevent
replay attacks. The nethod for communicating the rel ationship of
each individual TPMto the specific measured conmponent within the



composite device is out of the scope of this docunent.

2.1. YANG Mdul es
In this section, the two YANG nodul es are defi ned.

2.1.1. ietf-tpmrenote-attestation
Thi s YANG nodul e i nports nodul es from [ RFC6991] with prefix 'yang',
[ RFC8348] with prefix "hw , [RFCO642] with prefix "ks', and ietf-tcg-
al gs.yang Section 2.1.2.3 with prefix "taa’. Additionally,
references are made to [ RFC6933], [TPML. 2- Commands], [ TPM2.0-Arch],
[ TPM2. O- Structures], [TPM2.0-Key], [TPML. 2-Structures], [BIGCS-Log],
and [CEL], as well as Appendix B.

2.1.1.1. Features
Thi s nodul e supports the foll owi ng features:
"mpm: Indicates that nultiple TPMs on the device can support

renote attestation. For exanple, this feature could be used in
cases where nmultiple line cards are present, each with its own

TPM

"bios’: Indicates that the device supports the retrieval of BIOS and
Unified Extensible Firmnare Interface (UEFI) event |ogs
[BI Cs-Log] .

"ima': Indicates that the device supports the retrieval of event
logs fromthe Linux Integrity Measurenment Architecture (I MA see
Appendi x A).

"netequip_boot’: Indicates that the device supports the retrieval of

net equi p boot event |ogs. See Appendi xes A and B.
2.1.1.2. ldentities

Thi s nodul e supports the followi ng types of attestation event |ogs:
"bios’, 'im', and 'netequip_boot’.

2.1.1.3. Renote Procedure Calls (RPCs)

In the follow ng sections, RPCs for attestation procedures for both
TPM 1.2 and TPM 2.0 are defi ned.

2.1.1.3.1. tpml2-chall enge-response-attestation

This RPC allows a Verifier to request via the _TPM Quote_ operati on,
signed TPM Pl atform Configuration Registers (PCRs) froma
cryptoprocessor conpliant with TPM 1.2. Were the feature "mpm is
active, and one or nore 'certificate-nane’ is not provided, all
cryptoprocessors conpliant with TPM 1.2 will respond. The YANG tree
diagramof this RPC is as follows:

+---x tpml2-chal | enge-response-attestati on {taa:tpml2}?
+---w i nput
| +---w tpml2-attestation-chall enge

| +---w pcr-index* pcr

| +---w nonce-val ue bi nary

| +---w certificate-nane* certificate-nane-ref

| {tpm ntpn} ?

+--ro out put

+--ro0 tpml2-attestati on-response* []

+--ro certificate-name certificate-nane-ref
+--ro0 up-tinme? ui nt 32

+--ro TPM QUOTE2? bi nary



2.1.1.3.2. tpnR0-chall enge-response-attestation

This RPC allows a Verifier to request signed TPM PCRs (_TPM Quote_
operation) froma cryptoprocessor conpliant with TPM 2.0. \Were the
feature 'mpm is active, and one or nore 'certificate-nanme’ is not
provi ded, all cryptoprocessors conpliant with TPM 2.0 will respond
The YANG tree diagramof this RPCis as foll ows:

+---x tpnR0-chal | enge-response-attestati on {taa:tpn0}?
+---w i nput
| +---w tpnR0-attestation-chall enge
| +---w nonce-val ue bi nary
| +---w t pnR0- pcr-sel ection* []
| | +---w tpnR0-hash-al go? i dentityref
I
I
I

| +---w pcr-index* pcr
+---w certificate-nane* certificate-nane-ref
{tpm nt pn} ?
+--ro0 out put
+--ro0 tpnR0-attestation-response* []

+--ro certificate-name certificate-nane-ref
+--ro TPMS_QUOTE_ I NFO bi nary

+--ro0 quot e-signature? bi nary

+--1r0 up-time? ui nt 32

+--ro0 unsi gned- pcr-val ues* []
+--ro tpnR0- hash-al go? identityref
+--ro0 pcr-val ues* [pcr-index]
+--1r0 pcr-index pcr
+--ro pcr-val ue? bi nary

An exanpl e of an RPC chal |l enge requesting PCRs 0-7 from a SHA- 256
bank coul d | ook like the foll ow ng:

<rpc nessage-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf:base: 1. 0">
<t pnR0- att est ati on-chal | enge
xm ns="urn:ietf:paranms:xm :ns:yang:ietf-tpmrenpte-attestati on">
<certificate-nane>
(identifier of a TPM signature key with which the Attester is
supposed to sign the attestation data)
</certificate-name>
<nonce>
0xe041307208d9f 78f 5blbbecd19e2d152ad49de2f c5a7d8dbf 769f 6b8f f deab9
</ nonce>
<t pnR0- pcr-sel ecti on>
<t pnR0- hash- al go
xm ns="urn:ietf:parans: xm :ns:yang:ietf-tcg-al gs">
TPM _ALG_SHA256
</t pn20- hash- al go>
<pcr-i ndex>0</ pcr-i ndex>
<pcr-i ndex>1</ pcr-i ndex>
<pcr-index>2</pcr-i ndex>
<pcr-index>3</pcr-i ndex>
<pcr -i ndex>4</ pcr - i ndex>
<pcr -i ndex>5</pcr-i ndex>
<pcr-i ndex>6</pcr-i ndex>
<pcr-i ndex>7</ pcr-i ndex>
</t pnR0- pcr - sel ecti on>
</t pnR0-attestation-chal |l enge>
</rpc>

A successful response could be formatted as foll ows:
<rpc-reply nessage-id="101"

xm ns="urn:ietf:parans: xm : ns: netconf:base: 1. 0">
<t pnR0- att est ati on-response



xm ns="urn:ietf:paranms:xm :ns:yang:ietf-tpmrenpte-attestati on">
<certificate-nane
xm ns="urn:ietf:parans: xm:ns:yang:ietf-keystore">
(instance of certificate name in the keystore)
</certificate-name>
<attestation-data>
(raw attestation data, i.e., the TPM quote; this includes,
anong other information, a conposite digest of requested PCRs,
the nonce, and TPM 2.0 clock information.)
</ attestation-data>
<quot e- si gnat ur e>
(signature over attestation-data using the TPM key
identified by sig-key-id)
</ quot e- si gnat ur e>

</t pnR0-attestati on-response>
</rpc-reply>

2.1.1.4. log-retrieva

This RPC allows a Verifier to acquire the Evidence that was extended
into specific TPM PCRs. The YANG tree diagramof this RPCis as

foll

OWs:

+---x log-retrieva
+---w i nput

+---w | og-type identityref
+---w | og-selector* []
+---w nane* string

+---w (index-type)?

| +--:(last-entry)

| | +---wlast-entry-value? bi nary

| +--:(index)

| | +---wlast-index-nunber? ui nt 64

|  +--:(tinestanp)

| +---w timestanp? yang: dat e-and-ti ne
+---w log-entry-quantity? uint16

+--r0 output

+--r0 systemevent-1|ogs
+--r0 node-data* []

+--ro0 name? string

+--ro0 up-tinme? ui nt 32

+--ro log-result

+--ro (attested_event | og_type)
+--:(bios) {bios}?
| +--ro bios-event-I|ogs
+--ro0 bios-event-entry* [event-nunber]

I

| +--ro event-nunber ui nt 32

| +--ro0 event-type? ui nt 32

| +--ro0 pcr-index? pcr

| +--ro digest-list* []

| | +--ro hash-al go? i dentityref

| | +--ro digest* bi nary

| +--ro event-size? ui nt 32

| +--ro event-data* bi nary

--:(im) {im}?

+--ro0 i ma-event-1ogs
+--ro0 ima-event-entry* [event-nunber]

+--ro event-nunber ui nt 64
+--ro i ma-tenpl ate? string
+--ro fil edat a- hash? bi nary

+--ro fil edata-hash-algorithn? string
+--ro tenpl ate-hash-al gorithn? string
+--ro tenpl at e- hash? bi nary
+--r0 pcr-index? pcr

+
I
I
I
I
| +--ro fil enane-hint? string
|
I
I
I
I
| +--ro signature? bi nary



+--:(netequi p_boot) {netequip_boot}?
+--r0 boot -event -1 ogs
+--r0 boot-event-entry* [event-nunber]

+--ro event-nunber ui nt 64
+--ro i ma-tenpl ate? string
+--ro fil enane-hint? string
+--ro fil edat a- hash? bi nary

+--ro fil edata-hash-algorithn? string
+--ro tenpl ate-hash-al gorithn? string

+--ro tenpl at e- hash? bi nary
+--r0 pcr-index? pcr
+--ro signature? bi nary

2.1.1.5. Data Nodes

This section provides a high-level description of the data nodes that
contain the configuration and operational objects within the YANG

data nodel. For nore details, please see the YANG nodule itself in
Figure 1.
Contai ner 'rats-support-structures’: This houses the set of

information relating to renote attestation for a device. This

i ncl udes specific device TPMs), the conmpute nodes (such as |ine
cards) on which the TPMs) reside, and the al gorithns supported
across the platform

Container '"tpns’: This provides configuration and operational
details for each supported TPM including the tpmfirnmnare-
versi on, PCRs that nmay be quoted, certificates that are associated
with that TPM and the current operational status. O note are
the certificates that are associated with that TPM As a
certificate is associated with a particular TPM Attestation Key,
know edge of the certificate allows a specific TPMto be
i dentified.

+--rw t pns
+--rw tpnt [ nane]

+--rw nane string

+--ro hardwar e- based bool ean

+--ro physical -i ndex? int32 {hwentity-nib}?
+--ro path? string

+--ro0 comput e- node comput e- node-ref {tpm ntpn}?
+--ro manufacturer? string

+--rw firmnare-version identityref

+--rw t pml2- hash- al go? identityref {taa:tpml2}?
+--rw tpmi2- pcrs* pcr

+--rw t pnR0- pcr - bank* [t pnR0-hash-al go] {taa:tpn0}?
| +--rw tpnR0-hash-al go i dentityref

| +--rw pcr-index* t pm pcr

+--ro status enumer ati on

+--rw certificates
+--rw certificate* [nane]

+--rw name string
+--rw keystore-ref? | eafref {ks:asynmmetric-keys}?
+--rw type? enumer ati on

Contai ner 'attester-supported-algos’: This identifies which TCG hash
algorithnms are available for use on the Attesting platform An
operator will use this information to linit algorithnms avail able
for use by RPCs to just a desired set fromthe universe of all
hash al gorithns all owed by the TCG

+--rw attester-supported-al gos
+--rw tpml2-asynmetri c-si gni ng* identityref {taa:tpml2}?
+--rw t pml2- hash* identityref {taa:tpnl2}?
+--rw t pnmR0- asynmet ri c- si gni ng* identityref {taa:tpnR0}?



+--rw t pnR20- hash* identityref {taa:tpnR0}?

Cont ai ner 'conpute-nodes’: Wen there is nore than one TPM
supported, this container nmaintains the set of information rel ated
to the conmpute node associated with a specific TPM This all ows
each specific TPMto identify to which 'conmpute-node’ it bel ongs.

+--rw conput e-nodes {tpm ntpn}?
+--ro0 conput e-node* [ node-id]

+--ro node-id string
+--ro node- physi cal -i ndex? int32 {hw entity-nmnib}?
+--ro0 node- name? string
+--ro0 node-|ocation? string

2.1.1.6. YANG Mdul e

<CODE BEGA NS> file "ietf-tpmrenote-attestati on@024-12-05. yang"
modul e ietf-tpmrenote-attestation {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang"
+ ":ietf-tpmrenote-attestation”;
prefix tpm

import ietf-yang-types {
prefi x yang;

import ietf-hardware {
prefix hw,
}

import ietf-keystore {
prefix ks;
}

inmport ietf-tcg-algs {
prefix taa;
}

organi zati on

"I ETF RATS (Renote ATtestation procedureS) Wrking G oup";
cont act

"WG Wb : <https://datatracker.ietf.org/wy/rats/>

WG List : <mmilto:rats@etf.org>

Author : Eric Voit <evoit @i sco.conp

Aut hor : Henk Birkhol z <henk. birkhol z@etf. contact >

Aut hor : M chael Eckel <m chael.eckel @it.fraunhofer.de>

Aut hor : Shwet ha Bhandari <shwet ha. bhandari @ hought spot. con®
Author : Bill Sul zen <bsul zen@i sco. con®

Aut hor : Liang Xia (Frank) <frank.xialiang@uawei.cone
Author : Tom Laffey <tom | af f ey@pe. conp

Aut hor : GQuy C Fedorkow <gf edor kow@ uni per. net >";
description
"A YANG nodul e to enable renote attestati on procedures based
on TPM 1.2 and TPM 2.0 using a chal | enge-response
interaction nodel and the Quote primtive operations defined
by TPM 1.2 and TPM 2. 0.

The key words ' MUST', ' MUST NOT', ' REQU RED , ' SHALL', ' SHALL
NOT", *SHOULD , 'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or
wi t hout nodification, is permtted pursuant to, and subject to



the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9684; see the
RFC itself for full legal notices.";

revisi on 2024-12-05 {
description
"Initial version";
ref erence
"RFC 9684: A YANG Data Model for Chall enge- Response-Based
Renote Attestation (CHARRA) Procedures Using Trusted Pl atform
Modul es (TPMs)";

/*****************/
/* Feat ures */

/*****************/

feature ntpm{
description
"The device supports the renote attestation of multiple
TPM based cryptoprocessors."”;

}

feature bios {
description
"The device supports the BICS | ogs.";
ref erence
"Bl OS- Log:
TCG PC Cient PlatformFirmvare Profil e Specification,
https://trustedconputi nggroup. or g/ wp- cont ent/ upl oads/
TCG PC-Client-PlatformFirmvare-Profile-Version-1. 06-
Revi si on-52_pub- 2. pdf, Section 10.4.5.2";

}

feature im {
description
"The device supports Integrity Measurenent Architecture | ogs.
Many variants of I MA logs exist in the deploynment. Each
encodes the log entry contents as the specific nmeasurenments
that get hashed into a PCRs as Evidence. See the reference
bel ow for one exanple of such an encoding.";
ref erence
" CEL:
Canoni cal Event Log Format,
https://ww. t rust edconput i nggr oup. or g/ wp- cont ent / upl oads/
TCG IWG CEL_v1 rOp4l pub. pdf, Section 5.1.6";
}

feature netequi p_boot {
description
"The device supports the netequi p_boot |o0gs.";
ref erence
"RFC 9684: A YANG Data Model for Chall enge- Response-Based
Renote Attestation (CHARRA) Procedures Using Trusted Pl atform
Modul es (TPMs), Appendi x B";

}

/*****************/

/* Typedef s */

/*****************/

typedef pcr {



type uint8 {
range "0..31";
}
description
"Valid index nunmber for a PCR A PCR index conpliant with
TPM 2.0 extends fromO0-31. At this tinme, a typical TPM woul d
have no nore than 32 PCRs.";

}

typedef conput e-node-ref {
type leafref {
path "/tpmrats-support-structures/tpm conpute-nodes"
+ "/tpm conput e- node/t pm node-i d";
}

description
"This type is used to reference a hardware node. Note that an
i mpl emrenter might include an alternative |leafref pointing to a
di fferent YANG nmodul e node specifying hardware structures.”;

}

typedef certificate-nane-ref {
type leafref {
path "/tpmrats-support-structures/tpmtpns/tpmtpnt
+ "/tpmecertificates/tpmcertificate/tpm nane";
}

description
"A type that allows identification of a TPM based
certificate.";

/******************/
/* Identities */

/******************/

identity attested_event | og type {
description
"Base identity allowi ng categorization of the reasons why an
attested neasurenment has been taken on an Attester.";

}

identity im {
base attested_event | og_type;
description
"An event type recorded in I MA";

}

identity bios {
base attested_event | og_type;
description
"An event type associated with BI OGS/ UEFI.";

}

identity netequip_boot {
base attested_event | og_type;
description
"An event type associated with Network Equi pnrent Boot.";

}

/*****************/

/* G oupi ngs */

/*****************/

groupi ng t pnR0-hash-al go {
description
"The cryptographic algorithmused to hash the PCRs conpliant
with TPM 2.0. This nust be fromthe list of platform



supported options.";
| eaf tpnR0-hash-al go {
type identityref {
base t aa: hash;

}
must '. = /tpmrats-support-structures’
+ '/tpm attester-supported-al gos/tpmtpnR0-hash’ {
error-nessage "This platformdoes not support "
+ "t pnR0- hash- al go";
}

description
"The hash schene that is used to hash a PCR conpliant with
TPM 2. 0. This must be one of those supported by a platform
Where this object does not appear, the default val ue of
"taa: TPM ALG SHA256" will apply.";
}
}

groupi ng tpnl2-hash-al go {
description
"The cryptographic algorithmused to hash the PCRs conpliant
with TPM1.2.";
| eaf tpnl2-hash-al go {
type identityref {
base taa: hash;

}
must '. = /tpmrats-support-structures
+ '/tpm attester-supported-al gos/tpmtpml2- hash’ {
error-nessage "This platformdoes not support "
+ "t pml2- hash-al go";
}

description
"The hash schene that is used to hash a PCR conpliant with
TPM 1.2. This MJST be one of those supported by a platform
Where this object does not appear, the default val ue of
"taa: TPM ALG SHA1' will apply."”;
}
}

groupi ng nonce {
description
"A random nunber intended to guarantee freshness and for use
as part of a replay-detection nechanism?";
| eaf nonce-val ue {
type binary;
mandat ory true;
description
"A cryptographically generated random nunber that shoul d
not be predictable prior to its issuance froma random
nunber generation function. The random nunber MJST be
derived froman entropy source external to the Attester

Note that a nonce sent into a TPMw Il typically be 160 or
256 binary digits long. (This is 20 or 32 bytes.) So if
fewer binary digits are sent, this nonce object will be
padded with | eading zeros within Quotes returned fromthe
TPM Additionally, if nore bytes are sent, the nonce wll
be trimed to the nost significant binary digits.";
}
}

groupi ng tpnl2-pcr-sel ection {
description
"A Verifier can request one or nore PCR values using its
individually created Attestation Key Certificate (AC
The corresponding selection filter is represented in this



groupi ng.";
| eaf-1ist pcr-index {
type pcr;
description
"The nunbers/indexes of the PCRs. In addition, any sel ection
of PCRs MJST verify that the set of PCRs requested are a
subset of the set of PCRs exposed in the leaf-Iist
/[tpmrats-support-structures
[tpmtpns/tpmtpn] name=current ()]/tpmtpml2-pcrs”;
}
}

groupi ng t pnR0-pcr-sel ection {
description
"A Verifier can acquire one or nore PCR val ues, which are
hashed together in a TPM2B DI GEST com ng fromthe TPM
The selection list of desired PCRs and the hash al gorithm
is represented in this grouping."”;
l'ist tpnR0-pcr-selection {
uni que "t pnR0-hash-al go";
description
"Specifies the list of PCRs and hash al gorithns that can be
returned within a TPM2B DI GEST. ";
ref erence
"TPM2. O- Structures
Trusted Platform Module Library Part 2: Structures,
Revi sion 01.83, https://trustedconputinggroup. org/
wp- cont ent / upl oads/ TPM 2. 0- 1. 83- Part - 2- St ruct ur es. pdf,
Section 10.9.7";
uses t pnR0- hash-al go;
| eaf-1ist pcr-index {
type pcr;
description
"The nunbers of the PCRs that are being tracked
with a hash based on the tpnR0-hash-algo. In addition
any sel ection of PCRs MJUST verify that the set of PCRs
requested are a subset of the set of selected PCR i ndexes
avai l abl e for that specific TPM";
}
}
}

grouping certificate-name-ref ({
description
"Identifies a certificate in a keystore.";
| eaf certificate-nanme {
type certificate-nane-ref;
mandat ory true;
description
"Identifies a certificate in a keystore.";
}

}

groupi ng tpm name {

description

"A unique TPM on a device.";
| eaf nane {

type string;

description

"Uni que systemgenerated nane for a TPM on a device.";

}

}

groupi ng node-uptinme {
description
"Uptime in seconds of the node.";



| eaf up-tine {
type uint32;
description
"Uptinme in seconds of this node reporting its data.";
}

}

groupi ng tpnl2-attestation {
description
"Contains an instance of cryptoprocessor neasurenents signed
according to TPM1.2. It is supplenented by unsigned
Attester information.";
uses node-upti ne;
| eaf pcr-data {
type binary;
description
"The val ue created and signed for the quote
(type TPM PCR I NFO SHORT), i.e., the 'pcrData part of
a TPML.2 Quote2 operation result.”;
ref erence
"TPML. 2- Conmmands:
TPM Main Part 3 Commands, Rev116,
https://trustedconputi nggroup. or g/ wp- cont ent / upl oads
/ TPM Mai n- Part - 3- Conmands_v1.2 rev116_01032011. pdf,
Section 16.5";
}
| eaf version-info {
type binary;
description
"The version info (type TPM CAP_VERSI ON_|I NFO),
i.e., the 'versionlnfo’ part of a TPML.2 Quote2
operation result.";
ref erence
"TPML. 2- Conmands:
TPM Main Part 3 Commands, Rev116,
https://trustedconputi nggroup. or g/ wp- cont ent / upl oads
/ TPM Mai n- Part - 3- Conmands_v1.2 rev116_01032011. pdf,
Section 16.5";
}
| eaf sig {
type binary;
description
"The signature generated across the signed data,
i.e., the "sig’ part of a TPML.2 Quote2 operation
result.";
ref erence
"TPML. 2- Commands:
TPM Main Part 3 Commands, Rev116,
https://trustedconputi nggroup. or g/ wp- cont ent / upl oads
/ TPM Mai n- Part - 3- Conmands_v1.2 rev116 01032011. pdf,
Section 16.5";

}
}

groupi ng tpnR0-attestation {
description
"Contains an instance of cryptoprocessor neasurenents signed
according to TPM2.0. It is supplenented by unsigned
Attester information.";
| eaf quote-data {
type binary;
mandat ory true;
description
"A hash of the |atest PCR values (and the hash al gorithm
used) that have been returned froman Attester for the
sel ected PCRs and hash al gorithms.";



ref erence
"TPM2. O- St ruct ures

Trusted Platform Modul e Library Part 2: Structures,
Revi sion 01.83, https://trustedconputinggroup. org/

wp- cont ent / upl oads/ TPM 2. 0- 1. 83- Part - 2- St ruct ur es. pdf,
Section 10.12.1";

| eaf quote-signature {

}

type binary;
description
"Quote signature returned by TPM Quote. The signature was

generated using the key associated with the
certificate 'name’ .";

ref erence
"TPM2. O- Structures

Trusted Platform Modul e Library Part 2: Structures,
Revi sion 01.83, https://trustedconputinggroup. org/

wp- cont ent / upl oads/ TPM 2. 0- 1. 83- Part - 2- St ruct ur es. pdf,
Section 11.2.1";

uses node-upti ne;
i st unsigned-pcr-val ues {

description
"PCR val ues in each PCR bank. This m ght appear redundant

with the TPM2B DI GEST, but that digest is calculated across
multiple PCRs. Having to verify across nmultiple PCRs does
not necessarily nmake it easy for a Verifier to appraise just
the mininmumset of PCR information that has changed since
the | ast received TPM2B DI GEST. Put anot her way, why shoul d
a Verifier reconstruct the proper value of all PCR Quotes
when only a single PCR has changed?

To help this happen, if the Attester does know specific PCR
val ues, the Attester can provide these individual values via
"unsi gned- pcr-values’. By conparing this information to
what has previously been validated, it is possible for a
Verifier to confirmthe Attester’s signature while
elimnating significant processing. Note that there should
never be a result where an unsigned PCR value differs from
what may be reconstructed fromw thin the PCR quote and

the event | ogs.

If there is a difference, a signed result that has been
verified fromretrieved |logs is considered definitive.";

uses t pnR0- hash-al go;
list pcr-values {
key "pcr-index";
description

"Li st of one PCR bank.";

| eaf pcr-index {

type pcr;
description
"PCR i ndex nunber.";

| eaf pcr-val ue {

type binary;
description
"PCR val ue. ";
reference
"TPMR2. O- Structures
Trusted Platform Modul e Library Part 2: Structures,
Revi sion 01.83, https://trustedconputinggroup. org/
wp- cont ent / upl oads/ TPM 2. 0- 1. 83- Part - 2- St ruct ur es. pdf,
Section 10.9.7";



grouping log-identifier {
description
"Identifier for type of log to be retrieved.";
| eaf | og-type {
type identityref {
base attested_event | og_type;

mandat ory true;
description
"The corresponding identity of the neasurement |og type.";
}
}

groupi ng boot-event-1og {
description
"Defines a specific instance of an event log entry
and corresponding to the information used to
extend the PCR ";
| eaf event-nunber ({
type uint32;
description
"Uni que event nunber of this event, which nonotonically
increases within a given event 1og. The nmaxi mum event
nunber should not be reached, nor is wapping back to
an earlier nunber supported.”;

| eaf event-type {
type uint32;
description
"BICS | og event type.";
reference
"Bl CS- Log:
TCG PC Cient PlatformFirmvare Profil e Specification,
https://trustedconputi nggroup. or g/ wp- cont ent/ upl oads/
TCG PC-Cient-PlatformFirmvare-Profil e-Version-1. 06-
Revi si on-52_pub- 2. pdf, Section 10.4.1";
}
| eaf pcr-index {
type pcr;
description
"Defines the PCR index that this event extended.";

list digest-list {
description
"Hash of event data.";
| eaf hash-al go {
type identityref {
base taa: hash;
}
description
"The hash schene that is used to conpress the event data in
each of the leaf-list digest itens.";

| eaf-1ist digest {
type binary;
description
"The hash of the event data using the algorithmof the
"hash-al go’ agai nst ’'event data’'.";
}
}

| eaf event-size {
type uint32;
description
"Size of the event data.";



|l eaf-1ist event-data {
type binary;
description
"The event data. This is a binary structure
of size 'event-size'. For nore on what
m ght be recorded within this object
see Bl OS-Log, Section 10, which details
vi abl e events that mght be recorded.";
ref erence
"Bl OS- Log:
TCG PC Cient PlatformFirmvare Profil e Specification,
https://trustedconputi nggroup. or g/ wp- cont ent / upl oads/
TCG PC-Client-PlatformFirmvare-Profile-Version-1. 06-
Revi si on-52_ pub- 2. pdf, Section 10";
}
}

groupi ng bi os-event-1og {
description
"Measurenent |og created by the Bl OS/ UEFI.";
list bios-event-entry {
key "event-nunber";
description
"Ordered list of the TCG described event |og
that extended the PCRs in the order they
were | ogged.";
uses boot-event -1 og;
}
}

groupi ng i ma-event {
description
"Defines a hash | og extend event for |IMA neasurenents."”;
ref erence
" CEL:
Canoni cal Event Log Format,
htt ps://ww. t rust edconput i nggr oup. or g/ wp- cont ent / upl oads/
TCG IWG CEL_v1 rOp4l pub. pdf, Section 4.3";
| eaf event-nunber ({
type uint 64;
description
"Uni que event nunmber of this event, which nmonotonically
i ncreases. The maxi num event nunber shoul d not be
reached, nor is wapping back to an earlier nunber
supported.”;

| eaf ima-tenplate {
type string;
description
"Nanme of the tenplate used for event | ogs,
e.g., im, ima-ng, ima-sig.";

| eaf fil ename-hint {
type string;
description
"File name (including the path) that was neasured.";

| eaf fil edata-hash {
type binary;
description
"Hash of filedata as updated based upon the
fil edat a- hash-al gorithm™";

| eaf fil edata-hash-algorithm {
type string;
description



"Al gorithmused for filedata-hash.";

| eaf tenpl ate-hash-al gorithm {
type string;
description
"Al gorithmused for tenplate-hash.";

| eaf tenplate-hash {
type binary;
description
"hash(fil edat a-hash, filenane-hint)";
}
| eaf pcr-index {
type pcr;
description
"Defines the PCR index that this event extended.";
}
| eaf signature {
type binary;
description
"Digital file signature that provides a
fingerprint for the file being neasured.";

}
}

groupi ng i ma-event-1log {

description
"Measurenment |log created by I MA.";

list ima-event-entry {
key "event-nunber";
description

"Ordered list of I MA event | ogs by event-nunber.";

uses ima-event;

}
}

groupi ng networ k- equi pnent - boot - event -1 og {
description
"Measurenment | og created by Network Equi pmrent Boot. The
Net wor k Equi pnent Boot format is identical to the I MA
format. In contrast to the I MA log, the Network Equi prent
Boot | og includes every neasurable event froman Attester,
i ncluding the boot stages of BIOS, Bootl oader, etc. In
essence, the scope of events represented in this fornmat
conbi nes the scope of BIOS events and | MA events.";
list boot-event-entry {
key "event-nunber";
description
"Ordered list of Network Equi pnent Boot event | ogs
by event-nunber, using the | MA event format.";
uses ima-event;

}
}

groupi ng event -1 ogs {
description
"A selector for the log and its type.";
choice attested event |og type {
mandat ory true;
description
"Event log type determnes the event log’ s content.";
case hios {
if-feature "bios";
description
"Bl OS/ UEFI event |ogs.";
cont ai ner bi os-event-1ogs {



description
"Bl OS/ UEFI event |ogs.";
uses bios-event-1og;
}
}

case ima {
if-feature "im";
description
"I MA event |ogs.";
contai ner im-event-logs {
description
"I MA event |ogs.";
uses i ma-event-| og;
}
}
case netequi p_boot {
i f-feature "netequi p_boot";
description
"Net wor k Equi pnent Boot event |ogs.";
cont ai ner boot-event-1ogs {
description
"Net wor k Equi pnrent Boot event |ogs.";
uses networ k- equi pnent - boot - event - | og;
}

}
}

/**********************/

RPC operati ons */

/**********************/

rpc tpml2-chal |l enge-response-attestation {

if-feature "taa:tpml2";
description
"This RPC accepts the input for TSS TPM 1.2 conmands nmade to
the attesting device.";
i nput {
contai ner tpml2-attestation-challenge {
description
"This container includes every information el enent defined
in the reference chall enge-response interaction nodel for
renote attestation. Correspondi ng values are based on
TPM 1.2 structure definitions";
uses tpnil2-pcr-sel ection;
uses nonce;
leaf-list certificate-name {
if-feature "tpm ntpni';
type certificate-nane-ref;
must "/tpmrats-support-structures/tpmtpns"”
+ "/tpmtpnitpmfirmvare-version="taa:tpml2’ ]"
+ "/tpmecertificates/"
+ "/tpmecertificate[name=current()]" {
error-nessage "Not an available TPML.2 AIK certificate.";
}
description
"When popul ated, the RPC will only get a Quote for the
TPMs associated with these certificate(s).";

}
}

out put {
list tpnl2-attestation-response {
uni que "certificate-nanme";
description
"The binary output of TPM 1.2 TPM Quot e/ TPM Quot e2,



including the PCR sel ection and ot her associ ated
attestation evidence netadata.";
uses certificate-nanme-ref {
description
"Certificate associated with this tpml2-attestation.";
}

uses tpnil2-attestation;

}
}
}

rpc tpnR0-chal | enge-response-attestation {
if-feature "taa:tpnR0";
description
"This RPC accepts the input for TSS TPM 2.0 conmands of the
managed device. Conposite devices may contain several TPMs;
[ har dwar e/ conponent / physi cal -i ndex fromthe hardware
managenment YANG nodul e is used to refer to dedicated TPMs in
composi te devices; however, devices w thout TPMs are not
covered.";
i nput {
contai ner tpnR0-attestation-challenge {
description
"This container includes every information el enent defined
in the reference chall enge-response interaction nodel for
renote attestation. Correspondi ng values are based on
TPM 2.0 structure definitions.";
uses nonce;
uses t pnR0-pcr-sel ecti on;
leaf-list certificate-name {
if-feature "tpm ntpni;
type certificate-nane-ref;
must "/tpmrats-support-structures/tpmtpns"”
+ "/tpmtpnitpmfirmvare-version="taa:tpn0’ ]
+ "/tpmecertificates/"
+ "/tpmcertificate[nane=current()]"
error-nessage "Not an available TPM2. 0 AIK certificate.”;

}

description
"When popul ated, the RPC will only get a Quote for the
TPMs associated with the certificates.";

}
}
out put {
list tpnR0-attestation-response {
uni que "certificate-nanme";
description
"The binary output of TPM2_Quote from one TPM of the
node which is identified by node-id: an attestation
structure (TPMS_ATTEST), including a length, and a
signature (TPMI_SI GNATURE) over that structure.";
reference
"TPM2. O- Struct ures:
Trusted Platform Modul e Library Part 2: Structures,
Revi sion 01.83, https://trustedconputinggroup. org/
wp- cont ent / upl oads/ TPM 2. 0- 1. 83- Part - 2- St ruct ur es. pdf,
Section 10.12.12";
uses certificate-nane-ref {
description
"Certificate associated with this tpnR0-attestation.”;
uses tpnR0-attestation;
}
}



rpc log-retrieval {
description
"Log entries are identified either via indices or by providing
the last line received. The nunber of l|ines returned can be
limted. The type of log is a choice that can be augmented.";
i nput {
uses |l og-identifier;
list |og-selector {
description
"Only log entries that nmeet all of the provided sel ection
criteria are to be returned by the RPC output.";
| eaf-1ist nane {

type string;
description
"Name of one or nore unique TPMs on a device. |If this
obj ect exists, a selection should pull only the objects
related to these TPMs). If it does not exist, al

qualifying TPMs that are ’hardware-based’ equals true
on the device are selected. Wen this selection
criteria is provided, it will be considered as a | ogica
AND with any other selection criteria provided.";

choi ce i ndex-type {
description
"Last log entry received, |og index nunber, or
ti mestanp.";
case last-entry {
description
"The last entry of the log already retrieved.";
| eaf | ast-entry-value {
type binary;
description
"Content of a |log event that matches 1:1 with a
uni que event record contained within the log. Log
entries after this will be passed to the
requester. Note: if log entry values are not
uni que, this MJST return an error.";

}

case index {
description
"Nurmeric index of the last log entry retrieved, or

zero.";
| eaf | ast-index-nunber {
type uint 64;

description
"The last nuneric index nunmber of a log entry.
Zero nmeans to start at the beginning of the |og.
Entries after this will be passed to the
requester.";

}
}

case tinmestanp {
| eaf tinestanp {
type yang: date-and-ti ne;
description
"Timestanp fromwhich to start the extraction. The
next log entry after this timestanp is to
be sent.";
}
description
"Timestanp fromwhich to start the extraction.";
}

| eaf log-entry-quantity {



type uint 16;
description
"The nunber of log entries to be returned. If omtted, it
means all of them";
}
}

out put {
cont ai ner systemevent-|ogs {
description
"The requested data of the neasurenent event |ogs.";
list node-data {
uni que "name";
description
"Event logs of a node in a distributed system
i dentified by the node nane.";
uses tpm nane;
uses node- upti e;
container log-result {
description
"The requested entries of the corresponding |og.";
uses event-1 ogs;

/****************************************/

/* Config and Oper accessibl e nodes */
/****************************************/

contai ner rats-support-structures {
description
"The datastore definition enabling Verifiers or Relying
Parties to discover the informati on necessary to use the
renote attestation RPCs appropriately."”;
cont ai ner conput e- nodes {
if-feature "tpm ntpni;
description
"Hol ds the set of device subsystens/conponents in this
composite device that support TPM operations.”;
i st conpute-node {
key "node-id";
uni que "node- nane";
config fal se;
m n-el enents 2;
description
"A conmponent within this conposite device that
supports TPM operations.";
| eaf node-id {
type string;
description
"I D of the conmpute node, such as Board Serial Nunber.";

| eaf node- physical -i ndex {
if-feature "hw. entity-m b";
type int32 {
range "1..2147483647",

config fal se;
description
"The ent Physi cal I ndex for the conpute node.";
ref erence
"RFC 6933: Entity MB (Version 4) - entPhysicallndex";



| eaf node- nane {
type string;
description
"Name of the conpute node.";

| eaf node-location {
type string;
description
"Location of the conpute node, such as slot nunber.";
}

}
}

contai ner tpms {
description
"Hol ds the set of TPMs within an Attester.";
list tpm{
key "nane";
uni que "path";
description
"Alist of TPMs in this conposite device that RATS
can be conducted with.";
uses tpm nane;
| eaf hardwar e-based {
type bool ean;
config fal se;
mandat ory true;
description
"System generated indication of whether this is a
har dwar e- based TPM ";

| eaf physical -index {
if-feature "hw. entity-m b";
type int32 {
range "1..2147483647",

config fal se;
description
"The ent Physical Index for the TPM";
reference
"RFC 6933: Entity MB (Version 4) - entPhysicallndex";

}
| eaf path {
type string;
config fal se;
description
"Device path to a unique TPM on a device. This can
change across reboots.";
}
| eaf conput e-node {
if-feature "tpm ntpni;
type conput e-node-ref;
config fal se;
mandat ory true;
description
"Indi cates the conpute node measured by this TPM";

| eaf manufacturer {
type string;
config fal se;
description
"TPM manuf act urer nanme.";

| eaf firmnare-version {
type identityref {
base taa:cryptoprocessor;

}



mandat ory true;
description
"Identifies the cryptoprocessor APl set supported. This
is automatically configured by the device and shoul d not
be changed.";
}
uses tpnil2-hash-al go {
when "derived-fromor-self(firmvare-version, 'taa:tpnl2')";
if-feature "taa:tpml2";
refine "tpnl2-hash-al go" {
description
"The hash al gorithmoverwites the default used for
PCRs on this TPML. 2-conpliant cryptoprocessor.";
}

}
leaf-list tpnl2-pcrs {
when "derived-fromor-self(../firmare-version, "
+ "taa:tpml2’)";
if-feature "taa:tpml2";
type pcr;
description
"The PCRs that may be extracted fromthis TPML. 2-
compliant cryptoprocessor.";
}
l'ist tpnR0-pcr-bank {
when "derived-fromor-self(../firmware-version, "
+ "'taa:tpnR0')";
if-feature "taa:tpnR0";
key "t pnR0-hash-al go";
description
"Specifies the list of PCRs that may be extracted for
a specific hash algorithmon this TPM2-conpli ant
cryptoprocessor. A bank is a set of PCRs that are
extended using a particular hash algorithm?";
ref erence
"TPM2. O- Struct ures:
Trusted Platform Modul e Library Part 2: Structures,
Revi sion 01.83, https://trustedconputinggroup. org/
wp- cont ent / upl oads/ TPM 2. 0- 1. 83- Part - 2- St ruct ur es. pdf,
Section 10.9.7";
| eaf tpnR0-hash-al go {
type identityref {
base taa: hash;

must ' /tpmrats-support-structures
+ '/tpm attester-supported-al gos
+ '"/tpmtpnR0- hash’ {
error-nessage "This platformdoes not support "
+ "t pnR0- hash- al go”;
}
description
"The hash schene actively being used to hash
one or nore TPM2.0 PCRs.";

| eaf-1ist pcr-index {
type tpm pcr
description
"Defines which TPM2.0 PCRs are avail able to be
extracted.";

}

| eaf status {
type enuneration {
enum oper ati onal {
val ue 0;
description



"The TPM currently is running normally and
is ready to accept and process TPM quotes.";
reference
"TPM2. 0- Arch: Trusted Pl atform Mddul e Library
Part 1: Architecture,
https://trustedconmputi nggroup. or g/ wp-cont ent/
upl oads/ TPM 2. 0- 1. 83-Part - 1- Archi t ect ure. pdf,
Section 12";
}
enum non- oper ati onal {
val ue 1;
description
"TPMis in a state such as startup or shutdown, which
precl udes the processi ng of TPM quotes.";

}

config fal se;
mandat ory true;
description
"TPM chip self-test status.";
}

container certificates {
description
"The TPM s certificates, including EK Certificates
and Attestation Key Certificates.";
list certificate {
key "nane";
description
"Three types of certificates can be accessed via
this statement, including Initial Attestation
Key Certificate, Local Attestation Key Certificate, or
Endor senent Key Certificate.";
| eaf nane {
type string;
description
"An arbitrary name uniquely identifying a certificate
associated with a key within a TPM";

| eaf keystore-ref {
if-feature "ks:central - keyst ore-supported";
if-feature "ks:asynmmetric- keys";
type leafref {
pat h "/ks: keystore/ks: asymretri c- keys"
+ "/ ks:asymmetric- key/ ks: nane";
}

description
"Areference to a specific certificate of an
asymmetric key in the keystore.";

}
| eaf type {
type enuneration {
enum endor senent -certificate {
val ue 0;
description
"Endorsenment Key (EK) Certificate type.";
ref erence
"TPM2. O- Key:
TPM 2.0 Keys for Device ldentity and Attestation
https://trustedconputi nggroup. or g/ wp-cont ent/
upl oads/ TPM 2p0- Keys-f or - Devi ce-l dentity-
and- Attestation_vl r12 pub10082021. pdf,
Section 3.11";
}
enuminitial-attestation-certificate {
val ue 1;
description



"Initial Attestation Key (1AK) Certificate
type.";
reference
"TPM2. O- Key:
TPM 2.0 Keys for Device ldentity and Attestation
https://trustedconmputi nggroup. or g/ wp-cont ent/
upl oads/ TPM 2p0- Keys-f or - Devi ce-l dentity-
and- Attestation vl r12 pub10082021. pdf,

Section 3.2";
}
enum | ocal -attestation-certificate {
val ue 2;

description

"Local Attestation Key (LAK) Certificate type.";
reference

"TPM2. O- Key:

TPM 2.0 Keys for Device ldentity and Attestation

https://trustedconmputi nggroup. or g/ wp-cont ent/

upl oads/ TPM 2p0- Keys-f or - Devi ce-l dentity-

and- Attestation vl r12 pub10082021. pdf,

Section 3.2";

}
}

description
"Function supported by this certificate fromw thin
the TPM ";
}
}
}
}
}

contai ner attester-supported-al gos {
description
"Identifies which TPM al gorithns are available for use on an
attesting platform";
leaf-list tpnl2-asymetric-signing {
when "../../tpmtpnms"
+ "/tpmtpnftpmfirmiare-version="taa:tpnl2']";
if-feature "taa:tpml2";
type identityref {
base taa:asynmmetric;
}
description
"Platform supported TPML. 2 asymretric algorithns.";

}
| eaf-1ist tpnl2-hash {
when "../../tpmtpnms"
+ "/tpmtpnitpmfirmiare-version="taa:tpnml2']";
if-feature "taa:tpml2";
type identityref {
base taa: hash;
}
description
"Pl at f orm supported TPML. 2 hash al gorithns.";

| eaf-1ist tpnR0-asymetric-signing {
when "../../tpmtpns"
+ "/tpmtpnitpmfirmiare-version="taa:tpnR0']";
if-feature "taa:tpnR0";
type identityref {
base taa:asynmetric;
}

description
"Pl atform supported TPM2. 0 asynmetric algorithns.";

}
| eaf-1ist tpnR0-hash {



when "../../tpmtpns"
+ "/tpmtpnftpmfirmiare-version="taa:tpnR0’']";
if-feature "taa:tpnR0";
type identityref {
base taa: hash;
}
description
"Pl at f orm supported TPM2. 0 hash al gorithns.";
}
}
}

}
<CODE ENDS>
Figure 1
2.1.2. ietf-tcg-algs

Thi s docunent has encoded the TCG Al gorithm definitions of Table 3 of
[ TCG Al gos], revision 1.32. By including this full table as a
separate YANG file within this docunent, it is possible for other
YANG nmodul es to | everage the contents of this nodule. Specific
references to [ TPML. 2- Structures], [TPM2.0], [RFC2104], [RFC8017],

[ RFC8032], [ISOIEC9797-1], [ISO1EC 9797-2], [ISO|EC- 10116],

[1SO | EC-10118-3], [ISO | EC 14888-3], [ISO | EC 15946-1],

[1SO | ECG 18033-3], [IEEE-Std-1363-2000], [|EEE-Std-1363a-2004],

[ NI ST- FI PS-202], [N ST-SP800-38C], [N ST-SP800-38D],

[ NI ST- SP800- 38F], [ NI ST- SP800-56A], and [ NI ST- SP800-108] exist within
t he YANG nodul e.

2.1.2.1. Features
There are two types of features supported: ’'tpml2’ and ’'tpnR0’.
Support for either of these features indicates that a cryptoprocessor
supporting the corresponding type of TCG TPM APl is present on an
Attester. Mst comonly, only one type of cryptoprocessor will be
avail abl e on an Attester

2.1.2.2. ldentities
There are three types of identities in this nodel:

1. Cryptographic functions supported by a TPM al gorithn these

i nclude "asymretric’, 'symetric’, 'hash’', ’signing,
"anonynous_signing' , 'encryption_node', 'nethod , and
"object _type'. The definitions of each of these are in Table 2

of [TCG Al gos].
2. APl specifications for TPMtypes: 'tpnl2’ and ’'tpnR0’

3. Specific algorithmtypes: Each al gorithmtype defines which
cryptographic functions may be supported, and on which type of

APl specification. It is not required that an inplenentation of
a specific TPMw || support all algorithmtypes. The contents of
each specific algorithmmrrors the contents of Table 3 of

[ TCG Al gos] .

2.1.2.3. YANG Mdul e

<CODE BEG@ NS> file "ietf-tcg-al gs@024-12-05. yang"
modul e ietf-tcg-algs {
yang-version 1.1;
nanespace "urn:ietf:parans: xnl:ns:yang:ietf-tcg-al gs";
prefix taa;

organi zati on



"I ETF RATS (Renote ATtestation procedureS) Wrking G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wg/rats/>
WG List: <muilto:rats@etf.org>
Aut hor : Eric Voit <mailto:evoit@isco.conp";
description
"This nodul e defines identities for asymmetric al gorithns.

The key words ' MUST', ' MUST NOT', ' REQUI RED , ' SHALL', ' SHALL
NOT’, ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9684; see the
RFC itself for full legal notices.";

revision 2024-12-05 {
description
"lInitial version";
ref erence
"RFC 9684: A YANG Data Model for Chall enge- Response-Based
Renote Attestation (CHARRA) Procedures Using Trusted Platform
Modul es (TPMs)";

/*****************/
/* Feat ur es */

/*****************/

feature tpml2 {
description
"This feature indicates algorithm support for the TPM 1.2 API
per Section 4.8 of TPML.2-Structures.";
ref erence
"TPML. 2- Structures: TPM Main Part 2 TPM Structures,
https://trustedconputi nggroup. or g/ wp- cont ent/ upl oads/
TPM Mai n-Part-2-TPM Structures_vl1.2 rev116_01032011. pdf
TPM ALGORI THM | D val ues, Section 4.8";

}

feature tpnm0 {
description
"This feature indicates algorithm support for the TPM 2.0 API
per Section 11.4 of Trusted Platform Mdule Library Part 1:
Architecture.";
ref erence
"TPM2. 0- Arch: Trusted Platform Mddule Library Part 1:
Architecture, https://trustedconmputi nggroup. org/ wp-content/
upl oads/ TPM 2. 0-1. 83-Part-1- Architecture. pdf, Section 11.4";

}

/*****************/

/* ldentities */
/*****************/



identity asynmetric {
description
"A TCG recogni zed asymetric algorithmwi th a public and
private key.";
reference
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 2,
https://trustedconputi nggroup. org/resource/
tcg-algorithmregistry/ TCG _Al gorithm Registry r1p32 pub”;
}

identity symmetric {
description
"A TCG recogni zed symretric algorithmwith only a private
key.";
reference
"TCG Al gos: TCG Al gorithm Registry, Revl. 34, Table 2";

}

identity hash {
description
"A TCG recogni zed hash al gorithmthat conpresses input data to
a digest value or indicates a nethod that uses a hash.";
reference
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 2";

}

identity signing {
description
"A TCG recogni zed signing algorithnt;
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 2";

}

i dentity anonynous_si gnhi ng {
description
"A TCG recogni zed anonymous signing algorithm?";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 2";

}

identity encryption_node {
description
"A TCG recogni zed encryption node.";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 2";

}

identity nmethod {
description
"A TCG recogni zed nethod such as a nask generation function.";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl. 34, Table 2";

}

identity object_type {
description
"A TCG recogni zed object type.";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl. 34, Table 2"

}

identity cryptoprocessor {
description
"Base identity identifying a crytoprocessor.";



identity tpml2 {
if-feature "tpml2";
base cryptoprocessor
description
"Supportable by a TPM 1.2.";
ref erence
"TPML. 2- Structures
TPM Main Part 2 TPM Structures,
https://trustedconputi nggroup. or g/ wp- cont ent/ upl oads/
TPM Mai n-Part-2- TPM Structures_v1.2 rev116_01032011. pdf
TPM ALGORI THM | D val ues, Section 4.8";

}

identity tpnR0 {

if-feature "tpnk0";
base cryptoprocessor
description

"Supportable by a TPM 2. 0";
ref erence

"TPM2. O- Structures

Trusted Platform Modul e Library Part 2: Structures,

Revi sion 01.83, https://trustedconputinggroup. org/
wp- cont ent / upl oads/ TPM 2. 0- 1. 83- Part - 2- St ruct ur es. pdf ";

}

identity TPM ALG RSA {
if-feature "tpnml2 or tpnR0";
base tpnl2;
base t pn20;
base asymetri c;
base obj ect _type;
description
"RSA al gorithm?";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3, and
RFC 8017. ALG | D: 0x0001";

}

identity TPM ALG TDES {
if-feature "tpm2";
base tpnl2;
base synmetric;
description
"Bl ock cipher with various key sizes (Triple Data Encryption
Al gorithm commonly called Triple Data Encrypti on Standard)
Not e: Was banned in TPM 1.2, v94";
reference
"TCG Al gos: TCG Algorithm Registry, Revl.34, Table 3, and
| SO'| EC 18033-3. ALG | D 0x0003";

}

identity TPM ALG SHA1 {
if-feature "tpml2 or tpnR0";
base hash;
base tpnil2;
base t pnR0;
description
"SHA1l al gorithm - Deprecated due to insufficient cryptographic

protection. However, it is still useful for hash algorithms
where protection is not required.”;
reference

"TCG Al gos: TCG Al gorithm Registry Revl. 34, Table 3, and
I SO'| EC 10118-3. ALG | D: 0x0004";

}
i dentity TPM ALG HVAC {



if-feature "tpml2 or tpnR20";
base tpnl2;
base t pnR0;
base hash;
base signing;
description
"Hash Message Authentication Code (HVMAC) algorithm™;
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3, and
| SO | EC 9797-2, and
RFC 2104. ALG | D: 0x0005";

}

identity TPM ALG_AES {
if-feature "tpm2";
base tpnl2;
base synmetric;
description
"The AES algorithmw th various key sizes.";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3, and
I SO'| EC 18033-3. ALG | D: 0x0006";

}

identity TPM ALG MGF1 {
if-feature "tpnR0";
base t pnR0;
base hash;
base net hod;
description
"Hash- based mask-generation function.";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3, and
| EEE Std 1363-2000, and
| EEE Std 1363a-2004.
ALG | D. 0x0007";

}

identity TPM ALG KEYEDHASH {

if-feature "tpnR0";

base t pn20;

base hash;

base obj ect _type;

description
"An encryption or signing algorithmusing a keyed hash. These
may use XOR for encryption or an HVAC for signing and may
also refer to a data object that is neither signing nor
encrypting."”;

ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl. 34, Table 3.
ALG | D. 0x0008";

}

identity TPM ALG XOR {
if-feature "tpml2 or tpnR0";
base tpnl2;
base t pnR0;
base hash;
base synmetric;
description
"The XOR encryption algorithm?™;
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3.
ALG | D: 0Ox000A";



identity TPM ALG SHA256 {
if-feature "tpnR0";
base t pnR0;
base hash;
description
"The SHA-256 algorithm?";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl. 34,
| SO | EC 10118-3. ALG | D: 0x000B";

}

identity TPM ALG SHA384 ({
if-feature "tpnR0";
base t pnR0;
base hash;
description
"The SHA-384 algorithm?";
ref erence
"TCG Al gos: TCG Al gorithm Regi stry, Revl. 34,
| SO | EC 10118-3. ALG | D: 0x000C';

}

identity TPM ALG SHA512 {
if-feature "tpn0";
base t pn20;
base hash;
description
"The SHA-512 algorithm?";
reference
"TCG Al gos: TCG Al gorithm Regi stry, Revl. 34,
| SO'| EC 10118-3. ALG | D: 0x000D';

}

identity TPM ALG NULL {

if-feature "tpn0";

base t pn20;

description
"Null algorithm";

reference
"TCG Al gos: TCG Al gorithm Regi stry, Revl. 34,
ALG | D. 0x0010";

}

identity TPM ALG SM3_256 {
if-feature "tpnR0";
base t pnR0;
base hash;
description
"The ShangM 3 (SMB) hash algorithm?";
ref erence
"TCG Al gos: TCG Al gorithm Regi stry, Revl. 34,
I SO'| EC 10118-3:2018. ALG ID: 0x0012";

}

identity TPM ALG SM4 {

if-feature "tpnR0";

base t pnR0;

base synmmetric;

description
"ShangM 4 (SM4) synmmetric bl ock cipher.";

ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl. 34,
ALG | D. 0x0013";

}
i dentity TPM ALG RSASSA {

Table 3, and

Table 3, and

Table 3, and

Tabl e 3.

Table 3, and

Tabl e 3.



if-feature "tpnR0";
base t pnR0;
base asymmetri c;
base signing;
description
"Signature algorithmdefined in Section 8.2
( RSASSA- PKCS1-v1 _5) of RFC 8017.";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3, and
RFC 8017. ALG ID: 0x0014";

}

identity TPM ALG RSAES ({
if-feature "tpnR0";
base t pnR0;
base asymmetri c;
base encryption_node;
description
"Signature algorithmdefined in Section 7.2
( RSAES- PKCS1-v1_5) of RFC 8017.";
ref erence
"TCG Al gos: TCG Algorithm Registry, Revl.34, Table 3, and
RFC 8017. ALG |ID: 0x0015";

}

identity TPM ALG RSAPSS ({

if-feature "tpnk0";

base t pnR0;

base asymetri c;

base signing;

description
"Paddi ng al gorithmdefined in Section 8.1 (RSASSA- PSS)
of RFC 8017.";

ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3, and
RFC 8017. ALG I D: 0x0016";

}

identity TPM ALG QAEP {

if-feature "tpnR0";

base t pn20;

base asymetri c;

base encryption_node;

description
"Paddi ng al gorithmdefined in Section 7.1 (RSAES- CAEP)
of RFC 8017.";

reference
"TCG Al gos: TCG Algorithm Registry, Revl.34, Table 3, and
RFC 8017. ALG I D: 0x0017";

}

identity TPM ALG ECDSA {

if-feature "tpn20";
base t pn20;
base asymetri c;
base signing;
description

"Signature algorithmusing elliptic curve cryptography (ECC).";
reference

"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3, and

| SO'| EC 14888-3. ALG |D: 0x0018";

}

identity TPM ALG ECDH {
if-feature "tpn20";
base t pn20;



base asymetri c;
base met hod;
description
"Secret sharing using ECC ";
reference
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3, and
NI ST SP800-56A. ALG | D: 0x0019";

}

identity TPM ALG ECDAA {

if-feature "tpn20";

base t pn20;

base asymetri c;

base signing;

base anonynous_si gni ng;

description
"Elliptic-curve-based, anonymous signing schene.";

ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3, and
TCG TPM 2.0 Library. ALG ID: Ox001A"

}

identity TPM ALG SM2 {
if-feature "tpn0";
base t pn20;
base asymmetri c;
base si gning;
base encryption_node;
base net hod;
description
"SM2 - depending on context, either an elliptic-curve based,
signature algorithm an encryption schene, or a key exchange
protocol . ";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3.
ALG | D. 0x001B";

}

identity TPM ALG ECSCHNORR {

if-feature "tpnR0";

base t pn20;

base asymetri c;

base signing;

description
"Ell'iptic-curve-based Schnorr signature.";

ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3.
ALG | D. 0x001C';

}

identity TPM ALG ECMQV {
if-feature "tpnR0";
base t pn20;
base asymetri c;
base net hod;
description
"Two- phase el liptic-curve key.";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3, and
NI ST SP800-56A. ALG | D: 0x001D';

}

identity TPM ALG KDF1_SP800_56A {
if-feature "tpnR0";
base t pn20;
base hash;



base net hod;
description
"Concat enati on key derivation function.";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3, and
NI ST SP800-56A (approved alternativel) Section 5.8.1
ALG | D. 0x0020";

}

identity TPM ALG KDF2 {
if-feature "tpn20";
base t pn20;
base hash;
base net hod;
description
"Key derivation function.";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3, and
| EEE 1363a-2004, KDF2, Section 13.2. ALG ID 0x0021";

}

identity TPM ALG KDF1_SP800_108 {
base TPM ALG KDF2;
description
"A key derivation method.";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3 and
NI ST SP800-108, Section 4.1, KDF. ALG ID: 0x0022";

}

identity TPM ALG ECC {
if-feature "tpnR0";
base t pnR0;
base asymmetri c;
base object _type;
description
"Prime field ECC. ";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3, and
I SO | EC 15946-1. ALG ID: 0x0023";

}

identity TPM ALG SYMCl PHER {

if-feature "tpnR0";

base t pnR0;

base symmetric;

base object _type;

description
"(bj ect type for a symetric block cipher.”;

ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3, and
TCG TPM 2.0 Library. ALG ID: 0x0025";

}

identity TPM ALG CAMELLI A {
if-feature "tpnR0";
base t pnR0;
base synmmetric;
description
"The Canellia algorithm";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl.34, Table 3, and
| SO'| EC 18033-3. ALG | D 0x0026";

}
identity TPM ALG SHA3_256 {



if-feature "tpnR0";
base t pnR0;

base hash;
description

"I SO | EC 10118-3 - the SHA-256 al gorithm";

ref erence
"TCG Al gos: TCG Al gorithm Registry,
NI ST FIPS 202. ALG | D: 0x0027";

}

identity TPM ALG SHA3_384 {
if-feature "tpn0";
base t pn20;
base hash;
description
"The SHA-384 algorithm?";
reference
"TCG Al gos: TCG Al gorithm Registry,
NI ST FIPS 202. ALG |ID: 0x0028";

}

identity TPM ALG SHA3 512 {
if-feature "tpn20";
base t pn20;
base hash;
description
"The SHA-512 algorithm?";
ref erence
"TCG Al gos: TCG Al gorithm Registry,
NI ST FIPS 202. ALG ID: 0x0029";

}

identity TPM ALG CMAC {
if-feature "tpnR0";
base t pn20;
base synmetric;
base signing;
description

Revl. 34,

Revl. 34,

Rev1l. 34,

Table 3, and

Table 3, and

Table 3, and

"Bl ock Ci pher-based Message Authentication Code (CMAC).";

ref erence
"TCG Al gos: TCG Al gorithm Registry,

Rev1l. 34,

Table 3, and

I SO | EC 9797-1: 2011, Algorithm5. ALG ID: O0x003F";

}

identity TPM ALG CTR {
if-feature "tpnR0";
base t pn20;
base synmetric;
base encryption_node;
description
"Count er node.";
ref erence
"TCG Al gos: TCG Al gorithm Registry,
| SO'| EC 10116. ALG | D: 0x0040";

}

identity TPM ALG OFB {
base t pnR0;
base synmetric;
base encrypti on_node;
description
"Qut put Feedback node.";
ref erence
"TCG Al gos: TCG Al gorithm Registry,
I SO | EC 10116. ALG | D: 0x0041";

Rev1l. 34,

Revl. 34,

Table 3, and

Table 3, and



identity TPM ALG CBC {
if-feature "tpnk0";
base t pnR0;
base synmetric;
base encryption_node;
description
"Ci pher Bl ock Chaining node.";
ref erence
"TCG Al gos: TCG Al gorithm Registry,
I SO | EC 10116. ALG | D: 0x0042";

}

identity TPM ALG CFB {
if-feature "tpnk0";
base t pnR0;
base synmetric;
base encryption_node;
description
"Ci pher Feedback node.";
ref erence
"TCG Al gos: TCG Al gorithm Registry,
I SO | EC 10116. ALG | D: 0x0043";

}

identity TPM ALG ECB {
if-feature "tpnk0";
base t pnR0;
base synmetric;
base encryption_node;
description
"El ectroni c Codebook node.";
ref erence
"TCG Al gos: TCG Al gorithm Registry,
| SO | EC 10116. ALG I D: 0x0044";

}

identity TPM ALG _CCM {
if-feature "tpnk0";
base t pnR0;
base synmetric;
base signing;
base encryption_node;
description

Revl. 34, Table 3, and

Revl. 34, Table 3, and

Revl. 34, Table 3, and

"Counter with G pher Bl ock Chaining--Mssage Authentication

Code (CCM).":

reference
"TCG Al gos: TCG Al gorithm Registry,
NI ST SP800-38C. ALG | D: 0x0050";

}

identity TPM ALG GCM {
if-feature "tpn20";
base t pn20;
base synmetric;
base signing;
base encryption_node;
description
"Gal oi s/ Counter Mbde (GCM.";
ref erence
"TCG Al gos: TCG Al gorithm Registry,
NI ST SP800-38D. ALG | D: 0x0051";

}

identity TPM ALG KW {
if-feature "tpn0";

Revl. 34, Table 3, and

Revl. 34, Table 3, and



}

base t pn20;
base symmetric;
base signing;
base encryption_node;
description
"AES Key Wap (KW.";
ref erence
"TCG Al gos: TCG Al gorithm Registry, Revl. 34,
NI ST SP800-38F. ALG | D: 0x0052";

identity TPM ALG KWP {

}

if-feature "tpnR0";
base t pnR0;
base symmetric;
base signing;
base encryption_node;
description
"AES Key Wap with Padding (KWP).";
ref erence
"TCG Al gos: TCG Al gorithm Regi stry, Revl. 34,
NI ST SP800-38F. ALG | D: 0x0053";

i dentity TPM ALG EAX {

}

if-feature "tpnR0";
base t pnR0;
base symmetric;
base signing;
base encryption_node;
description
"Aut henti cat ed- Encrypti on Mode.";
ref erence
"TCG Al gos: TCG Al gorithm Regi stry, Revl. 34,
NI ST SP800-38F. ALG | D: 0x0054";

i dentity TPM ALG EDDSA {

}

if-feature "tpnk0";
base t pnR0;

base asymmetri c;
base signing;
description

Table 3, and

Table 3, and

Table 3, and

"Edwar ds-curve Digital Signature Al gorithm (PureEdDSA).";

reference
"TCG Al gos: TCG Al gorithm Regi stry, Revl. 34,
RFC 8032. ALG | D: 0x0060";

}
<CODE ENDS>

Note that not all cryptographic functions are requ
ietf-tpmrenote-attestati on. yang. However, the fu

Tabl

e 3 of [TCGAIgos] will allow use by additional

speci fications.

| ANA Consi der ati ons

Thi s docunent registers the foll owi ng nanespace UR
[ XML- Regi stry] per [RFC3688]:

URI :
Regi
XM

URI :

Table 3, and

red for use by
| definition of
YANG

s in the

urn:ietf:parans: xm:ns:yang:ietf-tpmrenote-attestation

strant Contact: The |ESG
N A; the requested URI is an XM. nanmespace

urn:ietf:params:xm:ns:yang:ietf-tcg-algs



Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanespace

Thi s docunent registers the following YANG nodules in the registry
[ YANG Par anet ers] per Section 14 of [RFC6020]:

Nane: ietf-tpmrenote-attestation

Nanmespace: wurn:ietf:params:xn:ns:yang:ietf-tpmrenote-attestation
Prefix: tpm

Ref erence: draft-ietf-rats-yang-tpmcharra (RFC forn)

Nane: ietf-tcg-algs

Nanespace: urn:ietf:paranms:xn:ns:yang:ietf-tcg-algs
Prefix: taa

Ref erence: draft-ietf-rats-yang-tpmcharra (RFC fornm

Security Considerations

The YANG nodule ietf-tpmrenote-attestation.yang specified in this
docunent defines a schema for data that is designed to be accessed
vi a network managenent protocols such as NETCONF [ RFC6241] or
RESTCONF [ RFC8040]. The | owest NETCONF | ayer is the secure transport
| ayer, and the nandatory-to-inplenent secure transport is Secure
Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer is HITPS, and the
mandat ory-t o-i npl ement secure transport is TLS [ RFC8446].

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

O special consideration are the followi ng nodes:

* In the "tpms’ container, the "certificates’ wll expose
certificates used for attestation, potentially allow ng sel ection
of a certificate that m ght be conprom sed. The 'type’ could al so
be mi sconfigured to represent a different type of key, which m ght
alter how a Verifier mght evaluate the results.

* Wthin the '"attester-supported-al gos’ container, each leaf-Iist
wi Il expose and potentially all ow changi ng of the encryption
al gorithms supported by a device.

There are a nunber of data nodes defined in this YANG nodul e that are

witable/creatable/deletable (i.e., _config true_, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., _edit-config_)

to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
as well as their sensitivity/vulnerability:

Contai ner '/rats-support-structures/attester-supported-algos': ’'tpnl
2-asymmetric-signing , 'tpnl2-hash’, ’'tpnmR0-asynmetric-signing’
and ’'tpnR0-hash’. Al could be populated with algorithnms that are
not supported by the underlying physical TPMinstalled by the
equi pnent vendor. A vendor should restrict the ability to
configure unsupported al gorithns.

Container: ’'/rats-support-structures/tpnms’: 'nane’: Although shown
as 'rw, it is systemgenerated. Therefore, it should not be
possi ble for an operator to add or renove a TPMfromthe
configuration.

"tpnR0-pcr-bank’: It is possible to configure PCRs that are not
bei ng extended by system software for extraction. This could
unnecessarily use TPM resources.



"certificates': It is possible to provision a certificate that
does not correspond to an ALK within the TPM 1.2, or to an
Attestation Key (AK) within the TPM 2.0, respectively. |In such a
case, calls to an RPC requesting this specific certificate could
result in either no response or a response from an unexpected TPM

RPC 't pnl2-chal | enge-response-attestation’: The receiver of the RPC
response nust verify that the certificate is for an active AlK
i.e., the certificate has been confirnmed by a third party as being
abl e to support Attestation on the targeted TPM 1. 2.

RPC 't pn20- chal | enge-response-attestation’: The receiver of the RPC
response nust verify that the certificate is for an active AK,
i.e., the private key confirnmation of the quote signature within
the RPC response has been confirned by a third party to belong to
an entity legitimately able to perform Attestation on the targeted
TPM 2. 0.

RPC 'l og-retrieval’: Requesting a |large volume of logs fromthe
Attester could require significant systemresources and create a
deni al of service

I nformation coll ected through the RPCs above could reveal specific
versi ons of software and configurations of endpoints that could
identify vulnerabilities on those systens. Therefore, RPCs should be
protected by NACM [ RFC8341] with a default setting of deny-all to
limt the extraction of attestation data by only authorized
Verifiers.

For the YANG nodule ietf-tcg-al gs.yang, please use care when

sel ecting specific algorithns. The introductory section of

[ TCG Al gos] highlights that sonme al gorithns should be consi dered

| egacy, and recommends i npl enenters and adopters diligently evaluate
avail abl e i nformati on such as governmental, industrial, and academnic
research before selecting an algorithmfor use

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

Event | ogs (bios-log, ima-log, netequip-boot-1og) typically contain
hash val ues (digests) of running boot and OS software. Passive
attackers can use these hash values to identify software versions and
thus | aunch targeted attacks on known vul nerabilities. Hence, bios-

| og, ima-1o0g, and netequi p-boot-1og are considered sensitive.

Sone of the RPC operations in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control access to these operations. These are the
operations and their sensitivity/vulnerability:

The "l og-retrieval’ RPC operation is considered sensitive since it
enabl es retrieval of |logs (bios-log, im-Ilog, netequip-boot-Iog) that
typically contain hash val ues (digests) of running boot and OS
software. This allows specifics of |oaded software including Bl OS
and operating systemsoftware to be understood externally.

The other two RPC operations, 'tpnR0-chall enge-response-attestation
and 'tpml2-chal | enge-response-attestation’, wll expose val ues
indicating the internal operational state of the device. These

val ues could also be correlated to specifics of running software as
wel | .
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Appendi x A. Integrity Measurement Architecture (1M

| MA extends the principles of Measured Boot [ TPM2.0-Arch] and Secure
Boot [ UEFI - Secure-Boot] to the Linux operating system applying it to
operating system applications and files. |MA has been part of the

Li nux integrity subsystem of the Linux kernel since 2009 (kernel
version 2.6.30). The I MA nechanismrepresented by the YANG nodule in
this specification is rooted in the kernel version 5.16

[ 1 MA- Tenpl at e- Managenent]. | MA enabl es the protection of system
integrity by collecting (commonly referred to as neasuring) and
storing measurenments (called Cains in the context of | ETF RATS) of
files before execution so that these neasurenments can be used |ater,
at systemruntime, in renote attestation procedures. |IMA acts in
support of the Appraisal of Evidence (which includes neasurenent
Clains) by |leveraging Reference Values stored in extended file
attributes.

In support of the Appraisal of Evidence, |MA maintains an ordered
list (with no duplicates) of measurenents in kernel space, the Stored
Measurenent Log (SM.), for all files that have been neasured before
execution since the operating systemwas started. Although | MA can
be used without a TPM it is typically used in conjunction with a TPM
to anchor the integrity of the SML in a hardware-protected secure
storage location, i.e., PCRs provided by TPMs. | MA provides the SM
in both binary and ASCI| representations in the Linux security file
system securityfs_ (/sys/kernel/security/inmal/).

I MA tenpl ates define the format of the SM.,, i.e., which fields are
included in a log record. Exanples are file path, file hash, user
ID, group ID, file signature, and extended file attributes. |IMA
comes with a set of predefined template formats and also allows a
customformat, i.e., a format consisting of tenplate fields supported
by IMA.  Tenplate usage is typically deternined by boot argunents
passed to the kernel. Alternatively, the format can al so be hard-
coded into customkernels. |IMA tenplates and fields are extensible
in the kernel source code. As a result, nore tenplate fields can be
added in the future.

I MA policies define which files are neasured using the I MA policy

| anguage. Built-in policies can be passed as boot argunents to the
kernel. Custom | MA policies can be defined once during runtime or be
hard-coded into a customkernel. |If no policy is defined, no



measurenents are taken and IMA is effectively disabled.

A conprehensive description of the content fields of the Linux | NMA
TLV format can be found in Table 16 of the Canonical Event Log (CEL)
specification [CEL]. The CEL specification also illustrates the use
of tenplates to enabl e extended or custom zed I MA TLV formats in
Section 5.1.6.

Appendi x B. I MA for Network Equi pnent Boot Logs

Net wor k equi pnent can generally inplenent simlar | MA-protected
functions to generate measurenents (C ains) about the boot process of
a device and enabl e corresponding renote attestation. Network

Equi prent Boot Logs conbi ne the measurenent and | oggi ng of boot
conponents and operating system conponents (executables and files)
into a single log file in a format identical to the IMA format. Note
that the format used for |oggi ng nmeasurenent of boot conponents in
this scheme differs fromthe boot |ogging strategy described

el sewhere in this docunent.

During the boot process of the network device, i.e., fromBIOCSto the
end of the operating system and user-space, all files executed can be
measured and | ogged in the order of their execution. Wen the
Verifier initiates a renote attestati on process (e.g., challenge-
response renote attestation as defined in this docunent), the network
equi pnent takes on the role of an Attester and can convey to the
Verifier Clains that conprise the neasurenent log as well as the
correspondi ng PCR val ues (Evidence) of a TPM

The Verifier can appraise the integrity (conpliance with the

Ref erence Val ues) of each executed file by comparing its neasured
value with the Reference Value. Based on the execution order, the
Verifier can conmpute a PCR Reference Value (by replaying the | og) and
conpare it to the neasurenent | og C ains obtained in conjunction with
the PCR Evidence to assess their trustworthiness with respect to an

i nt ended operational state.

Net wor k equi pnent usual |y executes nultiple conmponents in parall el
This holds not only during the operating system | oadi ng phase, but
al so even during the BIGS boot phase. Wth this nmeasurenent | og
mechani sm networ k equi pment can assune the role of an Attester
proving to the Verifier the trustworthiness of its boot process.
Usi ng the neasurenent |log, Verifiers can precisely identify

m smatching log entries to infer potentially tanpered conmponents.

Thi s mechani sm al so supports scenarios that nodify files on the
Attester that are subsequently executed during the boot phase (e.g.,
updati ng/ pat ching) by sinply updating the appropriate Reference
Values in Reference Integrity Manifests that inform Verifiers about
how an Attester is conposed.
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