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I ntroduction

There are many aspects to consider in fielding a trusted conputing
device, fromoperating systens to applications. Mechanisns to prove
that a device installed at a custoner’s site is authentic (i.e., not
counterfeit) and has been configured with authorized software, all as
part of a trusted supply chain, are just a few of the nany aspects
that need to be considered concurrently to have confidence that a
device is truly trustworthy.

A generic architecture for renote attestati on has been defined in

[ RFC9334]. Additionally, use cases for renotely attesting networking
devices are discussed within Section 5 of [RATS-USECASES]. However,

t hese docunents do not provide sufficient guidance for network

equi prent vendors and operators to design, build, and depl oy

i nt er oper abl e devi ces.

The intent of this document is to provide such guidance. It does
this by outlining the Renote Integrity Verification (RIV) problem and
then by identifying the necessary elenents to get the conplete,

scal abl e attestation procedure working with conmercial networking
products such as routers, switches, and firewalls. An underlying
assunption is the availability within the device of a cryptoprocessor
that is conpatible with the Trusted Pl atform Mddul e specifications
[TPM1.2] [TPM2.0] to enable the trustworthy, renote assessnent of
the device's software and hardware.

Requi rements Not ati on



The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

1.2. Term nol ogy

A nunber of terns are reused from[RFC9334]. These include Appraisa
Policy for Evidence, Attestation Result, Attester, Evidence,
Ref erence Val ue, Relying Party, Verifier, and Verifier Omner.

Additionally, this docunment defines the follow ng term

Attestation: The process of generating, conveying, and appraising
cl ai ns, backed by evidence, about device trustworthiness
characteristics, including supply chain trust, identity, device
provenance, software configuration, device conposition, conpliance
to test suites, functional and assurance eval uations, etc.

The goal of attestation is sinply to assure an adninistrator or
auditor that the device' s configuration and software were authentic
and unnodi fi ed when the device started. The deternination of
software authenticity is not prescribed in this docunment, but it’'s
typically taken to nean a software inmage generated by an authority
trusted by the adm nistrator, such as the device manufacturer

Wthin the context of the Trusted Conputing Goup (TCG, the scope of
attestation is typically narrowed to describe the process by which an
i ndependent Verifier can obtain cryptographic proof as to the
identity of the device in question, evidence of the integrity of the
device's software that was | oaded upon startup, and verification that
the current configuration matches the intended configuration. For
net work equi pnent, a Verifier capability can be enbedded in a Network
Managenment Station, a posture collection server, or other network
anal ytics tool (such as a software asset mmnagenment solution, or a
threat detection and mtigation tool, etc.). This docunent focuses
on a specific subset of attestation tasks, defined here as Renote
Integrity Verification (RIV), and infornally referred to as
attestation. RV in this docunent takes a network-equipnment-centric
perspective that includes a set of protocols and procedures for
determ ni ng whether a particul ar device was |aunched with authentic
software, starting fromRoots of Trust. Wile there are many ways to
acconplish attestation, RV sets out a specific set of protocols and
tools that work in environnments comonly found in network equipnent.
Rl V does not cover other device characteristics that could be
attested (e.g., geographic |ocation or connectivity; see

[ RATS- USECASES] ), although it does provide evidence of a secure
infrastructure to increase the Ievel of trust in other device
characteristics attested by other nmeans (e.g., by Entity Attestation
Tokens [ RATS- EAT]).

Inline with definitions found in [RFC9334], this docunent uses the
term Endorser to refer to the role that signs identity and
attestation certificates used by the Attester, while Reference Val ues
are signed by a Reference Value Provider. Typically, the

manuf acturer of a network device would be accepted as both the
Endorser and Reference Val ue Provider, although the choice is
ultimately up to the Verifier Omer

1.3. Docunent Organization
The renmai nder of this docunent is organized into several sections:

* The remmi nder of this section covers goals and requirenents, plus
a top-level description of RIV.



* The Sol ution Overview section (Section 2) outlines how RV works

* The Standards Conponents section (Section 3) |inks conponents of
RI'V to normative standards.

* The Privacy and Security Considerations sections (Sections 4 and
5) shows how specific features of RIV contribute to the
trustworthiness of the Attestation Result.

* Supporting material is in an appendi x (Appendix A).
1.4. Coals

Net wor k operators benefit froma trustworthy attestati on nechani sm
that provides assurance that their network conprises authentic

equi prrent and has | oaded software free of known vul nerabilities and
unaut hori zed tanpering. In line with the overall goal of assuring
integrity, attestation can be used to assist in asset nanagenent,
vul nerability and conpliance assessnent, plus configuration
managenent .

The RIV attestation workflow outlined in this docunent is intended to
meet the follow ng high-1level goals:

* Provabl e Device Identity - This specification requires that an
Attester (i.e., the attesting device) includes a cryptographic
identifier unique to each device. Effectively, this nmeans that
the device’'s TPM nust be provisioned with this during the
manuf act uri ng cycl e.

* Software Inventory - Key goals are to identify the software
rel ease(s) installed on the Attester and to provi de evidence that
the software stored within hasn't been altered without
aut hori zati on.

* Verifiability - Verification of the device s software and
configuration shows that the software that the adm nistrator
aut hori zed for use was actually | aunched.

In addition, RIVis designed to operate either in a centralized
environment, such as with a central authority that manages and
configures a number of network devices, or "peer-to-peer", where

net wor k devi ces i ndependently verify one another to establish a trust
relati onship. (See Section 3.3.)

1.5. Description of Renpote Integrity Verification (RV)

Attestation requires two interlocking mechani sms between the Attester
networ k device and the Verifier

* Device ldentity is the nmechanismthat provides trusted identity,
whi ch can reassure network nmanagers that the specific devices they
ordered from authorized manufacturers for attachnent to their
network are those that were installed and that they continue to be
present in their network. As part of the nechanismfor Device
Identity, cryptographic proof of the manufacturer’'s identity is
al so provi ded.

* Software Measurenent is the mechanismthat reports the state of
mut abl e software conponents on the device and that can assure
adm nistrators that they have known, authentic software configured
to run in their network.

By using these two interlocking nechanisns, RV, which is a conponent
in a chain of procedures, can assure a network operator that the



equi prent in their network can be reliably identified and that
authentic software of a known version is installed on each device.
Equi pnent in the network includes devices that nake up the network
itself, such as routers, switches, and firewalls.

Software used to boot a device can be identified by a chain of
measur enents, anchored at the start by a Root of Trust for
Measurenment (RTM (see Appendix A 2). An attestation function
enbedded in each stage, verified by the previous stage, neasures the
next stage and records the result in tanmper-resistant storage. A
measurenent signifies the identity, integrity, and version of each
sof tware conponent registered with an Attester’s TPM [ TPM 1. 2]

[TPM 2.0] so that a subsequent verification stage can determne if
the software installed is authentic, up-to-date, and free of

t anmperi ng.

RV incl udes several nmjor processes, which are split between the
Attester and Verifier:

1. Ceneration of Evidence is the process whereby an Attester
generates cryptographi c proof (Evidence) of clains about device
properties. In particular, the device identity and its software
configuration are both of critical inportance.

2. Device ldentification refers to the mechani smassuring the
Relying Party (ultimately, a network adm nistrator) of the
identities of devices, and the identities of their manufacturers,
that make up their network.

3. Conveyance of Evidence reliably transports the collected Evidence
fromthe Attester to a Verifier to allow a managenent station to
performa nmeani ngful appraisal in Step 4. The transport is
typically carried out via a nmanagenent network. Al though not
required for reliable attestation, an encrypted channel may be
used to provide integrity, authenticity, or confidentiality once
attestation is conplete. It should be noted that critica
attestation evidence fromthe TPMis signed by a key known only
to TPM and is not dependent on encryption carried out as part of
a reliable transport.

4. Finally, appraisal of evidence occurs. This is the process of
verifying the Evidence received by a Verifier fromthe Attester
and using an Appraisal Policy to develop an Attestation Result,
which is used to informdecision-making. In practice, this neans
conparing the Attester’s neasurenents reported as Evidence with
the device configuration expected by the Verifier. Subsequently,
the Appraisal Policy for Evidence m ght match Evidence found
agai nst Reference Val ues (aka Gol den Measurenents), which
represent the intended configured state of the connected devi ce.

Al'l inplementations supporting this RV specification require the
support of the follow ng three technol ogi es:

1. ldentity: Device identity in RIV is based on Device ldentity
(Devl D) defined by | EEE Std 802. 1AR [ | EEE- 802- 1AR], coupled with
careful supply-chain managenent by the manufacturer. The Initia
DevliD (I DeviD) certificate contains a statenent by the
manuf acturer that establishes the identity of the device as it
left the factory. Some applications with a nore conpl ex post-
manuf acture supply chain (e.g., value added resellers), or with
different privacy concerns, may want to use alternative
mechani sns for platformauthentication (for exanple, TCG Pl atform
Certificates [ PLATFORM CERTS] or post-nmanufacture installation of
Local DevlD (LDevlD)).

2. Platformattestati on provi des evidence of configuration of
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software el enments present in the device. This form of
attestation can be inplenented with TPM Pl at form Confi gurati on
Regi sters (PCRs) and Quote and Log nechani sns, which provide
cryptographically authenticated evidence to report what software
was started on the device through the boot cycle. Successfu
attestation requires an unbroken chain froma boot-tine Root of
Trust through all layers of software needed to bring the device
to an operational state, in which each stage conputes the hash of
conponents of the next stage, then updates the attestation |og
and the TPM The TPM can then report the hashes of all the
measur ed hashes as signed evidence called a Quote (see

Appendi x A.1 for an overvi ew of TPM operation or [TPM 1.2] and
[TPM2.0] for many nore details)

3. Signed Reference Values (aka reference integrity neasurenents)
must be conveyed fromthe Reference Value Provider (the entity
accepted as the software authority, often the manufacturer of the
network device) to the Verifier.

Sol uti on Requi renents

RV nust address the "Lying Endpoint" problem in which nmalicious

software on an endpoint may subvert the intended function and al so
prevent the endpoint fromreporting its conmprom sed status. (See

Section 5 for further Security Considerations.)

RIV attestation is designed to be sinple to deploy at scale. RV
shoul d work "out of the box" as far as possible, that is, with the

f ewest possible provisioning steps or configuration databases needed
at the end user’s site. Network equipnment is often required to
"self-configure”, to reliably reach out wi thout manual intervention
to prove its identity and operating posture, then download its own
configuration, a process which precludes pre-installation
configuration. See [RFC8572] for an exanple of Secure Zero Touch
Provi si oni ng (SZTP).

Scope

The need for assurance of software integrity, addressed by Renote
Attestation, is a very general problemthat could apply to nost

net wor k- connect ed conputing devices. However, this document includes
several assunptions that limt the scope to network equi prent (e.g.,
routers, switches, and firewalls)

* This solution is for use in non-privacy-preserving applications
(for exanmple, networking or industrial Internet of Things (IoT)
applications), which avoids the need for a Privacy Certification
Authority (also called an Attestation CA) for Attestation Keys
(AKs) [AIK-ENRCOLL] or TCG Platform Certificates [ PLATFORM CERTS]

* This docunent assumes network protocols that are common in network
equi prent such as YANG [ RFC7950] and Network Configuration
Prot ocol (NETCONF) [RFC6241], but not generally used in other
appl i cations.

* The approach outlined in this docunent mandates the use of a TPM
[TPM1.2] [TPM 2.0] or a conpatible cryptoprocessor

1. Qut of Scope

Run-Time Attestation: The Linux Integrity Measurement Architecture
[ MA] attests each process |launched after a device is started (and
is in scope for RIV in general), but continuous run-tine
attestation of Linux or other nulti-threaded operating system
processes after the OS has started consi derably expands the scope
of the problem Many researchers are working on that problem but



this docunment defers the problem of continuous, in-menory run-time
attestation.

Mul ti-Vendor Enbedded Systens: Additional coordination would be

needed for devices that thensel ves conprise hardware and software
frommltiple vendors and are integrated by the end user.

Al t hough out of scope for this document, these issues are
acconmodat ed in [ RFC9334].

Processor Sl eep Modes: Network equi prent typically does not "sleep”,

so sl eep and hi bernate nodes are not considered. Although out of
scope for RIV in this docunment, TCG specifications do enconpass
sl eep and hi bernate states, which could be incorporated into
renote attestation for network equi pnent in the future, given a
conpel | i ng need.

Virtualization and Containerization: 1In a non-virtualized system

2

2. 1.

the host OS is responsible for measuring each user-space file or
process throughout the operational lifetine of the system For
virtualized systens, the host OS nust verify the hypervisor, but
then the hypervisor nust nmanage its own chain of trust through the
virtual machine. Virtualization and containerization technol ogies
are increasingly used in network equi pnent, but are not considered
in this docunent.

Sol ution Overvi ew

RV Software Configuration Attestation Using TPM

RIV Attestation is a process that can be used to determ ne the
identity of software running on a specifically identified device.

The Renpte Attestation steps of Section 1.5 are split into two phases
as shown in Figure 1:

*

During system startup, or Boot Phase, each distinct software
object is "measured" by the Attester. The object’s identity, hash
(i.e., cryptographic digest), and version information are recorded
in alog. Hashes are also extended into the TPM (see Appendix A 1
for nore on extendi ng hashes) in a way that can be used to
validate the log entries. The measurenent process generally
follows the | ayered chain-of-trust nodel used in Measured Boot,
where each stage of the system nmeasures the next one, and extends
its neasurenent into the TPM before launching it. See

Section 3.2 of [RFC9334], "Layered Attestation Environnents", for
an architectural definition of this nodel

Once the device is running and has operational network
connectivity, verification can take place. A separate Verifier,
running in its own trusted environment, will interrogate the
network device to retrieve the logs and a copy of the digests
col l ected by hashi ng each software object, signed by an
attestation private key secured by, but never released by, the
TPM  The YANG nodel described in [RFC9684] facilitates this
operati on.

The result is that the Verifier can verify the device's identity by
checking the subject [RFC5280] and signature of the certificate
containing the TPMs attestation public key. The Verifier can then
verify the log' s correctness by accunulating all the hashes in the
|l og and conparing that to the signed digests fromthe TPM From
there, the Verifier can validate the | aunched software by conparing
the digests in the log with Reference Val ues.

It should be noted that attestation and identity are inextricably
I'i nked; signed Evidence that a particul ar version of software was
| oaded is of little value w thout cryptographic proof of the identity



of the Attester producing the Evidence.
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Figure 1: Layered RIV Attestati on Mde

In the Boot Phase, neasurenents are "extended", or hashed, into the
TPM as processes start, which result in the TPM contai ni ng hashes of
all the measured hashes. Later, once the systemis operational,
signed digests are retrieved fromthe TPM during the Verification
Phase for off-box analysis.

.1. Vhat Does RIV Attest?

TPM attestation is focused on PCRs, but those registers are only
vehicles for certifying acconpanyi ng Evi dence conveyed in | og
entries. It is the hashes in log entries that are extended into
PCRs, where the final PCR values can be retrieved in the formof a
structure called a Quote, which is signed by an AK known only to the
TPM  The use of nultiple PCRs serves only to provi de sone

i ndependence between different classes of object so that one cl ass of
obj ects can be updated w t hout changi ng the extended hash for other
cl asses. Although PCRs can be used for any purpose, this section
outlines the objects within the scope of this docunent that may be
extended into the TPM

In general, assignnment of measurements to PCRs is a policy choice
made by the device manufacturer, selected to independently attest
three cl asses of object:

Code: Instructions to be executed by a CPU

Configuration: Many devices offer numerous options controlled by
non-vol atil e configuration variables that can inmpact the device's
security posture. These settings may have vendor defaults, but
often can be changed by adm nistrators, who may want to verify via
attestation that the operational state of the settings match their
i ntended state.

Credentials: Administrators may wi sh to verify via attestation that
public keys and credentials outside the Root of Trust have not
been subject to unauthorized tanpering. (By definition, keys
protecting the Root of Trust can't be verified independently.)

The "TCG PC Client Specific PlatformFirnmvare Profile Specification"

[ PC- CLI ENT-BI OS- TPM 2. 0] details what is to be neasured during the



Boot Phase of platformstartup using a Unified Extensible Firmware
Interface (UEFI) BIOS (<www. uefi.org>), but the goal is sinply to
nmeasure every bit of code executed in the process of starting the
device, along with any configuration information related to security
posture, |eaving no gap for unneasured code to remain undetected and
potentially subverting the chain.

For devices using a UEFI BIGS, [PC CLIENT-BICs-TPM 2.0] and

[ PC- CLI ENT- EFI - TPM 1. 2] give detailed normative requirenents for PCR
usage. For other platformarchitectures, where TCG nornative
requirenents currently do not exist, Table 1 gives non-normative

gui dance for PCR assignment that generalizes the specific details of
[ PC- CLI ENT- Bl OS- TPM 2. 0] .

By convention, nost PCRs are assigned in pairs, with the even-
nunmber ed PCR used to neasure executabl e code and the odd- nunbered PCR
used to nmeasure whatever data and configuration are associated with
that code. It is inportant to note that each PCR may contain results
from dozens (or even thousands) of individual measurenents.

Assi gned PCR # |
o4 oo+
Code | Configuration |

| Firmmvare Static Root of Trust (i.e.,
| initial boot firmnare and drivers)

| Drivers and initialization for optional
| or add-in devices

| OS | oader code and configuration (i.e.,

| the code | aunched by firmvare) to | oad an
| operating systemkernel. These PCRs

| record each boot attenpt, and an

| identifier for where the | oader was found

| Secure Boot Policy. This PCR records | | 7 |
| keys and configuration used to validate | | |
| the OS | oader | | |

o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - R T +
| Measurements made by the OS | oader (e.g., | 8 | 9 |
| GRUB2 for Linux) | | |
o m e e e e e e e e e e e e e e e eeee e Fomm o - o +
| Measurenents made by OS (e.g., Linux IMA) | 10 | 10 |
o e e e e e e e e e e e e e e e e e e e e e emaeao - Fom e e - - o m e e e oo - +

Table 1. Attested hjects
.2. Notes on PCR Allocations

It is inportant to recognize that PCRIO] is critical. The first
measurenent into PCRO] is taken by the Root of Trust for

Measur enment, which is code that, by definition, cannot be verified by
measurenent. This neasurenent establishes the chain of trust for all
subsequent neasurenments. |f the PCR 0] neasurenent cannot be
trusted, the validity of the entire chain is called into question.

Di stinctions between PCR 0], PCR 2], PCR 4], and PCR[ 8] are
sumrari zed bel ow

PCR[0] typically represents a consistent view of rarely changed boot
components of the host platform which allows Attestation policies
to be defined using the | ess changeabl e conponents of the
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transitive trust chain. This PCR typically provides a consistent
view of the platformregardl ess of user-sel ected options.

PCR[2] is intended to represent a "user-configurable" environnent
where the user has the ability to alter the components that are
measured into PCR[2]. This is typically done by addi ng adapter
cards, etc., into user-accessible Peripheral Conmponent
I nterconnect (PCl) or other slots. In UEFI systens, these devices
may be configured by Option ROV neasured into PCR 2] and executed
by the UEFI BI CS.

PCR[4] is intended to represent the software that manages the
transition between the platforms pre-0S start and the state of a
systemwith the OS present. This PCR, along with PCR[ 5],
identifies the initial OS | oader (e.g., CGRUB for Linux).

PCR[8] is used by the OS | oader (e.g., GRUB) to record measurenents
of the various conponents of the operating system

Al t hough [ PC- CLI ENT-BI OS- TPM 2. 0] specifies the use of the first
eight PCRs very carefully to ensure interoperability anong nultiple
UEFI BI OS vendors, it should be noted that enbedded software vendors
may have considerably nore flexibility. Verifiers typically need to
know which log entries are consequential and which are not (possibly
controlled by |local policies), but the Verifier may not need to know
what each log entry neans or why it was assigned to a particular PCR
Desi gners nust recogni ze that some PCRs may cover log entries that a
particular Verifier considers critical and other log entries that are
not considered inportant, so differing PCR values may not on their
own constitute a check for authenticity. For example, in a UEFI
system some adm nistrators may consider booting an i mge froma
renovabl e drive, sonmething recorded in a PCR, to be a security
violation, while others nmight consider that operation to be an

aut hori zed recovery procedure.

Desi gners may allocate particular events to specific PCRs in order to
achieve a particular objective with |local attestation (e.g., allow ng
a procedure to execute, or releasing a particular decryption key,

only if a given PCRis in a given state). It may also be inportant
to designers to consider whether streaming notification of PCR
updates is required (see [RATS-NET-DEV-SUB]). Specific log entries
can only be validated if the Verifier receives every log entry
affecting the relevant PCR so (for exanple) a designer nmight want to
separate rare, high-value events, such as configuration changes, from
hi gh-vol une, routine neasurenents such as | MA |ogs [| MA].

RV Keyi ng
RIV attestation relies on two credenti al s:

* An identity key pair and matching certificate is required to
certify the identity of the Attester itself. RIV specifies the
use of an | EEE 802. 1AR DevlI D [I| EEE-802- 1AR] that is signed by the
devi ce manufacturer and contains the device serial nunber. This
requi renent goes slightly beyond 802. 1AR, see Section 2.4 for
not es.

* An Attestation key pair and matching certificate is required to
sign the Quote generated by the TPMto report evidence of software
confi guration.

In a TPM application, both the Attestation private key and the DevlD
private key MJST be protected by the TPM Dependi ng on ot her TPM
configuration procedures, the two keys are likely to be different;
sone of the considerations are outlined in the "TPM 2.0 Keys for
Device ldentity and Attestation"” docunment [PLATFORM DEVI D- TPM 2.0].



The "TPM 2.0 Keys for Device ldentity and Attestation" docunent
[ PLATFORM DEVI D- TPM 2. 0] specifies further conventions for these
keys:

* \When separate ldentity and Attestati on keys are used, the AK and
its X.509 certificate should parallel the DeviD, with the same
uni que device identification as the DevliD certificate (that is,
the sane subject and subjectAltNane (if present), even though the
key pairs are different). By exam ning the correspondi ng AK
certificate, the Verifier can directly link a device' s quote,
whi ch was signed by an AK, to the device that provided it. |If the
subject in the AK certificate doesn’'t match the correspondi ng
DevliD certificate, or if they' re signed by different authorities,
the Verifier may signal the detection of an Asokan-styl e person-
in-the-nmddle attack (see Section 5.2).

*  Network devices that are expected to use SZTP as specified in
[ RFC8572] MUST be shipped by the manufacturer with pre-provisioned
keys (Initial DeviD and Initial AK, called IDevlD and | AK,
respectively). |1DeviD and | AK certificates MJST both be signed by
the Endorser (typically the device manufacturer). Inclusion of an
I Devi D and | AK by a vendor does not preclude a nechani sm wher eby
an admi ni strator can define LDevlD and Local Attestation Keys
(LAK) if desired

2.3. RV Information Fl ow

RV wor kf | ow for network equipnment is organized around a sinple use
case where a network operator wishes to verify the integrity of
software installed in specific, fielded devices. A normative
taxonony of terns is given in [RFC9334], but as a rem nder, this use
case inplies several roles and objects:

Attester: The device that the network operator wants to exam ne.

Verifier: Wich mght be a Network Managenent Station and is
sonmewhat separate fromthe Device that will retrieve the signed
evi dence and neasurenent | ogs, and anal yze themto pass judgnent
on the security posture of the device.

Relying Party: Can act on Attestation Results. Interaction between
the Relying Party and the Verifier is considered out of scope for
R V.

Si gned Reference Integrity Manifests (RIMs): Contains Reference
Values. RIMs can either be created by the device nmanufacturer and
shi pped along with the device as part of its software imge, or
alternatively, could be obtained several other ways (direct to the
Verifier fromthe manufacturer, froma third party, fromthe
owner’s concept of a "known good systeni, etc.). Retrieving RI M
fromthe device itself allows attestation to be done in systens
that may not have access to the public Internet, or by other
devi ces that are not managenent stations per se (e.g., a peer
device; see Section 3.1.3). |If Reference Values are obtained from
mul tiple sources, the Verifier may need to evaluate the relative
| evel of trust to be placed in each source in case of a
di screpancy.

These conponents are illustrated in Figure 2

S + S + R S SRR +

| Ref erence Val ue | | Attester | Step 1| Verifier] |

| Provi der | | (Device | <------- | (Network| Relying|

| (Device | | under [------- > Myt | Party |
I

| Manuf act ur er | attestation)| Step 2 | Station)] |



| or ot her | | | | | |
| aut hority) I I I I I I

Figure 2: RV Reference Configuration for Network Equi pnent

Step 0: The Reference Value Provider (the device manufacturer or

other authority) nakes one or nore Rl Ms, which correspond to
the software i mage expected to be found on the device and
are signed by the Reference Value Provider, available to the
Verifier. (See Section 3.1.3 for "in-band" and "out of
band" ways to make this happen.)

Step 1: On behalf of a Relying Party, the Verifier (Network

Management Station) requests Devl D, Measurenent Val ues, and
possibly RIMs fromthe Attester.

Step 2: The Attester responds to the request by providing a DevlD,

quot es (nmeasured values that are signed by the Attester),
and optionally RI M.

The use of the follow ng standards conponents allows for
interoperability:

1.

2. 4.

TPM keys MUST be configured according to [ PLATFORM DEVI D- TPM 2. 0]
or [PLATFORM I D- TPM 1. 2].

For devices using UEFI and Linux, neasurenents of firmware and
boot abl e nodul es MUST be taken according to "TCG EFI Pl atform
Speci fication" [PC CLIENT-EFI-TPM1.2] or "TCG PC Cient Specific
Platform Firmvare Profile Specification"

[ PC- CLI ENT- Bl CS- TPM 2. 0], and Linux | MA [I M.

Devl D MUST be managed as DevID certificates as specified in | EEE
Std 802. 1AR [ | EEE- 802- 1AR], with keys protected by TPMs.

Attestation | ogs from Li nux-based systenms MJST be fornmatted
according to the "Canoni cal Event Log Format" [CEL]. UEFI-based
systens MJST use the TCG UEFI BI CS event | og

[ PC-CLI ENT-EFI -TPM 1. 2] for TPM 1.2 systens and the "TCG PC
Client Specific PlatformFirmware Profile"

[ PC-CLI ENT-BI CS- TPM 2. 0] for TPM 2.0 systens.

Quotes MUST be retrieved fromthe TPM according to the TCG
Trusted Attestation Protocol Information Mddel (TAP IM [TAP] and
the Chal | enge- Response-based Renpte Attestation (CHARRA) YANG
nmodel [RFC9684]. Wile the TAP | M gives a protocol -i ndependent
description of the data elenents involved, it’'s inportant to note
that quotes fromthe TPM are signed inside the TPM and MJUST be
retrieved in a way that does not invalidate the signhature, to
preserve the trust nodel. The CHARRA YANG nodel [RFC9684] is
used for this purpose. (See Section 5, Security Considerations).

Ref erence Val ues MJUST be encoded as defined in the TCG RIM
docunent [RIM, typically using Software ldentification (SWD)
tags [SWD] [N ST-1R-8060] or Concise SWD (CoSWD) tags

[ RFC9393] .

RIV Sinplifying Assunptions

Thi s docunent nakes the follow ng sinplifying assunptions to reduce
conpl exity:
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4.

* The product to be attested MJST be shi pped by the equi prent vendor
with both a DevlD as specified by EEE Std 802. 1AR and an | AK,
with certificates in place. The |AK certificate nmust contain the
sanme identity information as the DevlD (specifically, the sane
subj ect and subjectAltNanme (if used), signed by the manufacturer).
The 1AK is a type of key that can be used to sign a TPM Quote, but
not other objects (i.e., it’s marked as a TCG "Restricted" key;
this convention is described in "TPM 2.0 Keys for Device ldentity
and Attestation" [PLATFORM DEVID-TPM 2.0]). For network
equi pment, which is generally not privacy sensitive, shipping a
device with both an I DevlD and an | AK al ready provisi oned
substantially sinplifies initial startup

* | EEE Std 802. 1AR does not require a product serial nunber as part
of the subject, but RIV-conpliant devices MJST include their
serial nunmbers in the DeviD/' I AK certificates to sinplify tracking
| ogistics for network equi pment users. All other optional 802.1AR
fields remain optional in RV

It should be noted that the use of X 509 certificate fields as
specified by IEEE Std 802.1AR is not identical to that described
in [ RFCO525] for representation of application service identity.

* The product MJST be equi pped with an RTM a Root of Trust for
Storage, and a Root of Trust for Reporting (as defined in
[ SPB00-155]), which together are capable of conformng to the TCG
TAP | M [ TAP] .

* The authorized software supplier MJST nmake avail abl e Ref erence
Val ues in the formof signed SWD or CoSWD tags.

1. Reference Integrity Manifests (Rl M)

[ RFC9684] focuses on collecting and transmtting evidence in the form
of PCR measurenents and attestation logs. But the critical part of
the process is enabling the Verifier to deci de whether the
measurenents are "the right ones" or not.

While it nmust be up to network administrators to deci de what they
want on their networks, the software supplier should supply the

Ref erence Values, in signed RIMs, that nay be used by a Verifier to
determne if evidence shows known good, known bad, or unknown

sof tware configurations.

In general, there are two kinds of reference neasurenents:

1. Measurenments of early systemstartup (e.g., BI OGS, boot |oader, OS
kernel) are essentially single threaded and executed exactly
once, in a known sequence, before any results can be reported.

In this case, while the method for conputing the hash and
extending rel evant PCRs may be complicated, the net result is
that the software (nore likely, firmvare) vendor will have one
known good PCR val ue that "should" be present in the rel evant
PCRs after the box has booted. 1In this case, the signed

ref erence neasurenent could sinply list the expected hashes for
the given version. However, a RIMthat contains the internediate
hashes can be useful in debugging cases where the expected fina
hash is not the one reported.

2. Measurenents taken later in operation of the system once an CS
has started (for exanple, Linux IMA[IM]), may be nore conpl ex,
with unpredictable "final" PCR values. 1In this case, the
Verifier must have enough information to reconstruct the expected
PCR val ues fromlogs and signed reference neasurenents froma
trusted authority.



In both cases, the expected val ues can be expressed as signed SWD or
CoSW D tags, but the SWD structure in the second case i s sonewhat
nore conpl ex, as reconstruction of the extended hash in a PCR nmay

i nvol ve thousands of files and ot her objects.

TCG has published an information nodel defining el enents of Rl Ms
under the title "TCG Reference Integrity Manifest (RIM Information
Model" [RIM. This information nodel outlines how SWD tags shoul d
be structured to allow attestation, and it defines "bundl es" of SWD
tags that may be needed to describe a conplete software rel ease. The
RI M contains netadata relating to the software release it belongs to,
pl us hashes for each individual file or other object that could be
att est ed.

Many network equi pnent vendors use a UEFI BIOS to | aunch their
networ k operating system These vendors nmay want to al so use the
"TCG PC dient Reference Integrity Manifest Specification"

[ PCG-CLIENT-RIM, which focuses specifically on a SWD-conpati bl e
format suitable for expressing neasurement val ues expected froma
UEFI BI CS.

2.4.2. Attestation Logs

Quotes froma TPM can provi de evidence of the state of a device up to
the tinme the evidence was recorded. However, to nmake sense of the
quote in cases where several events are extended into one PCR, an
event |log that identifies which software nodul es contri buted which
val ues to the quote during startup must al so be provided. Wen
required, the log MIST contain enough information to denmonstrate its
integrity by allowi ng exact reconstruction of the digest conveyed in
the signed quote (that is, calculating the hash of all the hashes in
the 1 og shoul d produce the sane val ues as contained in the PCRs; if
they don’t nmatch, the | og may have been tanpered with. See

Appendi x A 1).

There are multiple event log formats that may be supported as viable
formats of Evidence between the Attester and Verifier; however, to
simplify interoperability, RV focuses on just three:

1. TCG UEFI BICS event log for TPM 2.0 ("TCG PC dient Specific
Platform Firnware Profile Specification")
[ PC- CLI ENT- Bl OS- TPM 2. 0]

2. TCG UEFI BIGCS event log for TPM 1.2 ("TCG EFI Pl atform
Specification" for TPMFamly 1.1 or 1.2, Section 7)
[ PC- CLI ENT- EFI - TPM 1. 2]

3. TCG "Canonical Event Log Format" [ CEL]
3. Standards Components
3.1. Prerequisites for RV

The Reference Interaction Mdel for Chall enge- Response-based Renote
Attestation ([ RATS-1 NTERACTI ON- MODELS]) is based on the standard
roles defined in [ RFC9334]. However, additional prerequisites have
been established to allow for interoperable inplenentations of RV
use cases. These prerequisites are intended to provide sufficient
context information so that the Verifier can acquire and eval uate
measurenents collected by the Attester.

3.1.1. Unique Device ldentity

A DeviDin the formof a DevlD certificate as specified by |EEE Std
802. 1AR [ | EEE- 802- 1AR] mnust be provisioned in the Attester’s TPMs.



3.

3.

3.

1.2. Keys

The AK and certificate nust al so be provisioned on the Attester
according to [ PLATFORM DEVI D- TPM 2. 0] or [ PLATFORM | D- TPM 1. 2] .

It MJUST be possible for the Verifier to determne that the Attester’s
AKs are resident in the sane TPMas its DevlD keys (see Section 2.2
and Section 5, Security Considerations).

1.3. Appraisal Policy for Evidence

As noted in Section 2.3, the Verifier may obtain Reference Val ues
fromseveral sources. |In addition, adm nistrators may nake

aut hori zed, site-specific changes (e.g., keys in key databases) that
could inpact attestation results. As such, there could be conflicts,
om ssions, or ambiguities between sone Reference Val ues and col |l ected
Evi dence

The Verifier MJST have an Appraisal Policy for Evidence to evaluate
the significance of any discrepanci es between different reference
sources, or between Reference Val ues and evidence fromlogs and
quotes. Wile there nmust be an Appraisal Policy, this docunent does
not specify the format or mechanismto convey the intended policy,
nor does RV specify mechani snms by which the results of applying the
policy are communicated to the Relying Party.

2. Reference Mddel for Chall enge-Response

Once the prerequisites for RIV are net, a Verifier is able to acquire
Evi dence froman Attester. Figure 3 illustrates a RIV information
flow between a Verifier and an Attester, derived from Section 7.1 of

[ RATS- | NTERACTI ON- MODELS]. In this diagram each event with its

i nput and output paraneters is shown as "Event (i nput-

parans) =>(outputs)". The event times shown correspond to the tine
types described within Appendix A of [ RFC9334]:

time(VQ
gener at ed ai ns(attesti ngEnvi ronment)
| => clainms, eventLogs

I

I

I
| |
| ti me(NS)
| <-- requestAttestation(handle, authSeclDs, claintelection) |
I I
I
I
|
I
I
I

ti me( EQ
collectd ai ns(cl ai ms, cl ai nSel ecti on)
| => collectedd ains

gener at eEvi dence( handl e, aut hSecl Ds, col | ect edd ai ns)
| => evidence

evidence, eventLogs ----------------m i oo > |

appr ai seEvi dence( evi dence, eventLogs, refVal ues)
attestationResult <= |

I
tine(&m

—_ | —

Figure 3: IETF Attestation Information Fl ow

Step 1 (tinme(VG): One or nore attesting network device PCRs are
extended with neasurenments. RV provides no direct |ink between
the tinme at which the event takes place and the tine that it’s



attested, although stream ng attestation as described in
[ RATS- NET- DEV- SUB] coul d.

Step 2 (time(NS)): The Verifier generates a uni que random nonce
("nunber used once") and nakes a request for one or nore PCRs from
an Attester. For interoperability, this nmust be acconplished as
specified in "A YANG Data Mddel for Chall enge- Response-Based
Renote Attestation (CHARRA) Procedures Using Trusted Pl atform
Modul es (TPMs)" [RFC9684]. Both TPM 1.2 and TPM 2.0 al |l ow nonces
as large as the operative digest size (i.e., 20 or 32 bytes; see
[TPM1.2] Part 2, Section 5.5, and [TPM 2.0] Part 2
Section 10.4.4).

Step 3 (time(EG): On the Attester, neasured values are retrieved
fromthe Attester’'s TPM This requested PCR evidence along with
the Verifier's nonce is called a Quote and is signed by the AK
associ ated with the DeviD. Quotes are retrieved according to the
CHARRA YANG nodel [RFC9684]. At the sanme tine, the Attester
coll ects | og evidence showi ng the val ues have been extended into
that PCR. Appendix A 1 gives nore detail on how this works and
i ncludes references to the structure and contents of quotes in TPM
document s.

Step 4: The collected Evidence is passed fromthe Attester to the
Verifier.

Step 5 (time(RG RA)): The Verifier reviews the Evidence and takes
action as needed. As the interaction between Relying Party and
Verifier is out of scope for RV, this can be described as one
st ep.

* |f the signature covering TPM Evidence is not correct, the
devi ce SHOULD NOT be trusted.

* |f the nonce in the response doesn’t nmatch the Verifier's
nonce, the response nmay be a replay, and the device SHOULD NOT
be trusted.

* |f the signed PCR values do not nmatch the set of log entries
that have extended a particular PCR, the device SHOULD NOT be
trust ed.

* |f the log entries that the Verifier considers inportant do not
mat ch known good val ues, the device SHOULD NOT be trusted. W
note that the process of collecting and analyzing the | og can
be omtted if the value in the relevant PCR is already a known-
good val ue.

* |If the set of log entries are not seen as acceptable by the
Apprai sal Policy for Evidence, the device SHOULD NOT be
trust ed.

* If time(RG-time(NS) is greater than the Appraisal Policy for
Evi dence’s threshol d for assessing freshness, the Evidence is
consi dered stal e and SHOULD NOT be trusted.
3.2.1. Transport and Encoding
Net wor k Managenment systens may retrieve signed PCR-based Evi dence
usi ng NETCONF or RESTCONF with [RFC9684]. |In either case,
i mpl ement ati ons nmust do so using a secure tunnel

Log Evi dence MUST be retrieved via log interfaces specified in
[ RFCo684] .

3.3. Centralized vs. Peer-to-Peer



Figure 3 assunes that the Verifier is trusted, while the Attester is

not. |In a peer-to-peer application such as two routers negotiating a
trust relationship, the two peers can each ask the other to prove
software integrity. |In this application, the information flowis the

same, but each side plays a role both as an Attester and a Verifier.
Each device issues a challenge, and each device responds to the
other’s chall enge, as shown in Figure 4. Peer-to-peer chall enges,
particularly if used to establish a trust relationship between
routers, require devices to carry their own signed reference
measurenents (RIMs). Devices may al so have to carry an appraisa
policy for evidence for each possible peer device so that each device
has everythi ng needed for renote attestation, w thout having to
resort to a central authority.

oo + oo +
| RefVal | | RefVal |
| Provider A | | Provider B |
| Firnware | | Firnware |
| Configuration | | Configuration
| Authority | | Authority |
I I I I
o e oo + o e oo +
I I
| | Step OB
| R + R +
I I | Step 1 | | \
| | Attester | <------ >| Verifier | ] |
I I | <------ >| | | Router B
S >| | Step 2 | | | | - Chal |l enges
Step 0A| | | | | | Router A
[ LR >| || I
|- Router A -| Step 3 |- Router B -| | /
I I I |
I I I |
I | Step 1 | | \
| Verifier | <------ >| Attester | <-+ | Router A
| | <------ >| | | - Chall enges
| | Step 2 | | | Router B
I I I I I
I | <------- I I I
R + Step 3 +------------ + /

Figure 4: Peer-to-Peer Attestation Information Flow

In this application, each device my need to be equi pped with signed
RIMs to act as an Attester, and to allow each device to act as a
Verifier, each may need to be equi pped with an Appraisal Policy for
Evi dence and a selection of trusted X. 509 root certificates also. An
existing link |ayer protocol such as 802.1X [| EEE-802. 1X] or 802. 1AE
[ 1 EEE-802. 1AE], with Evidence bei ng encl osed over a variant of the
Ext ensi bl e Aut hentication Protocol (EAP) [RFC3748] or Link Layer

Di scovery Protocol (LLDP) [LLDP], are suitable nethods for such an
exchange. Details of peer-to-peer operation are out of scope for
this docunent.

Privacy Consi derations

Net wor k equi pnent, such as routers, switches, and firewalls, has a
key role to play in guarding the privacy of individuals using the
networ k. Network equi pnent generally adheres to several rules to
protect privacy:

* Packets passing through the device nust not be sent to
unaut hori zed destinations. For exanple:
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- Routers often act as Policy Enforcement Points, where
i ndi vi dual subscribers nmay be checked for authorization to
access a network. Subscriber login information nust not be
rel eased to unauthorized parties.

- Network equiprment is often called upon to block access to
protected resources from unauthorized users.

* Routing information, such as the identity of a router’s peers,
must not be | eaked to unauthorized nei ghbors.

* |If configured, encryption and decryption of traffic nust be
carried out reliably, while protecting keys and credenti al s.

Functions that protect privacy are inplenented as part of each |ayer
of hardware and software that nakes up the networking device. In
light of these requirenents for protecting the privacy of users of
the network, the network equi pment must identify itself, and its boot
configuration and neasured device state (for exanple, PCR values), to
the equi pment’s administrator so there’'s no uncertainty about the
device’'s function and configuration. Attestation is a conponent that
all ows the administrator to ensure that the network provides

i ndi vi dual and peer privacy guarantees, even though the device itself
may not have a right to keep its identity secret.

See [NET-EQ for nore context on privacy in networking devices.

Wiile attestation information fromnetwork devices is not likely to
contain privacy-sensitive content regardi ng network users,

adm nistrators may want to keep attestation records confidential to
avoi d di scl osing versions of software | oaded on the device, which is
information that could facilitate attacks agai nst known

vul nerabilities.

Security Considerations

Speci fications such as TLS [ RFC8446] and YANG [ RFC7950] contain
consi der abl e advi ce on keepi ng networ k-connected systens secure.
This section outlines specific risks and mtigations related to
attestation.

Attestation Evidence obtained by the RIV procedure is subject to a
nunber of attacks:

* Keys may be conproni sed

* A counterfeit device may attenpt to inpersonate (spoof) a known
aut henti c devi ce.

* Person-in-the-niddle attacks may be used by a conprom sed device
to attenpt to deliver responses that originate in an authentic
devi ce.

* Replay attacks may be attenpted by a conpromi sed device

Keys Used in RIV

Trustwort hi ness of RIV attestation depends strongly on the validity

of keys used for identity and attestation reports. RIV takes ful

advant age of TPM capabilities to ensure that evidence can be trusted.

Two sets of key pairs are relevant to RIV attestation

* A DevliD key pair is used to certify the identity of the device in
which the TPMis installed.



* An AK key pair is used to certify attestation Evidence (i.e.,
quotes) and to provide evidence for integrity of the device
sof t war e

TPM practices usually require that these keys be different to ensure
that a general - purpose signing key cannot be used to spoof an
attestation quote.

In each case, the private half of the key is known only to the TPM
and cannot be retrieved externally, even by a trusted party. To
ensure that’'s the case, specification-conpliant private/public key
pairs are generated inside the TPM where they are never exposed and
cannot be extracted (see [ PLATFORM DEVI D- TPM 2. 0])

Keepi ng keys safe is a critical enabler of trustworthiness, but it’'s
just part of attestation security; knowi ng which keys are bound to
the device in question is just as inportant in an environment where
private keys are never exposed.

Wil e there are many ways to nmanage keys in a TPM (see

[ PLATFORM DEVI D- TPM 2.0]), RIV includes support for "zero touch"

provi sioning (also known as zero touch onboarding) of fielded devices
(e.g., SZTP [RFC8572]), where keys that have predictable trust
properties are provisioned by the device vendor.

Device identity in RIV is based on DevlD defined by | EEE Std 802. 1AR
Thi s specification provides several elenents:

* A DeviD requires a unique key pair for each device, acconpanied by
an X. 509 certificate.

* The private portion of the DeviD key is to be stored in the
device, in a manner that provides confidentiality (Section 6.2.5
of [|EEE-802-1AR]).

The X. 509 certificate contains several components

* The public part of the unique DevlD key assigned to that device
all ows a challenge of identity.

* An identifying string that’'s unique to the manufacturer of the
device. This is normally the serial nunmber of the unit, which
m ght also be printed on a | abel on the device.

* The certificate nust be signed by a key traceable to the
manuf acturer’s root key.

Wth these el enments, the device's manufacturer and serial nunber can
be identified by analyzing the DevlD certificate plus the chain of
intermedi ate certificates | eading back to the nanufacturer’s root
certificate. As is conventional in TLS or SSH connections, a random
nonce nmust be signed by the device in response to a chall enge,
provi ng possession of its DevlD private key.

RV uses the DeviD to validate a TLS or SSH connection to the device
as the attestation session begins. Security of this process derives
fromTLS or SSH security, with the Devl D, which contains a device
serial nunber, providing proof that the session terninates on the

i ntended device. See [RFC38446] [RFC4253].

Evi dence of software integrity is delivered in the formof a quote
that is signed by the TPMitself and acconpani ed by an | AK
certificate containing the sane identity information as the Devl D
Because the contents of the quote are signed inside the TPM any
external nodification (including reformatting to a different data
format) after measurenents have been taken will be detected as



tanmpering. An unbroken chain of trust is essential for ensuring that
bl ocks of code that are taking measurenents have been verified before
execution (see Figure 1).

Requi ri ng neasurenments of the operating software to be signed by a
key known only to the TPM al so renoves the need to trust the device's
operating software (beyond the first neasurenment in the RTM see
below). [If malicious software nakes any changes to a quote in the
device itself, or in the path back to the Verifier, the signature on
the quote will be invalidated.

A critical feature of the YANG nodel described in [ RFC9684] is the
ability to carry TPM data structures in their TCG defined format,

wi thout requiring any changes to the structures as they were signed
and delivered by the TPM Wile alternate nethods of conveying TPM
guotes coul d reduce redundant information, or add another |ayer of

si gni ng usi ng external keys, the inplenentati on MIUST preserve the TPM
signing so that tanpering anywhere in the path between the TPMitself
and the Verifier can be detected.

.2. Prevention of Spoofing and Person-in-the-Mddle Attacks

Prevention of spoofing attacks against attestation systenms is also
important. There are several cases to consider:

* The entire device could be spoofed. |If the Verifier goes to
apprai se a specific Attester, it mght be redirected to a
different Attester

* A conprom sed device could have a valid DevlD, but substitute a
quote from a known-good device instead of returning its own, as
described in [ RFC6813].

* A device with a conpronised OS could return a fabricated quote
provi di ng spoofed attestati on Evi dence.

Use of the 802.1AR DevliD in the TPM provi des protection agai nst the
case of a spoofed device by ensuring that the Verifier’'s TLS or SSH
session is in fact term nating on the right device.

Protecti on agai nst spoofed quotes froma device with valid identity
is a bit nore conplex. An identity key nmust be available to sign any
ki nd of nonce or hash offered by the Verifier, and consequently,
could be used to sign a fabricated quote. To block a spoofed
Attestation Result, the quote generated inside the TPM nust be signed
by a key, known as an AK, that's different fromthe DevlD.

G ven separate Attestation and Devl D keys, the binding between the AK
and the same device nust al so be proven to prevent a person-in-the-
m ddl e attack (e.g., the "Asokan Attack" [RFC6813]).

This is acconplished in RIV through use of an AK certificate with the
same el ements as the DevliD (sane manufacturer’s serial number and
signed by the same manufacturer’s key), but containing the device's
uni que AK public key instead of the DevlD public key. This binding
between Devl D and AK certificates is critical to reliable
attestation.

The TCG docunent "TPM 2.0 Keys for Device ldentity and Attestation"
[ PLATFORM DEVI D- TPM 2. 0] specifies O Ds for Attestation Certificates
that allowthe CAto mark a key as specifically known to be an AK
These two key pairs and certificates are used together

* The DeviDis used to validate a TLS connection terninating on the
device with a known serial nunber.



* The AK is used to sign attestation quotes, which provides proof
that the attestation evidence cones fromthe sane device

5.3. Replay Attacks

Repl ay attacks, where the results of a previous attestation are
submitted in response to subsequent requests, are usually prevented
by the inclusion of a randomnonce in the request to the TPMfor a
quote. Each request fromthe Verifier includes a new random numnber
(a nonce). The resulting quote signed by the TPM contains the same
nonce, which allows the Verifier to deternmine freshness (i.e., that
the resulting quote was generated in response to the Verifier’s
specific request). "Tinme-Based Uni-Directional Attestation"

[ RATS- TUDA] provides an alternate nechanismto verify freshness

wi t hout requiring a request/response cycle.

5.4. Owner-Si gned Keys

Al t hough devi ce manufacturers nust pre-provision devices with easily
verified DeviD and AK certificates if SZTP such as described in

[ RFC8572] is to be supported, use of those credentials is not
mandatory. | EEE Std 802. 1AR i ncorporates the idea of an |DevlD,

whi ch is provisioned by the manufacturer, and a LDevID, which is
provi sioned by the owner of the device. RV and

[ PLATFORM DEVI D- TPM 2. 0] extend that concept by defining an | AK and
LAK with the sane properties.

Devi ce owners can use any nethod to provision the local credentials.

* The TCG document [ PLATFORM DEVI D- TPM 2. 0] shows how the | AKs can
be used to certify LDevlD and LAK keys. The use of the LDevlD and
LAK al l ows the device owner to use a uniformidentity structure
across device types fromnultiple manufacturers (in the sane way
that an "Asset Tag" is used by many enterprises to identify
devices they own). The TCG docunent [PROV-TPM 2.0] al so contains
gui dance on provisioning local identity keys in TPM 2.0. Oaners
shoul d foll ow the same practice of binding LDeviD and LAK as the
manufacturer would for IDevliD and | AK.  See Section 2.2.

* Device owners, however, can use any other nechani smthey want,
i ncl udi ng physical inspection and programming in a secure
| ocation, to assure thenselves that local identity certificates
are inserted into the intended device if they prefer to avoid
pl acing trust in the manufacturer-provided keys.

Clearly, local keys can't be used for SZTP; installation of the |loca

keys can only be done by some process that runs before the device is

installed for network operation, or by using procedures such as those
outlined in Bootstrapping Renbte Secure Key Infrastructure (BRSKI)

[ RFC8995] .

On the other end of the device lifecycle, provision should be nade to
wi pe | ocal keys when a device is deconm ssioned to indicate that the
device is no |longer owned by the enterprise. The manufacturer’s
initial identity keys nmust be preserved, as they contain no
information that’'s not already printed on the device' s serial nunber
pl at e.

5.5. Oher Factors for Trustworthy Operation

In addition to the trustworthy provisioning of keys, RV depends on a
nunber of other factors for trustworthy operation

* Secure identity depends on mechani snms to prevent per-device secret
keys from being conprom sed. The TPM provides this capability as



a Root of Trust for Storage.

* Attestation depends on an unbroken chain of nmeasurenments, starting
fromthe very first nmeasurenent. See Appendix A. 1 for background
on TPM practi ces.

* That first neasurenent is made by code called the RTM typically
done by trusted firmvare stored in boot flash. Mechanisns for
mai ntai ning the trustworthiness of the RTM are out of scope for
RV, but could include immutable firnmnare, signed updates, or a
vendor -specific hardware verification technique. See Appendix A 2
for background on Roots of Trust.

* The device owner SHOULD provi de sone | evel of physical defense for
the device. If a TPMthat has al ready been progranmed with an
authentic DeviDis stolen and is inserted into a counterfeit
device, attestation of that counterfeit device may becone
i ndi stinguishable froman authentic device.

RV al so depends on reliable Reference Val ues, as expressed by the
RRM[RIM. The definition of trust procedures for RIMs is out of
scope for RIV, and the device owner is free to use any policy to
validate a set of reference neasurenents. |t should al so be noted
that, while RIV can provide a reliable indication that a known

sof tware package is in use by the device and that the package has not
been tanpered with, it is the device owner’s responsibility to
determine that it’'s the correct package for the application

RI Ms nmay be conveyed either out-of-band or in-band as part of the
attestation process (see Section 3.1.3). However, for network

devi ces, where software is usually shipped as a sel f-contained
package, RI Ms signed by the nanufacturer and delivered in-band nmay be
nmore convenient for the device owner

The validity of RIV attestation results is also influenced by
procedures used to create Reference Val ues:

* \Wiile the RRMitself is signed, supply chains SHOULD be carefully
scrutinized to ensure that the values are not subject to
unexpect ed nmani pul ation prior to signing. Insider attacks against
code bases and build chains are particularly hard to spot.

* Designers SHOULD guard agai nst hash collision attacks. RIM often
gi ve hashes for large objects of indetermnate size. |If one of
the neasured objects can be replaced with an inplant engineered to
produce the same hash, RIV will be unable to detect the
substitution. TPM 1.2 only uses SHA-1 hashes, which have been
shown to be susceptible to collision attack. TPM 2.0 will produce
quotes with SHA-256, which so far has resisted such attacks.
Consequently, RIV inplenentati ons SHOULD use TPM 2. 0.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.

Concl usi on
TCG t echnol ogi es can play an inportant part in the inplenentation of
RIV. Standards for many of the conponents needed for inplenentation

of RV already exist:

* Platformidentity can be based on | EEE 802. 1AR DevI D, coupled with
careful supply-chain managenent by the manufacturer

*  Conpl ex supply chains can be certified using TCG Pl atform
Certificates [ PLATFORM CERTS] .



*  The TCG

TAP nechani sm coupl ed with [ RFC9684] can be used to

retrieve attestati on evi dence.

* Reference Val ues nmust be conveyed fromthe software authority

(e.g., t

he manufacturer) in RIRMs to the systemin which

verification will take place. [|ETF and TCG SWD and CoSW D wor k
([RFC9393] [RIM) forns the basis for this function.
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Appendi x A.  Supporting Mterials
A.1l. Using a TPMfor Attestation

The TPM and surroundi ng ecosystem provide three interl ocking
capabilities to enable secure collection of evidence froma renote
device: PCRs, a Quote nechanism and a standardi zed Event Log.

Each TPM has at |east eight and at nobst twenty-four PCRs (dependi ng
on the profile and vendor choices), each one | arge enough to hold one
hash val ue (SHA-1, SHA-256, and other hash algorithns can be used,
dependi ng on TPM version). PCRs can't be accessed directly from
outside the chip, but the TPMinterface provides a way to "extend" a
new security measurenent hash into any PCR, a process by which the
existing value in the PCRis hashed with the new security neasurenent
hash, and the result placed back into the sane PCR The result is a
conmposite fingerprint conprising the hash of all the security

measur enent s extended into each PCR since the systemwas reset.

Every time a PCR is extended, an entry should be added to the
correspondi ng Event Log. Logs contain the security measurenment hash
plus informative fields offering hints as to which event generated
the security neasurenent. The Event Log itself is protected against
acci dental manipulation, but it is inmplicitly tanper-evident: Any
verification process can read the security measurenent hash fromthe
| og events, conpute the conposite value, and conpare that to what is
in the PCR If there's no discrepancy, the | ogs do provide an
accurate view of what was placed into the PCR

Note that the conmposite hash-of-hashes recorded in PCRs is order-
dependent, resulting in different PCR values for different ordering
of the sane set of events (e.g., Event A followed by Event B yields a
different PCR value than B followed by A). For single-threaded code,
where both the events and their order are fixed, a Verifier may
validate a single PCR value, and use the log only to diagnose a

m smat ch from Ref erence Val ues. However, operating systemcode is
usual 'y nondeterm nistic, nmeaning that there may never be a single
"known good" PCR value. 1In this case, the Verifier may have to
verify that the log is correct, and then analyze each itemin the | og
to determine if it represents an authorized event.

In a conventional TPM Attestation environment, the first neasurenent
must be made and extended into the TPM by trusted device code (called
the RTM. That first measurenent shoul d cover the segnent of code
that is run imediately after the RTM which then neasures the next
code segnment before running it, and so on, form ng an unbroken chain
of trust. See [TCG RT] for nore on Mutable vs. |mmutable Roots of
Trust.

The TPM provi des anot her nechanismcalled a Quote that can read the
current value of the PCRs and package them along with the Verifier’s
nonce, into a TPMspecific data structure signed by an Attestation
private key, known only to the TPM



It’s inmportant to note that the Quote data structure is signed inside
the TPM (see Section 5, Security Considerations). The trust nodel is
preserved by retrieving the Quote in a way that does not invalidate
the signature, as specified in [RFC9684]. The structure of the
command and response for a quote, including its signature, as
generated by the TPM can be seen in Part 3, Section 16.5, of

[TPM 1.2] and Section 18.4.2 of [TPM 2.0].

The Verifier uses the Quote and Log together. The Quote contains the
conposite hash of the conplete sequence of security measurenent
hashes, signed by the TPM s private AK  The Log contains a record of
each measurenent extended into the TPMs PCRs. By conputing the
composite hash of all the nmeasurenents, the Verifier can verify the
integrity of the Event Log, even though the Event Log itself is not
signed. Each hash in the validated Event Log can then be conpared to
correspondi ng expected values in the set of Reference Values to

val idate overall systemintegrity.

A summary of information exchanged in obtaining quotes fromTPM 1.2
and TPM 2.0 can be found in [TAP], Section 4. Detailed infornmation
about PCRs and Quote data structures can be found in [ TPM 1. 2],
[TPM2.0]. Recomended | og formats include [ PC CLIENT-BI OS-TPM 2. 0],
and [ CEL].

A.2. Root of Trust for Measurenent (RTM

The neasurenents needed for attestation require that the device being
attested is equipped with an RTM that is, sone trustworthy nmechani sm
that can conpute the first nmeasurement in the chain of trust required
to attest that each stage of systemstartup is verified, a Root of
Trust for Storage (i.e., the TPM PCRs) to record the results, and a
Root of Trust for Reporting to report the results.

Wil e there are many conpl ex aspects of Roots of Trust ([TCG RT]
[ SP800- 155] [ SP800-193]), two aspects that are inportant in the case
of attestation are:

* The first nmeasurenment conputed by the RTM and stored in the TPM s
Root of Trust for Storage nust be assuned to be correct.

* There must not be a way to reset the Root of Trust for Storage
wi t hout re-entering the RTM code.

The first nmeasurenent nust be conputed by code that is inplicitly
trusted; if that first nmeasurenent can be subverted, none of the
remai ni ng neasurenents can be trusted. (See [SP800-155].)

It’s inmportant to note that the trustworthiness of the RTM code
cannot be assured by the TPM or TPM supplier -- code or procedures
external to the TPM nust guarantee the security of the RTM

A. 3. Layering Mddel for Network Equi pment Attester and Verifier
Retrieval of identity and attestation state uses one protocol stack,

while retrieval of Reference Val ues uses a different set of
protocols. Figure 5 shows the conponents invol ved.

I I
| Attester R | Verifier |
| (Devi ce) [------------- >| (Managenent Station) |
I I
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Figure 5: RV Protocol Stacks

docunents are shown in boxes surrounded by dots.

A 4.

I mpl ement ati on Not es

Table 2 summari zes many of the actions needed to conplete an
Attestation system wth links to rel evant docunents. While

docunents are controlled by several

st andards organi zati ons, the

inplied actions required for inplenentation are all the

responsibility of the manufacturer of the device,

not ed.

As noted, SWD tags can be generated nany ways,

is [SWD GEN .

* Attestation depends on a secure

RTM outside the TPM as well as
Roots for Storage and Reporting
i nside the TPM

* Refer to "TCG Roots of Trust

Speci fication" [TCG RT].

* [ SP800-193] al so provides

Control ling
Speci fication

TCG

unl ess ot herw se

*

*

but one possible tool



gui del i nes on Roots of Trust.

Provi sion the TPM as described in the
TCG docunent s.

Put a DeviD or Platform Certificate
in the TPM

* Jnstall an IAK at the sane tine so
that Attestation can work out of
t he box.

*  Equi prent suppliers and owners may
want to inplenent LDevlD as well
as | Devl D

Connect the TPMto the TLS st ack:

* Use the DeviDin the TPMto
aut henti cate TAP connecti ons,
i dentifying the device.

Make CoSW D tags for Bl OS/ Loader/
Ker nel obj ects:

* Add reference neasurenents into
SWD tags.

* Manufacturer should sign the SWD
t ags.

* The TCGRIMIM[RM identifies
further procedures to create
signed RI M documents that provide
the necessary reference
i nfornation.

Package the SWD tags with a vendor
software rel ease:

* A tag-generator plugin such as
[ SWD-GEN] can be used.

Use PC dient measurenent definitions
to define the use of PCRs (although
Wndows OS is rare on Networking

Equi prent, UEFI BIOS is not).

Use TAP to retrieve nmeasurenents:
* Map to YANG

* Use Canonical Log Format.

A Verifier (as described in

[ RFC9334], Section 3) should request
the attestation and anal yze the
result. The Verifier application

m ght be broken down to several nore
component s:

[ PLATFORM DEVI D- TPM 2. 0]

[ PLATFORM CERTS]

| Vendor TLS stack (This

| action configures TLS to
| use the DevliD as its

| client certificate.)

I

[ RFC9393]

[ SW D]

[ NI ST- 1 R- 8060]

Retrieve tags with
[ RFC9393] .



collects reports
in a database.

| ook at the resul
what it means.
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