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I nt roducti on

Thi s specification defines a nethod for applying a cryptographi c hash
function to a CBOR Ohject Signhing and Encryption (COSE) Key structure
[ RFC9052], resulting in a hash value known as a "thunbprint”. To
achi eve this, the docunent specifies which fields in the COSE Key
structure are included in the hash conputation, the process for
creating a canonical formof these fields, and how to hash the
resulting byte sequence. One of the primary use cases for this
thunbprint is as a nam ng schene for identifying or selecting the
key, such as by using the COSE Key Thunbprint value as a "kid" (key
ID). Another key use case involves key derivation functions that use
the thunbprints of public keys fromthe endpoints, along with other
application context, to derive a synmetric key.

Thi s specification outlines how thunbprints of COSE Keys are
generated for both asynmmetric and symmetric keys (see Sections 3 and
4). Additionally, it introduces a new CBOR Wb Token ( QW)
confirmation method, which has been added to the | ANA "CWI
Confirmation Met hods" registry established by [ RFC8747]. For further
details on the use of a confirmation claimin a CAM with a proof-of -
possession key, refer to Section 3.1 of [RFC8747].

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

COSE Key Thunbpri nt
The t hunmbprint of a COSE Key MJUST be conputed as follows:
1. Construct a COSE Key structure (see Section 7 of [RFC9052])
containing only the required paraneters representing the key as

described in Section 4 of this docunent.

2. Apply the determnistic encoding described in Section 4.2.1 of
[ RFC8949] to the representation constructed in step 1.

3. Hash the bytes produced in step 2 with a cryptographic hash
function H  For exanple, SHA-256 [ RFC6234] may be used as a hash
functi on.

The details of this conputation are further described in subsequent
secti ons.



The SHA- 256 hash al gorithm MJUST be supported; other algorithms MAY be
support ed.

4. Required CCSE Key Paraneters
Only the required paraneters of a key's representation are used when
computing its COSE Key Thunbprint value. This section sumarizes the
required paraneters
The "kty" (label: 1) elenent MJST be present for all key types, and
the integer value specified in the I ANA "COSE Key Types" registry
MJUST be used. The tstr data type is not used with the "kty" el enent.
Many COSE Key paraneters are specific to the chosen key type. The
foll owi ng subsections list the required paraneters for comonly used
key types.

4.1. Cctet Key Pair (OKP)

The required paraneters for elliptic curve public keys that use the
Cctet Key Pair (OKP) key type, such as X25519, are:

* "kty" (label: 1, data type: int, value: 1)

* "crv" (label: -1, value: int)

* "x" (label: -2, value: bstr)

Further details are described in Section 7.1 of [RFCO053].
4.2. Hliptic Curve Keys with X- and Y- Coordi nates

The required paraneters for elliptic curve public keys that use the
EC2 key type, such as N ST P-256, are:

* "kty" (label: 1, data type: int, value: 2)
* "crv" (label: -1, data type: int)
* "x" (label: -2, data type: bstr)
* "y" (label: -3, data type: bstr)
Further details are described in Section 7.1 of [RFC9053].
Not e: [ RFC9052] supports both conpressed and unconpressed point
representations. For interoperability, inplenmentations adhering to
this specification MJUST use the unconpressed point representation
Therefore, the y-coordinate is expressed as a bstr. [If an
i npl ementati on uses the conpressed point representation, it MJST
first convert it to the unconpressed formfor the purpose of
t hunbprint cal cul ati on.
4.3. RSA Public Keys
The required paraneters for an RSA public key are:
* "kty" (label: 1, data type: int, value: 3)
* "n" (label: -1, data type: bstr)
* "e" (label: -2, data type: bstr)
4.4. Symetric Keys

The required paraneters for a symretric key are:



* "kty" (label: 1, data type: int, value: 4)
* "k" (label: -1, data type: bstr)

4.5. HSS-LMS Keys
The required paraneters for HSS-LMS keys are:
* "kty" (label: 1, data type: int, value: 5)
*  "pub" (label: -1, data type: bstr)

4.6. Chers

As other key type values are defined, their defining specifications
shoul d be sinilarly consulted to determ ne which paraneters, in
addition to the "kty" elenent, are required.

5. M scel l aneous Consi derations
5.1. Wiy Not Include Optional COSE Key Paraneters?

Optional parameters of COSE Keys are intentionally not included in
the COSE Key Thunbprint conputation so that their absence or presence
in the COSE Key does not alter the resulting value. The COSE Key
Thunbprint is a digest of the ordered essential paraneters needed to
represent a COSE Key, with all other paraneters excl uded.

By excluding optional paraneters, the COSE Key Thumbpri nt
consistently refers to the key itself, not to a key with additiona
attributes. Different application contexts may include various
optional attributes in the COSE Key structure. |If these optiona
paraneters were included in the thunmbprint calculation, the resulting
val ues could differ for the same key depending on the attributes
present. Including only the required parameters ensures that the
COSE Key Thunbprint remains consistent for a given key, regardl ess of
any additional attributes.

D fferent kinds of thunbprints could be defined by other

speci fications that might include some or all additional COSE Key
paraneters, if use cases arise where such different kinds of

t hunbprints woul d be useful

5.2. Selection of Hash Function

A specific hash function nmust be chosen by an application to conpute
the hash value of the hash input. For instance, SHA-256 [ RFC6234]
may be used as the hash function. While SHA-256 is a good default
choice at the tinme of witing, the preferred hash function may evol ve
as the cryptographic | andscape devel ops.

In many cases, only the party that generates the key needs to be
aware of the hash function used. For example, the key producer night

use the thunbprint value as a "kid" (key ID). In such scenarios, the
consuner of the "kid" treats it as an opaque val ue solely for key
sel ecti on.

However, when nultiple parties are involved in reproducing and
comparing the COSE Key Thunbprint, it is crucial that they know and
use the sanme hash function to ensure consistent results.

5.3. Thunbprints of Keys Not in COSE Key For nat

Keys that are in other fornmats can be represented as COSE Keys. The
only prerequisites are that the COSE Key representation of the key be



defined and the party creating the COSE Key Thumbprint be in
possessi on of the necessary key materi al

5.4. Relationship to Digests of X 509 Val ues

COSE Key Thunbprint val ues are conputed on the COSE Key object
containing only essential paraneters in a specific order. Thus, they
are nore anal ogous to applications that use digests of X 509 Subject
Public Key Info (SPKI) values, which are defined in Section 4.1.2.7
of [RFC5280], than to applications that use digests of conplete
certificate values, as the "x5t" (X 509 certificate SHA-1 t hunbprint)
[ RFC9360] val ue defined for X.509 certificate objects does. Wile
logically equivalent to a digest of the SPKI representation of the
key, a COSE Key Thunbprint is conmputed over the CBOR representation
of that key rather than over an ASN. 1 representation of it.

5.5. Relationship to JSON Wb Key Thunbprints

The ckt of a COSE Key, as described in Section 7 of [RFC9052], and
the jkt of a JSON Wb Key, as described in Section 4 of [RFC7517],
are different even when the underlying cryptographic key material is
t he sane.

Thi s docunent does not register a JW confirmati on nethod [ RFC7800]
for using "ckt" as a confirmation nethod for a JWI or a CW
confirmation nmethod [ RFC8747] for using "jkt" as a confirmation

net hod for a CW

5.6. Confirmation Method

[ RFC8747] introduces confirmation nethods for use with CWMs with the
addition of the "cnf" claim CWs are defined in [ RFC8392]. This
specification adds a new confirnmati on nmethod based on COSE Key
Thumbpri nts.

The proof - of - possession key is identified using the "ckt" nember of
the CW confirmation claim®"cnf". This menber contains the val ue of
the COSE Key Thunbprint encoded as a binary string. |nstead of
conmmuni cating the actual COSE Key, only the thunmbprint is conveyed.
Thi s approach assunes that the recipient is able to obtain the
identified COSE Key using the thunbprint contained in the "ckt"
menber. In this approach, the issuer of a CAT declares that the
presenter possesses a particular key and that the recipient can
cryptographically confirmthe presenter’s proof of possession of the
key by including a "ckt" CAM confirmation nethod nenber in the CW.

The foll owi ng exanpl e denonstrates the use of the "ckt" nmenber in a
CW as part of the confirmation method (with line breaks inserted for
editorial reasons):

lissl 1 "coaps://as. exanmpl e. coni,
[aud/ 3 : "coaps://resource.exanple.org",
lexp/ 4 : 1361398824,
lenf/ 8 @ {
/ckt/ 5 : h’496bd8af adf 307e5b08c64b0421bf 9dc

01528a344a43bda88f add1669da253ec

}
}

Section 8 registers the "ckt" OAl confirmation nmethod nenber. The
"ckt" menber is used in the "cnf" claim

5.7. COSE Key Thunbprint URIs

Thi s specification defines Uniform Resource lIdentifiers (URIS) to



represent a COSE Key Thunbprint value. The design follows the work
of JSON Wb Key (JWK) Thunbprint URI's, as specified in [ RFC9278].
Thi s enabl es COSE Key Thunbprints to be used, for exanple, as key
identifiers in contexts requiring URIs. This specification defines a
URI prefix indicating that the portion of the URI follow ng the
prefix is a COSE Key Thunbpri nt.

The following URI prefix is defined to indicate that the portion of
the URI following the prefix is a COSE Key Thunbprint:

urn:ietf:parans: oaut h: ckt

To make the hash al gorithm being used explicit in a URI, the prefix
is followed by a hash algorithmidentifier and a COSE Key Thunbpri nt
val ue, each separated by a colon character to forma UR representing
a COSE Key Thunbprint.

Hash al gorithmidentifiers used in COSE Key Thunmbprint URIs MJST be
val ues fromthe "Hash Nane String" colum in the | ANA "Naned

I nformati on Hash Al gorithm Registry” [IANA Hash. Al gorithns]. COCSE
Key Thunmbprint URIs with hash algorithmidentifiers not found in this
registry are not considered valid, and applicati ons MJST detect and
handl e this error, should it occur.

Since the URN is encoded as a string, the output of the COSE Key
Thunmbprint conputation described in Section 3 MIST be base64url
encoded wi thout paddi ng.

[ RFC7515] specifies base64url encoding as foll ows:

| Base64 encoding using the URL- and fil enane-safe character set

| defined in Section 5 of RFC 4648 [ RFC4648], with all trailing ' =
| characters omtted (as permtted by Section 3.2 of [RFC7515]) and
| wthout the inclusion of any |ine breaks, whitespace, or other

| additional characters. Note that the base64url encoding of the

| enpty octet sequence is the enpty string. (See Appendix C of

| [RFC7515] for notes on inplenenting base64url encodi ng w t hout

| padding.)

The base64url encoding of the thunbprint shown in Section 6 is shown
below (with a line break added for readability purposes).

SWYr 63zB- Wi GSWQhv53AFSi j RKQ720j 63RZp2i U-w

The full exanple of a COSE Key Thunbprint URI is shown below (with a
line break added for readability).

urn:ietf:parans: oaut h: ckt: sha- 256
SW Yr 63z B- W GSwQhv53AFSi | RKQ720j 63RZp2i U-w

Note that the use of oauth in the nanespace is to align with JWK
Thunmbprint URIs as described in [ RFC9278]; however, these URIs are

i ntended for use with applications and specifications not necessarily
related to QAuth.

Exanpl e

Thi s section denmonstrates the COSE Key Thunmbprint conputation for the
foll owi ng exanpl e COSE Key containing an Elliptic Curve Cryptography
(ECC) public key.

For better readability, the exanple is first presented in CBOR
di agnostic format (with the long Iine broken for display purposes

only).



/ kty set to EC2 = Elliptic Curve Keys /

1: 2,

/ crv set to P-256 /

-1:1,

/ public key: x-coordinate /

-2:h’ 65edab5al2577c2bae829437f e338701al0aaa375elbb5b5de108de439c0
8551d’ ,

/ public key: y-coordinate /

-3:h’ 1e52ed75701163f 7f 9e40ddf 9f 341b3dc9ba860af 7e0ca7ca7e9eecd008
4d19c’ ,

[/ kid is bstr, not used in COSE Key Thunbprint /

2: h’ 496bd8af adf 307e5b08c64b0421bf 9dc01528a344a43bda88f add1669da2
53ec’

}

The exanpl e above corresponds to the follow ng CBOR encoding (with
Iink breaks added for display purposes only):

A50102200121582065EDASA12577C2BAES29437FE338701A10AAA375E1BB5B5DE108D
E439C08551D2258201E52ED75701163F7F9E40DDF9F341B3DCIBA860AF7EQCA7 CATES
EECD0084D19C025820496BD8AFADF307ESB08C64B0421BFODC01528A344A43BDA88FA
DD1669DA253EC

Not all of the parameters fromthe exanple above are used in the COSE
Key Thunbprint conputation because the required paraneters of an
elliptic curve public key are (as listed in Section 4.2) "kty",

"crv", "

x", and "y".

The resulting COSE Key structure, in CBOR diagnostic format with |ine
breaks added for better readability, with the m nimum paraneters in
the correct order are:

{
1: 2,
-1:1,
-2:h’ 65edabal2577c2bae829437f e338701a
10aaa375elbb5b5de108de439¢08551d’ ,
-3:h” 1e52ed75701163f 7f 9e40ddf 9f 341b3d
c9ba860af 7e0ca7ca7e9eecd0084d19c
}

In CBOR encoding, the result is (with line breaks added for display
pur poses only):

A40102200121582065EDASA12577C2BAE829437FE338701A10AAA375E1BB5B5DE
108DE439C08551D2258201E52ED75701163F7F9E4A0DDFOF341B3DCIOBAS60AF7EQ
CA7CA7TE9EECD0084D19C

Usi ng SHA-256, the resulting thunbprint is:
496bd8af adf 307e5b08c64b0421bf 9dc01528a344a43bda88f add1669da253ec
Security Considerations

A CCSE Key Thunmbprint will only uniquely identify a particular key if
a singl e unanbi guous COSE Key representation for that key is defined
and used when conputing the COSE Key Thunbprint. Key identifiers are
not included in the thunbprint calculation (sinmlarly to other
optional paranmeters in the COSE Key structure). |f the inclusion of
specific optional paraneters in the thunbprint calculation is
inmportant for a particular application, this specification would not
be suitable.

Wil e thunbprint values are useful for identifying |legitimte keys,
comparing thunbprint values is not a reliable neans of excluding the



9.

9.

use of particular keys (or transformations thereof). The reason is
because an attacker nmay supply a key that is a transfornmation of a
key in order for it to appear as a different key. For instance, if a
legitimate RSA key uses a nodul us value N and an attacker supplies a
key with nodulus 3*N, the nodified key would still work about 1/3 of
the tinme, but it would appear to be a different key.

Produci ng thunbprints of symmetric keys needs to be done with care.
Devel opers MJST ensure that the synmetric key has sufficient entropy
to prevent attackers from preconputing tables of symretric keys with
their correspondi ng hash values. This can be prevented if the
symretric key is a randomy selected key of at |least a 128-bit

I ength. Thunbprints MJST NOT be used with passwords or other |ow
entropy secrets. |If a developer is unable to determ ne whether al
symmetric keys used in an application have sufficient entropy, then
thunbprints of symretric keys MJST NOT be used. |n general, using
thunbprints of symretric keys should only be used in specia
applications. In nost other deploynent scenarios, it is nore
appropriate to utilize a different nam ng scheme for key identifiers.

| ANA Consi der ati ons

I ANA has added the followi ng entry to the "CM Confirmation Mthods"
registry [1 ANA-CWI established by [ RFC8747]:

Confirmati on Method Nane: ckt

Confirmati on Method Description: COSE Key SHA-256 Thunbprint
JWI Confirmation Method Nanme: (none)

Confirmation Key: 5

Confirmation Value Type(s): binary string

Change Controller: |ETF

Speci fication Docunment(s): RFC 9679

Furthernmore, | ANA has added a value to the "QAuth URI" registry
[ 1 ANA- QAut h] established by [ RFC6755]:

URN: urn:ietf:paramns: oaut h: ckt
Conmon Nane: COSE Key Thunbprint URI
Change Controller: |ETF

Speci fication Docunent(s): RFC 9679
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