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Abst ract
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Prot ocol Method for 3GPP Mobile Network Authentication and Key
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Forward Secrecy (EAP-AKA FS), when negotiated, provides forward
secrecy for the session keys generated as a part of the

aut hentication run in EAP-AKA'. This prevents an attacker who has
gai ned access to the long-termkey from obtai ni ng sessi on keys
established in the past. |In addition, EAP-AKA" FS mtigates passive
attacks (e.g., large-scale pervasive nonitoring) against future
sessions. This forces attackers to use active attacks instead.
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I nt roducti on

Many different attacks have been reported as part of the revel ations
associ ated with pervasive surveillance. Sone of the reported attacks
i nvol ved conproni sing the Universal Subscriber ldentity Mdule (USIM
card supply chain. Attacks revealing the AKA | ong-term key may
occur, for instance:

* during the manufacturing process of USIM cards,

* during the transfer of the cards and associated information to the
operator, and

* when the systemis running.

Since the publication of reports about such attacks (see
[ Hei st 2015] ), manufacturing and provisioning processes have gai ned
much scrutiny and have i nproved.

However, the danger of resourceful attackers attenpting to gain

i nformati on about |ong-termkeys is still a concern because these
keys are high-value targets. Note that the attacks are largely

i ndependent of the used authentication technology; the issue is not
vul nerabilities in algorithnms or protocols, but rather the
possibility of soneone gaining unauthorized access to key materi al
Furthernmore, an explicit goal of the IETF is to ensure that we
under stand the surveill ance concerns related to | ETF protocols and
take appropriate counterneasures [ RFC7258].

Wil e strong protection of manufacturing and other processes is
essential in mtigating surveillance and other risks associated with
AKA | ong-term keys, there are al so protocol nechanisns that can hel p.



Thi s docunent updates [ RFC9048], "Inproved Extensible Authentication
Prot ocol Method for 3GPP Mobile Network Authentication and Key
Agreenent (EAP-AKA )", with an optional extension providing epheneral
key exchange, which mnimzes the inpact of |ong-termkey conprom se
and strengthens the identity privacy requirenments. This is

i mportant, given the |arge nunmber of users of AKA in nobile networks

The extensi on, when negotiated, provides Forward Secrecy (FS)
[ DOM992] for the session key generated as a part of the

aut hentication run in EAP-AKA'. This prevents an attacker who has
gai ned access to the long-termkey in a USIMcard from getting access
to past session keys. |In addition to FS, the included D ffie-Hell mn

exchange forces attackers to be active if they want access to future
session keys, even if they have access to the long-termkey. This is
benefi cial because active attacks denand nany nore resources to

|l aunch and are easier to detect. As with other protocols, an active
attacker with access to the long-termkey material will, of course,
be able to attack all future conmunications, but risks detection,
particularly if done at scale.

It should also be noted that 5G network architecture [TS. 33. 501]

i ncludes the use of the EAP framework for authentication. Wile any
met hods can be run, the default authentication nethod within that
context will be EAP-AKA'. As a result, inprovenments in EAP- AKA
security have the potential to inprove security for many users

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Prot ocol Design and Depl oynent Objectives

The extension specified here reuses |arge portions of the current
structure of 3GPP interfaces and functions, with the rationale that
this will make the construction nore easily adopted. |In particular,
the construction keeps the interface between the USIM and the nobile
termnal intact. As a consequence, there is no need to roll out new
credentials to existing subscribers. The work is based on an earlier
paper (see [TrustConR015]) and uses nuch of the same material but is
applied to EAP rather than the underlying AKA net hod.

It has been a goal to inplenent this change as an extension of the
wi del y supported EAP- AKA' nethod, rather than inplenment a conpletely
new aut hentication method. The extension is inplenmented as a set of
new, optional attributes that are provided al ongsi de the base
attributes in EAP-AKA'. dd inplenentations can ignore these
attributes, but their presence will nevertheless be verified as part
of the base EAP-AKA' integrity verification process, hel ping protect
agai nst bi ddi ng down attacks. This extension does not increase the
nunber of rounds necessary to conplete the protocol

The use of this extension is at the discretion of the authenticating
parties. 1t should be noted that FS and def enses agai nst passive
attacks do not solve all problems, but they can provide a partial

def ense that increases the cost and risk associated with pervasive
surveil | ance

Wil e adding FS to the existing nobile network infrastructure can be
done in multiple different ways, this docunent specifies a solution
that is relatively easy to deploy. |In particular

* As noted above, no new credentials are needed; there is no change



to USI M cards.

* FS property can be incorporated into any current or future system
that supports EAP, wi thout changi ng any network functions beyond
t he EAP endpoints.

* Key generation happens at the endpoints, enabling the highest
grade key material to be used both by the endpoints and the
i ntermedi ate systens (such as access points that are given access
to specific keys).

* \Wile EAP-AKA is just one EAP nethod, for practical purposes, FS
bei ng avail abl e for both EAP-TLS [ RFC5216] [ RFC9190] and EAP- AKA
ensures that, for many practical systens, FS can be enabled for
either all or a significant fraction of users.

4. Background

The reader is assumed to have a basic understanding of the EAP
framewor k [ RFC3748] .

4.1. AKA

We use the term "Authentication and Key Agreenent"” (or "AKA") for the
mai n aut henti cati on and key agreenent protocol used by 3GPP nobile
networks fromthe third generation (3G and onward. Later
generations add new features to AKA, but the core remains the sane.

It is based on chal |l enge-response nechani sns and symetric
cryptography. In contrast to its earlier GSM counterparts, AKA

provi des | ong key | engths and nutual authentication. The phone
typically executes AKAin a USIM A USIMis technically just an
application that can reside on a renobvabl e Universal Integrated
Crcuit Card (U CC, an enbedded U CC, or integrated in a Trusted
Execution Environment (TEE). |In this docunent, we use the term"USIM
card" to refer to any Subscriber Identity Mdule (SIM capable of
runni ng AKA

The goals of AKA are to nutually authenticate the USIM and the so-
call ed honme environment, which is the authentication Server in the
subscriber’s home operator’s network, and to establish key materi al
bet ween the two.

AKA works in the foll ow ng manner

* The USIM and the hone environnent have agreed on a |l ong-term
symretri c key bef orehand.

* The actual authentication process starts by having the hone
envi ronment produce an authentication vector, based on the | ong-
term key and a sequence nunber. The authentication vector
contains a random part RAND, an authenticator part AUTN used for
aut henticating the network to the USIM an expected result part
XRES, a 128-bit session key for the integrity check IK and a
128-bit session key for the encryption CK

* The authentication vector is passed to the serving network, which
uses it to authenticate the device.

*  The RAND and the AUTN are delivered to the USIM

* The USIMverifies the AUTN, again based on the |ong-term key and
the sequence nunber. |If this process is successful (the AUIN is
valid and the sequence nunber used to generate the AUTN is within
the correct range), the USIM produces an authentication result RES
and sends it to the serving network.
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* The serving network verifies that the result fromthe USI M mat ches
the expected value in the authentication vector. |If it does, the
USI Mis considered authenticated, and the | K and CK can be used to
protect further conmunicati ons between the USI M and t he hone
envi ronnent .

EAP- AKA' Pr ot ocol

When AKA is enbedded into EAP, the authentication processing on the
network side is noved to the home environnent. The 3GPP

Aut henti cati on Dat abase (AD) generates authentication vectors. The
3GPP aut hentication Server takes the role of EAP Server. The USIM
combi ned with the nobil e phone takes the role of client. The

di fference between EAP- AKA [ RFC4187] and EAP- AKA' [ RFC9048] is that
EAP- AKA* binds the derived keys to the nane of the access network.
Figure 1 describes the basic flow in the EAP-AKA'" authentication
process. The definition of the full protocol behavior, along with
the definition of the attributes AT _RAND, AT _AUTN, AT _MAC, and AT_RES
can be found in [RFCO048] and [ RFC4187]. Note the use of EAP

term nology fromhereon. That is, the 3GPP serving network takes on
the role of an EAP access networKk.

Peer Server

I I
EAP- Request/ Il dentity |

EAP- Response/ I dentity |
(I'ncludes user’s Network Access ldentifier (NAl)) |

| The Server determ nes the network name and ensures that |
| the given access network is authorized to use the |
| claimed name. The Server then runs the EAP- AKA |
| algorithns generating RAND and AUTN, and derives session |
| keys fromCK and K. RAND and AUTN are sent as |
| AT_RAND and AT_AUTN attributes, whereas the network nane |
| is transported in the AT_KDF_INPUT attribute. AT_KDF |
| signals the used key derivation function. The session |
| keys are used to create the AT _MAC attri bute. |

+

EAP- Request / AKA’ - Chal | enge |
(AT_RAND, AT_AUTN, AT_KDF, AT_KDF_| NPUT, AT_NMAC) |

| The Peer determ nes what the network name shoul d be, |
| based on, e.g., what access technology it is using. |
| The Peer also retrieves the network name sent by the |
| network fromthe AT_KDF_INPUT attribute. The two nanes |
| are conpared for discrepancies, and if they do not |
| match, the authentication is aborted. Oherw se, the |
| network name fromthe AT_KDF _INPUT attribute is used |
| in running the EAP- AKA' al gorithns, verifying AUTN from |
| AT_AUTN and Message Authentication Code (MAC) fromthe |
| AT_MAC attributes. The Peer then generates RES. The |
| Peer also derives session keys fromCK /IK  The AT_RES |
| and AT_MAC attributes are constructed. |

| EAP-Response/ AKA' - Chal | enge
| (AT_RES, AT_MAQ)

I
| | The Server checks the RES and MAC val ues received in |
| | AT_RES and AT_MAC, respectively. Success requires |



| both conpared val ues match, respectively. |

Figure 1: EAP-AKA Authentication Process
4.3. Attacks Against Long-Term Keys in Smart Cards

The general security properties and potential vulnerabilities of AKA
and EAP- AKA' are discussed in [ RFCI048].

An inportant question in that discussion relates to the potential
conprom se of |ong-termkeys, as discussed earlier. Attacks on |ong-
term keys are not specific to AKA or EAP-AKA' | and all security
systens fail, at least to some extent, if key material is stolen.
However, it would be preferable to retain sone security even in the
face of such attacks. This docunent specifies a mechani smthat
reduces the risks of conprom sing key material bel onging to previous
sessions, before the long-termkeys were conpromsed. It also forces
attackers to be active even after the conproni se.

5. Pr ot ocol Overvi ew

Forward Secrecy (FS) for EAP-AKA' is achieved by using an Elliptic
Curve Diffie-Hellman (ECDH) exchange [RFC7748]. To provide FS, the
exchange nust be run in an ephemeral nmanner, i.e., both sides
generate tenporary keys according to the negotiated ci phersuite. For
exanpl e, for X25519, this is done as specified in [RFC7748]. This
method is referred to as "ECDHE', where the last "E' stands for
"Epheneral”. The two initially registered elliptic curves and their
wire formats are chosen to align with the elliptic curves and formats
specified for Subscription Concealed Identifier (SUCI) encryption in
Appendi x C. 3.4 of 3GPP [TS. 33.501].

The enhancenents in the EAP-AKA FS protocol are conpatible with the
signaling flow and other basic structures of both AKA and EAP- AKA .
The intent is to inplenent the enhancenent as optional attributes
that | egacy inplenmentations ignore.

The purpose of the protocol is to achieve nmutual authentication
bet ween the EAP Server and Peer and to establish key material for
secure conmuni cation between the two. This docunent specifies the
cal culation of key material, providing new properties that are not
present in key material provided by EAP-AKA" in its original form

Figure 2 describes the overall process. Since the goal has been to
not require new infrastructure or credentials, the flow diagrans al so
show t he conceptual interaction with the USIM card and the hone
environment. Recall that the hone environment represents the 3GPP
Aut henti cati on Database (AD) and Server. The details of those
interactions are outside the scope of this document; however, and the
reader is referred to the 3GPP specifications (for 5G this is
specified in 3GPP [TS. 33.501]).

usi M Peer Server
I I

EAP- Resp/ I dentity |

A
o |
EAP- Reqg/ I dentity | |
|
|
(Privacy-Friendly) | |
I



The Server now has an identity for the Peer. The Server
then asks the help of the AD to run EAP- AKA al gorit hms,
generating RAND, AUTN, XRES, CK, and IK  Typically, the
AD perforns the first part of derivations so that the
aut hentication Server gets the CK and IK keys already
tied to a particul ar network name

R, o e e e e e e e e a oo - o e +----
I I I
| | I'D key deriv.
| | function, |
| | network name |
| S >|
I I I
| | RAND, AUTN, |
| | XRES, CK, IK |
| IR +
o o e oo -+
The Server now has the needed authentication vector. It

generates an epheneral key pair, and sends the public
key of that key pair and the first EAP nmethod nessage to
the Peer. In the nessage the AT PUB ECDHE attribute
carries the public key and the AT KDF FS attribute
carries other FS-related paraneters. Both of these are
ski ppabl e attributes that can be ignored if the Peer
does not support this extension
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| | EAP- Req/ AKA' - Chal | enge

| | AT_RAND, AT_AUTN, AT _KDF,

| | AT_KDF_FS, AT_KDF_I NPUT, |

| | AT_PUB_ECDHE, AT_MAC |

I I

The Peer checks if it wants to do the FS extension
If yes, it will eventually respond with AT_PUB_ECDHE
and AT_MAC. If not, it will ignore AT_PUB_ECDHE and

I
|
| AT_KDF_FS and base all cal cul ations on basic EAP- AKA
| attributes, continuing just as in EAP-AKA' per RFC

I

I

9048 rules. In any case, the Peer needs to query the
auth paraneters fromthe USIM card
Fom e e e e oo o m e e e e e e oo S +
I I
RAND, AUTN |
CK, IK, RES |
- >|
T o m e e e e e e e e m e ao- B S +
The Peer now has everything to respond. If it wants

I I
| to participate in the FS extension, it will then |
| generate its key pair, calculate a shared key based on |
| its key pair and the Server’'s public key. Finally, it |
| proceeds to derive all EAP-AKA' key val ues and |
| constructs a full response. |
+

I I
| EAP-Resp/ AKA' - Chal | enge |
| AT_RES, AT _PUB ECDHE, |
I I

I

AT_MAC
Tt >
The Server now has all the necessary values. It

I I
| generates the ECDHE shared secret and checks the RES |
| and MAC val ues received in AT_RES and AT_NAC, |
| respectively. Success requires both to be found |
I I

I
I
I
I
I
| R R R P +- -+
I
I
I
| correct. Note that when this docunment is used,



the keys generated from EAP- AKA' are based on CK, 1K, |
and the ECDHE value. Even if there was an attacker |
who held the long-termkey, only an active attacker |
coul d have deternined the generated session keys; in |
basi ¢ EAP- AKA' the generated keys are only based on CK
\

and | K

Figure 2: EAP-AKA FS Authentication Process
6. Extensions to EAP- AKA
6.1. AT_PUB_ECDHE
The AT _PUB ECDHE attribute carries an ECDHE val ue.
The format of the AT _PUB ECDHE attribute is shown bel ow

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| AT_PUB_ECDHE | Length | Val ue |
i i i T i I S i e s o o i i

The fields are as foll ows:

AT _PUB_ECDHE:
This is set to 152

Lengt h:
This is the length of the attribute, set as other attributes in
EAP- AKA [ RFC4187]. The length is expressed in nultiples of 4
bytes. The length includes the attribute type field, the Length
field itself, and the Value field (along with any paddi ng).

Val ue:
This value is the sender’s ECDHE public key. The val ue depends on
the AT _KDF_FS attribute and is calculated as foll ows:

* For X25519, the length of this value is 32 bytes, encoded as
specified in Section 5 of [RFC7748].

* For P-256, the length of this value is 33 bytes, encoded using
the conpressed formspecified in Section 2.3.3 of [SEC1].

Because the length of the attribute nust be a nultiple of 4 bytes,
the sender pads the Value field with zero bytes when necessary.

To retain the security of the keys, the sender SHALL generate a
fresh value for each run of the protocol

6.2. AT _KDF_FS

The AT _KDF FS attribute indicates the used or desired FS key
generation function, if the FS extension is used. It will also

i ndi cate the used or desired ECDHE group. A new attribute is needed
to carry this information, as AT_KDF carries the basic KDF val ue that

is still used together with the FS KDF value. The basic KDF value is
al so used by those EAP Peers that cannot or do not want to use this
ext ensi on.

Thi s docunent only specifies the behavior relating to the follow ng
conbi nati ons of basic KDF val ues and FS KDF val ues:



* the basic KDF value in AT KDF is 1, as specified in [ RFC5448] and
[ RFC9048] and

* the FS KDF values in AT_KDF FS are 1 or 2, as specified bel ow and
in Section 6. 3.

Any future specifications that add either new basic KDFs or new FS
KDF val ues need to specify how they are treated and what conbi nations
are allowed. This requirenent is an update to how [ RFC5448] and

[ RFCO048] may be extended in the future.

The format of the AT_KDF_FS attribute is shown bel ow.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| AT_KDF_FS | Length | FS Key Derivation Function |
B i s T T i i o S o T Ji I

The fields are as foll ows:

AT_KDF_FS
This is set to 153.

Lengt h:
This is the length of the attribute; it MJIST be set to 1.

FS Key Derivation Function
This is an enunerated val ue representing the FS Key Derivation
Function (KDF) that the Server (or Peer) wi shes to use. See
Section 6.3 for the functions specified in this docunent. Note:
this field has a different nane space than the simlar field in
the AT_KDF attribute KDF defined in [ RFC9048].

Servers MJST send one or nore AT _KDF FS attributes in the EAP-
Request/ AKA' - Chal | enge nessage. These attributes represent the
desired functions ordered by preference, with the nost preferred
function being the first attribute. The nost preferred function is
the only one that the Server includes a public key value for,

however. So, for a set of AT_KDF_FS attributes, there is always only
one AT _PUB ECDHE attri bute.

Upon receiving a set of these attributes:

* |f the Peer supports and is willing to use the FS KDF indicated by
the first AT_KDF_FS attribute, and is willing and able to use the
extension defined in this docunent, the function will be used
wi t hout any further negotiation.

* |f the Peer does not support this function or is unwilling to use
it, it responds to the Server with an indication that a different
function is needed. Simlarly, with the negotiation process
defined in [ RFC9048] for AT_KDF, the Peer sends an EAP- Response/
AKA' - Chal | enge nmessage that contains only one attribute,

AT _KDF FS, with the value set to the desired alternative function
from anong the ones suggested by the Server earlier. |If there is
no suitable alternative, the Peer has a choice of either falling
back to EAP- AKA' or behaving as if the AUTN had been incorrect and
failing authentication (see Figure 3 of [RFC4187]). The Peer MJST
fail the authentication if there are any duplicate values within
the list of AT KDF FS attributes (except where the duplication is
due to a request to change the KDF; see bel ow for further

i nformation).

* |f the Peer does not recogni ze the extension defined in this



docunent or is unwilling to use it, it ignores the AT_KDF _FS
attribute.

Upon receiving an EAP- Response/ AKA' - Chal | enge nessage with an
AT_KDF_FS attribute fromthe Peer, the Server checks that the
suggested AT_KDF_FS val ue was one of the alternatives in its offer.
The first AT_KDF_FS value in the message fromthe Server is not a
valid alternative. |If the Peer has replied with the first AT KDF FS
val ue, the Server behaves as if the AT_MAC of the response had been
incorrect and fails the authentication. For an overview of the
failed authentication process in the Server side, see Section 3 and
Figure 2 in [RFC4187]. O herwi se, the Server re-sends the EAP-
Response/ AKA' - Chal | enge message, but adds the selected alternative to
the beginning of the list of AT KDF FS attributes and retains the
entire list following it. Note that this nmeans that the sel ected
alternative appears twice in the set of AT KDF values. Responding to
the Peer’s request to change the FS KDF is the only valid situation
where such duplication may occur.

When the Peer receives the new EAP- Request/ AKA' - Chal | enge nessage, it
MUST check that the requested change, and only the requested change,

occurred in the list of AT KDF FS attributes. |If so, it continues.
If not, it behaves as if AT_MAC were incorrect and fails the
authentication. |If the Peer receives nultiple EAP-Request/AKA -

Chal | enge nessages with differing AT_KDF_FS attributes w thout having
requested negotiation, the Peer MIST behave as if AT _MAC were
incorrect and fail the authentication.

6.3. Forward Secrecy Key Derivation Functions

Two new FS KDF types are defined for "EAP-AKA with ECDHE and
X25519", represented by value 1, and "EAP-AKA" with ECDHE and P-256",
represented by value 2. These values represent a particul ar choice
of KDF and, at the sane tinme, select an ECDHE group to be used.

The FS KDF type value is only used in the AT_KDF_FS attribute. Wen
the FS extension is used, the AT KDF _FS attribute determ nes how to
derive the MK ECDHE key, K re key, Mster Session Key (MSK), and

Ext ended Master Session Key (EMSK). The AT _KDF FS attribute should
not be confused with the different range of KDFs that can be
represented in the AT_KDF attribute as defined in [ RFC9048]. When
the FS extension is used, the AT_KDF attribute only specifies howto
derive the Master Key (MK), the K encr key, and the K aut key.

Key derivation in this extension produces exactly the sanme keys for
internal use within one authentication run as EAP- AKA' [ RFC9048]
does. For instance, the K aut that is used in AT_MAC is still
exactly as it was in EAP-AKA'. The only change to key derivation is
in the re-authenticati on keys and keys exported out of the EAP

met hod, MSK and EMSK. As a result, EAP-AKA' attributes such as
AT_MAC continue to be usable even when this extension is in use.

When the FS KDF field in the AT _KDF FS attribute is set to 1 or 2 and
the KDF field in the AT _KDF attribute is set to 1, the MK and
acconpanyi ng keys are derived as foll ows:

MK = PRF (1K | CK ,"EAP- AKA" "| I dentity)

MK_ECDHE = PRF (I K | CK' | SHARED SECRET, "EAP- AKA' FS'|Identity)
K_encr = MK[O0..127]

K_aut = MK 128. . 383]

Kre = MK_ECDHE[ 0. . 255]

MBK = MK_ECDHE[ 256. . 767]

EMSK = MK_ECDHE[ 768. . 1279]

An expl anation of the notation used above is copied here:



* [n..n denotes the substring frombit n to m

* PRF is a new pseudorandom function specified in [ RFC9048].
* K encr is the encryption key (128 bits).

* K aut is the authentication key (256 bits).

* Kreis the re-authentication key (256 bits).

* MSK is the Master Session Key (512 bits).

* EMBK is the Extended Master Session Key (512 bits).

Note: MSK and EMBK are outputs froma successful EAP nmethod run
[ RFC3748] .

The CK and | K are produced by the AKA algorithm The IK and CK are
derived as specified in [ RFC9048] fromthe I K and CK

The value "EAP-AKA'" is an ASCI| string that is 8 characters |ong.
It is used as is, without any trailing NUL characters. Sinmilarly,
"EAP- AKA" FS" is an ASCII string that is 11 characters long, also
used as is.

Requirenents for how to securely generate, validate, and process the
epheneral public keys depend on the elliptic curve.

For P-256, the SHARED SECRET is the shared secret conputed as
specified in Section 5.7.1.2 of [SP-800-56A]. Requirements are
defined in Section 5 of [SP-800-56A], in particular, Sections
5.6.2.3.4, 5.6.3.1, and 5.6.3.3. At least partial public key
val i dati on MUST be done for the epheneral public keys. The
unconpressed y-coordi nate can be conmputed as described in
Section 2.3.4 of [SEC1].

For X25519, the SHARED SECRET is the shared secret conmputed as
specified in Section 6.1 of [RFC7748]. Both the Peer and the Server
MAY check for the zero-val ue shared secret as specified in

Section 6.1 of [RFC7748].

| Note: If perforned inappropriately, the way that the shared

| secret is tested for zero can provide an ability for attackers
| to listen to CPU power usage side channels. Refer to [RFC7748]
| for a description of howto performthis check in a way that it
| does not becone a problem

If validation of the other party’'s epheneral public key or the shared
secret fails, a party MJST behave as if the current EAP-AKA' process
starts again fromthe beginning.

The rest of the conputation proceeds as defined in Section 3.3 of
[ RFCO048] .

.4. ECDHE Groups

The sel ection of suitable groups for the elliptic curve conputation
is necessary. The choice of a group is made at the sane tine as the
decision to use a particular KDF in the AT_KDF_FS attribute.

For "EAP-AKA" with ECDHE and X25519", the group is the Curve25519
group specified in [ RFC7748]. The support for this group is
REQUI RED.

For "EAP-AKA" with ECDHE and P-256", the group is the N ST P-256
group (SEC group secp256r1), specified in Section 3.2.1.3 of



[ SP-800-186] or alternatively, Section 2.4.2 of [SEC2]. The support
for this group i s REQU RED.

The term "support" here neans that the group MJST be inpl enent ed.
6.5. Message Processing

This section specifies the changes related to nmessage processi ng when
this extension is used in EAP-AKA'. It specifies when a nessage may
be transnmitted or accepted, which attributes are allowed in a
message, which attributes are required in a nmessage, and ot her
message-specific details, where those details are different for this
ext ensi on than the base EAP- AKA' or EAP- AKA protocol. Unless

ot herw se specified here, the rules from[RFC9048] or [RFC4187]

apply.
6.5.1. EAP-Request/AKA -ldentity

There are no changes for the EAP-Request/AKA -ldentity, except that
the AT _KDF_FS or AT_PUB ECDHE attributes MJUST NOT be added to this
nmessage. The appearance of these attributes in a received nessage
MUST be i gnored.

6.5.2. EAP-Response/ AKA' -ldentity

There are no changes for the EAP-Response/ AKA -ldentity, except that
the AT_KDF_FS or AT_PUB ECDHE attributes MJST NOT be added to this
message. The appearance of these attributes in a received nessage
MUST be ignored. The Peer identifier SHALL conply with the privacy-
friendly requirenents of [RFC9190]. An exanple of a conpliant way of
constructing a privacy-friendly Peer identifier is using a non-null
SUCl [TS. 33.501].

6.5.3. EAP-Request/AKA' - Chal | enge

The Server sends the EAP-Request/AKA -Challenge on full

aut henti cation as specified by [RFC4187] and [ RFC9048]. The
attributes AT_RAND, AT_AUTN, and AT_MAC MUST be included and checked
on reception as specified in [RFC4187]. They are al so necessary for
backwards compatibility.

I n the EAP-Request/AKA -Chal l enge, there is no nessage-specific data
covered by the MAC for the AT _MAC attribute. The AT_KDF_FS and

AT _PUB ECDHE attributes MJUST be included. The AT _PUB ECDHE attribute
carries the Server's public Diffie-Hellman key. |f either AT_KDF_FS
or AT _PUB ECDHE is mi ssing on reception, the Peer MIST treat it as if
nei ther one was sent and assunme that the extension defined in this
docunent is not in use.

The AT_RESULT_I ND, AT_CHECKCODE, AT_IV, AT_ENCR _DATA, AT_PADDI NG,
AT_NEXT_PSEUDONYM AT _NEXT _REAUTH I D, and other attributes nmay be
i ncluded as specified in Section 9.3 of [RFC4187].

When processing this nessage, the Peer MJST process AT_RAND, AT_AUTN,
AT_KDF_FS, and AT_PUB_ECDHE before processing other attributes. The
Peer derives keys and verifies AT MAC only if these attributes are
verified to be valid. |[If the Peer is unable or unwilling to perform
the extension specified in this docunent, it proceeds as defined in
[ RFC9048]. Finally, if there is an error, see Section 6.3.1 of

[ RFC4187] .

6.5.4. EAP-Response/ AKA' - Chal | enge
The Peer sends an EAP- Response/ AKA' - Chal | enge in response to a valid

EAP- Request / AKA' - Chal | enge nessage, as specified by [ RFC4187] and
[ RFC9048]. If the Peer supports and is willing to performthe



extension specified in this protocol, and the Server had nmade a valid
request involving the attributes specified in Section 6.5.3, the Peer
responds per the rules specified below. Qherw se, the Peer responds
as specified in [RFC4187] and [ RFC9048] and ignores the attributes
related to this extension. |If the Peer has not received attributes
related to this extension fromthe Server, and has a policy that
requires it to always use this extension, it behaves as if the AUTN
were incorrect and fails the authentication.

The AT_MAC attribute MJUST be included and checked as specified in

[ RFC9048]. In the EAP-Response/ AKA -Chall enge, there is no nessage-
specific data covered by the MAC. The AT_PUB ECDHE attribute MJST be
included and carries the Peer’s public Diffie-Hell man key.

The AT_RES attribute MJST be included and checked as specified in

[ RFC4187]. \When processing this nessage, the Server MJST process
AT_RES before processing other attributes. The Server derives keys
and verifies AT_MAC only when this attribute is verified to be valid.

If the Server has proposed the use of the extension specified in this
protocol, but the Peer ignores and continues the basic EAP- AKA

aut hentication, the Server nakes a policy decision of whether this is
allowed. If this is allowed, it continues the EAP- AKA

aut hentication to completion. If it is not allowed, the Server MJST
behave as if authentication fail ed.

The AT_CHECKCODE, AT_RESULT_IND, AT_IV, AT_ENCR DATA, and ot her
attributes may be included as specified in Section 9.4 of [RFC4187].

.5.5. EAP-Request/ AKA - Reaut henti cati on

There are no changes for the EAP-Request/AKA - Reaut hentication, but
note that the re-authentication process uses the keys generated in
the original EAP- AKA' authentication, which enploys key naterial from
the Diffie-Hellman procedure if the extension specified in this
docunent is in use.

.5.6. EAP-Response/ AKA' - Reaut henti cation

There are no changes for the EAP-Response/ AKA' - Reaut henti cation, but
as discussed in Section 6.5.5, re-authentication is based on the key
mat eri al generated by EAP-AKA and the extension defined in this
docunent .

.5.7. EAP-Response/ AKA' - Synchroni zati on-Fail ure

There are no changes for the EAP-Response/ AKA' - Synchroni zati on-

Fail ure, except that the AT_KDF_FS or AT_PUB ECDHE attri butes MJUST
NOT be added to this nessage. The appearance of these attributes in
a received nessage MUST be ignored.

.5.8. EAP-Response/ AKA’ - Aut henti cati on- Rej ect

There are no changes for the EAP-Response/ AKA' - Aut henti cati on- Rej ect,
except that the AT_KDF_FS or AT_PUB _ECDHE attri butes MJST NOT be
added to this nessage. The appearance of these attributes in a

recei ved nessage MUST be i gnored.

.5.9. EAP-Response/ AKA' -Client-Error
There are no changes for the EAP-Response/ AKA'-Client-Error, except
that the AT_KDF _FS or AT_PUB ECDHE attri butes MJUST NOT be added to
this nessage. The appearance of these attributes in a received
message MJST be i gnored.

.5.10. EAP-Request/AKA -Notification



There are no changes for the EAP-Request/AKA -Notification
6.5.11. EAP-Response/ AKA' - Notification

There are no changes for the EAP-Response/ AKA’ -Notification
7. Security Considerations

This section deals only with changes to security considerations for
EAP- AKA* or new i nformation that has been gathered since the
publication of [RFC9048].

As discussed in Section 1, FS is an inportant counterneasure agai nst
adversaries who gain access to long-termkeys. The |ong-term keys
can be best protected with good processes, e.g., restricting access
to the key material within a factory or anbng personnel, etc. Even
so, not all attacks can be entirely ruled out. For instance, well-
resourced adversaries may be able to coerce insiders to coll aborate,
despite any technical protection nmeasures. The zero trust principles
suggest that we assunme that breaches are inevitable or have
potentially already occurred and that we need to ninimze the inpact
of these breaches (see [NSA-ZT] and [N ST-ZT]). One type of breach
is key conprom se or key exfiltration

If a nechani smwithout epheneral key exchange (such as 5G AKA or EAP-
AKA') is used, the effects of key conpronise are devastating. There
are serious consequences to not properly providing FS for the key
establishment, for the control plane and the user plane, and for both
directions:

1. An attacker can decrypt 5G comuni cation that they previously
recor ded.

2. A passive attacker can eavesdrop (decrypt) all future 5G
comruni cati on.

3. An active attacker can inpersonate the User Equi pnent (UE) or the
network and inject nessages in an ongoi ng 5G connecti on between
the real UE and the real network.

At the time of witing, best practice security is to mandate FS (as
is done in W-Fi Protected Access 3 (WPA3), EAP-TLS 1.3, EAP-TTLS
1.3, Internet Key Exchange Protocol Version 2 (1KEv2), Secure Shel
(SSH, QUC, WreGQuard, Signal, etc.). |In deploynents, it is
recommended t hat EAP- AKA net hods without FS be phased out in the |ong
term

The FS extension provides assistance agai nst passive attacks from
attackers that have conprom sed the key material on USIM cards.
Passive attacks are attractive for attackers performng | arge-scale
pervasive nonitoring as they require far fewer resources and are nuch
harder to detect. The extension also provides protection agai nst
active attacks as the attacker is forced to be on-path during the AKA
run and subsequent communicati on between the parties. Wthout FS, an
active attacker that has conpronised the | ong-term key can inject
nmessages in a connection between the real Peer and the real Server

wi t hout being on-path. This extension is nost useful when

i mpl emented in a context where the MSK or EMSK are used in protocols
not providing FS. For instance, if used with | KEv2 [ RFC7296], the

session keys produced by I1KEv2 will in any case have this property,
so the inmprovenents fromthe use of EAP-AKA' FS are not that useful
However, typical |ink-layer usage of EAP does not involve running

anot her key exchange with forward secrecy. Therefore, using EAP to
aut henticate access to a network i s one situation where the extension
defined in this document can be hel pful



The FS extension generates key material using the ECDHE exchange in
order to gain the FS property. This nmeans that once an EAP- AKA

aut hentication run ends, the session that it was used to protect is
cl osed, and the correspondi ng keys are destroyed. Even sonmeone who
has recorded all of the data fromthe authentication run and session
and gets access to all of the AKA | ong-term keys cannot reconstruct
the keys used to protect the session or any previous session, wthout
doing a brute-force search of the session key space.

Even if a conpronise of the long-termkeys has occurred, FSis still
provided for all future sessions, as long as the attacker does not
becone an active attacker

The extensi on does not provide protection against active attackers
that nount an on-path attack on future EAP-AKA runs and have access
to the long-termkey. They will be able to eavesdrop on the traffic
protected by the resulting session key(s). Still, past sessions
where FS was in use remain protected

Usi ng EAP- AKA' FS once provides FS. FS limts the effect of key

| eakage in one direction (conprom se of a key at tine T2 does not
conprom se sonme key at tine T1 where Tl < T2). Protection in the
other direction (conprom se at tinme T1 does not conpronise keys at
time T2) can be achieved by rerunning ECDHE frequently. [If a |ong-
term aut hentication key has been conprom sed, rerunni ng EAP- AKA" FS
gi ves protection agai nst passive attackers. Using the terns in

[ RFC7624], FS without rerunning ECDHE does not stop an attacker from
doing static key exfiltration. Frequently rerunning EC(DHE) forces
an attacker to do dynamic key exfiltration (or content exfiltration).

7.1. Deploynent Considerations

Achi eving FS requires that, when a connection is closed, each
endpoi nt MUST destroy not only the epheneral keys used by the
connection but also any information that could be used to reconpute
those keys.

Simlarly, other parts of the systemmatter. For instance, when the
keys generated by EAP are transported to a pass-through

aut henti cator, such transport nust also provide forward secure
encryption with respect to the long-termkeys used to establish its
security. Qherw se, an adversary may attack the transport
connection used to carry keys from EAP, and use this nethod to gain
access to current and past keys from EAP, which, in turn, would | ead
to the conprom se of anything protected by those EAP keys.

O course, these considerations apply to any EAP nethod, not only
thi s one.

7.2. Security Properties

The foll owing security properties of EAP-AKA are inpacted through
thi s extension:

Prot ected ci phersuite negotiation:
EAP- AKA' has a negotiation nechanismfor selecting the KDFs, and
thi s nechani sm has been extended by the extension specified in
this docunment. The resulting mechani smcontinues to be secure
agai nst bi ddi ng- down att acks.

There are two specific needs in the negotiation nechani sm
Negoti ati ng KDFs within the extension

The negoti ati on mechani sm all ows changi ng the of fered KDF, but
the change is visible in the final EAP-Request/AKA' -Chall enge



message that the Server sends to the Peer. This nessage is
authenticated via the AT MAC attribute, and carries both the
chosen alternative and the initially offered list. The Peer
refuses to accept a change it did not initiate. As a result,
both parties are aware that a change is being nade and what the
original offer was.

Negoti ating the use of this extension
This extension is offered by the Server through presenting the
AT _KDF_FS and AT_PUB ECDHE attributes in the EAP-Request/AKA -
Chal | enge nessage. These attributes are protected by AT_MAC
so attenpts to change or omit them by an adversary will be
det ect ed.

These attenpts will be detected, except of course, if the
adversary holds the long-termkey and is willing to engage in
an active attack. For instance, such an attack can forge the
negoti ati on process so that no FS will be provided. However,
as noted above, an attacker with these capabilities will, in
any case, be able to inpersonate any party in the protocol and
performon-path attacks. That is not a situation that can be
i nproved by a technical solution. However, as discussed in the
Introduction, even an attacker with access to the long-term
keys is required to be on-path on each AKA run and subsequent
conmuni cati on, which nmakes mass surveillance nore | aborious.

The security properties of the extension also depend on a
policy choice. As discussed in Section 6.5.4, both the Peer
and the Server make a policy decision of what to do when it was
willing to performthe extension specified in this protocol,

but the other side does not wish to use the extension

Allowing this has the benefit of allow ng backwards
conpatibility to equipnent that did not yet support the
extension. Wen the extension is not supported or negoti ated
by the parties, no FS can obviously be provided.

If turning off the extension specified in this protocol is not
al l oned by policy, the use of |egacy equi pnent that does not
support this protocol is no | onger possible. This may be
appropri ate when, for instance, support for the extension is
sufficiently widespread or required in a particular version of
a mobi |l e net work.

Key derivati on:
Thi s extension provides FS. As described in several places in
this specification, this can be roughly sumrmari zed as follows: an
attacker with access to long-termkeys is unable to obtain session
keys of ended past sessions, assum ng these sessions del eted al
rel evant session key material. This extension does not change the
properties related to re-authentication. No new Diffie-Hell man
run is performed during the re-authentication allowed by EAP- AKA'.
However, if this extension was in use when the original EAP-AKA
aut henti cation was perforned, the keys used for re-authentication
(K_re) are based on the Diffie-Hell man keys; hence, they continue
to be equally safe agai nst exposure of the Iong-termkey as the
original authentication

Deni al of Service

It is worthwhile to discuss Denial -of-Service (DoS) attacks and their
i mpact on this protocol. The calculations involved in public key
crypt ography require conputing power, which could be used in an
attack to overpower either the Peer or the Server. Wile sone forns
of DoS attacks are always possible, the followi ng factors help
mtigate the concerns relating to public key cryptography and EAP-
AKA" FS
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* |In a 5G context, other parts of the connection setup involve
public key cryptography, so while perform ng additional operations
in EAP- AKA' is an additional concern, it does not change the
overall situation. As a result, the relevant system conponents
need to be di mensi oned appropriately, and detection and managenent
mechani sms to reduce the effect of attacks need to be in place.

* This specification is constructed so that it is possible to have a
separati on between the USIM and Peer on the client side and
between the Server and AD on the network side. This ensures that
the nmost sensitive (or |egacy) system conponents cannot be the
target of the attack. For instance, EAP-AKA and public key
crypt ography both take place in the phone and not the | ow power
USI M card.

* EAP- AKA" has been designed so that the first actual nessage in the
aut henti cati on process cones fromthe Server, and that this
message will not be sent unless the user has been identified as an
active subscriber of the operator in question. While the initial
identity can be spoofed before authentication has succeeded, this
reduces the efficiency of an attack

* Finally, this meno specifies an order in which conputations and
checks must occur. For instance, when processing the EAP-Request/
AKA' - Chal | enge nessage, the AKA authentication nust be checked and
succeed before the Peer proceeds to calculating or processing the
FS-rel ated paraneters (see Section 6.5.4). The sanme is true of an
EAP- Response/ AKA' - Chal | enge (see Section 6.5.4). This ensures
that the parties need to show possession of the long-termkey in
some way, and only then will the FS cal cul ati ons becone acti ve.
This limts the DoS to specific, identified subscribers. Wile
botnets and other fornms of malicious parties could take advantage
of actual subscribers and their key material, at |east such
attacks are:

a. limted in terms of subscribers they control, and

b. identifiable for the purposes of blocking the affected
subscri bers.

4. ldentity Privacy

As specified in Section 6.5, the Peer identity sent in the ldentity
Response nessage needs to follow the privacy-friendly requirenments in
[ RFC9190] .

5. Unprotected Data and Privacy

Unprotected data and netadata can reveal sensitive information and
need to be selected with care. |In particular, this applies to
AT_KDF, AT _KDF_FS, AT PUB ECDHE, and AT _KDF | NPUT. AT KDF,
AT_KDF_FS, and AT_PUB_ECDHE reveal the used cryptographic al gorithns;
if these depend on the Peer identity, they |eak information about the
Peer. AT_KDF_I NPUT reveal s the network name, although that is done
on purpose to bind the authentication to a particular context.

An attacker observing network traffic may use the above types of
information for traffic flow analysis or to track an endpoint.

6. Forward Secrecy wi thin AT_ENCR

The keys K encr and K aut are cal cul ated and used before the shared
secret fromthe epheneral key exchange is avail abl e.

K encr and K aut are used to encrypt and calculate a MAC in the EAP-



Req/ AKA’ - Chal | enge message, especially the DH g*"x epheneral pub key.
At that point, the Server does not yet have the correspondi ng gy
fromthe Peer and cannot conpute the shared secret. K aut is then
used as the authentication key for the shared secret.

However, for K encr, none of the encrypted data sent in the EAP-Req/
AKA' - Chal | enge nmessage in the AT_ENCR attribute will be a forward
secret. That data may include re-authentication pseudonyns, so an
adversary conprom sing the |ong-termkey would be able to link re-
aut henti cation protocol runs when pseudonyns are used, within a
sequence of runs followed after a full EAP-AKA' authentication. No
such linking woul d be possible across different full authentication
runs. |If the pseudonymlinkage risk is not acceptable, one way to
avoid the linkage is to always require full EAP-AKA authentication.

7.7. Post-Quantum Consi derations

As of the publication of this docunent, it is unclear when or even if
a quantum conput er of sufficient size and power to exploit ECC will
exist. Deploynents that need to consider risks decades into the
future should transition to Post-Quantum Cryptography (PQC) in the
not -too-di stant future. QOher systens may enpl oy PQC when the
quantumthreat is nore iminent. Current PQC al gorithns have
limtations conmpared to ECC, and the data sizes could be problematic
for some constrained systens. |If a Cryptographically Rel evant
Quantum Conputer (CRQC) is built, it could recover the SHARED SECRET
fromthe ECDHE public keys.

However, this would not affect the ability of EAP-AKA', with or

wi thout this extension, to authenticate properly. As symretric key
cryptography is safe even if CRQCs are built, an adversary still wll
not be able to disrupt authentication as it requires conputing a
correct AT_MAC value. This conputation requires the K aut key, which
is based on the MK, CK', and IK , but not SHARED SECRET.

O her out put keys do include SHARED SECRET via MK_ECDHE, but they

still include the CK and IK, which are entirely based on synmmretric
cryptography. As a result, an adversary with a quantum conputer
still cannot conpute the other output keys either

However, if the adversary has al so obtai ned know edge of the |ong-
term key, they could then conmpute the CK', 1K, SHARED SECRET, and
any derived output keys. This means that the introduction of a
power ful enough quantum conputer woul d di sable this protoco
extension’s ability to provide the forward secrecy capability. This
woul d nake it necessary to update the current ECC algorithns in this
docunent to PQC algorithms. This docunent does not add such

al gorithms, but a future update can do that.

Symmetric algorithns used in EAP-AKA' FS, such as HWVAC SHA- 256 and
the algorithnms used to generate AT _AUTN and AT _RES, are practically
secure agai nst even | arge, robust quantum conputers. EAP-AKA" FSis
currently only specified for use with ECDHE key exchange al gorithns,
but use of any Key Encapsul ati on Met hod (KEM, including PQC KEMs,
can be specified in the future. Wile the key exchange is specified
with terns of the Diffie-Hellnan protocol, the key exchange adheres
to a KEMinterface. AT _PUB ECDHE woul d then contain either the
epheneral public key of the Server or the SHARED SECRET encapsul ated
with the Server’s public key. Note that the use of a KEM ni ght

requi re ot her changes, such as including the epheneral public key of
the Server in the key derivation to retain the property that both
parties contribute randomess to the session key.

8. | ANA Consi derati ons

Thi s extension of EAP-AKA' shares its attribute space and subtypes
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with the foll ow ng:

* "Extensible Authentication Protocol Method for d obal System for
Mobi | e Communi cations (GSM Subscriber Identity Mdules (EAP-SIM"
[ RFC4186] ,

*  "Extensible Authentication Protocol Method for 3rd Generation
Aut hentication and Key Agreenent (EAP-AKA)" [RFC4187], and

*  "|nproved Extensible Authentication Protocol Method for 3GPP
Mobi | e Network Authentication and Key Agreement (EAP-AKA )"
[ RFC9048] .

I ANA has assigned two new values in the "Attribute Types (Ski ppabl e
Attributes 128-255)" registry under the "EAP-AKA and EAP-SI M
Par anet ers" group as foll ows:

152: AT_PUB_ECDHE (Section 6. 1)
153: AT _KDF_FS (Section 6. 2)

| ANA has al so created the "EAP- AKA' AT KDF FS Key Derivation Function
Val ues" registry to represent FS KDF types. The "EAP-AKA wth ECDHE
and X25519" and "EAP- AKA"” with ECDHE and P-256" types (1 and 2, see
Section 6.3) have been assigned, along with one reserved value. The
initial contents of this registry are illustrated in Table 1; new

val ues can be created through the Specification Required policy

[ RFC8126]. Expert reviewers should ensure that the referenced
specification is clearly identified and stable and that the proposed
addition is reasonable for the given category of allocation.

[§ s fumesfemspemeley s s s oot e pj—r o
| Val ue | Description | Reference |
| O | Reserved | RFC 9678 |
B o m e e e e e e e e e N +
| 1 | EAP- AKA'" with ECDHE and X25519 | RFC 9678 |
R T S +
| 2 | EAP-AKA" with ECDHE and P-256 | RFC 9678 |
S o m e e e e e e i e e ee oo Fom e oo +
| 3-65535 | Unassigned | RFC 9678 |
B o m e e e e e e e e e N +

Table 1. EAP-AKA" AT KDF_FS Key Derivation Function
Val ues Registry Initial Contents

Ref er ences
1. Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC3748] Aboba, B., Blunk, L., Vollbrecht, J., Carlson, J., and H
Levkowet z, Ed., "Extensible Authentication Protocol
(EAP)", RFC 3748, DO 10.17487/ RFC3748, June 2004,
<https://ww. rfc-editor.org/info/rfc3748>.

[ RFC4187] Arkko, J. and H Haverinen, "Extensible Authentication
Protocol Method for 3rd Generation Authentication and Key
Agreenent (EAP-AKA)", RFC 4187, DO 10.17487/ RFCA187,
January 2006, <https://ww.rfc-editor.org/info/rfc4187>.

[ RFC5448] Arkko, J., Lehtovirta, V., and P. Eronen, "Inproved



[ RFC7624]

[ RFC7748]

[ RFC8126]

[ RFC8174]

[ RFC9048]

[ SEC1]

[ SEC2]

Ext ensi bl e Aut henticati on Protocol Method for 3rd
Generation Authentication and Key Agreenment (EAP-AKA )",
RFC 5448, DO 10. 17487/ RFC5448, May 2009,

<https://www. rfc-editor.org/info/rfc5448>.

Barnes, R, Schneier, B., Jennings, C, Hardie, T.,
Tramel |, B., Huitema, C., and D. Borkmann,
"Confidentiality in the Face of Pervasive Surveillance: A
Threat Model and Probl em Statenent", RFC 7624,

DA 10. 17487/ RFC7624, August 2015,

<https://ww. rfc-editor.org/info/rfc7624>.

Langl ey, A., Hanburg, M, and S. Turner, "Elliptic Curves
for Security", RFC 7748, DO 10.17487/ RFC7748, January
2016, <https://ww.rfc-editor.org/info/rfc7748>.

Cotton, M, Leiba, B., and T. Narten, "Cuidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DA 10.17487/ RFC8126, June 2017,
<https://ww.rfc-editor.org/info/rfc8126>.

Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Arkko, J., Lehtovirta, V., Torvinen, V., and P. Eronen,

"I mproved Extensible Authentication Protocol Method for
3GPP Mobil e Network Authentication and Key Agreenent (EAP-
AKA )", RFC 9048, DO 10.17487/ RFC9048, Cctober 2021,
<https://ww.rfc-editor.org/info/rfc9048>.

Standards for Efficient Cryptography, "SEC 1: Elliptic
Curve Cryptography", Version 2.0, May 2009,
<https://ww. secq. org/ secl-v2. pdf >.

Standards for Efficient Cryptography, "SEC 2: Recommended
Elliptic Curve Dormai n Paraneters”, Version 2.0, January
2010, <https://ww. secg. org/ sec2-v2. pdf >.

[ SP- 800- 186]

Chen, L., Mody, D., Randall, K., Regenscheid, A, and A
Robi nson, "Recomendations for Di screte Logarithm based
Cryptography: Elliptic Curve Domain Paraneters”, N ST SP
800- 186, DA 10.6028/ NI ST. SP. 800- 186, February 2023,
<https://doi.org/10. 6028/ NI ST. SP. 800- 186>.

[ SP- 800- 56A]

Barker, E., Chen, L., Roginsky, A, Vassilev, A, and R
Davi s, "Recomendation for Pair-Wse Key-Establishnment
Schenes Using Discrete Logarithm Cryptography”, N ST SP
800-56A, DA 10.6028/ NI ST. SP. 800- 56Ar 3, April 2018,
<https://doi.org/10. 6028/ NI ST. SP. 800- 56Ar 3>.

9. 2. I nformati ve References

[ DOWL992]

[ Hei st 2015]

Diffie, W, Van OCorschot, P. C., and M J. Wener,

"Aut hentication and aut henticated key exchanges", Designs,
Codes and Cryptography, vol. 2, pp. 107-125,

DA 10.1007/BF00124891, June 1992,

<https://doi.org/10. 1007/ BF0O0124891>.

Scahill, J. and J. Begley, "The Great SIM Heist", February
2015,
<https://theintercept.com 2015/ 02/ 19/ great - si m hei st/ >.



[ NI ST-ZT] National Institute of Standards and Technol ogy,
"I npl enmenting a Zero Trust Architecture"”, N ST SP 1800- 35,
July 2024, <https://ww. nccoe. ni st.gov/sites/default/
files/2024-07/zt a-ni st-sp-1800-35-prelimnary-draft-
4. pdf >.

[ NSA- ZT] Nati onal Security Agency, "Enbracing a Zero Trust Security
Model ", February 2021, <https://mnmedi a.defense. gov/ 2021/
Feb/ 25/ 2002588479/ -1/ -1/ 0/
CSI _EMBRACI NG _ZT_SECURI TY_MODEL_UOO115131- 21. PDF>.

[ RFC4186] Haverinen, H., Ed. and J. Sal owey, Ed., "Extensible
Aut henti cation Protocol Method for G obal Systemfor
Mobi | e Communi cations (GSM Subscriber Identity Mdul es
(EAP-SIM ", RFC 4186, DA 10.17487/ RFC4186, January 2006,
<https://www. rfc-editor.org/info/rfc4186>.

[ RFC5216] Sinon, D., Aboba, B., and R Hurst, "The EAP-TLS
Aut hentication Protocol”, RFC 5216, DA 10.17487/RFC5216,
March 2008, <https://ww. rfc-editor.org/info/rfc5216>.

[ RFC7258] Farrell, S. and H Tschofenig, "Pervasive Mnitoring Is an
Attack", BCP 188, RFC 7258, DO 10.17487/ RFC7258, My
2014, <https://wwrfc-editor.org/info/rfc7258>.

[ RFC7296] Kaufman, C., Hoffman, P., Nir, Y., Eronen, P., and T.
Ki vinen, "Internet Key Exchange Protocol Version 2
(I KEv2)", STD 79, RFC 7296, DO 10.17487/ RFC7296, Cctober
2014, <https://ww. rfc-editor.org/info/rfc7296>.

[ RFC9190] Preu Mattsson, J. and M Sethi, "EAP-TLS 1.3: Using the
Ext ensi bl e Authentication Protocol with TLS 1.3",
RFC 9190, DO 10.17487/ RFC9190, February 2022,
<https://www. rfc-editor.org/info/rfc9190>.

[ Trust ConR015]
Arkko, J., Norrman, K., Nslund, M, and B. Sahlin, "A
USI M Conpati bl e 5G AKA Protocol with Perfect Forward
Secrecy", |EEE International Conference on Trust, Security
and Privacy in Conputing and Comuni cations (TrustCom,
DA 10.1109/ Trust com 2015. 506, August 2015,
<https://doi.org/10. 1109/ Trust com 2015. 506>.

[ TS. 33.501]
3GPP, "Security architecture and procedures for 5G
Systent, Version 19.0.0, 3GPP TS 33.501, Septenber 2024.

Acknow edgrent s

The authors would like to note that the technical solution in this
docunent cane out of the Trust Com paper [ TrustConR015], whose authors
were J. Arkko, K. Norrman, M Nslund, and B. Sahlin. This docunent
al so uses a lot of material from[RFC4187] by J. Arkko and

H. Haverinen, as well as [RFC5448] by J. Arkko, V. Lehtovirta, and

P. Eronen.

The authors would also like to thank Ben Canpbell, Meiling Chen,
Roman Danyliw, Linda Dunbar, Tim Evans, Zhang Fu, Russ Housley, Tero
Ki vi nen, Murray Kucherawy, Warren Kumari, Eliot Lear, Vesa
Lehtovirta, Kathleen Moriarty, Prajwol Kumar Nakarm , Francesca

Pal ombi ni, Anand R Prasad, M chael Richardson, G an Rune, Bengt
Sahlin, Joseph Sal owey, Mhit Sethi, Oie Steele, Rene Struik, Vesa
Torvi nen, Sean Turner, Hel ena Vahidi Mzinani, Robert WIton, Paul
Wuters, Bo Wi, Peter Yee, and many ot her people at the | ETF, GSMA
and 3GPP groups for interesting discussions in this probl em space.



Aut hors’ Addr esses

Jari Arkko

Eri csson

FI - 02420 Jorvas

Fi nl and

Emai | : jari.arkko@i uha. net

Kar| Norrman

Eri csson

SE- 16483 St ockhol m

Sweden

Emai |l : karl.norrman@ri csson. com

John Preu Mattsson

Eri csson

SE- 164 40 Kista

Sweden

Enmai | : john. mattsson@ri csson. com



