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I nt roducti on

Content delivery over HTTPS utilizing one or nore Content Delivery
Net wor ks (CDNs) al ong the delivery path necessitates the managenent
of credentials. This requirenent is particularly pertinent when an
entity del egates the delivery of content via HTTPS to another trusted
entity.

Thi s docunent specifies the CONI Metadata interface for establishing
HTTPS del egati on through the use of delegated credentials, as defined
in [ RFC9345], between an upstream CDN (uCDN) and a downstream CDN

(dCDN) .
Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses term nology fromthe CDNI specifications -- CDN
framework [ RFC7336], CDNI requirenents [ RFC7337], and CDNI Metadata
i nterface [ RFC3006].

CDNl Footprint and Capabilities Advertisenent Interface (FCl)
Capabilities nject for Del egated Credential s

A dCDN shoul d advertise its supported del egati on nmethods using the
Footprint and Capabilities Advertisenent interface (FCl) as defined
in [RFC8008]. The FCl .Mt adata object enables a dCDN to conmuni cate
its capabilities and the Metadata interface (M) objects it supports.
To indicate support for delegated credentials, the dCDN shoul d
announce the support for M. Del egatedCredentials, as illustrated in
t he exanpl e bel ow.

"capabilities": [

{
"capability-type": "FCl.Metadata",
"capability-value": {
"metadata": |
"M . Del egat edCredenti al s",
" ot her supported M objects ..."
]
1
"footprints": [
"Foot pri nt objects"
]
}

]
}

Thi s docunent al so defines an object that infornms the uCDN of the
nunber of del egated credentials supported by the dCDN, enabling the
UCDN to supply the appropriate nunber of del egated credentials. To
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this end, the FCl object, FC .DelegationCredentials, is introduced.
FCl . Del egat edCredenti al s

The FCl. Del egati onCredenti al s obj ect enabl es advertising the nmaxi mum
nunber of del egated credentials supported by the dCDN. This number
typically (but not necessarily) corresponds to the nunmber of servers
desi gnated by the dCDN to support del egated credenti al s.

The property PrivateKeyEncryptionKey contains a public key provided
by the dCDN that MUST be used by the uCDN to encrypt private keys
whenever such private keys are transmitted to the dCDN using

M . Del egat edCredentials (see Section 4).

Property: nunber-del egat ed-certs-supported

Description: Nunber of del egated credentials supported by the dCDN
Type: integer

Mandat ory-to- Specify: Yes

Property: Privat eKeyEncrypti onKey

Description: Public key in JSON Wb Key (JWK) format [RFC7517] of
the dCDN to be used by the uCDN to encrypt private keys.

Type: string

Mandat ory-to- Specify: No

The following is an exanple of the FCl.Del egat edCredenti al s.

"capabilities": [

"capability-type": "FCl.Del egat edCredenti al s",
"capability-value": {
"nunber - del egat ed-certs-supported": 10

"footprints": [
<Foot print objects>
]
}
]
}

Expect ed Usage of the Property Number of Supported Del egated
Credenti al s

The dCDN uses the FCl. Del egat edCredenti al s object to announce the
nunber of servers that support del egated credential s.

When the uCDN receives the FCl.Del egat edCredentials object, it can

i ssue the supported nunber of delegated credentials to the dCDN
When configuring the dCDN, the uCDN MAY decide to provide | ess than
t he maxi mum supported del egated credentials to the dCODN. Note that,
within a dCDN, different deploynment possibilities of the del egated
credentials on the endpoints exist. The dCDN MAY use one single

del egated credential and deploy it on nultiple endpoints.

Al ternatively, the dCDN MAY depl oy a different del egated credenti al
for each endpoint (provided that the uCDN delivers enough different
del egated credentials). This choice is at the discretion of the dCDN
and depends on the nunber of del egated credentials provided by the
uCDN.

The FCl . Del egati onCredenti al s obj ect does not address expiry or
renewal of del egated credentials. Once the uCDN has provided

del egated credentials via the M, the uCDN SHOULD nonitor the
provided credentials and their expiry tinmes and SHOULD refresh dCDN
credentials via the M in a tinely manner. The uCDN may deci de not
to nonitor the validity period of delegated credentials and not to



refresh the credentials, for exanple, in cases of short-term one-shot
depl oynents or once it has decided to deprovision a dCDN. If the

del egated credential is not renewed on tinme by the uCDN, the servers
of the dCDN that only have expired del egated credentials MJST refuse
any new TLS connection that requires an up-to-date del egated

credenti al .

CDNI Metadata Interface (M) Metadata Object for Del egated
Credenti al s

As expressed in [ RFC9345], when an uCDN has del egated to a dCDN, the
dCDN presents the "del egated _credential"” (rather than its own
certificate) during the TLS handshake [ RFC8446] to the User Agent.
This inplies that the dCDN is also in the possession of the private
key corresponding to the public key in Del egatedCredential.cred

[ RFC9345]. This allows the User Agent to verify the signature in a
CertificateVerify message (Section 4.4.3 of [RFC8446]) sent and

si gned by the dCDN.

This section defines the M. Del egat edCredential s object containing an
array of delegated credentials and optionally the correspondi ng
private keys. The CDNI M [RFCB006] describes the CDNI netadata

di stribution mechani sms according to which a dCDN can retrieve the

M . Del egat edCredenti al s object fromthe uCDN.

The properties of the M. Del egat edCredenti als object are as foll ows:

Property: del egated-credentials

Description: Array of delegated credentials
Type: Array of Del egatedCredenti al Gbj ect objects
Mandat ory-t o- Specify: Yes

The Del egat edCredenti al Obj ect object is conmposed of the follow ng
properties:

Property: del egated-credenti al

Description: Base64-encoded (as defined in Section 4 of [RFC4648])
version of a CertificateEntry as defined in Section 4.4.2 of
[ RFC8446]. The CertificateEntry MJST contain a
Del egat edCredential structure (as defined in [ RFC9345]) using the
extension in the CertificateEntry of its end-entity certificate
(see Section 4.1.1 of [RFC9345]).

Type: string

Mandat ory-t o- Specify: Yes

Property: private-key

Description: Encrypted private key corresponding to the public key
contained in the Del egatedCredential. The envel ope format for
this property is JSON Wb Encryption (JWE) [RFC7516] using the
base64 conpact serialization (Section 7.1 of [RFC7516]).

Type: string

Mandat ory-to-Specify: No

The private-key property is not mandatory. |f not specified, it is
assuned that the dCDN generated the public-private key pair for the
del egated credential itself and provided the public key infornmation
with an out-of-band nmechanismto the uCDN. See Section 7 for
constraints regardi ng the usage of the private key.

If the private-key property is used, the transported private key MJST
be encrypted using the PrivateKeyEncrypti onKey specified in

FCl . Del egat edCredentials. The envel ope format for this property MJST
use JWE [ RFC7516] using the base64 conpact serialization (Section 7.1
of [RFC7516]), whereas the private key is included as JVE C phertext
in the JWE. The JVE content-type field MAY be used to signal the
medi a type of the encrypted key.
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Bel ow, pl ease see an exanple of an M. Del egat edCredenti al s object.

{

"generic-netadata-type": "M . Del egat edCredenti al s",
"generi c- net adat a-val ue": {
"del egat ed-credential s": [
{"del egat ed-credential ":
" cBBf nBKK6pPz/ t dgKyedwA. .
i XCCl Anz MMDR8FLI 3Ba0UQ=="},
{"del egat ed-credential ":
"4pyl G j Fdys1+9y/ 4sS/ Fg. . .
J+h9l nRY/ xgm 65RLGKORwW=="1},
{"del egat ed-credential ":
" 6PWFQ0g2AXvUaULXLObc VA. .
HXol dT/ qaYCCNEy Cc8JM2A=="}

}
Del egated Credentials Call Fl ow

An exanple call-fl ow using del egated credentials is depicted in
Figure 1. The steps are as foll ows.

1. It is assuned that the uCDN has been provisioned and configured

with a certificate. Note that it is out of scope of CDNI and the

present document how and from where (e.g., which Content Service
Provider) the uCDN acquired its certificate.

2. The uCDN generates a set of delegated credentials (here it is
assuned that public keys of the dCDN are known). Note that the
UCDN may generate this material at different points in ting,
e.g., in advance to have a pool of delegated credentials or on
demand when the dCDN announces its nmaxi mum nunber of supported
del egat ed credenti al s.

3. Using the CDNI FCI [RFC8008], the dCDN advertises
M . Del egat edCredentials capabilities to the uCDN. The dCDN
further uses FCl.Del egatedCredentials to advertise the maxi mum
nunber of supported del egated credentials.

4. Using the CODNI M [RFC8006], the dCDN acquires the
M . Del egat edCredentials, retrieving an array of del egated
credenti al s.

5. The client establishes a TLS connection with an endpoint of the
dCDN according to [ RFC9345] using the del egated credentials
retrieved in step 4.

6. Wen sone del egated credentials are about to expire, the uCDN
uses the CDNI M [RFC8006] to provide new, valid del egated
credenti al s.

User - Agent dCDN uCDN
I I I

| [1. uCDN acquires its certificate

| out of scope of CDNI]

I I

| [2. generation of

| del egat ed credenti al s]

I

I
3. CDNI FCl wused to
adverti se support of M. Del egatedCredentials
and announce nunber of del egated credentials

I
I
I
I
I
I
I
I
| supported using FCl . Del egat edCredenti al s



4. CDNI M wused to
provide the M. Del egat edCredenti al s obj ect

[5. TLS handshake accordi ng
to [ RFC9345] ]
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1
1
1
1
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1
1
1
1
1
1
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1
1
1
1
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| 6. Sone del egated credentials about to expire.
| CONl M wused to

| provi de new M . Del egat edCr edenti al s obj ect
I
I

Figure 1: Exanple Call Flow of Del egated Credentials in CDN
6. | ANA Consi derations
| ANA has registered the foll owing payload types in the "CDNl Payl oad

Types" registry in the "Content Delivery Network |nterconnection
(CDNI') Parameters" registry group.

B el ety
| Payl oad Type | Reference |
[ Qe ety b —p————
| M.Del egatedCredentials | RFC 9677 |
I I I I +
| FCl.Del egatedCredentials | RFC 9677 |
T F--- - - - +
Table 1

Sections 6.1 and 6.2 provide additional necessary information for the
registration of those CDNI payl oad types (see Section 2.2 of
[ RFC7736]) .

6.1. CDNI M. Del egat edCredenti al s Payl oad Type

Purpose: The purpose of this payload type is to distinguish
del egated credentials M objects.

Interface: M/FC
Encodi ng: See Section 4.
6.2. CDN FCl.Del egat edCredenti al s Payl oad Type
Purpose: The purpose of this payload type is to advertise the nunber
of del egated credentials needed (and any associ ated capability
advertisenment).
Interface: FC
Encodi ng: See Section 3.1.
7. Security Considerations

The extensions defined enabl e providing del egated credentials to
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dCDNs. A delegated credential can only be used by a dCON if it is in
possession of the associated private key. Simlarly, an attacker
requires access to the private key in order to exploit a del egated
credential and inpersonate dCDN nodes. Thus, |eakage of only the

del egated credential without the private key represents a linmted
security risk.

Del egated credentials and associ ated private keys are short-lived
(per default, the maximumvalidity period is set to 7 days in

[ RFC9345]) and as such a single | eaked del egated credential with its
private key represents a limted security risk. Still, it is NOT
RECOMVENDED to send private keys through the M. Oritting the
private key further limts the possible ways an attacker could
exploits the del egated credenti al

If this recormendation is not followed, i.e., the private key is
communi cated via the M, the transported private key MJST be
encrypted within a JVWE envel ope using the encryption key

(Privat eKeyEncrypti onKey) provided within the

FCl . Del egat edCredentials by the dCODN. The JWE encryption key
(Privat eKeyEncrypti onKey) MJST have a strength equal to or |arger
than the private key it is encrypting for transport. Note that the
speci fied encryption nmethod does not offer forward secrecy. |If the
dCDN s encryption key beconmes conprom sed in the future, then al
encrypted JWEs wi || becone conprom sed. Due to the short-1lived
nature of delegated credentials, the inpact is linmted.

It is also inportant to ensure that an attacker is not able to
systematically retrieve a consecutive or consistent set of del egated
credentials and associated private keys. Such an attack would all ow
the attacker to systematically inpersonate dCDN nodes. The M

obj ects defined in the present docunent are transferred via the
interfaces defined in CONI [ RFC8006]. [RFC8006] describes howto
secure these interfaces, protecting the integrity and
confidentiality, as well as ensuring the authenticity of the dCDN and
uCDN, which should prevent an attacker from systematically retrieving
del egated credential s and associ ated private keys.

Privacy Consi derations

The FCI and M objects and the information defined in the present
docunent do not contain any personally identifiable information
(PI'l). As such, this docunment does not change or alter the
confidentiality and privacy considerations outlined in Section 8.2 of
[ RFC8006] and Section 7 of [RFCB008].

A single or systematic retrieval of del egated credentials and

associ ated private keys would allow the attacker to decrypt any data
sent by the end user intended for the end service, which may include
PII.

Ref er ences
1. Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>

[ RFC4648] Josefsson, S., "The Basel6, Base32, and Base64 Data
Encodi ngs", RFC 4648, DO 10.17487/ RFC4648, Cctober 2006,
<https://ww.rfc-editor.org/info/rfc4648>

[ RFC7516] Jones, M and J. Hildebrand, "JSON Web Encryption (JVE)"
RFC 7516, DO 10.17487/ RFC7516, May 2015,



[ RFC7517]

[ RFC8006]

[ RFC3008]

[ RFC8174]

[ RFC8446]

[ RFC9345]

<https://www. rfc-editor.org/info/rfc7516>.

Jones, M, "JSON Wb Key (JWK)", RFC 7517,
DA 10.17487/ RFC7517, May 2015,
<https://ww. rfc-editor.org/info/rfc7517>.

Ni ven-Jenkins, B., Murray, R, Caulfield, M, and K M,
"Content Delivery Network |nterconnection (CDNI)

Met adat a", RFC 8006, DO 10. 17487/ RFC8006, Decenber 2016,
<https://www. rfc-editor.org/info/rfc8006>.

Seedorf, J., Peterson, J., Previdi, S., van Brandenburg,
R, and K M, "Content Delivery Network |nterconnection
(CDNI') Request Routing: Footprint and Capabilities
Semantics", RFC 8008, DO 10.17487/ RFC8008, Decenber 2016,
<https://ww.rfc-editor.org/info/rfc8008>.

Lei ba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", RFC 8446, DO 10.17487/ RFC8446, August 2018,
<https://ww.rfc-editor.org/info/rfc8446>.

Barnes, R, lyengar, S., Sullivan, N, and E. Rescorla,
"Del egated Credentials for TLS and DTLS", RFC 9345,

DA 10.17487/ RFC9345, July 2023,

<https://ww. rfc-editor.org/info/rfc9345>.

9. 2. I nformati ve References

[ RFC7336]

[ RFC7337]

[ RFC7736]

Peterson, L., Davie, B., and R van Brandenburg, Ed.,
"Framework for Content Distribution Network

I nterconnection (CDNI)", RFC 7336, DO 10.17487/ RFC7336,
August 2014, <https://ww. rfc-editor.org/info/rfc7336>.

Leung, K, Ed. and Y. Lee, Ed., "Content Distribution
Net wor k | nterconnection (CDNI) Requirenents", RFC 7337,
DA 10.17487/ RFC7337, August 2014,

<https://www. rfc-editor.org/info/rfc7337>.

Ma, K., "Content Delivery Network Interconnection (CDN)
Medi a Type Registration", RFC 7736, DO 10.17487/ RFC7736,
Decenber 2015, <https://ww.rfc-editor.org/info/rfc7736>.

Aut hors’ Addr esses

Frdric Fieau

Orange

40- 48, avenue de | a Rpublique
92320 Chtillon

France

Emai | : frederic.fieau@range.com

Enmi | e Stephan

Orange

2, avenue Pierre Marzin
22300 Lanni on

France

Enai | : en | e. st ephan@r ange. com

Cui | I aune Bi chot

Br oadpeak



3771 Boul evard des Allis

35510 Cesson- Svign

France

Emai | : gui || aune. bi chot @r oadpeak.tv

Chri st oph Neumann

Br oadpeak

3771 Boul evard des Allis

35510 Cesson- Svi gn

France

Emai | : chri st oph. neumann@r oadpeak. t v



