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I ntroduction

The JSON Meta Application Protocol (JMAP) [RFC8620] is a generic
protocol for synchronizing data, such as nail, cal endars, or
contacts, between a client and a server. It is optimzed for nobile
and web environments and provides a consistent interface to query,
read, and nodify different data types, including conprehensive error
handl i ng.

Thi s specification defines a data nodel to represent entities in a
col | aborative environment and a framework for sharing data between
themthat can be used to provide a consistent sharing nodel for
different data types. It does not define _what_ nmamy be shared or the
granularity of permissions, as this will depend on the data in
quest i on.

1. Not ati onal Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Type signatures, exanples, and property descriptions in this docunent
foll ow the conventions established in Section 1.1 of [RFC8620]. Data
types defined in the core specification are also used in this
docurnent .

Exanpl es of APl exchanges only show the nmethodCalls array of the
Request object or the nethodResponses array of the Response object.
For conpactness, the rest of the Request/Response object is onmitted.

. 2. Term nol ogy

The sane termnology is used in this docunment as in the core JVAP
specification. See [RFC8620], Section 1.6.

The terms "Principal" and "ShareNotification" (with this specific
capitalization) are used to refer to the data types defined in this



docunent and instances of those data types.
1.3. Data Mddel Overview

A Principal (see Section 2) represents an individual, team or
resource (e.g., a roomor projector). The object contains

i nformati on about the entity being represented, such as a name,
description, and tine zone. It may al so hold donai n-specific
information. A Principal may be associated with zero or nore
Accounts (see [ RFC8620], Section 1.6.2) containing data belonging to
the Principal. Mnaging the set of Principals within a systemis out
of scope for this specification, as it is highly domain specific. It
is likely to map directly froma directory service or other user
managenent system

Data types may all ow users to share data with others by assigning
perm ssions to Principals. Wen a user’s permi ssions are changed, a
ShareNotification object is created for themso a client can inform
the user of the changes.

1.4. Subscribing to Shared Data

Perm ssi ons determ ne whether a user _may_ access data but not

whet her they _want_to. Some shared data is of equal inportance as
the user’s own, while other data is just there should the user w sh
to explicitly go find it. Clients will often want to differentiate
the two. For exanple, a conpany nmay share mailing |ist archives for
all departnments with all enpl oyees, but a user nmay only generally be
interested in the few they belong to. They would have _perm ssion_
to access many mail boxes but can _subscribe_ to just the ones they
care about. The client would provide separate interfaces for reading
mai | in subscribed mail boxes and browsing all nmail boxes they have
perm ssion to access in order to nanage those that they are

subscri bed to.

The JMAP Session object (see [RFC8620], Section 2) is defined to
include an object in the "accounts"” property for every Account that
the user has access to. Collaborative systens may share data between
a very large nunber of Principals, nost of which the user does not
care about day to day. For servers inplenenting this specification,
the Session object MJST only include Accounts where either the user
is subscribed to at | east one record (see [RFC8620], Section 1.6.3)
in the Account or the Account belongs to the user. StateChange
events ([ RFC8620], Section 7.1) for changes to data SHOULD only be
sent for data the user has subscribed to and MJUST NOT be sent for any
Account where the user is not subscribed to any records in the
Account, except where that Account belongs to the user

The server MAY reject the user’s attenpt to subscribe to sone
resources even if they have pernission to access them(e.g., a
cal endar representing a |ocation).

A user can query the set of Principals they have access to with
"Principal/query" (see Section 2.4). The Principal object wll
contain an Account object for all Accounts where the user has
perm ssion to access data for that Principal, even if they are not
yet subscri bed.

1.5. Addition to the Capabilities hject
The capabilities object is returned as part of the JMAP Session
obj ect; see [RFC8620], Section 2. This docunent defines two
additional capability URIs.

1.5.1. wurn:ietf:parans:jmap: principals



The urn:ietf:parans:jmap: principals capability represents support for
the Principal and ShareNotification data types and associ ated API
met hods.

The value of this property in the JMAP Session "capabilities"
property is an enpty object.

The value of this property in an Account’s "account Capabilities"
property is an object that MJST contain the followi ng information on
server capabilities and perm ssions for that Account:

*current User Princi pal I d*: [d| nul
The id of the Principal in this Account that corresponds to the
user fetching this object, if any.

1.5.2. urn:ietf:parans:map: principal s: owner

The URI urn:ietf:paranms:jmap:principals:ower is solely used as a key
in an Account’s "account Capabilities" property. It does not appear
in the JMAP Session capabilities -- support is indicated by the
urn:ietf:parans:jmp:principals URl being present in the session
capabilities.

If urn:ietf:parans:jmp:principals:owner is a key in an Account’s
"account Capabilities" property, that Account (and the data therein)
is owned by a Principal. Sone Accounts may not be owned by a
Principal (e.g., the Account that contains the data for the
Principals thenselves), in which case this property is onmitted.

The value of this property is an object with the foll ow ng
properties:

*account | dFor Principal *: 1d
The id of an Account with the urn:ietf:parans:map: principals
capability that contains the correspondi ng Principal object.

*principalld*:ld
The id of the Principal that owns this Account.

2. Principals

A Principal represents an individual, a group, a location (e.g., a
room, a resource (e.g., a projector), or another entity in a

col l aborative environment. Sharing in JMAP is generally configured
by assigning rights to certain data within an Account to other
Principals. For exanple, a user may assign pernission to read their
cal endar to a Principal representing another user or their team

In a shared environment, such as a workpl ace, a user may have access
to a large nunber of Principals.

In nost systems, the user will have access to a single Account
containing Principal objects. |In some situations, for exanple, when
aggregating data fromdifferent places, there may be multiple
Account s contai ning Principal objects.

A *Principal* object has the followi ng properties:

*id*: 1Id (imutable; server-set)
The id of the Principal

*type*: String
This MJST be one of the follow ng val ues:

* "individual": This represents a single person
* "group": This represents a group of other Principals.
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* "resource": This represents some resource, e.g., a projector
* "location": This represents a | ocation
* "other": This represents sone other undefined Principal

*name*: String
The nane of the Principal, e.g., "Jane Doe" or "Room 4B"

*description*: String|nul
A longer description of the Principal, for exanple, details about
the facilities of a resource, or null if no description is
avai | abl e.

*emai | *: String| nul
An emmil| address for the Principal, or null if no email is
available. [If given, the value MJUST conformto the "addr-spec"
syntax, as defined in [ RFC5322], Section 3.4.1

*tinmeZone*: String| nul

The tine zone for this Principal, if known. [If not null, the
val ue MIUST be a tine zone nane fromthe | ANA Ti ne Zone Dat abase
[ 1 ANA- TZDB] .

*capabilities*: String[Cbject] (server-set)
A map of JMAP capability URIs to domain-specific information about
the Principal in relation to that capability, as defined in the
docunent that registered the capability.

*accounts*: Ild[Account]]|null (server-set)
A map of Account id to Account object for each JMAP Account
containing data for this Principal that the user has access to, or
nul | if none.

1. Principal/get

This is a standard "/get" method as described in [ RFC8620],
Section 5.1.

2. Principal/changes

This is a standard "/changes" nethod as described in [ RFC8620],
Section 5. 2.

| Note: Inplementations backed by an external directory may be
| unable to calculate changes. |In this case, they will always
| return a "cannot Cal cul at eChanges" error as described in the
| core JMAP specification

3.  Principal/set

This is a standard "/set" nmethod as described in [ RFC8620],
Section 5. 3.

Managing Principals is likely tied to a directory service or sone
ot her vendor-specific solution. This nanagement may occur out of
band or via an additional capability defined el sewhere. Allow ng
direct user nodification of properties has security considerations,
as noted in Section 6. A server MJST reject any change it doesn’t
allowwith a "forbi dden" SetError.

Where a server does support changes via this APl, it SHOULD all ow an
update to the "nane", "description”, and "timeZone" properties of the
Principal with the sane id as the "currentUserPrincipalld" in the
Account capabilities. This allows the user to update their own
details.

4. Principal/query



This is a standard "/query" method as described in [ RFC8620],
Section 5.5.

2.4.1. Filtering

A *FilterCondition* object has the follow ng properties, all of which
are optional

*accountlds*: String[]
A list of Account ids. The Principal matches if any of the ids in
this list are keys in the Principal’s "accounts" property (i.e.,
if any of the Account ids belong to the Principal).

*emai | *: String
The enmi| property of the Principal contains the given string.

*nanme*: String
The nane property of the Principal contains the given string.

*text*: String
The nane, enmmil, or description property of the Principal contains
the given string.

*type*: String
The type nust be exactly as given to match the condition

*timeZone*: String
The tineZone nmust be exactly as given to match the condition

Al'l given conditions in the FilterCondition object nmust match for the
Principal to nmatch.

Text matches for "contai ns" SHOULD be sinple substring matches.
2.5. Principal/queryChanges

This is a standard "/queryChanges" nethod as described in [ RFC8620],
Section 5.6.

| Note: Inplementations backed by an external directory may be
| unable to calculate changes. In this case, they will always
| return a "cannot Cal cul at eChanges” error as described in the
| core JMAP specification

3. ShareNotifications

The ShareNotification data type records when the user’s perm ssions
to access a shared object changes. ShareNotifications are only
created by the server; users cannot create themexplicitly. They are
stored in the same Account as the Principals.

Clients may present the list of notifications to the user and all ow
the user to dismss them To disnmss a notification, use a standard
"/set" call to destroy it.

The server SHOULD create a ShareNotification whenever the user’s

per m ssions change on an object. It MAY choose not to create a
notification for perm ssion changes to a group Principal, even if the
user is in the group, if this is nore likely to be overwhel mi ng than
hel pful, or if it would create excessive notifications within the
system

The server MAY limit the maxi mum nunber of notifications it wll
store for a user. Wen the limt is reached, any new notification
wi Il cause the previously oldest notification to be automatically
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3. 3.

del et ed.

The server MAY coal esce notifications if appropriate or renove
notifications after a certain period of tinme or that it deens are no
| onger relevant.

A *ShareNotification* object has the foll ow ng properties:

*id*: String (immutable; server-set)
The id of the ShareNotification

*created*: UTCDate (immutable; server-set)
The tinme this notification was created.

*changedBy*: Entity (inmutable; server-set)
Wio made the change. An *Entity* object has the follow ng
properties:

*nanme*: String
The nane of the entity who nade the change

*emai | *: String| nul
The emai|l of the entity who nmade the change, or null if no
emai | is avail able.

*principal ld*: 1d]|nul
The id of the Principal corresponding to the entity who nade
the change, or null if no associated Principal

*obj ect Type*: String (inmmutable; server-set)
The nane of the data type for the object whose perm ssions have
changed, as registered in the | ANA "JMAP Data Types" registry
[1 ANA-JMAP], e.g., "Calendar” or "Mailbox".

*obj ect Accountld*: Id (i mutable; server-set)
The id of the Account where this object exists.

*objectld*: Id (immutable; server-set)
The id of the object that this notification is about.

*ol dRi ght s*: String[Bool ean] | null (inmutable; server-set)
The "nyRi ghts" property of the object for the user before the
change.

*newRi ghts*: String[Bool ean] | null (imutable; server-set)
The "nyRi ghts" property of the object for the user after the
change.

*nanme*: String (immutable; server-set)
The nane of the object at the tine the notification was nade.
Determ ning the nane will depend on the data type in question
For exanple, it mght be the "title" property of a Cal endarEvent
or the "nane" of a Miilbox. The name is to show users who have
had their access rights to the object renoved what it is that they
can no | onger access.

ShareNoti fication/get

This is a standard "/get" nmethod as described in [ RFC8620],
Section 5. 1.

ShareNot i fi cati on/changes

This is a standard "/changes" nethod as described in [ RFC8620],
Section 5. 2.

ShareNotification/set



This is a standard "/set"” method as described in [ RFC8620],
Section 5. 3.

Only destroy is supported; any attenpt to create/update MJST be
rejected with a "forbi dden" SetError

3.4. ShareNotification/query

This is a standard "/query" method as described in [ RFC8620],
Section 5.5.

3.4.1. Filtering

A *FilterCondition* object has the follow ng properties, all of which
are optional

*after*: UTCDat e| nul
The creation date nmust be on or after this date to match the
condi tion.

*bef ore*: UTCDat e| nul
The creation date nust be before this date to match the condition

*obj ect Type*: String
The obj ect Type val ue nmust be identical to the given value to match
the condition.

*obj ect Accountid*: Id
The obj ect Accountld val ue nust be identical to the given value to
mat ch the condition.

Al'l given conditions in the FilterCondition object nmust match for the
ShareNotification to match.

3.4.2. Sorting
The "created" property MJST be supported for sorting.
3.5. ShareNotification/queryChanges

This is a standard "/queryChanges" nethod as described in [ RFC8620],
Section 5.6.

4. Framework for Shared Data
Shareabl e data types MJUST define the following three properties:

*i sSubscri bed*: Bool ean
The value true indicates that the user w shes to subscribe to see
this data. The value false indicates that the user does not w sh
to subscribe to see this data. The initial value for this
property when data is shared by another user is inplenentation
dependent, although data types may gi ve advice on appropriate
defaul ts.

*nyRi ghts*: String[ Bool ean]
The set of perm ssions the user currently has. Appropriate
perm ssions are donmi n specific and nmust be defined per data type.
Each key is the nane of a perm ssion defined for that data type.
The value for the key is true if the user has the perm ssion or
false if they do not.

*shareWth*: |d[String[Bool ean]]| nul
The value of this property is null if the data is not shared with
anyone. Qherwise, it is a map where each key is the id of a
Principal with which this data is shared, and the val ue associ at ed
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with that key is the rights to give that Principal, in the sane
format as the "nyRi ghts" property. The Account id for the
Principal id can be found in the capabilities of the Account this
object is in (see Section 1.5.2).

Users with appropriate pernmission may set this property to nodify
who the data is shared with. The Principal that owns the Account
that this data is in MJUST NOT be in the map, since the owner’s
rights are inplicit.

Exanpl e

Suppose we are designing a data nodel for a very sinple to-do |ist.
There is a Todo data type representing a single itemto do, each of
whi ch belongs to a single TodolList. The specification nakes the
TodoLi sts shareable by referencing this docunent and defining the
comon properti es.

First, it would define a set of domain-specific rights. For exanple,
a TodolLi st Ri ghts object may have the follow ng properties:

*mayRead*: Bool ean
The user may fetch this TodolLi st and any Todos that belong to this
TodolLi st.

*mayWite*: Bool ean
The user nay create, update, or destroy Todos that belong to this
TodoLi st and rmay change the "nanme" property of this TodoLi st.

*mayAdni n*: Bool ean
The user may see and nodify the "nmyRi ghts” property of this
TodoLi st and nmay destroy this TodoLi st.

Then in the TodolList data type, we would include the three common
properties described in Section 4, in addition to any type-specific
properties (like "nane" in this case):

*id*: Id (i mutable; server-set)
The id of the object.

*name*: String
A nane for this |ist of Todos.

*i sSubscri bed*: Bool ean
True if the user has indicated they wish to see this list. |If
false, clients should not display this TodoList with the user’s
ot her TodolLists but should provide a neans for users to see and
subscribe to all TodoLists that have been shared with them

*nyRi ght s*: TodoLi st Ri ghts
The set of perm ssions the user currently has for this TodoLi st.

*shareWth*: |d[ TodoLi stRi ghts]| nul
If not shared with anyone, the value is null. Oherwise, it's a
map where the keys are Principal ids and the values are the rights
given to those Principals. Users with the "mayAdm n" right may
set this property to nodify who the data is shared with. The
Principal that owns the Account that this data is in MJUST NOT be
in the map; their rights are inplicit.

We woul d al so define a new Principal capability with two properties:
*account | d*: [|d| nul

The accountld containing the Todo data for this Principal, if it
has been shared with the requesting user



*mayShareWt h*: Bool ean
The user nay give this Principal perm ssion to access a Todoli st.

A client wishing to let the user configure sharing would | ook at the
"capabilities" for the Account containing the user’s Todo data and
find the "urn:ietf:params:jmap: principal s: owmner" property, as per
Section 1.5.2. For exanple, the JMAP Session object m ght contain:

{

"accounts": {
"ul2345678": {
"name": "jane. doe@xanpl e. cont',
"isPersonal ": true,
"i sReadOnl y": false,
"account Capabilities": {
"urn: com exanpl e: j map: todo": {},
"urn:ietf:parans:jmap: principals:ower": {
"account | dFor Pri nci pal ": "u33084183",
"principalld': "Pl05aga511j aa”

Figure 1: Part of a JMAP Session bject

Fromthis, the client now knows which Account has the Principal data,
and it can fetch the list of Principals and offer to share it with
the user by nmaking an APl request like this:

[[ "Principal/get", {
"account|ld": "u33084183",
"ids": null

boomot ]
Figure 2: "methodCalls" Property of a JMAP Request

Here' s an exanpl e response (where "Joe Bl oggs" is another user that
this user could share their TodoList with; Joe has not shared any of
their owmn data with this user, so the "accounts"” property is null):

[[ "Principal/get", {
"account|ld": "u33084183",
"state": "7b8effb5zz",

"list": [{
"id": "P2342f nddd20",
"type": "individual",
"nanme": "Joe Bl oggs",
"description": null,
"email": "joe.bl oggs@xanpl e. cont',
"timeZone": "Australial Mel bourne",

"capabilities": {
"urn: com exanpl e: j map: todo": {
"account!ld": null,
"mayShareWth": true

}
b,
"accounts": nul
{
"id": "P674pp24095qg049pr",
"nanme": "Board roont,
"type": "location",



Yoo 1,
"not Found": []
boom0m 1]

Figure 3: "met hodResponses" Property of a JMAP Response

A TodoLi st can be shared with "Joe Bl oggs" by updating its shareWth
property, as in this exanple request:

[[ "TodoList/set", {
"accountld": "ul2345678",
"update": {
"t101n231": {
"shareWth": {
" P2342f nddd20": {

"mayRead": true,
"mayWite": true
"mayAdm n": fal se

}
}
}
}II "
b, "0" 11
Figure 4: "methodCalls" Property of a JMAP Request
5. Internationalization Considerations

Experi ence has shown that unrestricted use of Unicode can lead to
probl ems such as inconsistent rendering, users reading text and
interpreting it differently than intended, and unexpected results
when copying text fromone location to another. Servers MAY choose
to mtigate this by restricting the set of characters allowed in

ot herwi se unconstrained String fields. The FreefornC ass, as
docunented in [ RFC8264], Section 4.3, mght be a good starting point
for this.

Attenpts to set a value containing code points outside of the

perm ssible set can be handled in a few ways by the server. The
first optionis to sinply strip the forbidden characters and store
the resulting string. This is likely to be appropriate for contro
characters, for exanple, where they can end up in data accidentally
due to copy-and-paste issues and are probably invisible to the end
user. JMAP allows the server to transform data on create/update, as
| ong as any changed properties are returned to the client in the
"/set" response so it knows what has changed, as per [RFC8620],
Section 5.3. Alternatively, the server MAY just reject the create/
update with an "invalidProperties" SetError.

6. Security Considerations

Al'l security considerations of JMAP [ RFC8620] apply to this
specification. Additional considerations are detailed bel ow

6.1. Spoofing

Al'lowing users to edit their own Principal’s nane (and, to a | esser
extent, enmil, description, or type) could allow a user to change
their Principal to look |like another user in the system potentially
tricking others into sharing private data with them Servers may
choose to forbid this and SHOULD keep | ogs of such changes to provide
an audit trail.

Note that sinply forbidding the use of a nane already in the system
is insufficient protection, as a malicious user could still change
their nane to sonething easily confused with the existing nane by
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using trivial msspellings or visually sinilar Unicode characters.
2. Unnoticed Sharing

Sharing data with another user allows soneone to turn a transitory
account comprom se (e.g., brief access to an unl ocked or | ogged-in
client) into a persistent conmprom se (by setting up sharing with a
user that is controlled by the attacker). This can be nmitigated by
requiring further authorization for configuring sharing or sending
notifications to the sharer via another channel whenever a new
perm ssion i s added.

3. Deni al of Service

By creating many changes to the sharing status of objects, a user can
cause nmany ShareNotifications to be generated, which could lead to
resource exhaustion. Servers can nitigate this by coal escing
mul ti ple changes to the same object into a single notification,
limting the maxi num nunber of notifications it stores per user and/
or rate-limting the changes to sharing perm ssions in the first

pl ace. Autonmatically deleting older notifications after reaching a
limt can nean the user is not nmade aware of a sharing change, which
can itself be a security issue. For this reason, it is better to
coal esce changes and use other mtigation strategies.

4. Unaut horized Principals

The set of Principals within a shared environment MJUST be strictly
controlled. |[If adding a new Principal is open to the public, risks
i ncl ude:

* An increased risk of a user accidentally sharing data with an
uni nt ended person

* An attacker sharing unwanted or offensive information with the
user.

* An attacker sharing itens with spam content in the names in order
to generate ShareNotification objects, which are likely to be
prom nently displayed to the user receiving them

I ANA Consi derations
1. JMAP Capability Registration for "principals"

| ANA has registered "principals" in the "JVMAP Capabilities" registry
as foll ows:

Capability Name: wurn:ietf:parans:jmap: principals

I ntended Use: conmon

Change Controller: |ETF

Security and Privacy Considerations: RFC 9670, Section 6
Ref erence: RFC 9670

2. JMAP Capability Registration for "principals: owner”

| ANA has registered "principals:ower"” in the "JMAP Capabilities”
registry as foll ows:

Capabi lity Name: wurn:ietf:parans:jmp: principals: owner

I ntended Use: common

Change Controller: |ETF

Security and Privacy Considerations: RFC 9670, Section 6
Ref erence: RFC 9670

3. JMAP Data Type Registration for "Principal"

| ANA has registered "Principal"” in the "JMAP Data Types" registry as



f ol | ows:

Type Name: Princi pal

Can Reference Blobs: No

Can Use for State Change: Yes

Capabi lity: wurn:ietf:paramnms:jmap: principals
Ref erence: RFC 9670

7.4. JMAP Data Type Registration for "ShareNotification"

| ANA has registered "ShareNotification" in the "JMAP Data Types"
registry as foll ows:

Type Name: ShareNotification

Can Reference Blobs: No

Can Use for State Change: Yes

Capability: urn:ietf:paranms:jmp: principals
Ref erence: RFC 9670
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