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1. Introduction

eBPF, also commonly referred to as BPF, is a technology with origins
in the Linux kernel that can run untrusted prograns in a privileged
context such as an operating systemkernel. This docunment specifies
the BPF instruction set architecture (ISA)

As a historical note, BPF originally stood for Berkel ey Packet

Filter, but nowthat it can do so nuch nore than packet filtering,
the acronym no | onger makes sense. BPF is now considered a

st andal one termthat does not stand for anything. The original BPF
is sometines referred to as cBPF (classic BPF) to distinguish it from
the now wi dely depl oyed eBPF (extended BPF).

2. Document ati on Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

For brevity and consistency, this docunent refers to famlies of
types using a shorthand syntax and refers to several expository,
menoni ¢ functions when describing the semantics of instructions.
The range of valid values for those types and the semantics of those
functions are defined in the foll owi ng subsections.

2.1. Types

Thi s docunent refers to integer types with the notation SN to specify
a type’'s signedness (S) and bit width (N), respectively.



For exanpl e,

Table 1. Meani ng of
Si gnedness Not ati on

b el oo 1}
| N | Bit Wdth |
+o——=—=4 ===+
| 8 | 8 bits |
Fo-mm - Fommm e e e e o +
| 16 | 16 bits |
+----- R +
| 32 | 32 bits |
+----- F-- - - - +
| 64 | 64 bits |
Fo-mm - Fommm e e e e o +
| 128 | 128 bits |
+----- R +

Tabl e 2: Meani ng of
Bit-Wdth Notation

16-bit signed nunbers.

2. 2.

The foll owing byte swap functions are direction agnosti c.

Functi ons

_u32_is a type whose valid values are al
unsi gned nunbers and _sl16_ is a type whose valid values are al

the 32-bit
t he
That is,

the sane function is used for conversion in either direction
di scussed bel ow.

*

2. 3.

Si gn Ext end:

bel6: Takes an
byt e order and

be32: Takes an
byte order and

be64: Takes an
byt e order and

bswapl6: Takes

unsi gned 16-bi t
bi g- endi an byte

unsi gned 32-bit
bi g- endi an byte

unsi gned 64-bi t
bi g- endi an byte

an unsi gned 16-bit numnber
endi an format and returns the equival ent

wi dt h but opposite endi anness.

bswap32: Takes an unsi gned 32-bit nunber
endi an format and returns the equival ent

wi dt h but opposite endi anness.

bswap64: Takes an unsigned 64-bit nunber
endi an format and returns the equival ent

wi dt h but opposite endi anness.

nunber and converts it between host

order

[ 1 EN137] .

nunber and converts it between host

order.

nunber and converts it between host

order.

| e16: Takes an unsigned 16-bit nunber and converts
littl e-endi an byte order.

byte order and

| e32: Takes an
byt e order and

| e64: Takes an
byte order and

Definitions

B, neans to

unsi gned 32-bit nunber and converts
little-endian byte order.

unsi gned 64-bit nunber and converts
littl e-endi an byte order.

To sign extend an X-bit number, A

to

a

in either big- or little-
nunmber with the sanme bit

in either big- or little-
nunber with the sane bit

in either big- or little-
nunber with the sane bit

it between host

it between host

it between host

Y-bit nunber,



2.4.

1. Copy all X bits fromAto the lower X bits of B.

2. Set the value of the remaining Y - X bits of B to the val ue of
the nmost significant bit of A

* Exanpl e*

|

| Sign extend an 8-bit nunber Ato a 16-bit nunber B on a big-
| endian platform
I

I

|

A 10000110
B: 11111111 10000110

Conf or mance Groups

An i nmpl enent ati on does not need to support all instructions specified
in this docunent (e.g., deprecated instructions). Instead, a nunber
of conformance groups are specified. An inplenmentation MJST support
the base32 conformance group and MAY support additional conformance
groups, where supporting a confornmance group neans it MJST support

all instructions in that conformance group.

The use of named conformance groups enables interoperability between
a runtime that executes instructions, and tools such as conpilers
that generate instructions for the runtine. Thus, capability

di scovery in terms of conformance groups m ght be done nmanual |y by
users or automatically by tools.

Each conformance group has a short ASCII |abel (e.g., "base32") that
corresponds to a set of instructions that are mandatory. That is,
each instruction has one or nore conformance groups of which it is a
nemnber .

Thi s docunent defines the foll ow ng conformance groups:

base32: includes all instructions defined in this specification
unl ess ot herw se not ed.

base64: includes base32, plus instructions explicitly noted as being
in the base64 confornance group

atom c32: includes 32-bit atom c operation instructions (see
Section 5.3).
atomi c64: includes atom c32, plus 64-bit atomic operation

instructi ons.

di vimul 32:  includes 32-bit division, multiplication, and nodul o
i nstructions.

di virul 64: i ncludes divmul 32, plus 64-bit division, nultiplication,
and nodul o instructions.

packet: deprecated packet access instructions.
I nstruction Encodi ng
BPF has two instruction encodings:

* the basic instruction encodi ng, which uses 64 bits to encode an
instruction

* the wide instruction encodi ng, which appends a second 64 bits
after the basic instruction for a total of 128 bits.



3.

3.

1. Basic Instruction Encoding
A basic instruction is encoded as fol | ows:

T e L o o o e i i s it NN R SR S B S
| opcode | regs | of f set |
B i s T T i i o S o T Ji I
I i mm I
e L o i e S  th o i R S

*opcode: * operation to perform encoded as foll ows:

i ok ST S R TR
| specific |class|
R i i i

*specific:* The format of these bits varies by instruction class
*class:* the instruction class (see Section 3.3)

*regs:* the source and destination register nunbers, encoded as
follows on a little-endian host:

+- - - - - - - -+
| src_reg| dst_reg|
ST I R R i s SN

and as follows on a big-endian host:

+- - - - - - - -+
| dst _reg| src_reg|
ST I R R i s SN

*src_reg:* the source register nunber (0-10), except where
ot herw se specified (64-bit i mediate instructions (see
Section 5.4) reuse this field for other purposes)

*dst _reg:* the destination register nunber (0-10), unless
ot herwi se specified (future instructions mght reuse this field
for other purposes)

*offset:* signed integer offset used with pointer arithmetic, except
where otherwi se specified (sone arithnetic instructions reuse this
field for other purposes)

*Imm* signed integer i medi ate val ue

Note that the contents of nulti-byte fields ('offset’ and "inmi) are

stored using big-endian byte ordering on big-endian hosts and little-

endi an byte ordering on little-endi an hosts.

For exanpl e:

opcode of fset imm assenbl y
src_reg dst_reg

07 0 1 00 00 44 33 22 11 r1 += 0x11223344 /] little
dst _reg src_reg

07 1 0 00 00 11 22 33 44 rl += 0x11223344 // big

Not e that nmpst instructions do not use all of the fields. Unused
fields SHALL be cleared to zero.

2. Wde Instruction Encoding

Some instructions are defined to use the wide instruction encoding,
whi ch uses two 32-bit i mediate values. The 64 bits follow ng the



basic instruction format contain a pseudo instruction with ’opcode’,
"dst _reg’, 'src_reg’, and 'offset’ all set to zero.

This is depicted in the follow ng figure:

B T I e R i i i T S S e e I e ik oI I S S e S S
| opcode | regs | of f set |
el i I e i it T e e e e i i T o S e e S e T R R
I i nm I
R i T I e T S S e S TR S T e i I S e S e e e e o o
| reserved |
B T I e R i i i T S S e e I e ik oI I S S e S S
| next i mm |
el i I e i it T e e e e i i T o S e e S e T R R

*opcode:* operation to perform encoded as expl ai ned above

*regs:* the source and destination register numbers (unless
ot herwi se specified), encoded as expl ai ned above

*of fset:* signed integer offset used with pointer arithnetic, unless
ot herw se specified

*Imm* signed integer inmediate val ue

*reserved: * unused, set to zero

*next _imm* second signed integer i mediate val ue
3.3. Instruction C asses

The three least significant bits of the 'opcode’ field store the
i nstruction class:

[ el oo oo s e s oo e el e o}
| class | Value | Description | Reference

[ gty gy e p—p—p—p——(—(—(———————(—(—————(———— Llpppp—p—p—————r
| LD | 0xO0 | non-standard | oad operations | Section 5 |
S D S D . S +
| LDX | Ox1 | load into register operations | Section 5 |
Fommma - Fommma - T S IR +
| ST | O0x2 | store fromimedi ate operations | Section 5

R, R, o e e e e e e e e e e e e e e R +
| STX | 0x3 | store fromregister operations | Section 5 |
S D S D . S +
| ALU | Ox4 | 32-bit arithnetic operations | Section 4 |
Fommma - Fommma - Fom e meeieeeeeeciiemeeacceaaaas S IR +
| IJMP | Ox5 | 64-bit junmp operations | Section 4

R, R, o e e e e e e e e e e e e e e R +
| JMP32 | Ox6 | 32-bit junmp operations | Section 4

S D S D . S +
| ALU64 | Ox7 | 64-bit arithnmetic operations | Section 4 |
Fommma - Fommma - Fom e meeieeeeeeciiemeeacceaaaas S IR +

Table 3: Instruction d ass
4. Arithnetic and Junp Instructions

For arithmetic and junp instructions (ALU, ALU64, JMP, and JMP32),
the 8-bit "opcode’ field is divided into three parts:

R e s i i e
| code |s]class|
T S I S Y

*code: * the operation code, whose meaning varies by instruction



cl ass

*s (source):* the source operand |ocation, which unless otherw se
specified is one of:

| source | Value | Description |
[ gt e fums et oo
| K | O | use 32-bit 'imm value as source operand |
T Fomm o - o m m e e e e e e e e e e e e e e e eee— oo on +
| X | 1 | use 'src_reg register value as source |
| | | operand |
Fomm oo R, T +

Tabl e 4: Source Operand Location
*class:* the instruction class (see Section 3.3)
.1. Arithnetic Instructions

ALU uses 32-bit wi de operands while ALU64 uses 64-bit w de operands
for otherwi se identical operations. ALU64 instructions belong to the
base64 conformance group unl ess noted otherwise. The 'code’ field
encodes the operation as below, where 'src’ refers to the source
operand and 'dst’ refers to the value of the destination register.

[ ettty by s pjepel ol sl o
| Nane | code | offset | Description |
[ el oo s e s oo e e s e o}
| ADD | Ox0O | O | dst += src |
R, R S R o e m e e e e e e e e e e e e e e me e +
| suB | Ox1 | O | dst -= src |
S S - S I e +
| MJIL | Ox2 | O | dst *= src |
I Fomemm - S IR YT +
| DV | 0x3 | O | dst = (src !'=0) ? (dst / src) 0 |
R, R S R o e m e e e e e e e e e e e e e e me e +
| sSDhv | 0x3 | 1 | dst = (src !'=0) ? (dst s/ src) 0 |
S S - S I S +
| OR | Ox4 | O | dst |= src |
I Fomemm - S IR T +
| AND | Ox5 | O | dst &= src |
R, R S R o e m e e e e e e e e e e e e e e me e +
| LSH | Ox6 | O | dst <<= (src & mask) |
S S - S I e +
| RSH | Ox7 | O | dst >>= (src & mask) |
I Fomemm - S IR YT +
| NEG | Ox8 | O | dst = -dst |
R, R S R o e m e e e e e e e e e e e e e e me e +
| MD | 0x9 | O | dst = (src !'=0) ? (dst %src) : dst |
S S - S I . +
| SMOD | Ox9 | 1 | dst = (src !'=0) ? (dst s%src) dst |
I Fomemm - S IR YT +
| XOR | Oxa | O | dst ~= src |
R, R S R o e m e e e e e e e e e e e e e e me e +
| MV | Oxb | O | dst = src |
S S - S I e +
| MOWSX | Oxb | 8/16/32 | dst = (s8,s16,s32)src |
I Fomemm - S IR YT +
| ARSH | Oxc | O | sign extending (Section 2.3) dst >>= |
| | | | (src & mask) |
AR, +o-m - - R o e m e e e e e e e e e e e e mo oo +
| END | Oxd | O | byte swap operations (see |
| | | | Section 4.2) |
I Fomemm - S IR YT +



Table 5: Arithmetic Instructions

Underfl ow and overfl ow are allowed during arithnetic operations,

meani ng the 64-bit or 32-bit value will wap. |f BPF program
execution would result in division by zero, the destination register
is instead set to zero. |If execution would result in nodulo by zero,

for ALU64 the value of the destination register is unchanged whereas
for ALU the upper 32 bits of the destination register are zeroed.

{ADD, X, ALU}, where 'code’ = ADD, 'source’ = X, and 'class’ = ALU,
neans:

dst = (u32) ((u32) dst + (u32) src)
where ' (u32)’ indicates that the upper 32 bits are zeroed.
{ADD, X, ALU64} neans:
dst = dst + src
{XOR, K, ALU} neans:
dst = (u32) dst ~ (u32) imm
{XOR, K, ALU64} neans:
dst = dst ~ imm

Note that nost arithnetic instructions have 'offset’ set to 0. Only
three instructions (SDV, SMOD, MWNSX) have a non-zero 'offset’.

Division, multiplication, and nodul o operations for ALU are part of
the "divmul 32" confornmance group, and division, nultiplication, and
modul o operations for ALU64 are part of the "divmul 64" conformance
group. The division and nodul o operations support both unsigned and
signed flavors.

For unsigned operations (DIV and MOD), for ALU, 'inmm is interpreted
as a 32-bit unsigned value. For ALU64, 'imm is first sign extended
(Section 2.3) from32 to 64 bits, and then interpreted as a 64-bit
unsi gned val ue.

For signed operations (SDIV and SMOD), for ALU, 'imm is interpreted
as a 32-bit signed value. For ALU64, 'imm is first sign extended
(Section 2.3) from32 to 64 bits, and then interpreted as a 64-bit
si gned val ue.

Note that there are varying definitions of the signed nodul o
operation when the dividend or divisor are negative, where

i npl ementations often vary by | anguage such that Python, Ruby, etc.
differ fromC, CGo, Java, etc. This specification requires that

si gned nmodul o MUST use truncated division (where -13 %3 == -1) as
i mplemented in C, Go, etc.:

a %n=a-n* trunc(a/ n)

The MOVSX instruction does a nove operation with sign extension.
{MOVSX, X, ALU} sign extends (Section 2.3) 8-bit and 16-bit operands
into 32-bit operands, and zeroes the remaining upper 32 bhits.

{MOVSX, X, ALUB4} sign extends (Section 2.3) 8-bit, 16-bit, and
32-bit operands into 64-bit operands. Unlike other arithmetic
instructions, MOWSX is only defined for regi ster source operands (X).

{MV, K, ALU64} neans:

dst = (s64)i mm



{MV, X, ALU} neans:
dst = (u32)src
{MOVSX, X, ALU} with 'offset’ 8 neans:
dst = (u32)(s32)(s8)src
The NEG instruction is only defined when the source bit is clear (K)

Shift operations use a mask of Ox3F (63) for 64-bit operations and
Ox1F (31) for 32-bit operations.

4.2. Byte Swap Instructions

The byte swap instructions use instruction classes of ALU and ALU64
and a 4-bit 'code’ field of END

The byte swap instructions operate on the destination register only
and do not use a separate source register or inmediate val ue.

For ALU, the 1-bit source operand field in the opcode is used to
sel ect what byte order the operation converts fromor to. For ALU64,
the 1-bit source operand field in the opcode is reserved and MJST be

set to O.

[ ool s ool e e oo
| class | source | Value | Description |
[ oo s ool s oo e s s oo
| ALU | LE | O | convert between host byte

| | | | order and little endian |
+------- I +------- I i T I R +
| ALU | BE | 1 | convert between host byte

| | | | order and big endian |
+------- R i +------- R i T R +
| ALU64 | Reserved | O | do byte swap |
| | | | unconditionally |
+------- I +------- I i T I R +

Table 6: Byte Swap Instructions

The "inm field encodes the width of the swap operations. The
following widths are supported: 16, 32, and 64. Wdth 64 operations
bel ong to the base64 conformance group and other swap operations

bel ong to the base32 confornance group

Exanpl es:

{END, LE, ALU} with 'imm 16/ 32/ 64 neans:

dst = | el6(dst)
dst = | e32(dst)
dst = | e64(dst)

16/ 32/ 64 neans:

{END, BE, ALU} with ’inm

dst = bel6(dst)
dst = be32(dst)
dst = be64(dst)

{END, TO ALU64} with 'inmm = 16/32/64 means:

dst = bswapl6(dst)
dst = bswap32(dst)
dst = bswap64(dst)



4. 3.

JMP32 uses 32-bit wide operands and indicates the base32 confornance
JMP uses 64-bit wi de operands for otherw se identica

group,

Junp Instructions

operations and indicates the base64 conformance group unl ess

ot herw se specified. The’

bel ow
| code | Value | src_reg
| JA | OxO | 0x0 |
I I I I
Femmm o - Fomm o - S
| JA | OxO | Ox0 |
I I I I
Fom e e - - N B
| JEQ | Ox1 | any |
I I I I
Femmm o - Fomm o - S
| JGI | Ox2 | any |
I I I I
Fom e e - - N B
| JGE | 0x3 | any |
I I I I
Femmm o - Fomm o - S
| JSET | Ox4 | any |
I I I I
Fom e e - - N B
| IJNE | Ox5 | any |
I I I I
Femmm o - Fomm o - S
| JSGT | 0x6 | any |
I I I I
Fom e e - - N B
| JSCGE | Ox7 | any |
I I I I
Femmm o - Fomm o - S
| CALL | Ox8 | 0xO0 |
I I I I
I I I I
R R, S R
| CALL | Ox8 | Ox1 |
I I I I
I I I I
S S S
| CALL | Ox8 | 0x2 |
I I I I
I I I I
Femmm o - Fomm o - S
| EXIT | 0Ox9 | 0xO0 |
I I I I
Fom e e - - N B
| JLT | Oxa | any |
I I I I
Femmm o - Fomm o - S
| JLE | Oxb | any |
I I I I
Fom e e - - N B
| JSLT | Oxc | any |
I I I I
Femmm o - Fomm o - S
| JSLE | Oxd | any |
I I I I
Fom e e - - N B

code’

PC += inmm
PC += of f set
== src

PC += of fset
> src

PC += of f set
>= src

PC += of f set
& src

PC += of f set
src

| =

PC += of f set
> src

PC += of f set
>= src

hel per function
by static ID

cal l

hel per function

if

call PC += imm
cal l

by BTF ID
return

PC += of f set
< src

PC += of f set
<= src

PC += of f set
< src

PC += of f set
<= src

dst

field encodes the operation as

only

| {CALL, K,
| only, see
| Section 4.

| {CALL, K
| only, see
| Section 4.

| {CALL, K
| only, see
| Section 4.



4. 3.

4. 3.

5.

Table 7: Junp Instructions

where ' PC denotes the program counter, and the offset to increnent
by is in units of 64-bit instructions relative to the instruction
followi ng the junp instruction. Thus 'PC += 1' skips execution of
the next instruction if it’s a basic instruction or results in
undefined behavior if the next instruction is a 128-bit w de

i nstruction.

Exanpl e:
{JSCGE, X, JMP32} nmeans:
if (s32)dst s>= (s32)src goto +offset
where 's>=" indicates a signed '>=" comnparison
{JLE, K, JMP} neans
if dst <= (u64)(s64)i mm goto +of fset
{JA K, JMP32} neans:
gotol +imm
where 'imm neans the branch offset comes fromthe "inm field.

Note that there are two flavors of JA instructions. The JMP class
permits a 16-bit junp offset specified by the 'offset’ field, whereas
the JMP32 class pernmits a 32-bit junp offset specified by the ’'imm
field. A conditional junp greater than 16 bits may be converted to a
conditional junp less than 16 bits plus a 32-bit unconditional junp.

Al CALL and JA instructions belong to the base32 confornmance group.
1. Hel per Functions

Hel per functions are a concept whereby BPF prograns can call into a
set of function calls exposed by the underlying platform

Hi storically, each helper function was identified by a static ID
encoded in the "inm field. Further documentation of hel per
functions is outside the scope of this docunent and standardi zation
is left for future work, but use is wi dely deployed and nore

i nformati on can be found in platformspecific docunentation (e.g.,
Li nux kernel docunentation).

Platforms that support the BPF Type Format (BTF) support identifying
a hel per function by a BTF ID encoded in the "imi field, where the
BTF ID identifies the hel per nane and type. Further docunentation of
BTF is outside the scope of this docunent and standardization is |eft
for future work, but use is w dely deployed and nore information can
be found in platformspecific documentation (e.g., Linux kerne
docunent ati on).

2. Program Local Functions

Program |l ocal functions are functions exposed by the sane BPF program
as the caller, and are referenced by offset fromthe instruction
following the call instruction, simlar to JA. The offset is encoded
inthe "imm field of the call instruction. An EXIT within the
programl ocal function will return to the caller

Load and Store Instructions



For | oad and store instructions (LD, LDX, ST, and STX), the 8-bit
"opcode’ field is divided as follows:

R e s i T
| rode | sz |class|
i S e T o

*mode: * The node nodifier is one of:

[ oo e oo e el el e e
| node | Value | Description | Reference
[ ool oo oo e e s s s s s s e sl el °)
| I'™MM | O | 64-bit imrediate instructions | Section 5.4 |
+-------- +------- B i i i +
| ABS | 1 | legacy BPF packet access | Section 5.5
| | | (absol ute) | |
I +----- - R T i I I i +
| IND | 2 | legacy BPF packet access | Section 5.5
| | | (indirect) | |
+-------- +------- B i i i +
| MEM | 3 | regular |load and store | Section 5.1
| | | operations | |
I +----- - R T i I I i +
| MEMSX | 4 | sign-extension |oad | Section 5.2 |
| | | operations | |
+-------- +------- B i i i +
| ATOMC | 6 | atom c operations | Section 5.3
F----- - - +------- T I +
Tabl e 8: Mbde Modifier
*sz (size):* The size nodifier is one of:

[ el oo ool e Y

| size | Value | Description |

[ ool oo b ool oo 1}

| W | O | word (4 bytes) |

+------ +------- B e ] +

| H | 1 | half word (2 bytes) |

+------ +------- I i I I R +

| B | 2 | byte I

+------ +------- B i T +

| DW | 3 | double word (8 bytes)

+------ +------- B e ] +

Table 9: Size Mdifier
I nstructions using DWbelong to the base64 confornance group
*class:* The instruction class (see Section 3.3)
5.1. Regular Load and Store Operations

The MEM node nodifier is used to encode regular | oad and store
instructions that transfer data between a register and menory.

{MEM <size> STX} neans:

*(size *) (dst + offset) = src
{MEM <size> ST} neans:
*(size *) (dst + offset) = imm

{MEM <size> LDX} neans:



dst = *(unsigned size *) (src + offset)

Where '<size> is one of: B, HH W or DW and ’'unsigned size' is one
of : u8, ul6, u32, or ub4.

5.2. Sign-Extension Load Operations
The MEMSX node nodifier is used to encode sign-extension |oad
instructions (Section 2.3) that transfer data between a register and
nenory.
{MEMBX, <size> LDX} neans:

dst = *(signed size *) (src + offset)

Wiere '<size> is one of: B, H or W and 'signed size' is one of:
s8, s16, or s32.

5.3. Atomic Operations

Atom c operations operate on nenory and cannot be interrupted or
corrupted by other access to the sane nenory region by other BPF
progranms or neans outside of this specification.

Al'l atom c operations supported by BPF are encoded as store
operations that use the ATOM C node nodifier as foll ows:

* {ATOMC, W STX} for 32-bit operations, which are part of the
"at oni ¢c32" confornmance group.

* {ATOMC, DW STX} for 64-bit operations, which are part of the
"at om c64" confornance group.

* 8-bit and 16-bit w de atonic operations are not support ed.
The 'inmm field is used to encode the actual atom c operation.

Sinple atonmi c operations use a subset of the values defined to encode
arithnetic operations in the "imi field to encode the atomc

operati on:
[ e pent S g pu el S oo e pe
| imm| Value | Description |
[ piefefebfety Sl fu s pu et Chus o pu o pufs e pt
| ADD | Ox00 | atomic add |
S e S - +
| OR | 0x40 | atomc or |
Fo-m - I . +
| AND | O0x50 | atomic and |
+--m - - R, S +
| XOR| Oxa0 | atomic xor |
S e S - +

Tabl e 10: Sinple Atonic
Qper at i ons

{ATOMC, W STX} with 'inmm = ADD neans:
*(u32 *)(dst + offset) += src

{ATOM C, DW STX} with "imm = ADD neans:
*(u64 *)(dst + offset) += src

In addition to the sinple atonmic operations, there is also a nodifier
and two conpl ex atom c operations:



[ gttty ———————————_ s pp—p—p—p—_————————(—(———(—————r
| imm | Val ue | Description |
[ bl bty e et o}
| FETCH | 0x01 | nodifier: return old val ue
T . T T re e +
| XCHG | Oxe0 | FETCH | atom c exchange |
S R o e e - o e e e e e e e e m o +
| CMPXCHG | OxfO | FETCH | atomic conpare and exchange

S TRy . O +

Tabl e 11: Conplex Atomic Operations and a Mdifier

The FETCH nodifier is optional for sinple atom c operations and is
al ways set for the conplex atonmic operations. |If the FETCH flag is
set, then the operation also overwites src with the value that was
in nmenory before it was nodified.

The XCHG operation atomically exchanges src with the val ue addressed
by dst + offset.

The CMPXCHG operation atonically conpares the val ue addressed by dst
+ offset with RO. |f they match, the val ue addressed by dst + offset
is replaced with src. In either case, the value that was at dst +
of fset before the operation is zero-extended and | oaded back to RO.

5.4. 64-bit Imediate Instructions

Instructions with the | MM’ node’ nodifier use the wide instruction
encoding defined in Section 3, and use the '"src_reg field of the
basic instruction to hold an opcode subtype.

The following table defines a set of {IMM DW LD} instructions with
opcode subtypes in the "src_reg field, using new terns such as "map"
defined further bel ow

[ e e el e sl ool )
| src_reg | Pseudocode | imm Type | dst Type

[ s pumfemsfumeiy el sy s pe e pe e o}
| Ox0 | dst = (next_imm<< 32) | imm | integer | integer |
S I Y S T S T +
| Ox1 | dst = map_by_fd(inmm | map fd | map |
B S o mm e e e e e e e e e e e e e oo Fomm e e e oo Fomm e e e oo +
| Ox2 | dst = map_val (map_by fd(imm) | map fd | data |
| | + next_inmm | | address

S I . S I S I +
| Ox3 | dst = var_addr (i mm | variable | data |
| | | id | address |
B S o mm e e e e e e e e e e e e e oo Fomm e e e oo Fomm e e e oo +
| Ox4 | dst = code_addr (i mm | integer | code |
| | | | address |
S I . S I S I +
| Ox5 | dst = map_by_idx(imm | map | map |
| | | index | |
B S o mm e e e e e e e e e e e e e oo Fomm e e e oo Fomm e e e oo +
| Ox6 | dst = map_val (map_by_idx(im)) | map | data |
| | + next_inmm | index | address

S I . S I S I +

Table 12: 64-bit | mrediate I nstructions
wher e

* map_by fd(imm neans to convert a 32-bit file descriptor into an
address of a map (see Section 5.4.1)

* map_by_ idx(im) neans to convert a 32-bit index into an address of



a map
* map_val (map) gets the address of the first value in a given map

* var_addr(imr) gets the address of a platformvariable (see
Section 5.4.2) with a given id

* code_addr(imm gets the address of the instruction at a specified
relative offset in nunber of (64-bit) instructions

* the "immtype' can be used by disassenblers for display

* the 'dst type’ can be used for verification and just-in-tine
conpi |l ati on purposes

5.4.1. WMaps

Maps are shared nenory regi ons accessi bl e by BPF prograns on sone
platforns. A map can have various semantics as defined in a separate
docunent, and may or may not have a single contiguous nenory region,
but the "map_val (map)’ is currently only defined for maps that do
have a single contiguous menory region.

Each map can have a file descriptor (fd) if supported by the
platform where 'map_by fd(inm’ neans to get the map with the
specified file descriptor. Each BPF program can al so be defined to
use a set of maps associated with the programat load tine, and
"map_by idx(imm’ nmeans to get the map with the given index in the
set associated with the BPF program containing the instruction

5.4.2. Pl atform Vari abl es

Platformvariables are nenory regions, identified by integer ids,
exposed by the runtinme, and accessi bl e by BPF programs on sone
platforns. The 'var_addr(im)’ operation nmeans to get the address of
the menory region identified by the given id.

5.5. Legacy BPF Packet Access Instructions

BPF previously introduced special instructions for access to packet
data that were carried over fromclassic BPF. These instructions
used an instruction class of LD, a size nodifier of W H or B, and a
nmode nodifier of ABS or IND. The 'dst_reg and 'offset’ fields were
set to zero, and 'src_reg’ was set to zero for ABS. However, these
instructions are deprecated and SHOULD no | onger be used. Al |egacy
packet access instructions belong to the "packet" confornmance group

6. Security Considerations

BPF prograns could use BPF instructions to do malicious things with
menory, CPU, networking, or other systemresources. This is not
fundanmentally different fromany other type of software that nay run
on a device. Execution environments should be carefully designed to
only run BPF prograns that are trusted and verified, and sandboxi ng
and privilege |evel separation are key strategies for linmting
security and abuse inpact. For exanple, BPF verifiers are well-known
and wi dely depl oyed and are responsible for ensuring that BPF
programs wWill termnate within a reasonable tine, only interact with
menory in safe ways, adhere to platformspecified APl contracts, and
don’t use instructions with undefined behavior. This |evel of
verification can often provide a stronger |evel of security assurance
than for other software and operating systemcode. Wile the details
are out of scope of this docurment, Linux [LINUX] and PREVAIL

[ PREVAI L] provide many details. Future |IETF work will docunent
verifier expectations and buil ding blocks for allowi ng safe execution
of untrusted BPF prograns.
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1.

Executing prograns using the BPF instruction set also requires either
an interpreter or a conpiler to translate themto built-in hardware

processor
source of

instructions. In general,
i nsecurity (e.g.,

interpreters are considered a

gadgets susceptible to side-channel

attacks due to specul ati ve execution) whenever one is used in the

same nmenory address space as data with confidentiality concerns.
use of a conpiler is recomended instead.

such,

As
Conpi l ers shoul d be

audited carefully for vulnerabilities to ensure that conpilation of a
trusted and verified BPF programto built-in processor instructions

does not introduce vul nerabilities.

Exposing functionality via BPF extends the interface between the
conponent executing the BPF program and the conponent submitting it.

Car ef ul

consi derati on of what functionality is exposed and how t hat

i mpacts the security properties desired is required.

| ANA Consi der ati ons

Thi s docunent defines two registries.

Thi s docunent defines an | ANA registry for

conf ormance groups, as follows:

BPF I nstruction Conformance Groups Registry

BPF i nstruction

* Nanme of the registry: BPF Instruction Conformance G oups

*  Name of the registry group: BPF Instructions

* Required information for registrations:

See the BPF Instruction

Conf ormance Groups Regi stration Tenplate (Section 7.1.1)

* Syntax of registry entries:
nane, description, includes,
and reference.

Each entry has the follow ng fields
excl udes,
See Section 7.1.1 for

status, change controller
nore details.

* Registration policy (see Section 4 of [RFC8126] for details):

- Permanent: Standards Action or
- Provisional

- Historical: Specification Requ
* Contact: BPF Wirking G oup

* Change Controller: IETF

| ESG Appr ova

Speci fication Required

red

Initial entries in this registry are as foll ows:

B bbb e s e s el e el e e e e 3
| Narre | Description | I ncl udes| Excl udes| Status | Reference

[ ool e el el e sl oo pen el ]
| at om c32| 32-bit | - | - | Permanent | RFC 9669,

| | atomic | | | | Section |
| | instructions | | | | 5.3 |
Fommmmm o TP Fommmmm o Fommmmm o Fom o Fom e m - +
| at omi c64| 64-bit | at omi ¢32] - | Permanent | RFC 9669,

| | atomc | | | | Section |
| | instructions | | | | 5.3 |
Fommm oo g Fommm oo Fommm oo S S +
| base32 | 32-bit base | - | - | Permanent | RFC 9669

| | instructions | | | | |
Fommm o o Fommm o Fommm o R LT R T +
| base64 | 64-bit base | base32 |- | Permanent | RFC 9669
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| | instructions | | | | |

S SRR S S SRR S SRR R S +
| di virul 32| 32-bit | - | - | Permanent | RFC 9669, |

| | division and | | | | Section |

| | nodul o | | | | 4.1 |

Fomm e - o - o m e e e oo - Fomm e - o - Fomm e - o - Fomm e oo - N +
| di virul 64| 64-bit | di virul 32| - | Permanent | RFC 9669,

| | division and | | | | Section |

| | nodul o | | | | 4.1 |

T o T T Fom e e o - Fom e oo +
| packet | Legacy | - | - | Historical | RFC 9669,

| | packet | | | | Section |

| | instructions | | | | 5.5 |

S SRR S S SRR S SRR R S +

Table 13: Initial Conformance G oups
.1. BPF Instruction Conformance G oups Registration Tenpl ate

This tenpl ate describes the fields that nust be supplied in a
regi stration request:

Name: Al phanuneric | abel indicating the nane of the confornmance
group.

Description: Brief description of the conformance group

I ncludes: Any other conformance groups that are included by this
group.

Excl udes: Any ot her conformance groups that are excluded by this
group.

Status: This reflects the status requested and nmust be one of
"Permanent’, 'Provisional’, or 'Historical’.

Contact: Person (including contact information) to contact for
further information.

Change Controller: O ganization or person (often the author of the
defining specification), including contact information, authorized
to change this.

Ref erence: A reference to the defining specification. |Include ful
citations for all referenced docunents. Registration requests for
"Provisional’ registration can be included in an Internet-Draft;
when the docunents are approved for publication as an RFC, the
registration will be updated to ’'Pernanent’.

BPF I nstruction Set Registry

Thi s docunent defines an I ANA registry for BPF instructions, as
fol | ows:

* Name of the registry: BPF Instruction Set
* Nanme of the registry group: BPF Instructions

* Required information for registrations: See the BPF Instruction
Regi stration Tenplate (Section 7.2.1)

* Syntax of registry entries: Each entry has the follow ng fields:
opcode, src, offset, inm description, groups, change controller,
and reference. See Section 7.2.1 for nore details.

* Registration policy: New instructions require a new entry in the



7.2.

conformance group registry and the sane registration policies
apply.

* Contact: BPF Wirking G oup
* Change Controller: IETF

* Initial registrations: See Appendix A Instructions other than
those listed as deprecated are Permanent. Any listed as
deprecated are Historical

1. BPF Instruction Registration Tenpl ate

This tenpl ate describes the fields that nust be supplied in a
regi stration request:

pcode: A 1-byte value in hex format indicating the value of the
opcode field.

Src_reg: Either a nuneric value indicating the value of the src_reg

field, or "any".

O fset: Either a nuneric value indicating the value of the offset
field, or "

any".
Imm Either a value indicating the value of the imnmfield, or "any".

Description: Description of what the instruction does, typically in
pseudocode.

G oups: A list of one or nmore conma-separated conformance groups to
whi ch the instruction bel ongs.

Contact: Person (including contact infornmation) to contact for
further information.

Change Controller: Organization or person (often the author),
i ncluding contact information, authorized to change this.

Reference: A reference to the defining specification. Include ful
citations for all referenced docunents. Registration requests for
"Provisional’ registration can be included in an Internet-Draft;
when the docunents are approved for publication as an RFC, the
registration will be updated to ' Pernanent’.

Addi ng I nstructions

A specification may add additional instructions to the BPF
Instruction Set registry. Once a conformance group is registered
with a set of instructions, no further instructions can be added to
that confornance group. A specification should instead create a new
conformance group that includes the original conformance group, plus
any new y added instructions. Inclusion of the original conformance
group is done via the "includes" colum of the BPF Instruction

Conf ormance G oups registry, and inclusion of newy added
instructions is done via the "groups" colum of the BPF Instruction
Set registry.

For exanple, consider an existing hypothetical group called "exanple"
with two instructions init. One mght add two nore instructions by
first adding an "exanpl ev2" group to the BPF Instruction Confornmance
Groups registry as foll ows:

[ ety ety ey L ————r— e ety
| Nare | Description | I'ncludes | Excludes St at us |



| exanple | Original example | - | - | Permanent |
| | instructions | | | |

U Fom e S S U +
| exanplev2 | Newer set of | exanple | - | Pernmanent |

| exanple | | | |
| | instructions | | | |
R o e e e e oo oo TS TS R +

Tabl e 14: Conformance G oup Exanple for Addition

And then adding the new instructions into the BPF Instruction Set
registry as foll ows:

[ gt e fumsfumety e ey ¢
| opcode | | Description | G oups |
[} ity ey s oo s p—————
| aaa | | Original exanple instruction 1 | exanple

B +----- o mm e e e e e e e e e e e e e oo o m e e e - +
| bbb | | Original exanple instruction 2 | exanple

E +- - - - - oo e e e e e e o - M +
| ccc | | Added example instruction 3 | exanpl ev2 |
R ppe—— S T IR +
| ddd | | Added example instruction 4 | exanpl ev2 |
B +----- o mm e e e e e e e e e e e e e oo o m e e e - +

Tabl e 15: Instruction Addition Exanple

Supporting the "exanpl ev2" group thus requires supporting all four
exanpl e instructions.

Deprecating Instructions

Deprecating instructions that are part of an existing confornmance
group can be done by defining a new conformance group for the newy
deprecated instructions, and defining a new conformance group that
super sedes the existing conformance group containing the
instructions, where the new conformance group includes the existing
one and excl udes the deprecated instruction group

For exanple, if deprecating an instruction in an existing

hypot heti cal group called "exanple", two new groups ("l egacyexanpl e"
and "exanpl ev2") nmight be registered in the BPF Instruction

Conf ormance Groups registry as foll ows:

=4 -+t —-————————+4———————————————+d——————————+
| Nare | Description |Includes| Excludes | St atus |
[ oo oo oo s el ety oo
| exanple | Original | - | - | Per manent
I | exanple I I I I
| | instructions | | | |
I i I F-------- I i I +
| | egacyexanple | Legacy | - | - | Hi stori cal
exanpl e I I I I
| | instructions | | | |
S I I i T +---- - - - S I F--- - - +
| exanpl ev2 | Exanple | exanpl e | | egacyexanpl e | Per manent
| instructions | | | |
I I T I F----- - - I I T R +

Tabl e 16: Conformance G oup Exanple for Deprecation
The BPF Instruction Set registry entries for the deprecated
instructions would then be updated to add "l egacyexanple" to the set
of groups for those instructions, as follows:

[ el s ool oo e oo s s e s s s s s e e ]



7

7

8.

8.

| opcode | | Description | G oups |
b et Tl et e oo ey e
| aaa | | Good original instruction 1 | exanple |
T +o-m o - o mm e e e e e e e i o +
| bbb | | Good original instruction 2 | exanple |
Fomm e - o - Fomm - - o e e e e e e e ememao - o m e e e oo - +
| ccc | ... | Bad original instruction 3 | exanple, |
| | | | | egacyexanpl e |
T +--m o= o m e e e e e iee i oo +
| ddd | ... | Bad original instruction 4 | exanple, |
| | | | 1egacyexanple |
Fomm e - o - Fomm - - o e e e e e e e ememao - o m e e e oo - +

Table 17: Instruction Deprecation Exanple

Finally, updated inplenentations that dropped support for the
deprecated instructions would then be able to claimconformance to
"exanpl ev2" rather than "exanple".

5. Change Contro

Regi strations can be updated in a registry by the sane nechani sm as
required for an initial registration. |In cases where the origina
definition of an entry is contained in an | ESG approved document, in
whi ch case the | ETF woul d be the change controller, update of the
specification also requires | ESG approval

"Provisional’ registrations can be updated by the change controller
designated in the existing registration. |In addition, the |IESG can
reassign responsibility for a 'Provisional’ registration or can
request specific changes to an entry. This will enable changes to be
made to entries where the original registrant is out of contact or
unwi | I ing or unable to nake changes.

Transition from’Provisional’ to 'Permanent’ status can be requested
and approved in the sane manner as a new ' Permanent’ registration.
Transition from’ Permanent’ to 'Historical’ status requires |ESG
approval. Transition from’Provisional’ to 'Hi storical’ can be
requested by anyone authorized to update the ’Provisional

regi stration.

6. Expert Review Instructions

The 1 ANA registries established by this docunent are inforned by
witten specifications, which thenselves are facilitated and approved
by an Expert Revi ew process (see Section 5.3 of [RFC8126]).

Desi gnat ed experts are expected to consult with the active BPF

wor king group (e.g., via email to the working group’s mailing list)
if it exists, as well as other interested parties (e.g., via email to
one or nore active mailing list(s) for relevant BPF communities and
platforns). The designated expert is expected to verify that the
encodi ng and semantics for any new instructions are properly
docunented in a public-facing specification. 1n the event of future
RFC docunents for | SA extensions, experts may permt early assignnent
before the RFC docunent is available, as long as a specification that
sati sfies the above requirenents exists.
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Appendix A. Initial BPF Instruction Set Val ues
Initial values for the BPF Instruction Set
The descriptions in this table are infornative.

di screpancy, the reference is authoritative.

L ey e pefut oot ooy oo pu oo po oo po o poj g
| opcode| src_reg|of f-|imm | Description

I I | set | I

E e Cjesfusfo oo pufenp S el s famsfoms e e
| 0x00 | 0x0 | O | any | (additional imediate

| | | | | val ue)

I I I I I

I I I I I

S . L I N L L L L T T I iy
| 0x04 | Ox0 | O | any |dst = (u32)((u32)dst +

I I I I | (u32)inm

| | | | |

I I I I I

S - S R L T T Iy ey
| 0x05 | 0x0 | any | 0x00| got o +of f set

+o-m - - AR, TRy Uy
| 0x06 | 0x0 | O | any | goto +imm

I I I I I

I I I I I

I I I I I

R R, TR JE Sy iy U
| 0x07 | Ox0 |0 | any | dst += inmm

I I I I I

I I I I I

I I I I I

Fom e e - - N L
| 0x0c | any | O | 0x00| dst = (u32)((u32)dst +

I I I I | (u32)src)

I I I I I

I I I I I

R R o
| OxOf | any | O | 0x00| dst += src

| base64

DO 10.1145/3314221. 3314590, June 2019,

registry are given bel ow
In case of any

+=======+4
| Ref |
I I
+=======4
| RFC I
| 9669, |
| Secti on|
| 5.4 |
S +
| RFC |
| 9669, |
| Secti on]|
| 4.1 |
oo - +
| RFC |
| 9669, |
| Secti on]|
| 4.3 |
AR, +
| RFC |
| 9669, |
| Secti on]|
| 4.3 |
R, +
| RFC |
| 9669, |
| Secti on|
| 4.1 |
N +
| RFC |
| 9669, |
| Secti on|
| 4.1 |
S +
| RFC I



+

| Secti on|
|4.1
Fom oo -

| 9669,

I
I
I
+

B e e e o e oo

| Ox0

I

oo

| Secti on]|
I
B

4.1

| 9669,
+

| RFC

| base32
I
|
I
+

(u32) ((u32)dst -

I(U32;imﬁ

| any | dst
|
I

0

o e e e e e e e e e e oo

| 0x15

| Ox14

i mm got o

|any |any |if dst ==
| | +of f set
I I
| |

| Ox0

| RFC

| 9669,

| Secti on
| 4.3

i M goto | base32

| +of f set

| any |any |[if (u32)dst

| Ox0

e
e

| Ox16

| base64 | RFC
| 9669,

i mm

| any |dst -

0

| Ox0

| 0x17

I

I

I
s S

| 0x18

I
I
I
I
+

| Secti on

| 9669,
|5.4

| RFC

| | base64

i Mm << 32)

| any |dst = (next_
| i mm

0

| Ox0

I
I
e

| 9669,
| Secti on
|5.4

| RFC

| base64
| base64

map_by_fd(im)
i mm

|nap_:al(nap_by_fd(inn))

| + next

| any | dst

| any | dst
|
I
I
|
I

| Ox2

o e e e e e e e e e e oo
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