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1. Introduction

In recent years, there has been increased focus on how to address the
dynanmi ¢ routing of networks that have a bipartite (al so known as

spi ne-leaf or leaf-spine), Cos [Clos], or Fat-tree [Leiserson]

topol ogy. Conventional Interior Gateway Protocols (IGPs; i.e., ISIS
[1S010589], OSPFv2 [RFC2328], and OSPFv3 [ RFC5340]) underperform
redundantly fl ooding i nformation throughout the dense topology. This
| eads to overl oaded control plane inputs and thereby create
operational issues. For practical considerations, network architects
have resorted to appl yi ng unconventional techniques to address the
problem e.g., applying BGP in the data center [RFC7938]. However,
sone network architects feel that using an Exterior Gateway Protoco
(EGP) as an IGP is suboptimal, perhaps only because of the
configuration overhead.

The primary issue that is denponstrated when conventional |1GPs are
applied is the poor reaction of the network to topol ogy changes.
Normal link-state routing protocols rely on a flooding algorithmfor
state distribution within an area. In a dense topology, this
flooding algorithmis highly redundant and results in unnecessary
overhead. Each node in the topol ogy receives each |ink state update
multiple tinmes. Utimately, all of the redundant copies will be

di scarded, but only after they have reached the control plane and
have been processed. This creates issues because significant Link
St at e Dat abase (LSDB) updates can becone queued behi nd many redundant
copi es of another update. This delays convergence as the LSDB does
not stabilize pronptly.

In a real-world inplenentation, the packet queues leading to the
control plane are necessarily of finite size, so if the flooding rate
exceeds the update processing rate for |ong enough, then the contro
pl ane will be obligated to drop incom ng updates. |If these |ost
updates are of significance, this will further delay the
stabilization of the LSDB and t he convergence of the network.

This is not a new problem Hi storically, when routing protocols have
been depl oyed in networks where the underlying topology is a conplete
graph, there have been simlar issues. This was nore conmon when the
underlying link-layer fabric presented the network layer with a ful
mesh of virtual connections. This was addressed by reducing the

fl ooding topology through 1S-1S Mesh G oups [RFC2973], but this
approach requires careful configuration of the flooding topol ogy.

Thus, the root problemis not limted to massively scal abl e data
centers. It exists with any dense topol ogy at scale.

Li nk-state routing protocols were conceived when |inks were very
expensi ve and topol ogi es were sparse. The fact that those sane
designs are suboptimal in a dense topol ogy should not cone as a huge
surprise. Technol ogy has progressed to the point where links are
cheap and common. This represents a conplete reversal in the
econom ¢ fundanental s of network engi neering. The original designs
are to be commended for continuing to provide correct operation to
this point and optinizations for operation in today s environnent are
to be expected.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in



BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

These words may al so appear in this docunent in |ower case as plain
Engli sh words wi thout their nornative meani ngs.

Pr obl em St at enment

In a dense topology, the flooding algorithmthat is the heart of
conventional link-state routing protocols causes a great deal of
redundant nessaging. This is exacerbated by scale. While the
protocol can survive this conbination, the redundant messaging is
unnecessary overhead and del ays convergence. Thus, the problemis
how to provide routing in dense, scal able topologies with rapid
conver gence

Sol uti on Requi rements
A solution to this problem nust neet the follow ng requirenents:

Requirenent 1: Provide a dynamc routing solution. Reachability
must be restored after any topol ogy change.

Requirement 2: Provide a significant inprovenment in convergence

Requirenment 3: The solution should address a variety of dense
topol ogi es. Just addressing a conplete bipartite
topol ogy such as K5,8 is insufficient (see [Bondy]).
Mul ti-stage C os topol ogi es nmust al so be addressed,
as well as topologies that are slight variants.

Addr essing conpl ete graphs is a good denonstration of
generality.

Requirenment 4: There nust be no single point of failure. The loss
of any link or node should not unduly hinder
conver gence

Requirenent 5: The workl oad for flooding should be evenly
distributed. A hot spot, where one node has an
extrenme workl oad, would be a perfornmance linmitation
and a vulnerability for resiliency.

Requi rement 6: Dense topol ogi es are subgraphs of much | arger
topol ogies. Operational efficiency requires that the
dense subgraph not operate in a radically different
manner than the remai nder of the topology. Wile
sone operational differences are pernissible, they
shoul d be m nim zed. Any change to any node outside
of the dense subgraph is not acceptable. These
situations occur when nassively scal ed data centers
are part of an overall larger w de-area network
Havi ng a second protocol operating just on this
subgraph woul d add nuch nore conplexity at the edge
of the subgraph where the two protocols would have to
i nt eroper at e.

Dynam ¢ Fl oodi ng

The conbination of a dense topol ogy and fl oodi ng on the physica

topol ogy i s suboptimal for network scaling. However, if the flooding
topol ogy i s decoupled fromthe physical topology and restricted to a
greatly reduced portion of that topol ogy, the result can be efficient
flooding and the resilience of existing protocols. A node that
supports fl ooding on the decoupled flooding topology is said to
support dynanic fl oodi ng.



Wth dynam c flooding, the flooding topology is conputed within an
IGP area with the dense topology either centrally on an el ected node,
termed the Area Leader, or in a distributed nanner on all nodes that

are supporting dynamic flooding. |f the flooding topology is
computed centrally, it is encoded into and distributed as part of the
normal LSDB. This is the centralized node of operation. |If the

fl oodi ng topology is conputed in a distributed fashion, this is the
di stributed node of operation. Nodes within such an I GP area woul d
only flood on the flooding topology. On links outside of the

fl oodi ng topol ogy, normal database synchroni zati on nmechani sns, i.e.,
OSPF dat abase exchange and |S-1S Conpl ete Sequence Numnber PDUs
(CSNPs), would apply, but flooding may not. The detail ed behavi or of
the nodes participating in IGP is described in Section 6. New |ink-
state information that arrives fromoutside of the flooding topol ogy
suggests that the sender has no floodi ng topology information or that
it is operating on old information about the flooding topology. In
these cases, the new |link-state informati on should be flooded on the
fl oodi ng topol ogy as wel | .

The fl ooding topol ogy covers the full set of nodes within the area,
but excludes sone of the |inks that standard fl oodi ng woul d enpl oy.

Since the flooding topology is conputed before topol ogy changes, the
effort required to conmpute it does not factor into the convergence
time and can be done when the topology is stable. 1In the case of
centralized node, the speed of the conputation and its distribution
is not a significant issue.

Graph theory defines the "degree" of a node to be the nunmber of edges
that are attached to the node. To keep the floodi ng workl oad

scal abl e and distributed, there should be no nodes in the flooding
topol ogy that have a nmuch hi gher degree than other nodes.

If a node does not have any floodi ng topol ogy information when it

receives new link-state information, it should flood according to

standard flooding rules. This situation will occur when the dense
topology is first established but is unlikely to recur

Li nk-state protocols are intentionally designed to be asynchronous
wi th nodes acting independently. During the flooding process,
different nodes will have different information, resulting in
transient conditions that can tenporarily produce suboptima
forwardi ng. These periods of transient conditions are known as
"transients.”

When centralized node is used and if there are nmultiple flooding

t opol ogi es being advertised during a transient, then nodes should
flood Iink-state updates on all of the flooding topol ogies. Each
node should locally evaluate the election of the Area Leader for the
IGP area and first flood on its flooding topology. The rationale
behind this is straightforward: if there is a transient and there has
been a recent change in Area Leader, then propagating topol ogy
informati on pronptly along the nost likely flooding topol ogy shoul d
be the priority.

During transients, |oops may formin the flooding topology. This is
not problematic, as the standard fl ooding rul es would cause duplicate
updates to be ignored. Simlarly, during transients, the flooding
topol ogy may become di sconnected. Section 6.8.11 di scusses how such
conditions are handl ed.

4.1. Applicability
In a conplete graph, this approach is appealing because it

drastically decreases the flooding topol ogy w thout the nanual
configuration of mesh groups. By controlling the dianeter of the



fl oodi ng topol ogy, as well as the maxi mum node degree in the flooding
t opol ogy, convergence tine goals can be net, and the stability of the
control plane can be assured.

Sinmlarly, in a massively scaled data center (where there are many
opportunities for redundant flooding), this mechani sm guarantees that
flooding is redundant, with each | eaf and spine well connected, while
ensuring that no update takes too many hops and that no node shares
an undue portion of the flooding effort.

In a network where only a portion of the nodes support dynanic
fl oodi ng, the remaining nodes will continue to perform standard
flooding. This is not an issue for correctness, as no node can
becomne i sol at ed.

Fl ooding that is initiated by nodes that support dynanic fl ooding
will remain within the flooding topology until it reaches a | egacy
node, where standard flooding is resumed. Standard flooding will be
bounded by nodes supporting dynam c flooding, which can help limt
the propagati on of unnecessary flooding. Wether or not the network
can remain stable in this condition is very dependent on the nunber
and | ocation of the nodes that support dynam c fl oodi ng.

During incremental deployment of dynamc flooding, an area will
consi st of one or nore sets of connected nodes that support dynanic
fl oodi ng and one or nore sets of connected nodes that do not, i.e.,
nodes that support standard flooding. The flooding topology is the
uni on of these sets of nodes. Each set of nodes that does not
support dynanic flooding needs to be part of the flooding topol ogy
and such a set of nodes may provide connectivity between two or nore
sets of nodes that support dynam c fl ooding.

4.2. Leader Election
A single node within the dense topology is elected as an Area Leader

A generalization of the nechani sns used in existing Designated Router
(OSPF) or Designated Internedi ate-System (1S-1S) elections is used
for leader election. The elected node is known as the Area Leader

In the case of centralized node, the Area Leader is responsible for
computing and distributing the flooding topol ogy. Wen a new Area
Leader is elected and has distributed new fl oodi ng topol ogy
information, then any prior Area Leaders should wi thdraw any of their
fl oodi ng topology information fromtheir LSDB entries.

In the case of distributed node, the distributed algorithm advertised
by the Area Leader MJST be used by all nodes that participate in
dynanmi ¢ fl oodi ng.

Not every node needs to be a candidate to be the Area Leader within
an area, as a single candidate is sufficient for correct operation
However, for redundancy, it is strongly RECOWENDED that there be
mul ti pl e candi dat es.

4.3. Computing the Floodi ng Topol ogy

There is a great deal of flexibility in how the fl ooding topol ogy nmay
be conputed. For resilience, it needs to at |east contain a cycle of
all nodes in the dense subgraph. However, additional Iinks could be
added to decrease the convergence time. The trade-off between the
density of the flooding topology and the convergence tine is a matter
for further study. The exact algorithmfor conputing the fl ooding
topology in the case of the centralized conputation need not be
standardi zed, as it is not an interoperability issue. Only the
encodi ng of the resultant topol ogy needs to be docunented. |In the



case of distributed node, all nodes in the IGP area need to use the
sanme algorithmto conmpute the fl ooding topology. It is possible to
use private algorithns to conpute flooding topol ogy, so long as al
nodes in the | GP area use the same al gorithm

Wil e the flooding topol ogy should be a covering cycle, it need not
be a Ham | toni an cycl e where each node appears only once. In fact,
in many relevant topologies, this will not be possible (e.g., K5,8)
This is fortunate, as conputing a Ham ltonian cycle is known to be
NP- conpl et e.

A simple algorithmto conpute the topol ogy for a conplete bipartite
graph is to sinply select unvisited nodes on each side of the graph
until both sides are conpletely visited. |f the nunbers of nodes on
each side of the graph are unequal, then revisiting nodes on the |ess
popul ated side of the graph will be inevitable. This algorithmcan
run in QCN) time, so it is quite efficient.

VWhile a sinple cycle is adequate for correctness and resiliency, it
may not be optinmal for convergence. At scale, a cycle nmay have a
dianeter that is half the nunber of nodes in the graph. This could
cause an undue delay in |link-state update propagation. Therefore, it
may be useful to have a bound on the diameter of the flooding

topol ogy. Introducing nore links into the flooding topol ogy woul d
reduce the dianmeter but at the trade-off of possibly addi ng redundant
messagi ng. The optinal trade-off between convergence tine and graph
dianmeter is for further study.

Simlarly, if additional redundancy is added to the fl ooding

t opol ogy, specific nodes in that topology may end up with a very high
degree. This could result in overloading the control plane of those
nodes, resulting in poor convergence. Thus, it may be preferable to
have an upper bound on the degree of nodes in the flooding topol ogy.
Again, the optinmal trade-off between graph di aneter, node degree,
convergence tine, and topology conputation tine is for further study.

If the | eader chooses to include a multi-access broadcast LAN segnent
as part of the flooding topology, all of the adjacencies in that LAN
segnment should be included as well. Once updates are flooded on the
LAN, they will be received by every attached node.

4.4. Topol ogies on Conplete Bipartite G aphs

Conpl ete bipartite graph topol ogi es have becone popul ar for data
center applications and are conmonly call ed | eaf-spine or spine-|eaf
topol ogies. This section discusses sonme flooding topol ogies that are
of particular interest in these networks.

4.4.1. A Mninmal Flooding Topol ogy

A mninmal flooding topology on a conplete bipartite graph is one in
whi ch the topology is connected and each node has at |east degree
two. This is of interest because it guarantees that the flooding
topol ogy has no single point of failure.

In practice, this inplies that every | eaf node in the flooding
topology will have a degree of two. As there are usually nore | eaves
t han spines, the degree of the spines will be higher, but the | oad on
the individual spines can be evenly distributed.

This type of flooding topology is also of interest because it scales
well. As the nunber of |eaves increases, it is possible to construct
fl oodi ng topol ogies that performwell. Specifically, for N spines
and M| eaves, if M>= N(N2-1), then there is a fl ooding topol ogy
that has a diameter of 4.



4. 4.

2. Xia Topol ogi es

A Xia topology on a conplete bipartite graph is one in which all
spi ne nodes are biconnected through | eaves with degree two, but the
remai ning | eaves all have degree one and are evenly distributed
across the spines.

Constructively, one can create a Xia topology by iterating through
the spines. Each spine can be connected to the next spine by

sel ecting any unused leaf. Since |eaves are connected to all spines,
all leaves will have a connection to both the first and second spine
and one can therefore choose any | eaf without |oss of generality.
Continuing this iteration across all of the spines, selecting a new
| eaf at each iteration will result in a path that connects al

spi nes. Adding one nore | eaf between the last and first spine wll
produce a cycle of N spines and N | eaves.

At this point, M N |eaves remain unconnected. These can be
distributed evenly across the renmaining spines and connected by a
single Iink.

Xi a topol ogi es represent a conproni se that trades off increased risk
and decreased performance for lower flooding anplification. X a
topologies will have a larger dianmeter. For M spines, the dianeter
will be M+ 2.

In a Xia topology, sone | eaves are singly connected. This represents
a risk in that convergence nay be delayed in sone failures. However,
there may be sonme alternate behaviors that can be enployed to
mtigate these risks. |If a leaf node sees that its single |ink on
the flooding topol ogy has failed, it can conpensate by performng a
dat abase synchroni zation check with a different spine. Simlarly, if
a |l eaf determnes that its connected spine on the floodi ng topol ogy
has failed, it can conpensate by perforni ng a database
synchroni zati on check with a different spine. 1In both of these
cases, the synchronization check is intended to ameliorate any del ays
in link-state propagation due to the fragnentation of the flooding

t opol ogy.

The benefit of this topology is that flooding load is easily
understood. Each node in the spine cycle will never receive an
update nore than twice. For MIleaves and N spines, a spine never
transmts nmore than (M N +1) updates.

4.4.3. Optimzation

4.5.

If two nodes are adjacent in the flooding topology and there is a set
of parallel Iinks between them then any given update MJST be fl ooded
over only one of those links. The selection of the specific link is

i mpl ement ati on-specific.

Encodi ng the Fl oodi ng Topol ogy

There are a variety of ways that the floodi ng topol ogy could be
encoded efficiently. |If the topology was only a cycle, a sinple list
of the nodes in the topology would suffice. However, this is
insufficiently flexible, as it would require a slightly different
encodi ng schene as soon as a single additional link is added.

I nstead, this docunent chooses to encode the flooding topology as a
set of intersecting paths, where each path is a set of connected

I'i nks.

Advertisenment of the flooding topol ogy includes support for nulti-
access broadcast LANs. Wen a LAN is included in the flooding

topol ogy, all edges between the LAN and nodes connected to the LAN
are assunmed to be part of the flooding topology. To reduce the size



of the flooding topol ogy advertisenent, explicit advertisenment of
these edges is optional. Note that this may result in the
possibility of "hidden nodes" or "stealth nodes", which are part of
the flooding topol ogy but are not explicitly nentioned in the

fl oodi ng topol ogy advertisenments. These hi dden nodes can be found by
exam nation of the LSDB where connectivity between a LAN and nodes
connected to the LANis fully specified.

Note that while all nodes MJUST be part of the advertised fl ooding
topol ogy, not all multi-access LANs need to be included. Only those
LANs that are part of the flooding topology need to be included in
the advertised fl oodi ng topol ogy.

O her encodings are certainly possible. This docunent has attenpted
to nake a useful trade-off between sinplicity, generality, and space.

4.6. Advertising the Local Edges Enabl ed for Fl ooding

Correct operation of the flooding topology requires that all nodes
that participate in the fl ooding topol ogy choose local |inks for
flooding that are part of the calculated floodi ng topology. Failure
to do so could result in an unexpected partition of the flooding
topol ogy and/ or suboptimal flooding reduction. As an aid to

di agnosi ng probl ens when dynamic flooding is in use, this docunent
defines a means of advertising the Local Edges Enabl ed for Flooding
(LEEF). The protocol -specific encodings are defined in Sections
5.1.6 and 5. 2. 8.

The foll owi ng guidelines apply:

* Advertisenent of LEEF is optional

* As the flooding topology is defined in terns of edges (i.e., pairs
of nodes) and not in terns of |inks, the advertisenent SHOULD
indicate that all such Iinks have been enabled in cases where

paral | el adjacencies to the sane nei ghbor exi st.

* LEEF advertisenents MJST NOT include edges enabled for tenporary
flooding (Section 6.7).

* LEEF advertisements MJST NOT be used either when calculating a
fl oodi ng topol ogy or when determ ning what |inks to add
tenmporarily to the flooding topol ogy when the flooding topology is
tenmporarily partitioned
5. Protocol Elenents
5.1. 1S-1S TLVs
The foll owi ng TLVs/sub-TLVs are added to IS 1S

1. A sub-TLV that an IS may include in its Link State PDU (LSP) to
indicate its preference for becomng the Area Leader

2. A sub-TLV that an IS may include inits LSP to indicate that it
supports dynam c flooding and the algorithms that it supports for
di stributed node, if any.

3. A TLV to advertise the list of system|IDs that conpose the
fl oodi ng topology for the area. A systemIDis an identifier for
a node.

4. A TLV to advertise a path that is part of the floodi ng topol ogy.

5. A TLV that requests flooding fromthe adjacent node.
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1. 1S-1S Area Leader Sub-TLV
The 1S-1S Area Leader Sub-TLV allows a systemto:

1. Indicate its eligibility and priority for becom ng the Area
Leader.

2. Indicate whether centralized or distributed node is to be used to
conpute the flooding topology in the area.

3. Indicate the algorithmidentifier for the algorithmthat is used
to conpute the flooding topology in distributed node.

I nternedi ate Systens (nodes) that are not advertising this sub-TLV
are not eligible to beconme the Area Leader

The Area Leader is the node with the nunerically highest Area Leader
priority in the area. 1In the event of ties, the node with the
nunerically highest systemIDis the Area Leader. Due to transients
during database flooding, different nodes may not agree on the Area
Leader. This is not problematic, as subsequent flooding will cause
the entire area to converge

The |S-1S Area Leader Sub-TLV is advertised as a sub-TLV of the IS-1S
Router Capability TLV (242) [RFC7981] and has the foll owi ng format:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h | Priority | Algorithm |
B i s T T i i o S o T Ji I

Figure 1. IS 1S Area Leader Sub-TLV
Type: 27
Length: 2 octets

Priority: 0-255, unsigned integer. Determnation of the priority is
out side of the scope of this docunent.

Algorithm A nuneric identifier in the range 0-255 that identifies
the algorithmused to cal culate the flooding topol ogy. The

foll owi ng val ues are defi ned:

0: Centralized conputation by the Area Leader.

1-127: Standardi zed distributed al gorithns.

128-254: Private distributed algorithns. |ndividual values are
to be assigned according to the "Private Use" policy defined in
Section 4.1 of [RFC8126] (see Section 7.3).

255: Reserved

2. 1S 1S Dynam c Flooding Sub-TLV
The 1S-1S Dynam ¢ Fl oodi ng Sub-TLV allows a systemto:

1. Indicate that it supports dynamic flooding. This is indicated by
the advertisenent of this sub-TLV.

2. Indicate the set of algorithms that it supports.

In increnental deploynents, understandi ng which nodes support dynanic
fl oodi ng can be used to optim ze the flooding topology. In



di stributed node, knowi ng the capabilities of the nodes can allow the
Area Leader to select the optimal algorithm

The 1S-1S Dynam ¢ Fl oodi ng Sub-TLV is advertised as a sub-TLV of the
IS-1S Router Capability TLV (242) [RFC7981] and has the foll ow ng
format:

0 1 2 3
01234567890123456789012345678901
T S T i T T S e
| Type | Length | Algorithm.. |

s i S e i i T s S S T ol ST S e e

Figure 2: 1S 1S Dynam c Fl oodi ng Sub-TLV
Type: 28
Length: 1-255 octets; number of Al gorithns

Algorithm Nunmeric identifiers in the range 0-255 that identify the
al gorithmused to calculate the flooding topol ogy as described in
Section 5.1.1.

.1.3. 1S-1S Area Node IDs TLV
The 1S-1S Area Node IDs TLV is only used in centralized node.

The 1S-1S Area Node IDs TLV is used by the Area Leader to enunerate
the node IDs (System I D + pseudonode ID) that it has used in
computing the area fl oodi ng topol ogy. Conceptually, the Area Leader
creates a list of node IDs for all nodes in the area (including
pseudonodes for all LANs in the topology) and assigns an index to
each node, starting with index 0. Indices are inplicitly assigned
sequentially, with the index of the first node being the Starting

I ndex and each subsequent node’s index is the previous node’s index +
1.

Because the space in a single TLVis |limted, nore than one TLV may
be required to encode all of the node IDs in the area. This TLV may
be present in multiple LSPs.

The 1S-1S Area Node IDs TLV has the follow ng format:

0 1 2 3
01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
| Type | Lengt h | Starting | ndex |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| L] Reserved | Node IDs ..

B T S i T s i i e e SEI S
Node | Ds continued ....

i R L s e T e R h th s i S SR N S

Figure 3: IS 1S Area Node IDs TLV
Type: 17

Length: 3 + ((System|ID Length + 1) * (nunber of node IDs)) in
octets

Starting Index: The index of the first node ID that appears in this
TLV.

L (Last): This bit is set if the index of the last node ID that
appears in this TLV is equal to the last index in the full |ist of
node I Ds for the area.



Node I Ds: A concatenated |list of node IDs for the area.

If multiple IS-1S Area Node IDs TLVs with the L bit set are
advertised by the same node, the TLV that specifies the smaller
maxi mum i ndex is used and the other TLVs with the L bit set are
ignored. TLVs that specify node IDs with indices greater than that
specified by the TLV with the L bit set are al so ignored.

5.1.4. 1S-1S Flooding Path TLV
The 1S-1S Flooding Path TLV is only used in centralized node.

The 1S-1S Flooding Path TLV is used to denote a path in the flooding
topol ogy. The goal is an efficient encoding of the |inks of the
topology. A single link is a sinple case of a path that only covers
two nodes. A connected path nay be described as a sequence of
indices (11, 12, I3, ...), denoting a link fromthe systemw th index
1 to the systemwth index 2, a link fromthe systemwith index 2 to
the systemwi th index 3, and so on

If a path exceeds the size that can be stored in a single TLV, then
the path may be distributed across nmultiple TLVs by the replication
of a single systemindex.

Conpl ex topol ogies that are not a single path can be described using
mul tiple TLVs.

The 1S-1S Flooding Path TLV contains a |list of systemindices
relative to the systenms advertised through the 1S-1S Area Node | Ds
TLV. At least 2 indices nust be included in the TLV. Due to the
length restriction of TLVs, this TLV can contain 126 system i ndi ces
at nost.

The 1S-1S Flooding Path TLV has the foll owi ng format:

0 1 2 3
01234567890123456789012345678901

i I S T S S i I S A SHE N SR

| Type | Length | Starting Index |

I T S i I S el o i S S SR S

| I'ndex 2 | Additional indices ..

B i s T T i i o S o T Ji I
Figure 4: IS 1S Flooding Path TLV

Type: 18

Length: 2 * (nunber of indices in the path) in octets
Starting Index: The index of the first systemin the path.
I ndex 2: The index of the next systemin the path.

Addi tional indices (optional): A sequence of additional indices to
systens al ong the path.

5.1.5. 1S 1S Floodi ng Request TLV

The 1S-1S Fl oodi ng Request TLV allows a systemto request an adj acent
node to enable flooding towards it on a specific link in the case
where the connection to the adjacent node is not part of the existing
fl oodi ng t opol ogy.

A node that supports dynami c floodi ng MAY include the 1S-1S Floodi ng
Request TLV in its IS-1S Hello (I11H) Protocol Data Units (PDUs).



The 1S-1S Fl oodi ng Request TLV has the follow ng fornat:

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Type | Length | Level s | Scope |
el i I e i it T e e e e i i T o S e e S e T R R

I e i I e i S i i i S
Figure 5: IS 1S Floodi ng Request TLV

Type: 19

Length: 1 + nunber of advertised flooding scopes in octets

Levels: The levels for which flooding is requested. Levels are
encoded as the circuit type as specified in IS-1S []1S0OL0589]

Scope (8 bits): Flooding scope for which the flooding is requested
as defined in the LSP Fl ooding Scope Identifier Registry as
created by [RFC7356]. Inclusion of flooding scopes is optiona
and is only necessary if [RFC7356] is supported. Miltiple
fl oodi ng scopes MAY be included. Values are restricted to the
range 0..127.

Circuit flooding scope MIUST NOT be sent in the Floodi ng Request TLV
and MUST be ignored if received.

VWhen the TLV is received in a |l evel -specific LAN-Hell o PDU (L1-LAN-
IlHor L2-LAN-1I1H), only levels that match the PDU type are valid.
Level s that do not match the PDU type MJUST be ignored on receipt.

When the TLV is received in a Point-to-Point Hello (P2P-11H), only
| evel s that are supported by the established adjacency are valid.
Level s that are not supported by the adjacency MJIST be ignored on
receipt.

If flooding was di sabl ed on the received Iink due to dynanic

fl oodi ng, then flooding MJUST be tenporarily enabled over the Iink for
the specified Crcuit Types and fl ooding scopes received in the in
the 1S-1S Fl oodi ng Request TLV. Flooding MIST be enabled until the
Circuit Type or Flooding Scope is no |longer advertised in the IS 1S
Fl oodi ng Request TLV or the TLV no | onger appears in ||l H PDUs
received on the link

When flooding is tenporarily enabled on the link for any Crcuit Type
or Fl oodi ng Scope due to receiving the 1S-1S Fl oodi ng Request TLYV,
the receiver MJST perform standard dat abase synchroni zati on for the
corresponding Circuit Types and flooding scopes on the link. 1In the
case of IS-IS, this results in setting the Send Routei ng Message
(SRM flag for all related LSPs on the Iink and sendi ng CSNPs.

So long as the 1S-1S Floodi ng Request TLV is being received, flooding
MUST NOT be disabled for any of the Circuit Types or flooding scopes
present in the 1S 1S Floodi ng Request TLV, even if the connection

bet ween the neighbors is renoved fromthe flooding topol ogy.

Fl oodi ng for such Crcuit Types or flooding scopes MJST continue on
the link and be considered tenporarily enabl ed.

.1.6. 1S-1S LEEF Adverti senent
In support of advertising which edges are currently enabled in the

fl oodi ng topol ogy, an inplenmentation MAY indicate that a link is part
of the flooding topology by advertising a bit value in the Link



Attributes sub-TLV defined by [ RFC5029].
The followi ng bit-value is defined by this docunent:
Local Edge Enabl ed for Flooding (LEEF): 0x4

5.2. OSPF LSAs and TLVs

This section defines new Link State Advertisenents (LSAs) and TLVs
for both OSPFv2 and OSPFv3.

The followi ng LSAs and TLVs/sub-TLVs are added to OSPFv2/ OSPFv3:

1. A TLV that is used to advertise the preference for becom ng the
Area Leader.

2. A TLVthat is used to indicate the support for dynanmic fl ooding
and the algorithms that the advertising node supports for
di stributed node, if any.

3.  An OSPFv2 Opaque LSA and OSPFv3 LSA to advertise the flooding
topol ogy for centralized node.

4. A TLV to advertise the list of Router IDs that conprise the
fl oodi ng topol ogy for the area.

5. A TLV to advertise a path that is part of the floodi ng topol ogy.

6. A Dbit in the Link-Local Signaling (LLS) Type 1 Extended Options
and Flags that requests flooding fromthe adjacent node.

5.2.1. OSPF Area Leader Sub-TLV

The usage of the OSPF Area Leader Sub-TLV is identical to that of the
IS-1S Area Leader Sub-TLV described in Section 5.1.1.

The OSPF Area Leader Sub-TLV is used by both OSPFv2 and OSPFv3.

The OSPF Area Leader Sub-TLV is advertised as a top-level TLV of the
Router Information (RI) LSA that is defined in [RFC7770] and has the
follow ng format:

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Type | Lengt h |
i e e R e T S S ko o i NI TR R R S
| Priority | Algorithm | Reserved |

T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
Figure 6: OSPF Area Leader Sub-TLV
Type: 17
Length: 4 octets
Priority: 0-255, unsigned integer
Algorithm As defined in Section 5.1. 1.
5.2.2. OSPF Dynam c¢ Fl oodi ng Sub-TLV

The usage of the OSPF Dynami c Fl ooding Sub-TLV is identical to that
of the 1S-1S Dynanic Fl oodi ng Sub-TLV described in Section 5.1.2.

The OSPF Dynami c Fl ooding Sub-TLV is used by both OSPFv2 and OSPFv3.



The OSPF Dynam c Fl ooding Sub-TLV is advertised as a top-level TLV of
the RI LSA that is defined in [RFC7770] and has the followi ng format:

0 1 2 3
01234567890123456789012345678901
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
| Type | Lengt h |
i i i T i I S i e s o o i i
| Algorithm... | |
R et e s i o e s i i
Figure 7: OSPF Dynam c Fl oodi ng Sub- TLV

Type: 18

Length: Nunber of Algorithns in octets

Algorithm As defined in Section 5.1. 1.
5.2.3. OSPFv2 Dynam ¢ Fl oodi ng Opaque LSA

The OSPFv2 Dynami c Fl oodi ng Opaque LSA is only used in centralized
node.

The OSPFv2 Dynam c¢ Fl oodi ng OQpaque LSA is used to advertise
additional data related to dynamc flooding in OSPFv2. OSPFv2 Opaque
LSAs are described in [ RFC5250].

Mul tipl e OSPFv2 Dynami ¢ Fl oodi ng Opaque LSAs can be advertised by an
OSPFv2 router. The fl ooding scope of the OSPFv2 Dynami c Fl oodi ng
Opaque LSA is area-local.

The format of the OSPFv2 Dynamic Fl oodi ng Opaque LSA is as foll ows:
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| LS age | Opt i ons | LS Type |
I S i o T s S S S e s s T
| 10 | Opaque I D |

i T s i o S i i S R I S I S S S M
| Adverti sing Router |
B T S i T s i i e e SEI S
| LS sequence nunber |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| LS checksum | Length |
i T s i o S i i S R I S I S S S M
+- TLVs -+
Fi gure 8: OSPFv2 Dynanic Fl oodi ng Opaque LSA

The opaque type used by OSPFv2 Dynam c Fl oodi ng Opaque LSA is 10.
The opaque type is used to differentiate the various types of OSPFv2
Opaque LSAs as described in Section 3 of [RFC5250]. The LS Type is
10. The LSA Length field [ RFC2328] represents the total length (in
octets) of the Qpaque LSA including the LSA header and all TLVs

(i ncl udi ng paddi ng).

The Opaque ID field is an arbitrary value used to maintain nultiple
Dynam ¢ Fl oodi ng Opaque LSAs. For OSPFv2 Dynam c Fl oodi ng Opaque
LSAs, the Opaque ID has no semantic significance other than to
differentiate Dynamic Fl oodi ng Opaque LSAs originated fromthe same
OSPFv2 router.



The format of the TLVs within the body of the OSPFv2 Dynanmi c Fl oodi ng
paque LSA is the sane as the format used by the Traffic Engineering
Ext ensi ons to OSPF [ RFC3630] .

The Length field defines the length of the value portion in octets
(thus a TLV with no val ue portion would have a |l ength of 0 octets).
The TLV is padded to a 4-octet alignnent; padding is not included in
the length field (so a 3-octet value would have a |l ength of 3 octets,
but the total size of the TLV would be 8 octets). Nested TLVs are

al so 32-bit aligned. For exanple, a 1-octet value would have the
length field set to 1, and 3 octets of padding would be added to the
end of the value portion of the TLV. The padding is conposed of

zZer os.

.2.4. OSPFv3 Dynani c Fl oodi ng LSA

The OSPFv3 Dynam c Fl oodi ng Opaque LSA is only used in centralized
node.

The OSPFv3 Dynamic Flooding LSA is used to advertise additional data
related to dynam c flooding in OSPFv3.

The OSPFv3 Dynam ¢ Fl oodi ng LSA has a function code of 16. The

fl oodi ng scope of the OSPFv3 Dynamic Flooding LSA is area-local. The
Ubit will be set indicating that the OSPFv3 Dynam ¢ Fl oodi ng LSA
shoul d be flooded even if it is not understood. The Link State ID
(LSID) value for this LSAis the Instance ID. OSPFv3 routers MAY
advertise nultiple OSPFv3 Dynam ¢ Fl oodi ng Opaque LSAs in each area.

The format of the OSPFv3 Dynami c Flooding LSA is as foll ows:

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| LS age | 1] O] 1] 16 |
B i s T T i i o S o T Ji I
| Link State ID |
e L o i e S  th o i R S
| Adverti sing Router |
i e e R e s o i e b i o i N S T
| LS sequence number |
B i s T T i i o S o T Ji I
| LS checksum | Lengt h |
e s o i e e S  th o i R S
I I
+- TLVs -+
| |

Figure 9: OSPFv3 Dynanm ¢ Fl oodi ng LSA
.2.5. OSPF Area Router |ID TLVs

In OSPF, TLVs are defined to advertise indices associated with nodes
and Broadcast / Non-Broadcast Milti-Access (NBMA) networks. Due to
identifier differences between OSPFv2 and OSPFv3, two different TLVs
are defined as described in the followi ng sub-sections.

The OSPF Area Router ID TLVs are used by the Area Leader to enunerate
the Router IDs that it has used in conputing the floodi ng topol ogy.
This includes the identifiers associated with Broadcast/ NBMA net wor ks
as defined for Network LSAs. Conceptually, the Area Leader creates a
list of Router IDs for all routers in the area and assigns an i ndex
to each router, starting with index 0. Indices are inplicitly
assigned sequentially, with the index of the first node being the
Starting I ndex and each subsequent node’s index is the previous



node’ s i ndex + 1.
5.2.5.1. GOSPFv2 Area Router ID TLV

This TLV is a top-level TLV of the OSPFv2 Dynani c Fl oodi ng Opaque
LSA.

Because the space in a single OSPFv2 opaque LSA is limted, nore than
one LSA may be required to encode all of the Router IDs in the area.
This TLV MAY be advertised in nultiple OSPFv2 Dynam ¢ Fl oodi ng Opaque
LSAs so that all Router IDs can be adverti sed.

The OSPFv2 Area Router I1Ds TLV has the follow ng format:
0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Type | Lengt h |
B i s T T i i o S o T Ji I
| Starting | ndex | L] Fl ags | Reserved |

T T S S S L1 i S SIS S S S R i

I I
+- OSPFv2 Router I D TLV Entry -+
.. |

I
Figure 10: OSPFv2 Area Router |IDs TLV

Type: 1
Length: 4 + sumof the lengths of all TLV entries in octets

Starting Index: The index of the first Router/Designated Router ID
that appears in this TLV.

L (Last): This bit is set if the index of the |ast Router/Designated
Router ID that appears in this TLV is equal to the last index in
the full list of Router IDs for the area.

OSPFv2 Router ID TLV Entries: A concatenated |ist of Router ID TLV
Entries for the area.

If multiple OSPFv2 Area Router ID TLVs with the L bit set are
advertised by the same router, the TLV that specifies the smaller
maxi mum i ndex is used and the other TLVs with L bit set are ignored.
TLVs that specify Router IDs with indices greater than that specified
by the TLV with the L bit set are al so ignored.

Each entry in the OSPFv2 Area Router IDs TLV represents either a node
or a Broadcast/NBVA network identifier. An entry has the follow ng
format:

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| I D Type | Nunber of IDs | Reserved |
el i I e i it T e e e e i i T o S e e S e T R R
I I
+- Originating Router |D/DR Address -+
| |

Figure 11: OSPFv2 Router IDs TLV Entry
ID Type: 1 octet. The follow ng values are defined:

1: Rout er



2: Designated Router
Nurmber of IDs: 2 octets

Reserved: 1 octet. MJST be transnitted as 0 and MJST be i gnored on
receipt.

Oiginating Router ID)DR Address: (4 * Nunber of IDs) octets as
i ndi cated by the I D Type.

5.2.5.2. OSPFv3 Area Router ID TLV
This TLV is a top-level TLV of the OSPFv3 Dynam c Fl oodi ng LSA.
Because the space in a single OSPFv3 Dynamic Flooding LSAis limted,
nmore than one LSA may be required to encode all of the Router IDs in
the area. This TLV MAY be advertised in nultiple OSPFv3 Dynanic
Fl oodi ng Opaque LSAs so that all Router IDs can be adverti sed.
The OSPFv3 Area Router IDs TLV has the follow ng fornat:
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Length |
B T S i T s i i e e SEI S
| Starting | ndex | L| Flags | Reserved |

e T T e e e o o T T e e T T SRR e SRR S
+- OSPFv3 Router I D TLV Entry -+

|
Figure 12: OSPFv3 Area Router |Ds TLV

Type: 1
Length: 4 + sumof the lengths of all TLV entries in octets

Starting Index: The index of the first Router/Designated Router ID
that appears in this TLV.

L (Last): This bit is set if the index of the |ast Router/Designated
Router ID that appears in this TLV is equal to the last index in
the full list of Router IDs for the area.

OSPFv3 Router ID TLV Entries: A concatenated |ist of Router ID TLV
Entries for the area.

If multiple OSPFv3 Area Router ID TLVs with the L bit set are
advertised by the same router the TLV that specifies the smaller

maxi mum i ndex is used and the other TLVs with L bit set are ignored.
TLVs that specify Router IDs with indices greater than that specified
by the TLV with the L bit set are al so ignored.

Each entry in the OSPFv3 Area Router IDs TLV represents either a
router or a Broadcast/NBMA network identifier. An entry has the
foll owi ng format:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| I D Type | Nunmber of IDs | Reserved |
e L i i T e i R SR S
I I
+- Oiginating ID Entry -+
| |



Figure 13: OSPFv3 Router ID TLV Entry
ID Type: 1 octet. The follow ng values are defined:
1: Router
2: Designated Router
Nunber of IDs: 2 octets

Reserved: 1 octet. MJST be transnitted as 0 and MJST be ignored on
receipt.

The Originating ID Entry takes one of the follow ng fornms, depending
on the I D Type.

For a Router:

0 1 2 3

01234567890123456789012345678901
T S T i T T S e
| Oiginating Router ID |
s i S e i i T s S S T ol ST S e e

The length of the Originating ID Entry is (4 * Nunber of |Ds) octets.
For a Designated Router:

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Oiginating Router ID |
I I S e t S SN A S
| Interface I D |
i T s i o S i i S R I S I S S S M

The length of the Originating ID Entry is (8 * Nunber of |Ds) octets.
5.2.6. OSPF Fl ooding Path TLV

The OSPF Fl ooding Path TLV is a top-level TLV of the OSPFv2 Dynanic
Fl oodi ng Opaque LSAs and OSPFv3 Dynam ¢ Fl oodi ng LSA.

The usage of the OSPF Fl ooding Path TLV is identical to that of the
IS-1S Flooding Path TLV described in Section 5.1.4.

The OSPF Fl ooding Path TLV contains a list of Router ID indices
relative to the Router |1Ds advertised through the OSPF Area Router
IDs TLV. At least 2 indices nmust be included in the TLV.

Mul tiple OSPF Fl ooding Path TLVs can be advertised in a single OSPFv2
Dynam ¢ Fl oodi ng Opaque LSA or OSPFv3 Dynani ¢ Fl oodi ng LSA.  OSPF

Fl oodi ng Path TLVs can al so be advertised in nmultiple OSPFv2 Dynam c
Fl oodi ng Opaque LSAs or OSPFv3 Dynamic Flooding LSAs if they all
cannot fit in a single LSA

The OSPF Fl ooding Path TLV has the follow ng format:
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type | Length |
i i i T i e IR S U R i S S S
| Starting | ndex | I ndex 2 |

T L I T S B B T S S S S A e



+- Addi ti onal |ndices -

—

Fi gure 14: OSPF Fl oodi ng Path TLV
Type: 2
Length: 2 * (nunber of indices in the path) in octets
Starting I ndex: The index of the first Router IDin the path.
Index 2: The index of the next Router ID in the path.

Addi tional indices (optional): A sequence of additional indices to
Router IDs al ong the path.

5.2.7. OSPF Fl oodi ng Request Bit

A single new option bit, the Flooding Request (FR) bit, is defined in
the LLS Type 1 Extended Options and Flags field [ RFC5613]. The FR
bit allows a router to request an adjacent node to enable flooding
towards it on a specific link in the case where the connection to the
adj acent node is not part of the current flooding topol ogy.

A node that supports dynamic flooding MAY include the FR bit inits
OSPF LLS Extended Options and Flags TLV.

If the FR bit is signaled for a link on which floodi ng was di sabl ed
due to dynami c flooding, then flooding MJST be tenporarily enabl ed
over the link. Flooding MIST be enabled until the FR bit is no

| onger advertised in the OSPF LLS Extended Options and Flags TLV or
the OSPF LLS Extended Options and Flags TLV no | onger appears in the
OSPF Hel | os.

When flooding is tenporarily enabled on the link for any area due to
receiving the FR bit in the OSPF LLS Extended Options and Fl ags TLV,
the receiver MJST perform standard dat abase synchroni zati on for the
area corresponding to the link. |If the adjacency is already in the
FULL state, the nmechanismspecified in [ RFC4811] MJUST be used for
dat abase resynchroni zati on

So long as the FR bit is being received in the OSPF LLS Ext ended
Options and Flags TLV for a link, flooding MUST NOT be di sabl ed on
the link, even if the connection between the neighbors is renoved
fromthe flooding topology. Flooding MJST continue on the |ink and
be considered as tenporarily enabl ed.

5.2.8. OSPF LEEF Adverti senent

In support of advertising the specific edges that are currently
enabled in the flooding topol ogy, an inplenmentation MAY indicate that
alink is part of the flooding topology. The OSPF Link Attributes
Bits TLV is defined to support this advertisenent.

0 1 2 3
01234567890123456789012345678901
o g S T S S T A S S
| Type | Length |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Link Attribute Bits |
B T S i T s i i e e SEI S
L- Additional Link Attribute Bits —L
| . |



Figure 15: OSPF Link Attributes Bits TLV
Type: 21 (for OSPFv2) or 10 (for OSPFv3)

Length: Size of the Link Attribute Bits in octets. It MJST be a
multiple of 4 octets.

The followi ng bits are defined:

Bit #0: Local Edge Enabl ed for Flooding (LEEF)

OSPF Link-attribute Bits TLV appears as:

1. A sub-TLV of the OSPFv2 Extended Link TLV [ RFC7684] .

2. A sub-TLV of the OSPFv3 Router-Link TLV [ RFC8362] .
6. Behavioral Specification

This section specifies the detail ed behavior of the nodes
participating in the IGP

6.1. Termi nol ogy
Sone term nology to be used in the foll ow ng sections:

Reachabl e: A node is considered reachable if it is part of the
connected network graph. Note that this is independent of any
constraints that may be consi dered when perforning | GP shortest-
path tree calculation, e.g., link metrics, overload bit state,
etc. The two-way connectivity check MJST be perforned before
i ncluding an edge in the connected network graph

Connected: A node is connected to the flooding topology if it has at
| east one local link, which is part of the flooding topol ogy.

Di sconnected: A node is disconnected fromthe fl ooding topol ogy when
it is not connected to the floodi ng topol ogy.

Current flooding topology: The |latest version of the fl ooding
topol ogy that has been received (in the case of centralized node)
or calculated locally (in the case of distributed node).

6.2. Flooding Topol ogy
The fl oodi ng topol ogy MUST include all reachable nodes in the area.

If a node’s reachability changes, the flooding topol ogy MIJST be
recal culated. 1In centralized node, the Area Leader MJST advertise a
new fl oodi ng t opol ogy.

If a node becones di sconnected fromthe current flooding topol ogy but
is still reachable, then a new fl oodi ng topol ogy MJUST be cal cul at ed.
In centralized node, the Area Leader MJST advertise the new fl oodi ng

t opol ogy.

The fl oodi ng topol ogy SHOULD be bi connected to provide network
resiliency, but this does incur sone anpunt of redundant fl ooding.
Xi a topol ogies (Section 4.4.2) are an exanple of an explicit decision
to sacrifice resiliency to avoid redundancy.

6.3. Leader Election

Any capabl e node MAY advertise its eligibility to becone the Area
Leader.



Nodes that are not reachable are not eligible to become the Area
Leader. Nodes that do not advertise their eligibility to becone the
Area Leader are not eligible. Anobngst the eligible nodes, the node
with the nunerically highest priority is the Area Leader. If
mul ti pl e nodes all have the highest priority, then the node with the
nunerically highest systemidentifier (in the case of 1S 1S) or
Router ID (in the case of OSPFv2 and OSPFv3) is the Area Leader.

6.4. Area Leader Responsibilities

If the Area Leader operates in centralized node, it MJST advertise
algorithmO in its Area Leader Sub-TLV. For dynamc flooding to be
enabl ed, it also MJIST conpute and advertise a flooding topol ogy for
the area. The Area Leader may update the fl oodi ng topol ogy at any
time. However, it should not destabilize the network with undue or
overly frequent topology changes. |If the Area Leader operates in
centralized node and needs to advertise a new fl oodi ng topol ogy, it
fl oods the new fl oodi ng topol ogy on both the new and old fl oodi ng

t opol ogi es.

If the Area Leader operates in distributed node, it MJST advertise a
nonzero algorithmin its Area Leader Sub-TLV.

When the Area Leader advertises algorithmO in its Area Leader Sub-
TLV and does not advertise a flooding topol ogy, dynamc flooding is
disabled for the area. Note this applies whether the Area Leader
intends to operate in centralized node or distributed node.

Note that once dynamic flooding is enabled, disabling it risks
destabilizing the network due to the issues discussed in Section 1.

6.5. Distributed Flooding Topol ogy Cal cul ation

If the Area Leader advertises a nonzero algorithmin its Area Leader
Sub-TLV, all nodes in the area that support dynam c floodi ng and
support the algorithm advertised by the Area Leader MJST conpute the
fl oodi ng topol ogy based on the Area Leader’s advertised al gorithm

Nodes that do not support the advertised al gorithm MJST continue to
use standard | S-1S/ OSPF fl oodi ng nechani sns. Nodes that do not
support the flooding algorithmadvertised by the Area Leader MJUST be
consi dered as dynam c fl oodi ng i ncapabl e nodes by the Area Leader.

If the value of the algorithmadvertised by the Area Leader is from
the range 128-254 (private distributed algorithns), it is the
responsibility of the network operator to guarantee that all nodes in
the area agree on the dynam c flooding algorithmcorresponding to the
advertised val ue.

6.6. Use of LANs in the Fl oodi ng Topol ogy

The use of LANs in the flooding topology differs dependi ng on whet her
the area is operating in centralized node or distributed node.

6.6. 1. Use of LANs in Centralized Mde

As specified in Section 4.5, when a LAN is advertised as part of the
fl oodi ng topol ogy, all nodes connected to the LAN are assuned to be

using the LAN as part of the flooding topology. This assunption is

made to reduce the size of the flooding topol ogy adverti senent.

6.6.2. Use of LANs in Distributed Mde
In distributed node, the flooding topology is NOT advertised; thus,

the space consunmed to advertise it is not a concern. Therefore, it
is possible to assign only a subset of the nodes connected to the LAN



to use the LAN as part of the flooding topology. Doing so may
further optimze flooding by reducing the anount of redundant
flooding on a LAN. However, support of flooding by a subset of the
nodes connected to a LAN requires sone nodest but backward-conpati bl e
changes in the way flooding is performed on a LAN

6.6.2.1. Partial Flooding on a LANin IS1S

The Designated Internmedi ate System (DI'S) for a LAN MJUST use the
standard fl oodi ng behavi or

Non- DI S nodes whose connection to the LAN is included in the flooding
topol ogy MJST use the standard fl oodi ng behavi or

Non- DI S nodes whose connection to the LAN is NOT included in the
fl oodi ng topol ogy behave as foll ows:

* Received CSNPs fromthe DI'S are ignored.

* Partial Sequence Nunber PDUs (PSNPs) are NOT originated on the
LAN.

* An LSP that is received on the LAN and is newer than the
correspondi ng LSP present in the Link State PDU Dat abase (LSPDB)
is retained and fl ooded on all local circuits that are part of the
fl oodi ng topology (i.e., do not discard newer LSPs sinply because
they were received on a LAN that the receiving node is not using
for flooding).

* An LSP received on the LAN that is older or the sane as the
corresponding LSP in the LSPDB is silently discarded.

* |SPs received on |inks other than the LAN are NOT fl ooded on the
LAN.

NOTE: 1f any node connected to the LAN requests the enabl ement of
tenporary flooding, all nodes MJIST revert to the standard fl oodi ng
behavi or on the LAN.

6.6.2.2. Partial Flooding on a LAN in OSPF
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The Desi gnated Router (DR) and Backup Desi gnated Router (BDR) for
LANs MUST use the standard fl oodi ng behavi or.

Non- DR/ BDR nodes with a connection to a LAN that is included in the
fl oodi ng topol ogy use the standard fl oodi ng behavi or on that LAN

Non- DR/ BDR nodes with a connection to a LAN that is NOT included in
the fl oodi ng topol ogy behave as foll ows:

* LSAs received on the LAN are acknow edged to the DR/ BDR

* LSAs received on interfaces other than the LAN are NOT fl ooded on
t he LAN.

NOTE: |If any node connected to the LAN requests the enabl ement of
tenmporary flooding, all nodes revert to the standard fl oodi ng
behavi or.

NOTE: The sendi ng of LSA Acknow edgenents by nodes NOT using the LAN
as part of the flooding topol ogy elimnates the need for changes on
the part of the DR/ BDR, which mght include nodes that do not support
the dynam ¢ fl oodi ng al gorithm

FI oodi ng Behavi or



Nodes that support dynam c fl oodi ng MIUST use the fl oodi ng topol ogy
for floodi ng when possible and MJUST NOT revert to standard fl ooding
when a valid flooding topology is avail able.

In sone cases, a node that supports dynami c fl oodi ng may need to add
local links to the flooding topology tenporarily, even though the
links are not part of the calcul ated fl ooding topology. This is
ternmed "tenporary flooding" and is discussed in Section 6.8.1

In distributed node, the flooding topology is calculated locally. In
centralized node, the flooding topology is advertised in the area
LSDB. Received |link-state updates, whether received on a link that
is in the flooding topology or on a link that is not in the flooding
t opol ogy, MJST be flooded on all links that are in the fl ooding

t opol ogy except for the Iink on which the update was received.

In centralized node, new information in the form of new paths or new
node I D assignments can be received at any tinme. This may repl ace
some or all of the existing information about the floodi ng topol ogy.
There may be transient conditions where the informati on that a node
has is inconsistent or inconplete. |If a node detects that its
current information is inconsistent, then the node may wait for an

i mpl emrent ati on-specific amount of time, expecting nore information to
arrive that will provide a consistent, complete view of the flooding

t opol ogy.

In both centralized and distributed node, if a node determ nes that
sonme of its adjacencies are to be added to the flooding topology, it
shoul d add those and begin flooding on those adjacenci es inmedi ately.
If a node determ nes that adjacencies are to be renoved fromthe

fl oodi ng topol ogy, then it should wait for an inplementation-specific
anmount of time before acting on that information. This serves to
ensure that new information is flooded pronptly and conpl etely,
allowing all nodes to receive updates in a tinely fashion.

.8. Treatnent of Topol ogy Events

This section explicitly considers a variety of different topol ogica
events in the network and how dynam c fl oodi ng shoul d address them

6.8.1. Tenporary Addition of Links to the Fl oodi ng Topol ogy

When tenporary flooding is enabled on the link, the flooding needs to
be enabled in both directions. To achieve that, the follow ng steps
MUST be perf or ned:

* The LSDB needs to be resynchronised on the link. This is done
usi ng the standard protocol nechanisns. In the case of IS 1S,
this results in setting the SRMbit for all LSPs on the circuit
and sending a conplete set of CSNPs on the Iink. In OSPF, the
mechani sm specified in [ RFC4811] is used.

* Flooding is enabled locally on the link

* Flooding is requested fromthe nei ghbor using the nechani sm
specified in Sections 5.1.5 or 5.2.7.

The request for tenporary flooding MUST be withdrawn on the |ink when
all of the follow ng conditions are net:

* The node itself is connected to the current fl oodi ng topol ogy.
* The adjacent node is connected to the current flooding topol ogy.

Any change in the flooding topol ogy MJST result in an eval uation of
the above conditions for any |link on which tenporary fl oodi ng was



enabl ed.

Tenporary flooding is stopped on the |ink when both adjacent nodes
stop requesting tenporary flooding on the |ink

6. 8. 2. Local Link Addition

If alocal link is added to the topology, the protocol will forma
nornmal adj acency on the link and update the appropriate LSAs for the
nodes on either end of the link. These link state updates will be
fl ooded on the fl oodi ng topol ogy.

In centralized node, the Area Leader may choose to retain the

exi sting fl ooding topology or nodify the flooding topol ogy upon
receiving these updates. |If the Area Leader decides to change the
floodi ng topology, it will update the flooding topology in the LSDB
and flood it using the new fl oodi ng topol ogy.

In distributed node, any change in the topol ogy, including the Iink
addition, MJST trigger the fl ooding topology recalculation. This is
done to ensure that all nodes converge to the sane floodi ng topol ogy,
regardl ess of the tine of the cal cul ation.

Temporary fl oodi ng MUST be enabl ed on the newWy added | ocal link as
long as at |east one of the followi ng conditions are net:

*  The node on which the local |ink was added is not connected to the
current flooding topol ogy.

* The new adj acent node is not connected to the current flooding
t opol ogy.

Note that in this case there is no need to perform a database
synchroni zation as part of the enabl enent of the temporary floodi ng
because it was part of the adjacency bring-up itself.

If multiple local |inks are added to the topol ogy before the fl ooding
topol ogy is updated, tenporary flooding MIUST be enabl ed on a subset
of these |links per the conditions discussed in Section 6.8.12

6.8.3. Node Addition

If a node is added to the topology, then at |east one link is also
added to the topology. Section 6.8.2 applies.

A node that has a | arge nunber of neighbors is at risk of introducing
a local flooding stormif all neighbors are brought up at once and
tenmporary flooding is enabled on all |inks sinultaneously. The nost
robust way to address this is to limt the rate of initial adjacency
formation foll owi ng bootup. This reduces unnecessary redundant
flooding as part of initial database synchronization and mninizes
the need for tenporary flooding, as it allows time for the new node
to be added to the flooding topology after only a small nunber of

adj acenci es have been forned.

In the event a node elects to bring up a | arge nunber of adjacencies
si mul taneously, a significant anount of redundant flooding may be

i ntroduced as multiple neighbors of the new node enable tenporary
flooding to the new node, which initially is not part of the flooding

t opol ogy.
6.8.4. Failures of Links Not on the Floodi ng Topol ogy

If alink that is not part of the flooding topology fails, then the
adj acent nodes will update their LSAs and flood themon the flooding

t opol ogy.



In centralized node, the Area Leader may choose to retain the

exi sting flooding topology or nodify the flooding topol ogy upon
receiving these updates. |If it elects to change the fl ooding
topology, it will update the flooding topology in the LSDB and fl ood
it using the new fl oodi ng topol ogy.

In distributed node, any change in the topol ogy, including the
failure of the link that is not part of the flooding topol ogy, MJST
trigger the flooding topology recalculation. This is done to ensure
that all nodes converge to the sane flooding topol ogy, regardless of
the tinme of the cal cul ation

6.8.5. Failures of Links On the Fl oodi ng Topol ogy

If there is a failure on the flooding topol ogy, the adjacent nodes
will update their LSAs and flood them |If the original flooding
topol ogy i s biconnected, the flooding topol ogy should still be
connected despite a single failure.

If the failed local link represented the only connection to the
fl oodi ng topol ogy on the node where the link failed, the node MJUST
enabl e tenporary flooding on a subset of its local links. This

all ows the node to send its updated LSAs and receive |link-state
updates from ot her nodes in the network before the new fl oodi ng
topology is calculated and distributed (in the case of centralized
node) .

In centralized node, the Area Leader will notice the change in the
fl oodi ng topol ogy, reconmpute the flooding topol ogy, and flood it
usi ng the new fl oodi ng t opol ogy.

In distributed node, all nodes supporting dynam c flooding will
notice the change in the topol ogy and reconpute the new fl oodi ng
t opol ogy.

6. 8. 6. Node Del eti on

If a node is deleted fromthe topology, then at |east one link is
al so renmoved fromthe topology. Section 6.8.4 and Section 6.8.5

apply.
6.8.7. Local Link Addition to the Fl oodi ng Topol ogy

If the flooding topol ogy changes and a |ocal |ink that was not part
of the flooding topology is now part of the flooding topology, then
t he node MUST

* Resynchronize the LSDB over the link. This is done using the
standard protocol nechanisnms. |In the case of IS 1S, this requires
sending a conplete set of CSNPs. | n OSPF, the nmechani sm specified
in [ RFC4811] is used.

* Make the link part of the flooding topology and start flooding on
it.
6.8.8. Local Link Deletion fromthe Floodi ng Topol ogy
If the flooding topol ogy changes and a local |ink that was part of
the flooding topology is no |longer part of the flooding topol ogy,
then the node MJST renove the link fromthe floodi ng topol ogy.

The node MUST keep fl ooding on such link for a linmted anount of tine
to allow other nodes to migrate to the new fl oodi ng topol ogy.

If the renoved local link represented the only connection to the



fl oodi ng topol ogy on the node, the node MJST enable tenporary
flooding on a subset of its local links. This allows the node to
send its updated LSAs and receive |link-state updates from ot her nodes
in the network before the new fl ooding topology is cal culated and
distributed (in the case of centralized node).

6.8.9. Treatment of Disconnected Adjacent Nodes

Every tinme there is a change in the flooding topol ogy, a node MJST
check if any adjacent nodes are disconnected fromthe current

fl oodi ng topology. Temporary flooding MJST be enabl ed towards a
subset of the di sconnected nodes per Sections 6.8.12 and 6. 7.

6.8.10. Failure of the Area Leader

The failure of the Area Leader can be detected by observing that it
is no longer reachable. |In this case, the Area Leader el ection
process is repeated and a new Area Leader is el ected

To minimze disruption to dynanmic flooding if the Area Leader becones
unreachabl e, the node that has the second-highest priority for
becom ng Area Leader (including the systemidentifier / Router ID

ti ebreaker if necessary) SHOULD advertise the same algorithmin its
Area Leader Sub-TLV as the Area Leader and (in centralized node)
SHOULD advertise a flooding topology. This SHOULD be done even when
the Area Leader is reachabl e.

In centralized node, the new Area Leader will conpute a new fl oodi ng
topol ogy and flood it using the new flooding topology. To mninmnze
di sruption, the new fl oodi ng topol ogy SHOULD have as nuch in conmmon
as possible with the old flooding topology. This will mninize the
ri sk of excess flooding with the new fl oodi ng topol ogy.

In the distributed node, the new flooding topology will be cal cul ated
on all nodes that support the algorithmthat is advertised by the new
Area Leader. Nodes that do not support the algorithm advertised by
the new Area Leader will no |longer participate in dynam c fl ooding
and will revert to standard fl oodi ng.

6.8.11. Recovery fromMiltiple Failures

In the event of multiple failures on the flooding topol ogy, it may
becone partitioned. The nodes that remain active on the edges of the
fl oodi ng topol ogy partitions will recognize this and will try to
repair the flooding topology locally by enabling tenporary fl ooding
towards the nodes that they consider disconnected fromthe flooding
topol ogy until a new fl oodi ng topol ogy beconmes connected agai n.

Nodes, where |local failure was detected, update their LSAs and fl ood
them on the remai nder of the fl oodi ng topol ogy.

In centralized node, the Area Leader will notice the change in the
fl oodi ng topol ogy, reconpute the flooding topology, and flood it
usi ng the new fl oodi ng t opol ogy.

In distributed node, all nodes that actively participate in dynanc
flooding will conpute the new fl oodi ng topol ogy.

Note that this is very different fromthe area partition because
there is still a connected network graph between the nodes in the
area. The area may remain connected and forwarding may still be
functioning correctly.

6.8.12. Rate-Limting Tenporary Fl ooding

As di scussed in the previous sections, some events require the
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i ntroduction of tenmporary flooding on edges that are not part of the
current flooding topology. This can occur regardl ess of whether the
area is operating in centralized node or distributed node.

Nodes that decide to enable tenporary flooding al so have to decide
whet her to do so on a subset of the edges that are currently not part
of the flooding topology or on all the edges that are currently not
part of the flooding topology. Doing the former risks a |onger
convergence tine as it may mss vital edges and not fully repair the
fl oodi ng topology. Doing the latter risks introducing a flooding
stormthat destabilizes the network.

It is reconmrended that a node rate limt the nunber of edges on which
it chooses to enable tenporary flooding. Initial values for the
nunber of edges on which to enable tenporary flooding and the rate at
whi ch additional edges may subsequently be enabled is left as an

i mpl enent ati on deci si on.

| ANA Consi der ations
1. ISIS

The foll owi ng code points have been assigned in the "I S-1S Sub-TLVs
for 1S-1S Router CAPABILITY TLV' registry (1S-1S TLV 242).

[ ettty S p——————————————————— s p—p—_— o
| Type | Description | Reference |
| 27 | I'S-1S Area Leader | RFC 9667 (Section 5.1.1) |
Fom e e - - o e e e e e a oo o e e e e e e oo o +
| 28 | I'S-1S Dynamic Flooding | RFC 9667 (Section 5.1.2) |
+o-m - - o e e e e e e oo oo oo o e m e e e e e oo +
Table 1

I ANA has assigned code points fromthe "IS-1S Top-Level TLV

Codepoi nts" registry, one for each of the follow ng TLVs:
[ el b sy sty
| Type | Description | Reference |
| 17 | 1S-1S Area Node |Ds | RFC 9667 (Section 5.1.3) |
R o e e e e e e e e oo o - S +
| 18 | 1S-1S Flooding Path | RFC 9667 (Section 5.1.4) |
Femmm o - Fom e e e e a e e oo o m e e e aa oo s +
| 19 | I'S-1S Flooding Request | RFC 9667 (Section 5.1.5) |
S o o m e e e e e e e oo - +

Table 2

| ANA has extended the "I S-1S Neighbor Link-Attribute Bit Val ues"
registry to contain an "L2BM' colum that indicates if a bit may
appear in an L2 Bundl e Menber Attributes TLV. All existing rows have
the value "N' for "L2BM'. The follow ng explanatory note has been
added to the registry:

The "L2BM' columm indicates applicability to the L2 Bundl e Menber
Attributes TLV. The options for the "L2BM' columm are:

I

I

| Y - This bit MAY appear in the L2 Bundl e Menber Attributes TLV.
|

| N- This bit MJUST NOT appear in the L2 Bundl e Menber Attributes
|  TLWV.

| ANA has all ocated a new bit-value fromthe "I1S-1S Nei ghbor Link-

Attribute Bit Values" registry.



[ gl s fums sty s ey o}

| Value | L2BM | Nane |
I
I

| Ox4 | N | Local Edge Enabl ed RFC 9667
| | | for Flooding (LEEF)
R, R oo e m e e e e e e e e e e e e e e e e e ma o - R
Table 3
.2. OsPF

The foll owi ng code points have been assigned in the "OSPF Router
Information (RI) TLVs" registry:

| Value | TLV Nane | Reference |
| 17 | OSPF Area Leader | RFC 9667 (Section 5.2.1) |
AR, o e e e e e e oo o e m e e e e e oo +
| 18 | OSPF Dynamic Flooding | RFC 9667 (Section 5.2.2) |
Fomm o - o o e e e e e e e e oo s +

Table 4

The foll owi ng code points have been assigned in the "Opaque Link-
State Advertisenents (LSA) Option Types" registry:

| Value | Opaque Type | Reference |
[ gttty e p—p—p—p———————(——————————————_———————_ Ll pp—p—p—p—_—(—(——————
| 10 | OSPFv2 Dynami c Fl oodi ng Opaque LSA | RFC 9667 |
| | | (Section 5.2.3) |
dememaas YY" . +
Table 5
The foll owi ng code point has been assigned in the "OSPFv3 LSA
Function Codes" registry:
| Value | LSA Function Code Name | Reference |
[} gty s ——(——(——————————————_—— Ll p—p—p—r
| 16 | OSPFv3 Dynamic Flooding LSA | RFC 9667 (Section 5.2.4) |
S D S +

Table 6

| ANA has assigned a new bit in the "LLS Type 1 Extended Options and
Fl ags" registry:

| Bit Position | Description | Reference |
| 0x00000020 | Flooding Request bit | RFC 9667 (Section 5.2.7) |
o e oo - o e e e e o o - o e e e e o - +

Table 7

The foll owi ng code point has been assigned in the "OSPFv2 Extended
Li nk TLV Sub-TLVS" registry:

+ +

| Type | Description | Reference | L2 Bundle Menber |
| | | Attributes (L2BM |
+ +



| 21 | OSPFv2 Link Attributes | RFC 9667 | Y |

| | Bits Sub-TLV | (Section | |

I I | 5.2.8) I I

S T Fememmaaaaa RIS +
Table 8

The foll owi ng code point has been assigned in the "OSPFv3 Ext ended
LSA Sub- TLVs" registry:

[ ool oo s s s sl oo
| Type | Description | Reference | L2 Bundle Menber |

| | | Attributes (L2BM |
B Sl st e ety s ety e ety
| 10 | OSPFv3 Link Attributes | RFC 9667 | Y |
| | Bits Sub-TLV | (Section | |
I I | 5.2.8) I I
+------ B T I R F- - e m - - - +

Table 9

7.2.1. OSPF Dynam ¢ Flooding LSA TLVs Registry

A new regi stry has been created: "OSPF Dynam c Fl oodi ng LSA TLVs".
New val ues can be allocated via | ETF Revi ew or | ESG Approval .

The "OSPF Dynam ¢ Fl oodi ng LSA TLVs" registry defines top-level TLVs
for the OSPFv2 Dynani c Fl oodi ng Opaque LSA and OSPFv3 Dynanic

Fl ooding LSAs. It has been added to the "Open Shortest Path First
(OSPF) Parameters" registry group.

The following initial values have been all ocated:

| Type | Description | Reference |
| O | Reserved | RFC 9667 |
+o-m - - o e e e e e oo oo o e m e e e e e oo +
| 1 | OSPF Area Router IDs | RFC 9667 (Section 5.2.5) |
Fomm o - g o e e e e e e e e oo s +
| 2 | OSPF Fl ooding Path | RFC 9667 (Section 5.2.6) |
Fom e e - - o e e e e e e oo o e e e e e e oo o +
Tabl e 10

Types in the range 32768- 33023 are Reserved for Experinental Use;
these will not be registered with | ANA and MJUST NOT be nentioned by
RFCs.

Types in the range 33024-65535 are Reserved. They are not to be
assigned at this tine. Before any assignhnments can be nmade in the
33024- 65535 range, there MJST be an | ETF specification that specifies
| ANA Consi derations that cover the range bei ng assi gned.

7.2.2. OSPF Link Attributes Sub-TLV Bit Val ues Registry

A new regi stry has been created: "OSPF Link Attributes Sub-TLV Bit
Val ues". New val ues can be allocated via | ETF Review or | ESG

Appr oval .

The "OSPF Link Attributes Sub-TLV Bit Values" registry defines Link
Attribute bit-values for the OSPFv2 Link Attributes Sub-TLV and
OSPFv3 Link Attributes Sub-TLV. It has been added to the "Open
Shortest Path First (OSPF) Paranmeters" registry group. This registry
contains a colum "L2BM that indicates if a bit may appear in an L2
Bundl e Menber Attributes (L2BM Sub-TLV. The foll owi ng expl anatory



note has been added to the registry:

The "L2BM' columm indicates applicability to the L2 Bundl e Menber
Attributes sub-TLV. The options for the "L2BM' colum are:

I

|

| Y - This bit MAY appear in the L2 Bundl e Menber Attributes sub-
|  TLW.

I

| N- This bit MJST NOT appear in the L2 Bundl e Menber Attributes
|  sub-TLW.

The following initial value is all ocated:

B ety S e ety s el s ety
| Bit | Description | Reference | L2 Bundl e Menber

| Nunber | | | Attributes (L2BM |
[ oo oo s s s s e s sl e s
| O | Local Edge Enabled | RFC 9667 | N |
| | for Flooding (LEEF) | (Section | |
I I | 5.2.8) I I
F-------- I i I I I I i I I R +

Tabl e 11
7.3. 1GP

| ANA has created a registry called "I GP Al gorithm Type For Conputing
Fl oodi ng Topol ogy" in the existing "Interior Gateway Protocol (IGP)
Par armet ers" regi stry group.

The registration policy for this registry is Expert Review.

Values in this registry cone fromthe range 0-255.

The initial values in the "I GP Al gorithm Type For Conputing Fl oodi ng
Topol ogy" registry are as foll ows:

B b pumsfemsfemely oo
| Val ue | Description |
| O | Reserved for centralized node |
B o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +
| 1-127 | Unassigned. Individual values are to be |
| | assigned according to the "Expert Review' policy

| | defined in [ RFC8126]. The desi gnated experts |
| | should require a clear, public specification of |
| | the algorithmand conply with [ RFC7370]. |
B o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +
| 128-254 | Reserved for Private Use |
R oo e o e e e e e e e e e e e e e e e e e e e e e e mm e oo oo +
| 255 | Reserved |
S o m e e e e e e e e e e e e e e e e e e e eeee e +

Table 12
8. Security Considerations

Thi s docunent introduces no new security issues. Security of routing
within a domain is already addressed as part of the routing protocols
thensel ves. This document proposes no changes to those security
archi tectures.

An attacker could become the Area Leader and introduce a flawed
flooding algorithminto the network thus conprom sing the operation
of the protocol. Authentication nethods as described in [ RFC5304]
and [ RFC5310] for 1S-1S, [RFC2328] and [RFC7474] for OSPFv2, and
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