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I ntroduction

The 1S-1S routing protocol [1S010589] supports a two-level hierarchy
of abstraction. The fundanmental unit of abstraction is the "area",
which is a (hopefully) connected set of systens running I1S-1S at the
same level. Level 1, the lowest level, is abstracted by routers that
participate in both Level 1 and Level 2, and they inject area
information into Level 2. Level 2 systens seeking to access Level 1
use this abstraction to conmpute the shortest path to the Level 1
area. The full topol ogy database of Level 1 is not injected into
Level 2, rather, only a sunmary of the address space contained within
the area is injected. Therefore, the scalability of the Level 2 Link
St ate Database (LSDB) is protected.

This works well if the Level 1 area is tangential to the Level 2
area. This also works well if there are several routers in both
Levels 1 and 2 and they are adjacent to one another, so Level 2
traffic will never need to transit Level 1 only routers. Level 1
will not contain any Level 2 topology and Level 2 will only contain
area abstractions for Level 1.

Unfortunately, this scheme does not work so well if the Level 1 only
area needs to provide transit for Level 2 traffic. For Level 2
Shortest Path First (SPF) conputations to work correctly, the transit
topol ogy must al so appear in the Level 2 LSDB. This inplies that al
routers that could provide transit plus any links that m ght also
provide Level 2 transit mnust al so becone part of the Level 2
topology. |If this is arelatively tiny portion of the Level 1 area,



this is not overly painful

However, with today's data center topologies, this is problematic. A
common application is to use a Layer 3 Leaf-Spine (L3LS) topol ogy,
which is a folded 3-stage Cos fabric [Aos]. It can also be thought
of as a conplete bipartite graph. In such a topology, the desire is
to use Level 1 to contain the routing dynam cs of the entire L3LS
topol ogy and then use Level 2 for the remminder of the network

Leaves in the L3LS topology are appropriate for connection outside of
the data center itself, so they would provide connectivity for Leve
2. If there are nultiple connections to Level 2 for redundancy or

ot her areas, these would also be made to the | eaves in the topol ogy.
This creates a difficulty because there are now nultiple Level 2

| eaves in the topology, with connectivity between the | eaves provided
by the spines.

Following the current rules of IS-1S, all spine routers would
necessarily be part of the Level 2 topology plus all l|inks between a
Level 2 leaf and the spines. In the limt, where all |eaves need to
support Level 2, it inplies that the entire L3LS topol ogy becones
part of Level 2. This is seriously problematic, as it nore than
doubl es the LSDB held in the L3LS topol ogy and elim nates any
benefits of the hierarchy.

Thi s docunent di scusses the handling of IP traffic. Supporting MPLS-
based traffic is a subject for future work.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Area Proxy

In this specification, we conpletely abstract away the details of the
Level 1 area topology within Level 2, making the entire area | ook
like a single proxy systemdirectly connected to all of the area’s
Level 2 neighbors. By only providing an abstraction of the topol ogy,
Level 2’'s requirement for connectivity can be satisfied w thout the
full overhead of the area’s internal topology. It then becones the
responsibility of the Level 1 area to provide the forwarding
connectivity that’'s adverti sed.

For this discussion, we'll consider a single Level 1 IS-1S area to be
the Inside Area and the remai nder of the Level 2 area to be the
Qutside Area. All routers within the Inside Area speak Level 1 and
Level 2 1S-1Son all of the links within the topology. W propose to
i npl ement Area Proxy by having a Level 2 Proxy Link State PDU (LSP)
that represents the entire Inside Area. W will refer to this as the
Proxy LSP. This is the only LSP fromthe area that will be fl ooded
into the overall Level 2 LSDB

There are four classes of routers that we need to be concerned with
in this discussion:

Inside Router: A router within the Inside Area that runs Level 1 and
Level 2 1S-1S. Avrouter is recognized as an Inside Router by the
exi stence of its LSP in the Level 1 LSDB

Area Leader: The Area Leader is an Inside Router that is elected to
represent the Level 1 area by injecting the Proxy LSP into the
Level 2 LSDB. There may be nultiple candidates for Area Leader
but only one is elected at a given time. Any Inside Router can be



the Area Leader.

I nside Edge Router: An Inside Edge Router is an Inside Area Router
that has at |east one Level 2 interface outside of the Inside
Area. An interface on an Inside Edge Router that is connected to
an Qutside Edge Router is an Area Proxy Boundary.

Qut side Edge Router: An Qutside Edge Router is a Level 2 router that
is outside of the Inside Area that has an adjacency with an Inside
Edge Router.

I nside Area
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Figure 1: An Exanpl e of Router C asses

Al'l Inside Edge Routers learn the Area Proxy Systemldentifier from
the Area Proxy TLV advertised by the Area Leader and use that as the
systemidentifier in their Level 2 1S 1S Hello (IIH PDUs on all
Qutside interfaces. Qutside Edge Routers will then advertise an

adj acency to the Area Proxy Systemldentifier. This allows all

Qut side Routers to use the Proxy LSP in their SPF conputations

wi t hout seeing the full topology of the Inside Area.

Area Proxy functionality assunes that all circuits on Inside Routers
are either Level 1-2 circuits within the Inside Area, or Level 2
circuits between Qutside Edge Routers and | nside Edge Routers.

Area Proxy Boundary multi-access circuits (i.e., Ethernets in LAN
nmode) with rmultiple Inside Edge Routers on them are not supported.
The 1 nsi de Edge Router on any boundary LAN MJUST NOT fl ood I nside
Router LSPs on this link. Boundary LANs SHOULD NOT be enabl ed for
Level 1. An Inside Edge Router may be el ected as the Designated
Internediate System (DI'S) for a Boundary LAN. 1In this case, using
the Area Proxy System I D as the basis for the LAN pseudonode
identifier could create a collision, so the Insider Edge Router
SHOULD conpose the pseudonode identifier using its originally
configured systemidentifier. This choice of pseudonode identifier
may confuse neighbors with an extrenely strict inplementation. In
this case, the Inside Edge Router may be configured with priority O,
causing an Qutside Router to be elected as the DI S.

.1.  Segnent Routing

If the Inside Area supports Segnent Routing (SR) [ RFC3402], then all

I nsi de Nodes MUST advertise a Segment Routing d obal Bl ock (SRGB).
The first value of the SRGB advertised by all Inside Nodes MJST start
at the sanme value. |f the Area Leader detects SRGBs that do not
start with the sane value, it MJST log an error and not advertise an
SRE& in the Proxy LSP. The range advertised for the area will be the
m ni mum of that advertised by all |nside Nodes.



To support SR, the Area Leader will take the SRGB i nformation found
in the L1 LSDB and convey that to L2 through the Proxy LSP. Prefixes
with Segnent Identifier (SID) assignments will be copied to the Proxy
LSP. Adjacency SIDs for Qutside Edge Nodes will be copied to the
Proxy LSP.

To further extend SR, it is helpful to have a segnent that refers to
the entire Inside Area. This allows a path to refer to an area and
have any node within that area accept and forward the packet. In
effect, this becones an anycast SID that is accepted by all |nside
Edge Nodes. The information about this SIDis distributed in the
Area SID sub-TLV as part of the Area Leader’s Area Proxy TLV
(Section 4.3.2). The Inside Edge Nodes MJST establish forwarding
based on this SID. The Area Leader SHALL al so include the Area SID
in the Proxy LSP so that the renmainder of L2 can use it for path
construction. (Section 4.4.13).

I nsi de Router Functions

Al Inside Routers run Level 1-2 IS-1S and nust be explicitly
instructed to enable the Area Proxy functionality. To signal their
readi ness to participate in Area Proxy functionality, they wll
advertise the Area Proxy TLV in their L2 LSP

.1. The Area Proxy TLV
The Area Proxy TLV serves nultiple functions:

* The presence of the Area Proxy TLV in a node’s LSP indicates that
the node is enabled for Area Proxy.

* An LSP containing the Area Proxy TLV is also an Inside Node. Al
I nsi de Nodes, including pseudonodes, MJST advertise the Area Proxy
TLV.

* It is a container for sub-TLVs with Area Proxy information

A node advertises the Area Proxy TLV in fragnent 0 of its L2 LSP
Nodes MJST NOT advertise the Area Proxy TLV in an L1 LSP. Nodes MJUST
ignore the Area Proxy TLV if it is found in an L1 LSP. The Area
Proxy TLV is not used in the Proxy LSP. The format of the Area Proxy
TLV i s:

0 1 2
012345678901234567890123
b Lk Tl o e ek
| TLV Type | TLV Length | Sub-TLVs ..
i T S S O S i o S

TLV Type: 20
TLV Length: Length of the sub-TLVs.
.2. Level 2 SPF Computation

When Qutside Routers performa Level 2 SPF conputation, they will use
the Proxy LSP for conputing a path transiting the Inside Area.
Because t he topol ogy has been abstracted away, the cost for
transiting the Inside Area will be zero.

When I nside Routers performa Level 2 SPF conputation, they MJST
ignore the Proxy LSP. Because these systens see the Inside Area
topol ogy, the link netrics internal to the area are visible. This
could lead to different and possibly inconsistent SPF results,
potentially | eading to forwarding | oops.



To prevent this, the Inside Routers MJST consider the metrics of
l'inks outside of the Inside Area (inter-area netrics) separately from
the nmetrics of the Inside Area links (intra-area netrics). Intra-
area nmetrics MJST be treated as |l ess than any inter-area netric.

Thus, if two paths have different total inter-area netrics, the path
with the lower inter-area netric would be preferred regardl ess of any
intra-area netrics involved. However, if two paths have equal inter-
area netrics, then the intra-area netrics would be used to conpare

t he pat hs.

Poi nt-to-point |inks between two Inside Routers are considered to be
Inside Area links. LAN |links that have a pseudonode LSP in the Level
1 LSDB are considered to be Inside Area |inks.

3.3. Responsibilities Concerning the Proxy LSP

The Area Leader will generate a Proxy LSP that will be flooded across
the Inside Area. Inside Routers MJST flood the Proxy LSP and MJST
ignore its contents. The Proxy LSP uses the Area Proxy System
Identifier as its Source |ID.

4. Area Leader Functions

The Area Leader has several responsibilities. First, it MJST inject
the Area Proxy Systemldentifier into the Level 2 LSDB. Second, the
Area Leader MJST generate the Proxy LSP for the Inside Area.

4.1. Area Leader El ection

The Area Leader is selected using the election mechanisnms and TLVs
described in "Dynam c Fl ooding on Dense G aphs" [ RFC9667] .

4.2. Redundancy

If the Area Leader fails, another candi date may becone Area Leader
and MJST regenerate the Proxy LSP. The failure of the Area Leader is
not visible outside of the area and appears to sinply be an update of
the Proxy LSP.

For consistency, all Area Leader candi dates SHOULD be configured with
the sanme Proxy System I D, Proxy Hostname, and any other information
that may be inserted into the Proxy LSP.

4.3. Distributing Area Proxy Infornmation

The Area Leader is responsible for distributing information about the
area to all Inside Nodes. |In particular, the Area Leader distributes
the Proxy System ID and the Area SID. This is done using two sub-
TLVs of the Area Proxy TLV.

4.3.1. The Area Proxy System ldentifier Sub-TLV

The Area Proxy System ldentifier sub-TLV MJST be used by the Area
Leader to distribute the Area Proxy SystemID. This is an additional
systemidentifier that is used by Inside Nodes as an indication that
Area Proxy is active. The format of this sub-TLV is:

0 1 2
01234567890123456789012345678901
B i s T T i i o S o T Ji I
I Type I Lengt h I I
e e e e e e i s i il i e Sl Proxy System ldentifier |
I
+

T T T S S T S S i S S s Suity SN



Type: 1
Length: Length of a systemID (6).
Proxy Systemldentifier: The Area Proxy System ldentifier.

The Area Leader MJST advertise the Area Proxy System ldentifier sub-
TLV when it observes that all Inside Routers are advertising the Area
Proxy TLV. Their advertisenents indicate that they are individually
ready to perform Area Proxy functionality. The Area Leader then
advertises the Area Proxy Systemldentifier TLV to indicate that the
I nside Area MJUST enable Area Proxy functionality.

O her candidates for Area Leader MAY al so advertise the Area Proxy
System I dentifier when they observe that all Inside Routers are
advertising the Area Proxy TLV. Al candi dates advertising the Area
Proxy Systemldentifier TLV SHOULD be advertising the sane system
identifier. Miltiple proxy systemidentifiers in a single areais a
m sconfi gurati on and each uni que occurrence SHOULD be | ogged.
Systens shoul d use the Proxy System I D advertised by the Area Leader

The Area Leader and ot her candidates for Area Leader MAY withdraw the
Area Proxy Systemldentifier when one or nore Inside Routers are not
advertising the Area Proxy TLV. This will disable Area Proxy
functionality. However, before withdrawi ng the Area Proxy System
Identifier, an inplenentation SHOULD protect agai nst unnecessary
churn fromtransients by delaying the withdrawal. The anpunt of
delay is inplenentati on dependent.

4.3.2. The Area SID Sub-TLV

The Area SID sub-TLV allows the Area Leader to advertise a prefix and
SID that represent the entirety of the Inside Area to the Qutside
Area. This sub-TLV is learned by all of the Inside Edge Nodes who
shoul d consune this SID at forwarding tine. The Area SID sub-TLV has
the follow ng format:

0 1 2
01234567890123456789012345678901
I S i o T s S S S e s s T

| Type | Length | Fl ags |

B i aT T e e o S o S S S I T et sl o ST S S S S S S
| SI DY I ndex/ Label (vari abl e) |
B T S i T s i i e e SEI S
| Prefix Length | Prefix (variable) |
I S i o T s S S S e s s T

wher e:

Type: 2

Length: Variable (1 + SID | ength)
Flags: 1 octet, defined as foll ows.

2
+

+-l>

5
+

+m
+ ~

FV|L

+

+—+0
+— + P
+—+oo

+
I
+

+
+
¥
¥

F: Address-Famly Flag. |If this flag is not set, then this proxy
SID is used when forwardi ng | Pv4-encapsul ated traffic. |If
set, then this proxy SID is used when forwarding
| Pv6- encapsul ated traffic.

V. Value Flag. |If set, then the proxy SID carries a value, as



4. 4.

4. 4.

4. 4.

4. 4.

4.4

4. 4.

defined in [ RFC8667], Section 2.1.1.1

L: Local Flag. |If set, then the value/index carried by the proxy
SI D has | ocal significance, as defined in [ RFC8667],
Section 2.1.1.1.

O her bits: MJST be zero when originated and i gnored when
recei ved.

SI DI ndex/ Label : As defined in [ RFC8667], Section 2.1.1.1
Prefix Length: 1 octet

Prefix: 0-16 octets

Proxy LSP Generation

Each Inside Router generates a Level 2 LSP and the Level 2 LSPs for
the I nside Edge Routers will include adjacencies to Qutside Edge
Routers. Unlike normal Level 2 operations, these LSPs are not
advertised outside of the Inside Area and MJST be filtered by al

I nsi de Edge Routers to not be flooded to Qutside Routers. Only the
Proxy LSP is injected into the overall Level 2 LSDB

The Area Leader uses the Level 2 LSPs generated by the |Inside Edge
Routers to generate the Proxy LSP. This LSP is originated using the
Area Proxy Systemldentifier. The Area Leader can also insert the
followi ng additional TLVs into the Proxy LSP for additiona
information for the Qutside Area. LSPs generated by unreachabl e
nodes MJUST NOT be consi dered.

1. The Protocols Supported TLV

The Area Leader SHOULD insert a Protocols Supported TLV (129)
[ RFC1195] into the Proxy LSP. The values included in the TLV SHOULD
be the protocols supported by the Inside Area.

2. The Area Address TLV

The Area Leader SHOULD insert an Area Addresses TLV (1) [|S010589]
into the Proxy LSP

3. The Dynanmi c Hostnane TLV

It is RECOVWENDED that the Area Leader insert the Dynam ¢ Host nane
TLV (137) [RFC5301] into the Proxy LSP. The contents of the hostname
may be specified by configuration. The presence of the hostnane
hel ps to sinplify network debuggi ng.

.4. The IS Nei ghbors TLV

The Area Leader can insert the IS Neighbors TLV (2) [IS0OL0589] into
the Proxy LSP for Qutside Edge Routers. The Area Leader |earns of
the Qutside Edge Routers by exam ning the LSPs generated by the

I nsi de Edge Routers copying any IS Neighbors TLVs referring to
Qut si de Edge Routers into the Proxy LSP. Since the Qutside Edge
Rout ers advertise an adjacency to the Area Proxy System ldentifier,
this will result in a bidirectional adjacency.

An entry for a neighbor in both the I'S Neighbors TLV and the Extended
I'S Nei ghbors TLV woul d be functionally redundant, so the Area Leader
SHOULD NOT do this. The Area Leader MAY onmit either the IS Nei ghbors
TLV or the Extended IS Neighbors TLV, but it MJST include at |east
one of them

5. The Extended IS Nei ghbors TLV



The Area Leader can insert the Extended IS Reachability TLV (22)
[ RFC5305] into the Proxy LSP. The Area Leader SHOULD copy each
Extended | S Reachability TLV advertised by an |nside Edge Router
about an Cutside Edge Router into the Proxy LSP

If the Inside Area supports Segnent Routing, and Segnent Routing
selects a SID where the L-Flag is not set, then the Area Lead SHOULD
i nclude an Adj acency Segnent ldentifier sub-TLV (31) [RFC8667] using
the selected SID

If the inside area supports SRv6, the Area Leader SHOULD copy the
"SRv6 End. X SID' and "SRv6 LAN End. X SID' sub-TLVs of the Extended IS
Reachability TLVs advertised by Inside Edge Routers about Qutside
Edge Routers

If the inside area supports Traffic Engineering (TE), the Area Leader
SHOULD copy TE-rel ated sub-TLVs ([ RFC5305], Section 3) to each
Extended IS Reachability TLV in the Proxy LSP

4.4.6. The MI Internedi ate Systens TLV

If the Inside Area supports Milti-Topology (MI), then the Area Leader
SHOULD copy each Qutsi de Edge Router advertisenent that is advertised
by an Inside Edge Router in an MI Intermedi ate Systems TLV into the
Proxy LSP.

4.4.7. Reachability TLVs

The Area Leader SHOULD insert additional TLVs describing any routing
prefixes that should be advertised on behalf of the area. These
prefixes may be learned fromthe Level 1 LSDB, Level 2 LSDB, or

redi stributed fromanother routing protocol. This applies to all of
the various types of TLVs used for prefix advertisenent:

* |P Internal Reachability Information TLV (128) [RFC1195]

* | P External Reachability Information TLV (130) [RFC1195]

* Extended I P Reachability TLV (135) [ RFC5305]

* | Pv6 Reachability TLV (236) [RFC5308]

* Milti-Topol ogy Reachable IPv4 Prefixes TLV (235) [RFC5120]
* Milti-Topol ogy Reachable I Pv6 Prefixes TLV (237) [RFC5120]

For TLVs in the Level 1 LSDB, for a given TLV type and prefix, the
Area Leader SHOULD select the TLV with the | owest netric and copy
that TLV into the Proxy LSP

When examining the Level 2 LSDB for this function, the Area Leader
SHOULD only consider TLVs advertised by Inside Routers. Further, for
prefixes that represent Boundary |inks, the Area Leader SHOULD copy
all TLVs that have uni que sub-TLV contents.

If the Inside Area supports SR and the selected TLV includes a Prefix
Segnment ldentifier sub-TLV (3) [RFC8667], then the sub-TLV SHOULD be
copied as well. The P-Flag SHOULD be set in the copy of the sub-TLV
to indicate that penultinmate hop popping should not be perfornmed for
this prefix. The E-Flag SHOULD be reset in the copy of the sub-TLV
to indicate that an explicit NULL is not required. The R Flag SHOULD
simply be copi ed.

4.4.8. The Router Capability TLV



The Area Leader MAY insert the Router Capability TLV (242) [ RFC7981]
into the Proxy LSP. If SR is supported by the inside area, as

i ndi cated by the presence of an SRGB being advertised by all Inside
Nodes, then the Area Leader SHOULD advertise an SR-Capabilities sub-
TLV (2) [RFC8667] with an SRGB. The first value of the SR&B is the
same as the first value advertised by all Inside Nodes. The range
advertised for the area will be the mninumof all ranges advertised
by I nside Nodes. The Area Leader SHOULD use its Router IDin the
Router Capability TLV.

If SRv6 Capability sub-TLV [RFC7981] is advertised by all Inside
Routers, the Area Leader should insert an SRv6 Capability sub-TLV in
the Router Capability TLV. Each flag in the SRv6 Capability sub-TLV
should be set if the flag is set by all Inside Routers.

If the Node Maxi mum SID Depth (MSD) sub-TLV [ RFC8491] is advertised
by all Inside Routers, the Area Leader should advertise the
intersection of the adverti sed MSD types and the small est supported
MSD val ues for each type.

4.4.9. The Multi-Topol ogy TLV

If the Inside Area supports nulti-topol ogy, then the Area Leader
SHOULD insert the Multi-Topology TLV (229) [ RFC5120], including the
t opol ogi es supported by the Inside Nodes.

If any Inside Node is advertising the O (Overload) bit for a given
topol ogy, then the Area Leader MJUST advertise the Obit for that
topology. |If any Inside Node is advertising the A (Attach) bit for a
gi ven topol ogy, then the Area Leader MJUST advertise the A bit for
that topol ogy.

4.4.10. The SID/Label Binding and the Milti-Topol ogy SID Label Binding
TLV

If an Inside Node advertises the SID/ Label Binding or Milti-Topol ogy
SI D/ Label Binding TLV [ RFC8667], then the Area Leader MAY copy the
TLV to the Proxy LSP.

4.4.11. The SRv6 Locator TLV

If the inside area supports SRv6, the Area Leader SHOULD copy all
SRv6 | ocator TLVs [ RFC9352] advertised by Inside Routers to the Proxy
LSP.

4.4.12. Traffic Engineering Information

If the inside area supports TE, the Area Leader SHOULD advertise a TE
Router ID TLV (134) [RFC5305] in the Proxy LSP. It SHOULD copy the
Shared Ri sk Link Goup (SRLS) TLVs (138) [ RFC5307] advertised by

I nsi de Edge Routers about |inks to Qutside Edge Routers.

If the inside area supports IPv6 TE, the Area Leader SHOULD adverti se
an |Pv6 TE Router I D TLV (140) [RFC6119] in the Proxy LSP. It SHOULD
al so copy the IPv6 SRLG TLVs (139) [ RFC6119] advertised by Inside
Edge Routers about |inks to CQutside Edge Routers.

4.4.13. The Area SID

Wen SR is enabled, it may be useful to advertise an Area SID that
will direct traffic to any of the Inside Edge Routers. The

information for the Area SIDis distributed to all Inside Edge
Routers using the Area SID sub-TLV (Section 4.3.2) by the Area
Leader.

The Area Leader SHOULD advertise the Area SID information in the



Proxy LSP as a Node SID as defined in [ RFC3667], Section 2.1. The
advertisenent in the Proxy LSP inforns the Qutside Area that packets
directed to the SIDw |l be forwarded to one of the |Inside Edge Nodes
and the Area SID will be consuned.

O her uses of the Area SID and Area SID prefix are outside the scope
of this docunent. Documents that define other use cases for the Area
SI D MUST specify whether the SID val ue should be the same or
different fromthat used in support of Area Proxy.

5. Inside Edge Router Functions

The 1 nside Edge Router has two additional and inportant functions.
First, it MJST generate IlHs that appear to have cone fromthe Area
Proxy System ldentifier. Second, it MJST filter the L2 LSPs, Partial
Sequence Nunber PDUs (PSNPs), and Conpl ete Sequence Nunber PDUs
(CSNPs) that are being advertised to Qutside Routers.

5.1. Cenerating L2 IlHs to Qutside Routers

The |1 nside Edge Router has one or nore Level 2 interfaces to the
Qutsi de Routers. These may be identified by explicit configuration
or by the fact that they are not also Level 1 circuits. On these
Level 2 interfaces, the Inside Edge Router MJUST NOT send an Il H until
it has learned the Area Proxy SystemID fromthe Area Leader. Then,
once it has learned the Area Proxy SystemID, it MJST generate its
IlHs on the circuit using the Proxy System|ID as the source of the
Il H.

Using the Proxy System I D causes the Qutside Router to advertise an
adj acency to the Proxy SystemID, not to the Inside Edge Router,
whi ch supports the proxy function. The normal system |D of the

I nsi de Edge Router MJST NOT be used as it will cause unnecessary
adj acencies to form

5.2. Filtering LSP Informtion

For the area proxy abstraction to be effective the L2 LSPs generated
by the Inside Routers MJST be restricted to the Inside Area. The

I nsi de Routers know which system | Ds are nenbers of the Inside Area
based on the advertisenent of the Area Proxy TLV. To prevent

unwant ed LSP i nformati on from escaping the Inside Area, the Inside
Edge Router MJST performfiltering of LSP flooding, CSNPs, and PSNPs.
Specifically:

* A lLevel 2 LSP with a source systemidentifier that is found in the
Level 1 LSDB MJUST NOT be flooded to an Qutside Router.

* A Level 2 LSP that contains the Area Proxy TLV MJUST NOT be fl ooded
to an Qutside Router.

* A Level 2 CSNP sent to an Qutside Router MJST NOT contain any
i nformati on about an LSP with a systemidentifier found in the
Level 1 LSDB. |If an Inside Edge Router filters a CSNP and there
is no remaining content, then the CSNP MJUST NOT be sent. The
source address of the CSNP MUST be the Area Proxy System | D.

* A Level 2 PSNP sent to an Qutside Router MJST NOT contain any
i nformati on about an LSP with a systemidentifier found in the
Level 1 LSDB. |If an Inside Edge Router filters a PSNP and there
is no remaining content, then the PSNP MJUST NOT be sent. The
source address of the PSNP MUST be the Area Proxy System I D.

6. | ANA Consi derati ons

I ANA has assigned code point 20 fromthe "IS-1S TLV Codepoi nts"
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registry for the Area Proxy TLV. The registry fields are IIHn,
LSP:y, SNP:n, and Purge:n.

In association with this, I ANA has created a "I S-1S Sub-TLVs for the
Area Proxy TLV" registry. Tenporary registrations may be nade via
early allocation [ RFC7120].

The registration procedure is Expert Review [ RFC8126]. The val ues
are from0-255, and the fields are Value, Name, and Reference. The
initial assignments are as follows.

[ oo s s s s s s e s s s s sl sl
| Value | Name | Reference |
B Rl st el el
| 1 | Area Proxy Systemldentifier | RFC 9666 |
+------- T e I A N I +
| 2 Area SID | RFC 9666 |
+------- I e R +

Table 1
Security Considerations

Thi s docunent introduces no new security issues. Security of routing
within a domain is already addressed as part of the routing protocols
thensel ves. This docunent proposes no changes to those security
architectures. Security for IS-I1Sis provided by "IS 1S

Cryptographi ¢ Aut hentication" [RFC5304] and "IS-1S Generic

Crypt ographi ¢ Aut henti cation" [ RFC5310].
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