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DNS- SD [ RFC6763] is a component of Zero Configuration Networking
[ RFC6760] [ZC] [ ROADVAP] .

Thi s document describes an enhancenent to DNS-SD that allows servers
to register the services they offer using the DNS protocol over

uni cast rather than using Multicast DNS (nDNS) [RFC6762]. There is
already a large installed base of DNS-SD clients that can discover
services using the DNS protocol (e.g., Android, Wndows, Linux, Apple
operating systens).

Thi s docunent is intended for three audi ences: |nplenenters of
software that provides services that shoul d be advertised using
DNS- SD, inplenenters of authoritative DNS servers that will be used
in contexts where DNS-SD registration is needed, and adnministrators
of networks where DNS-SD service is required. The docunent is
expected to provide sufficient information to allow interoperable

i npl eent ati on of the Service Registration Protocol

DNS- SD al l ows servers to publish the information required to access
the services they provide. DNS-SD clients can then discover the set
of service instances of a particular type that are available. They
can then select an instance from anong those that are avail abl e and
obtain the information required to use it. Al though DNS-SD using the
DNS protocol can be nore efficient and versatile than using nDNS, it
is not comon in practice because of the difficulties associated with
updating authoritative DNS services with service infornmation

The existing practice for updating DNS zones is either to enter new
data manually or to use DNS Update [ RFC2136]. Unfortunately, DNS
Update requires either:

* that the authoritative DNS server automatically trust updates or

* that the DNS Update requester have sone kind of shared secret or
public key that is known to the authoritative DNS server and can
be used to authenticate the update.

Furthernore, DNS Update can be a fairly chatty process, requiring
multiple roundtrips with different conditional predicates to conplete
t he update process.

The Service Registration Protocol (SRP) adds a set of default
heuristics for processing DNS updates that elimnates the need for
conditional predicates. Instead, the SRP registrar (an authoritative
DNS server that supports SRP Updates) has a set of default predicates
that are applied to the update; and the update either succeeds
entirely or fails in a way that allows the requester to know what
went wong and construct a new update.

SRP al so adds a feature called "First Cone, First Served Nam ng" (or
"FCFS Naming"), which allows the requester to:

* claima nane that is not yet in use, and

* authenticate, using SIG0) [RFC2931], both the initial claim(to
ensure it has not been nodified in transit) and subsequent updates
(to ensure they cone fromthe sane entity that perforned the
initial clain).

This prevents a new service instance from"stealing" a nane that is
al ready in use: A second SRP requester attenpting to claiman
existing nane will not possess the SI G 0) key used by the first
requester to claimit. Because of this, its claimwll be rejected.
This will force it to choose a new nane.

It is inportant to understand that "authenticate" here just neans



that we can tell that an update cane fromthe same source as the
original registration. W have not established trust. This has
important inplications for what we can and can’t do with data the SRP
requester sends us. You will notice as you read this docunent that
we only support adding a very restricted set of records, and the
content of those records is further constrained.

The reason for this is precisely that we have not established trust.
So, we can only publish information that we feel safe in publishing
even though we do not have any basis for trusting the requester. W
reason that nDNS [ RFC6762] allows arbitrary hosts on a single IP link
to advertise services [RFC6763], relying on whatever service is
advertised to provide authentication as a part of its protocol rather
than in the service advertisenent.

This is considered reasonably safe because it requires physica
presence on the network in order to advertise. An off-network nmDNS
attack is sinply not possible. Qur goal with this specification is
to inmpose simlar constraints. Therefore, you will see in

Section 3.3.1 that a very restricted set of records with a very
restricted set of relationships are allowed. You will also see in
Section 6.1 that we give advice on how to prevent off-network

att acks.

This |l eads us to the disappointing observation that this protocol is
not a mechanismfor adding arbitrary information to DNS zones. W
have not eval uated the security properties of adding, for exanple, an
SOA record, an MX record, or a CNAME record; therefore, these are
forbi dden. Future updates to this specification might include

anal yses for other records and extend the set of records and/or
record content that can be registered here. O it mght require
establishment of trust, and add an authorization nodel to the

aut henti cati on nodel we now have. But that is work for a future
docunent .

Finally, SRP adds the concept of a "l|lease" [RFC9664], anal ogous to

| eases in DHCP [ RFC2131] [RFC8415]. The SRP registration itself has
a |l ease that may be on the order of two hours; if the requester does
not renew the | ease before it has el apsed, the registration is
removed. The claimon the name can have a | onger | ease so that

anot her requester cannot imediately claimthe name, even though the
registration itself has expired

The Service Registration Protocol for DNS-SD specified in this
docunent provides a reasonably secure nmechani smfor publishing this
informati on. Once published, these services can be readily

di scovered by DNS-SD clients using standard DNS | ookups.

Section 10 of the DNS-SD specification [RFC6763] briefly discusses
ways that servers can advertise the services they provide in the DNS
nanespace. In the case of nDNS, it allows servers to advertise their
services on the local link, using names in the "local." nanmespace,

whi ch nakes their services directly discoverable by peers attached to
that same |ocal |ink.

DNS- SD [ RFC6763] al so allows clients to discover services by using
the DNS protocol over traditional unicast [ RFC1035]. This can be
done by having a system adm ni strator nmanual ly configure service
information in the DNS; however, nanually popul ati ng DNS
authoritative server databases is costly and potentially error-prone
and requires a know edgeabl e network admi nistrator. Consequently,

al though all DNS-SD client inplenentations of which we are aware
support DNS-SD using DNS queries, in practice it is used nmuch |ess
frequently than nDNS.

The Di scovery Proxy [RFC8766] provides one way to automatically



popul ate the DNS nanmespace but is only appropriate on networks where
services are easily advertised using nDNS. The present docunent
describes a solution nore suitable for networks where nulticast is
inefficient, or where sleepy devices are comopn, by supporting the
use of unicast for both the offering of and the discovery of

servi ces.

2. Conventions and Term nol ogy Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Strictly speaking, fully qualified domain nanes end with a dot (".").
In DNS zone files and other sinilar contexts, if the final dot is
omtted, then a name may be treated incorrectly as relative to some
ot her parent dommin. This docunent follows the formal DNS
convention, ending fully qualified domain nanmes with a dot. Wen
thi s docunent mentions domain names such as "local." and
"default.service.arpa.", the final dot is part of the domain name; it
is not a period indicating the end of the sentence.

3. Service Registration Protoco

Services that inplenment SRP use DNS Update [ RFC2136] with SI G 0)

[ RFC3007] to publish service information in the DNS. Two variants
exist: One for full-featured hosts and one for devices designed for
Constrai ned- Node Networks (CNNs) [ RFC7228]. An SRP registrar is nost
likely an authoritative DNS server or is a source of data for one or
nore authoritative DNS servers. There is no requirenent that the
authoritative DNS server that is receiving SRP Updates be the sane
authoritative DNS server that is answering queries that return
records that have been registered. For exanple, an SRP registrar
could be the "hidden primary" that is the source of data for a fleet
of secondary authoritative DNS servers

3.1. Protocol Variants
3.1.1. Full-Featured Hosts

Ful | -featured hosts either are configured manually with a

regi stration donmain or discover the default registration domain
automatically using the Dormai n Enuneration process described in
Section 11 of the DNS-SD specification [RFC6763]. |If this process
does not produce a default registration domain, the SRP registrar is
not di scoverable on the |local network using this nechanism O her

di scovery mechani sns are possible, but they are out of scope for this
docunent .

Configuration of the registration donain can be done either

* by querying the list of available registrati on domains
("r._dns-sd. _udp") and allowi ng the user to select one fromthe
u, or

* by any other means appropriate to the particular use case being
addr essed.

Ful | -featured devices construct the names of the SRV, TXT, and PTR
records describing their service or services as subdonai ns of the
chosen service registration donain. For these nanes, they then

di scover the zone apex of the closest encl osing DNS zone using SOA
queries as described in Section 6.1 of the DNS Push Notification
specification [ RFC8765]. Having discovered the encl osing DNS zone,



they query for the "_dnssd-srp._tcp.<zone>" SRV record to di scover
the SRP registrar to which they can send SRP Updates. Hosts that
support SRP Updates using TLS use the " _dnssd-srp-tls. _tcp.<zone>"
SRV record instead.

Exanmpl es of full-featured hosts include devices such as home

comput ers, |aptops, powered peripherals with network connections

(such as printers and hone routers), and even battery-operated

devi ces such as nohbil e phones that have |ong battery lives.
3.1.2. Constrained Hosts

For devices designed for CNNs [RFC7228], some sinmplifications are

avai l abl e. Instead of being configured with (or discovering) the
service registration domain, the special-use domain name [ RFC6761]
"default.service.arpa." is used. The details of how SRP registrars

are discovered will be specific to the constrai ned network;
therefore, we do not suggest a specific mechani sm here.

SRP requesters on CNNs are expected to receive, fromthe network, a

list of SRP registrars with which to register. It is the
responsibility of a CNN supporting SRP to provide at |east one
registrar address and port. It is the responsibility of the

registrar supporting a CNN to handl e the updates appropriately. In
some network environments, updates may be accepted directly into a
| ocal "default.service.arpa." zone, which has only local visibility.
In other network environments, updates for nanmes ending in
"default.service.arpa." my be rewitten by the registrar to nanes
with broader visibility. Domain nanme rewiting should be perforned
as appropriate for the network environnent in question. Sone
suggest ed techni ques for how domai n names can be translated froma
|l ocally scoped nane to a domain nanme with |arger scope can be found
in the discussion of data translation for names in Milticast DNS
answers in Section 5.5 of the Discovery Proxy specification

[ RFC8766] .

3.1.3. Wiy two variants?
The reason for these different variants is that | ow power devices

that typically use CNNs nay have very linited battery capacity. The
series of DNS | ookups required to discover an SRP registrar and then

comruni cate with it will increase the energy required to advertise a
service; for |ow power devices, the additional flexibility this
provi des does not justify the additional use of energy. It is also

fairly typical of such networks that sone network service infornmation
is obtained as part of the process of joining the network; thus, this
can be relied upon to provide nodes with the information they need.

Net wor ks that are not CNNs can have nore conplicated topol ogies at
the IP layer. Nodes connected to such networks can be assuned to be
able to do DNS-SD service registration domain di scovery. Such
networks are generally able to provide registration donain di scovery
and routing. This creates the possibility of off-network spoofing,
where a device froma foreign network registers a service on the

| ocal network in order to attack devices on the local network. To
guard agai nst off-path spoofing, TCP is required for such networks

3.2. Protocol Details

We will discuss several parts to this process:

* how to know what to publish (Section 3.2.1),

* how to know where to publish it (under what nane) (Section 3.2.2),
* howto publish it (Section 3.2.3),

* how to secure its publication (Section 3.2.4), and

*

how to maintain the information once published (Section 5).



3.

3.

2.1. VWhat to Publish

SRP Updates are sent by SRP requesters to SRP registrars. Three
types of instructions appear in an SRP Update: Service Discovery
instructions, Service Description instructions, and Host Description
instructions. These instructions are nade up of DNS Update Resource
Records (RRs) that are either adds or deletes. The types of records
that are added, updated, and renpved in each of these instructions,
as well as the constraints that apply to them are described in
Section 3.3. An SRP Update is a DNS Update nessage [ RFC2136] that is
constructed so as to nmeet the constraints described in that section
The following is a brief overview of what is included in a typica
SRP Updat e:

* Service Discovery PTR RR(s) for service(s), which map froma
generic service type (or subtype(s)) to a specific service
i nstance nanme [ RFC6763] .

* For each service instance name, an SRV RR, one or nore TXT RRs,
and a KEY RR. Al though, in principle, DNS-SD Service Description
records can include other record types with the same service
i nstance nanme, in practice, they rarely do. Currently, SRP does
not permt other record types. The KEY RRis used to support FCFS
Nam ng and has no specific meaning for DNS-SD | ookups. SRV
records for all services described in an SRP Update point to the
sane host nane.

* There is always exactly one hostnane in a single SRP Update. A
DNS Updat e contai ning nore than one hostnanme is not an SRP Update.
The hostname has one or nore address RRs (AAAA or A) and a KEY RR
(used for FCFS Naming). Depending on the use case, an SRP
requester nmay be required to suppress sone addresses that woul d
not be usable by hosts discovering the service through the SRP
registrar. The exact address record suppression behavior required
may vary for different types of SRP requesters. Sone suggested
policies for suppressing unusable records can be found in
Section 5.5.2 of the D scovery Proxy specification [ RFC8766].

The DNS-Based Service Discovery specification [ RFC6763] describes the
details of what each of these RR types nmean, with the exception of
the KEY RR, which is defined in the specification for howto store
Diffie-Hell man Keys in the DNS [ RFC2539]. These specifications
shoul d be considered the definitive sources for information about
what to publish; the reason for summarizing this here is to provide
the reader with enough infornmation about what will be published that
the service registration process can be understood at a high | eve
without first learning the full details of DNS-SD. Also, the
"service instance name" is an inportant aspect of FCFS Nami ng, which
we describe later on in this docunent.

2.2. VWhere to Publish It

Mul ticast DNS (nDNS) uses a single nanmespace, "local.". Subdomains
of "local." are specific to the local link on which they are
advertised. This convenience is not available for DNS-SD using the
DNS protocol: Services nust exist in sone specific DNS nanespace that
i s chosen either by the network operator or automatically.

As described above, full-featured devices are responsible for know ng
the domain in which to register their services. Such devices MAY
optionally support configuration of a registration domain by the
operator of the device. However, such devices MJST support

regi stration donain di scovery as described in Section 11 of the

DNS- SD speci fication [ RFC6763] .



Devi ces made for CNNs register in the special -use domai n nane

[ RFC6761] "default.service.arpa." and let the SRP registrar handl e
rewiting that to a different domain if necessary, as nentioned in
Section 3.1.2.

3.2.3. How to Publish It

It is possible to send a DNS Update nessage that does several things
at once: For exanple, it’s possible in a single transaction to add or
update a single Host Description while also adding or updating the
RRs conprising the Service Description(s) for one or nore service

i nstance(s) available on that host and addi ng or updating the RRs
conmprising the Service Discovery instruction(s) for those service

i nstance(s).

An SRP Update takes advantage of this: It is inplemented as a single
DNS Updat e nmessage that contains a service's Service Discovery
records, Service Description records, and Host Description records.

Updat es done according to this specification are sonmewhat different
fromnormal DNS Updates [ RFC2136] where the update process could

i nvol ve many update attenpts. The requester might first attenpt to
add a nane if it doesn't exist; if that fails, then in a second
message the requester mght update the nane if it does exist but

mat ches certain preconditions. Because the Service Registration
Prot ocol described in this docunent uses a single transaction, sone
of this adaptability is |ost.

In order to all ow updates to happen in a single transaction, SRP
Updates do not include update prerequisites. The requirenents
specified in Section 3.3 are inplicit in the processing of SRP
Updates; thus, there is no need for the SRP requester to put in any
explicit prerequisites.

3.2.3.1. How the DNS-SD Service Registration Process Differs from DNS
Updat e

DNS- SD Servi ce Registration uses the DNS Update specification
[ RFC2136] with sonme additions:

* It inplenents FCFS Naning, protected using SIG0) [ RFC2931].
* It enforces policy about what updates are all owed.

* |t optionally perfornms rewiting of "default.service.arpa." to
some ot her donmi n.

* It optionally perfornms automatic popul ati on of the address-to-name
reverse mappi ng domai ns.

* An SRP registrar is not required to inplenment general DNS Update
prerequisite processing.

* CNN SRP requesters are allowed to send updates to the generic
domai n "default.service.arpa.".

3.2.3.2. Retransmi ssion Strategy

The DNS protocol, including DNS updates, can operate over UDP or TCP
For UDP updates from CNN devi ces, reliable transm ssion nust be
guaranteed by retransmtting when a DNS UDP message i s not

acknow edged in a reasonable interval. Section 4.2.1 of the DNS
specification [ RFC1035] provi des sone guidance on this topic, as does
Section 1 of the | ETF docunment describing common DNS inpl ement ati on
errors [ RFC1536]. Section 3.1.3 of the UDP Usage Cuidelines docunent
[ RFC8085] al so provides useful guidance that is particularly rel evant



to DNS.
3.2.3.3. Successive Updates

SRP does not require that every update contain the sanme information.
When an SRP requester needs to send nore than one SRP Update to the
SRP registrar, it SHOULD conbi ne these into a single SRP Update, when
possi bl e, subject to DNS nessage size limts and |ink-specific size
limts (e.g., an | EEE 802.15.4 network wi |l perform poorly when asked
to deliver a packet larger than about 500 bytes). |If the updates do
not fit into a single SRP Update, then the SRP requester MJST send
subsequent SRP Updates sequentially: Until an earlier SRP Update has
been acknow edged, the requester MJST NOT send any subsequent SRP
Updates. |If a configuration change occurs while an outstandi ng SRP
Update is in flight, the SRP registrar MJUST defer sending a new SRP
Update for that change until the previous SRP Update has conpleted

3. 2. 4. How to Secure It

DNS Updat e messages can be secured using secret key transaction
signatures (TSIG [RFC8945]. This approach uses a secret key shared
bet ween the DNS Update requester (which issues the update) and the
authoritative DNS server (which authenticates it). This nodel does
not work for automatic service registration

The goal of securing the DNS-SD Registration Protocol is to provide
the best possible security given the constraint that service
registration has to be automatic. It is possible to |layer nore
operational security on top of what we describe here, but FCFS Nami ng
is already an inprovement over the security of nDNS

3.2.4.1. FCFS Nam ng

FCFS Naming provides a |limted degree of security. A server that
registers its service using SRP is given ownership of a name for an
ext ended period of time based on a | ease specific to the key used to
aut henticate the SRP Update, which may be | onger than the | ease
associated with the registered RRs. As long as the registrar
renenbers the nane and the public key corresponding to the private
key used to register RRs on that name, no other SRP requester can add
or update the information associated with that name. |If the SRP
requester fails to renewits service registration before the KEY

| ease expires (Section 4 of the DNS Update Lease specification

[ RFC9664]) its nanme is no longer protected. FCFS Nanming is used to
protect both the Service Description and the Host Description

3.2.5. SRP Requester Behavior
3.2.5.1. Public/Private Key Pair Ceneration and Storage

The requester generates a public/private key pair (Section 6.6).

This key pair MJST be stored in stable storage; if there is no
witable stable storage on the SRP requester, the SRP requester MJST
be preconfigured with a public/private key pair in read-only storage.
This key pair MJST be unique to the device. A device with rewitable
storage SHOULD retain this key indefinitely. Wen the device changes
ownership, it nmay be appropriate for the former owner to erase the
old key pair, which would then require the new owner to install a new
one. Therefore, the SRP requester on the device SHOULD provide a
mechanismto erase the key (for exanple, as the result of a "factory
reset") and to generate a new key.

Note that when a new key is generated, this will prevent the device
fromregistering with the nanme associated with the old key in the

same domain where it had previously registered. So, inplicit in the
generation of a new key is the generation of a new nane; this can be



done either proactively when regenerating a key or only in the event
that the SRP update produces a nane conflict.

The policy described here for nmanagi ng keys assunes that the keys are
only used for SRP. |If a key that is used for SRP is al so used for

ot her purposes, the policy described here is likely to be
insufficient. The policy stated here is NOI RECOVWENDED in such a
situation: a policy appropriate to the full set of uses for the key
must be chosen. Specifying such a policy is out of scope for this
docunent .

When sendi ng DNS updates, the requester includes a KEY record
containing the public portion of the key in each Host Description
Instruction and each Service Description Instruction. Each KEY
record MUST contain the same public key. The update is signed using
SIG0), using the private key that corresponds to the public key in
the KEY record. The lifetines of the records in the update are set
usi ng the EDNS(0) Update Lease option [ RFC9664] .

The format of the KEY resource record in the SRP Update is defined in
the | ETF specification for DNSSEC Resource Records [ RFC4034].

Because the KEY RR used in SIG0) is not a zone-signing key, the
flags field in the KEY RR MUST be all zeroes.

The KEY record in Service Description updates MAY be omtted for
brevity; if it is omtted, the SRP regi strar MJST behave as if the
same KEY record that is given for the Host Description is also given
for each Service Description for which no KEY record is provided.
Oritted KEY records are not used when computing the Sl G(0) signature.

3.2.5.2. Nane Conflict Handling

"Add" operations for both Host Description RRs and Service
Description RRs can have nanmes that result in name conflicts.

Service Discovery record "Add" operations cannot have name conflicts.
I f any Host Description or Service Description record is found by the
SRP registrar to have a conflict with an existing name, the registrar
will respond to the SRP Update with a YXDomai n RCODE [ RFC2136],
indicating that the desired nane is already owed by a different
SI0) key. |In this case, the SRP requester MJST choose a new nane
or give up.

There is no specific requirement for how the SRP requester shoul d
choose a new nanme. Typically, however, the requester will append a
nunber to the preferred name. This nunber could be sequentially

i ncreasing or could be chosen randomy. One existing inplenentation
attenpts several sequential nunbers before choosing randomy. For
instance, it mght try host.default.service.arpa., then

host-1. defaul t.service.arpa., then host-2.default.service.arpa., then
host-31773. def aul t. servi ce. ar pa.

3.2.5.3. Record Lifetines

The lifetime of the DNS-SD PTR, SRV, A, AAAA, and TXT records

[ RFC6763] uses the LEASE field of the Update Lease option and is
typically set to two hours. Thus, if a device is disconnected from
the network, it does not continue to appear for too long in the user
interfaces of devices |ooking for instances of that service type.

The lifetime of the KEY records is set using the KEY-LEASE field of
the Update Lease Option and SHOULD be set to a nuch | onger tinme,
typically 14 days. The result being that even though a device may be
tenmporarily disconnected or powered off -- disappearing fromthe
network for a few days -- it nmakes a claimon its name that |asts
much | onger.



Therefore, even if a device is disconnected fromthe network for a
few days, and its services are not available for that time, no other
device can cone along and claimits nane the nmonent it disappears
fromthe network. 1In the event that a device is disconnected from
the network and pernmanently discarded, then its nane is eventually
cl eaned up and made avail abl e for reuse.

3.2.5.4. Conpression in SRV Records

Al 't hough the original SRV specification [ RFC2782] requires that the
target hostnane in the RDATA of an SRV record not be conpressed in
DNS queries and responses, an SRP requester MAY conpress the target
in the SRV record, since an SRP Update is neither a DNS query nor a
DNS response. The notivation for _not_ conpressing is not stated in
the SRV specification but is assuned to be because a recursive

resol ver (caching server) that does not understand the format of the
SRV record might store it as binary data w thout decoding a
compressi on pointer enbedded with the target hostnane field and thus
return nonsensi cal RDATA in response to a query. This concern does
not apply in the case of SRP. An SRP registrar needs to understand
SRV records in order to validate the SRP Update. Conpression of the
target can save space in the SRP Update, so we want SRP requesters to
be able to assune that the registrar will handle this. Therefore,
SRP registrars MJST support conpression of SRV RR targets.

Note that this docunment does not update the SRV specification

[ RFC2782]: Authoritative DNS servers still MJST NOT conpress SRV
record targets. The requirenent to accept conpressed SRV records in
updates only applies to SRP registrars. SRP registrars that are al so
authoritative DNS servers still MJST NOT conpress SRV record targets
in DNS responses. W note also that Miulticast DNS [ RFC6762]
simlarly conpresses SRV records in nDNS nessages

In addition, we note that an inplenenter of an SRP requester night
updat e exi sting code that creates SRV records or conpresses DNS
messages so that it conpresses the target of an SRV record. Care
must be taken if such code is used both in requesters and in
authoritative DNS servers that the code only conpresses SRV targets
in the case where a requester is generating an SRP Update.

3.2.5.5. Renoving Published Services
3.2.5.5.1. Renoving Al Published Services

To renove all the services registered to a particular hostnane, the
SRP requester transmits an SRP Update for that hostnanme with an
Update Lease option that has a LEASE val ue of zero. The SRP Update
MJUST contain exactly one Host Description Instruction that contains
exactly one "Delete All RRsets From A Nane" instruction for the

host nanme and no "Add to an RRSet" instructions for that hostnanme. |[f
the registration is to be permanently renoved, KEY-LEASE SHOULD al so
be zero. Qherwise, it SHOULD be set to the sane value it had
previously; this holds the name in reserve for when the SRP requester
is once again able to provide the service.

Thi s nmethod of renobving services is intended for the case where the
requester is going offline and does not want any of its services to
continue bei ng adverti sed.

To support this, when renoving a hostname, an SRP regi strar MJST
renove all service instances pointing to that hostname and al
Service Discovery PTR records pointing to those service instances,
even if the SRP requester doesn't list themexplicitly. |f the KEY
| ease tinme is nonzero, the SRP registrar MUST NOT del ete the KEY
records for these service instances.



3.2.5.5.2. Renoving Some Published Services

In sone use cases, a requester nmay need to renpve a specific service
instance without renoving its other services. For exanple, a device
may shut down its renote screen access (_rfb. _tcp) service while
retaining its commnd-line login (_ssh. _tcp) service. This can be
acconpl i shed in one of two ways:

1. To sinply renpbve a specific service instance, the requester sends
a valid SRP Update with a Service Description Instruction
(Section 3.3.1.2) containing a single "Delete All RRsets From A
Nane" update to the service instance nane. The SRP Update SHOULD
i nclude Service Discovery Instructions (Section 3.3.1.1)
consisting of "Delete An RR From An RRset" updates [ RFC2136] that
del ete any Service Discovery PTR records whose target is the
servi ce instance name. However, even in the absence of such
Service Discovery Instructions, the SRP regi strar MJST del ete any
Service Discovery PTR records that point to the deleted service
i nstance nane.

2. \Wen deleting one service instance while sinultaneously creating
a new service instance with a different service instance nane, an
alternative is to performboth operations using a single SRP
Update. In this case, the old service is deleted as in the first
alternative. The new service is added, just as it would be in an
update that wasn’'t deleting the old service. Because both the
removal of the old service and the add of the new service consi st
of a valid Service Discovery Instruction and a valid Service
Description Instruction, the update as a whole is a valid SRP
Update and will result in the old service being renoved and the
new one added; or, to put it differently, the SRP Update will
result in the old service being replaced by the new service.

It is perhaps worth noting that if a service is being updated without
the service instance name changi ng (for exanple, when only the target
port in the SRV record is being updated), then that SRP Update wl|l

| ook very much like the second alternative above. The PTR record in
the Service Discovery Instruction will be the sane for both the
"Delete An RR From An RRset" update and the "Add To An RRset" update
[ RFC2136]. Since the renoval of the old service and the addition of
the new service are both valid SRP Update operations, the conbi ned
operation is a valid SRP Update operation. The SRP regi strar does
not need to include code to recognize this special case and does not
need to take any special actions to handle it correctly.

Whi chever of these two alternatives is used, the hostnane | ease will
be updated with the |ease tine provided in the SRP update. In
neither of these cases is it permssible to delete the hostnanme. Al
services nust point to a hostname. |If a hostnane is to be del eted,
this nmust be done using the nethod described in Section 3.2.5.5.1,
whi ch del etes the hostnanme and all services that have that hostnane
as their target.

3.3. Validation and Processi ng of SRP Updates
3.3.1. Validation of DNS Update Add and Del ete RRs

The SRP registrar first validates that the DNS Update nessage is a
syntactically and semantically valid DNS Update nessage according to
the usual DNS Update rules [ RFC2136].

SRP Updates consist of a set of _instructions_that together add or
renove one or nore services. FEach _instruction_ consists of one or
nmore del ete update(s), or one or nore add update(s), or sone

combi nation of both del ete updates and add updat es.



The SRP regi strar checks each instruction in the SRP Update to see
that it is either a Service Discovery Instruction, a Service
Description Instruction, or a Host Description Instruction. Oder
matters in DNS updates. Specifically, deletes nust precede adds for
records that the deletes would affect; otherwi se, the add will have
no effect. This is the only ordering constraint: Aside fromthis
constraint, updates may appear in whatever order is conveni ent when
constructing the update.

Because the SRP Update is a DNS update, it MJST contain a single
entry in the Zone Section (what woul d be the Question Section in a
DNS query or response) that indicates the zone to be updated. Every
del ete and update in an SRP Update MJST be within the zone that is
specified for the SRP Update.

3.3.1.1. Service D scovery Instruction
An instruction is a Service Discovery Instruction if it:

* consists of exactly one "Add To An RRSet" or exactly one "Delete
An RR From An RRSet" RR update (Section 2.5 of the DNS Update
speci fication [ RFC2136]),
whi ch updates a PTR RR
the target of which is a service instance name
for which name a Service Description Instruction is present in the
SRP Update, and:

- if the Service Discovery Instruction is an "Add To An RRSet"
instruction, that Service Description Instruction contains a
"Delete AIl RRsets From A Nanme" instruction for that service
i nstance nane followed by "Add To An RRset" instructions for
the SRV and TXT records describing that service; or

- if the Service Discovery Instruction is a "Delete An RR From An
RRSet" instruction, that Service Description Instruction
contains a "Delete All RRsets From A Name" instruction for that
service instance nane with no following "Add To An RRset"
instructions for the SRV and TXT records describing that
service. An "Add to an RRset"” instruction for the KEY record
here is allowed but not inplicit.

Note that there can be nore than one Service Discovery Instruction
for the same service name (the owner nanme of the Service Discovery
PTR record) if the SRP requester is advertising nore than one

i nstance of the same service type or is changing the target of a PTR
RR.  \Wen subtypes are being used (Section 7.1 of the DNS-SD
specification [ RFC6763]), each subtype is a separate Service

Di scovery Instruction. For each such PTR RR add or delete, the above
constraints nust be net.

3.3.1.2. Service Description Instruction

An instruction is a Service Description Instruction if, for the given
service instance nanme, all of the following are true

* It contains exactly one "Delete All RRsets From A Nane" update for
the service instance name (Section 2.5.3 of the DNS Update
specification [ RFC2136]).

* |t contains zero or one "Add To An RRset" KEY RRs that, if
present, contains the public key corresponding to the private key
that was used to sign the nessage (if present, the KEY RR MJST
mat ch the KEY RR given in the Host Description).

* It contains zero or one "Add To An RRset" SRV RR

* |f an "Add To An RRSet" update for an SRV RR is present, there
MUST be at | east one "Add To An RRset" update for the
corresponding TXT RR, and the target of the SRV RR MJUST be the
host name given in the Host Description Instruction in the SRP
Update, or



* |f there is no "Add To An RRset" update for an SRV RR, then there
MUST be no "Add To An RRset" updates for the correspondi ng TXT RR
and either:

- the nane to which the "Delete All RRsets From A Nane" applies
does not exist, or

- there is an existing KEY RR on that name that matches the key
wi th which the SRP Update was signed

Service Description Instructions do not add any other resource
records.

An SRP registrar MJST correctly handl e conpressed names in the SRV
target.

3.3.1.3. Host Description Instruction

Every SRP Update al ways contains exactly one Host Description
I nstruction.

An instruction is a Host Description Instruction if, for the
appropriate hostnane, it contains the foll ow ng:

* exactly one "Delete All RRsets From A Name" RR

* exactly one "Add To An RRset” RR that adds a KEY RR that contains
the public key corresponding to the private key that was used to
sign the nessage

* zero "Add To An RRset" operations (in the case of deleting a
registration) or one or nore "Add To An RRset" RRs of type A and/
or AAAA (in the case of creating or updating a registration)

Host Description Instructions do not add any ot her resource records.

A and/or AAAA records that are not of sufficient scope to be validly
published in a DNS zone MAY be ignored by the SRP regi strar, which
could result in a Host Description effectively containing zero
reachabl e addresses even when it contains one or nore addresses.

For exanple, if an IPv4 link-1ocal address [RFC3927] or an IPv6 |ink-
| ocal address [RFC4862] is provided by the SRP requester, the SRP
registrar could elect not to publish this in a DNS zone. However, in
some situations, the registrar mght make the records avail abl e
through a mechani sm such as an advertising proxy only on the specific
link fromwhich the SRP Update originated. 1In such a situation,

| ocally scoped records are still valid.

3.3.2. Valid SRP Update Requirenents

An SRP Update MJUST contain exactly one Host Description Instruction
Mul tiple Service Discovery updates and Service Description updates
may be conbined into a single SRP Update along with a single Host
Description update, as described in Section 3.2.3. A DNS Update
message that contains any additional adds or deletes that cannot be
identified as Service Discovery, Service Description, or Host
Description Instructions is not an SRP Update. A DNS update that
contains any prerequisites is not an SRP Update.

An SRP Update MUST include an EDNS(0) Update Lease option [ RFC9664].
The LEASE tinme specified in the Update Lease option MJST be | ess than
or equal to the KEY-LEASE time. A DNS update that does not include
the Update Lease option, or that includes a KEY-LEASE value that is

| ess than the LEASE value, is not an SRP Update.

When an SRP registrar receives a DNS Update nmessage that is not an
SRP update, it MAY process the update as normal DNS Update [ RFC2136],



i ncludi ng access control checks and constraint checks, if supported.
O herwi se, the SRP registrar MJST reject the DNS Update with the
Ref used RCODE

If the definitions of each of these instructions are followed
carefully and the update requirenents are validated correctly, nany
DNS Updat e messages that | ook very rmuch |ike SRP Updates neverthel ess
will fail to validate. For exanple, a DNS update that contains an
"Add To An RRset"” instruction for a Service Name and an "Add to an
RRset" instruction for a service instance nanme where the PTR record
added to the Service Nane does not reference the service instance
nane is not a valid SRP Update but may be a valid DNS Update.

3.3.3. FCFS Nane and Signature Validation

Assuming that the SRP registrar has confirned that a DNS Updat e
message is a valid SRP Update (Section 3.3.2), it then checks that
the nane in the Host Description Instruction exists in the zone being
updated. If so, then the registrar checks to see if the KEY record
on that nanme is the sane as the KEY record in the Host Description
Instruction. The registrar perforns the sanme check for the KEY
records in any Service Description Instructions. For KEY records
that were onmtted from Service Description Instructions, the KEY from
the Host Description Instruction is used. |f any existing KEY record
corresponding to a KEY record in the SRP Update does not match the
KEY record in the SRP Update (whether provided or taken fromthe Host
Description Instruction), then the SRP registrar MJIST reject the SRP
Update with a YXDonmai n RCODE indicating that the desired nane is

al ready owned by a different SIG0) key. This informs the SRP
requester that it should select a different nane and try again.

If the SRP Update is not in conflict with existing data in the zone
bei ng updated, the SRP registrar validates the SRP Update using

SI (0) against the public key in the KEY record of the Host
Description Instruction. |If the validation fails, the SRP Update is
mal formed, and the registrar MJST reject the SRP Update with the

Ref used RCODE. Otherwi se, the SRP Update is considered valid and
authentic and is processed as for a nornal DNS Update [ RFC2136].

KEY record updates omitted from Service Description Instruction(s)
are processed as if they had been explicitly present. After the SRP
Updat e has been applied, every Service Description that is updated
MJUST have a KEY RR, which MJST have the sane value as the KEY RR that
is present in the Host Description to which the Service Description
refers.

The | ETF specification for DNSSEC Resource Records [ RFC4034] states
that the flags field in the KEY RR MUST be zero except for bit 7,

whi ch can be one in the case of a zone key. SRP requesters

i mpl ementing this version of the SRP specification MIST set the flags
field in the KEY RRto all zeroes. SRP registrars inplenenting this
versi on of the SRP specification MJST accept and store the flags
field in the KEY RR as received, w thout checking or nodifying its
val ue.

3.3.4. Handling of Service Subtypes

SRP registrars MIUST treat the update instructions for a service type
and all its subtypes as atomic. That is, when a service and its

subt ypes are bei ng updated, whatever information appears in the SRP
Update is the entirety of information about that service and its
subtypes. |If any subtype appeared in a previous update but does not
appear in the current update, then the SRP registrar MJST renove that
subt ype.

There is intentionally no mechanismfor deleting a single subtype



individually. A delete of a service deletes all of its subtypes. To
del ete a single subtype individually, an SRP Update nust be
constructed that contains the service type and all subtypes for that
service except for the subtype(s) to be del eted.

3.3.5. SRP Update Response

The status that is returned depends on the result of processing the
update and can be either NoError, ServFail, Refused, or YXDonain.

Al'l other possible outcomes will already have been accounted for when
appl ying the constraints that qualify the update as an SRP Update.
The neani ngs of these responses are explained in Section 2.2 of the
DNS Updat e specification [ RFC2136].

In the case of a response other than NoError, Section 3.8 of the DNS
Updat e specification [ RFC2136] states that the authoritative DNS
server is permitted to respond either with no RRs or to copy the RRs
sent by the DNS Update client into the response. The SRP requester
MUST NOT attenpt to validate any RRs that are included in the
response. It is possible that a future SRP extension may include
per-RR indications as to why the update failed, but at the tine of
witing this is not specified. So, if an SRP requester were to
attenpt to validate the RRs in the response, it nmight reject such a
response, since it would contain RRs but probably not a set of RRs
identical to what was sent in the SRP Update.

3.3.6. Optional Behavior

The SRP regi strar MAY add a Reverse Mapping PTR record (described for
IPv4 in Section 3.5 of the DNS specification [ RFCL035] and for |Pv6
in Section 2.5 of the later docunment updating DNS for |Pv6 [ RFC3596])
that corresponds to the Host Description. This is optional: The
reverse mappi ng PTR record serves no essential protocol function

One reason to provide reverse mappings is that they can be used to
annotate | ogs and network packet traces. |In order for the registrar
to do a reverse mapping update, it nmust be authoritative for the zone
that would need to be updated or have credentials to do the update.
The SRP requester MAY al so do a reverse mapping update if it has
credentials to do so.

The SRP registrar MAY apply additional criteria when accepting
updates. In sone networks, it may be possible to do out-of-band
registration of keys and only accept updates from preregi stered keys.
In this case, an update for a key that has not been registered SHOULD
be rejected with the Refused RCODE. When use of managed keys is
desired, there are at least two benefits to doing this in conjunction
with SRP rather than sinply perform ng traditional DNS Updates using
SI 3 0) keys:

1. The sane over-the-air registration protocol is used in both
cases, soO both use cases can be addressed by the sane SRP
requester inplenentation

2. The Service Registration Protocol includes maintenance
functionality not present with normal DNS updat es.

Note that the semantics of using SRP in this way are different from
the semantics of typical inplenmentations of DNS Update. The KEY used
to sign the SRP Update only allows the SRP requester to update
records that refer to its Host Description. |nplementations of

tradi tional DNS Update [RFC2136] do not normally provide a way to
enforce a constraint of this type.

The SRP registrar could al so have a dictionary of names or nane
patterns that are not permtted. |If such a list is used, updates for
service instance nanes that match entries in the dictionary are
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rejected with a Refused RCODE
TTL Consi stency

All RRs within an RRset are required to have the same TTL (required
by Section 5.2 of the DNS C arifications docunment [RFC2181]). In
order to avoid inconsistencies, SRP places restrictions on TTLs sent
by requesters and requires that SRP registrars enforce consistency.

Request ers sendi ng SRP Updates MJUST use consistent TTLs in all RRs
within each RRset contained within an SRP Updat e.

SRP registrars MJST check that the TTLs for all RRs within each RRset
contained within an SRP Update are the same. |If they are not, the
SRP update MJST be rejected with a Refused RCODE

Additionally, when adding RRs to an RRset (for exanple, when
processing Service Discovery records), the SRP registrar MJST use the
same TTL on all RRs in the RRset. How this consistency is enforced
is up to the inplenmentation

TTLs sent in SRP Updates are advisory: they indicate the SRP
requester’s guess as to what a good TTL would be. SRP registrars may
override these TTLs. SRP registrars SHOULD ensure that TTLs are
reasonabl e: neither too long nor too short. The TTL SHOULD NOT ever
be longer than the lease time (Section 5.1). Shorter TTLs will

result in nore frequent data refreshes; this increases |atency on the
DNS- SD client side, increases |oad on any caching resolvers and on
the authoritative DNS server, and also increases network | oad, which
may be an issue for CNNs. Longer TTLs will increase the Iikelihood
that data in caches will be stale. TTL m ni nunms and maxi muns SHOULD
be configurable by the operator of the SRP registrar.

Mai nt enance
1. deaning Up Stale Data

Because the DNS-SD Service Registration Protocol is automatic and not
managed by humans, sone additional bookkeeping is required. Wen an
update is constructed by the SRP requester, it MJST include an
EDNS(0) Update Lease Option [ RFC9664]. The Update Lease Option
contains two |lease tinmes: the Lease Tinme and the KEY Lease Tine.

Simlar to DHCP | eases [ RFC2131], these | eases are pronises fromthe
SRP requester that it will send a new update for the service
registration before the lease tinme expires. The Lease tine is chosen
to represent the duration after the update during which the

regi stered records other than the KEY record can be assumed to be
valid. The KEY |ease tine represents the duration after the update
during which the KEY record can be assuned to be valid. The
reasoni ng behind the different | ease tinmes is discussed in Sections
3.2.4.1 and 3.2.5. 3.

SRP registrars may be configured with limts for these values. At
the time of witing, a default limt of two hours for the Lease and
14 days for the SIG0) KEY are thought to be good choices. Devices
with limted battery that wake infrequently are likely to request

| onger | eases; registrars that support such devices may need to set
higher linmts. SRP requesters that are going to continue to use
nanes on which they hold | eases SHOULD refresh them well before the
| ease ends in case the registrar is tenporarily unavail abl e or under
heavy | oad.

The | ease tine applies specifically to the hostnanme. Al service
i nstances, and all service entries for such service instances, depend
on the hostnanme. Wen the | ease on a hostname expires, the hostnane



and all services that reference it MJST be renoved at the sane timne:
It is never valid for a service instance to renmain when the hostnane
it references has been renoved. |f the KEY record for the hostnane
is toremain, the KEY record for any services that reference it MJST
al so remain. However, the Service D scovery PTR record MJST be
renoved since it has no key associated with it and since it is never
valid to have a Service D scovery PTR record for which there is no
service instance on the target of the PTR record.

SRP registrars MIST also track a | ease time per service instance
The reason being that a requester may re-register a hostnane with a
different set of services and not remenber that sone different
service instance had previously been registered. In this case, when
that service instance | ease expires, the SRP registrar MJST renove
the service instance, and any associ ated Service Di scovery PTR
records pointing to that service instance, (although the KEY record
for the service instance SHOULD be retained until the KEY | ease on
that service expires). This is beneficial because it avoids stale
services continuing to be advertised after the SRP requester has
forgotten about them

The SRP regi strar MJST i nclude an EDNS(0) Update Lease option in the
response. The requester MJUST check for the EDNS(0) Update Lease
option in the response, and when deciding when to renew its
registration the requester MJST use the |lease tines fromthe Update
Lease option in the response in place of the lease tines that it
originally requested fromthe registrar. The tines nmay be shorter or
| onger than those specified in the SRP Update. The SRP requester
nmust honor themin either case.

SRP requesters SHOULD assume that each | ease ends N seconds after the
update was first transmtted (where Nis the granted | ease duration).
SRP registrars SHOULD assunme that each | ease ends N seconds after the
update that was successfully processed was received. Because the
registrar will always receive the update after the SRP requester sent
it, this avoids the possibility of a race condition where the SRP
registrar prematurely renoves a service when the SRP requester thinks
the | ease has not yet expired. In addition, the SRP requester MJST
begin attenpting to renew its | ease in advance of the expected
expiration tinme, as required by the DNS Update Lease specification

[ RFC9664], to accommpdate the situation where the clocks on the SRP
requester and the SRP registrar do not run at precisely the sane
rate.

SRP registrars MJIST reject updates that do not include an EDNS(0)
Update Lease option. DNS authoritative servers that allow both SRP
and non- SRP DNS updat es MAY accept updates that don’t include |eases,
but they SHOULD differenti ate between SRP Updates and ot her updates
and MJST reject updates that would otherwi se be SRP Updates if they
do not include | eases.

The function of Lease tines and the function of TTLs are conpletely
different. On an authoritative DNS server, the TTL on a resource
record is a constant. Wenever that RRis served in a DNS response,
the TTL value sent in the answer is the sane. The lease tinme is
never sent as a TTL; its sole purpose is to detern ne when the
authoritative DNS server will delete stale records. It is not an
error to send a DNS response with a TTL of Mwhen the remaining tine
on the lease is less than M

Security Considerations
.1. Source Validation

SRP Updat es have no authorization semantics other than "First Cone,
First Served" (FCFS). Thus, if an attacker from outside the



adm nistrative domain of the SRP registrar knows the registrar’s IP
address, it can, in principle, send updates to the registrar that
will be processed successfully. Therefore, SRP registrars SHOULD be
configured to reject updates from source addresses outside of the
adm ni strative donain of the registrar.

For TCP updates, the initial SYN SYN+ACK handshake prevents updates

being forged by an off-path attacker. |In order to ensure that this
handshake happens, SRP registrars relying on three-way-handshake
val i dati on MUST NOT accept TCP Fast Open payl oads [ RFC7413]. |If the

network infrastructure allows it, an SRP registrar MAY accept TCP
Fast Open payloads if all such packets are validated al ong the path,
and the network is able to reject this type of spoofing at all

i ngress points.

For UDP updates from CNN devi ces, spoofing would have to be prevented
with appropriate source address filtering on routers [RFC2827]. This
woul d ordinarily be acconplished by nmeasures such as those descri bed
in Section 4.5 of the IPv6 CE Router Requirenents docunent [RFC7084].
For exanple, a stub router [SNAC SIMPLE] for a CNN might only accept
UDP updat es from source addresses known to be on-link on that stub
network and m ght further validate that the UDP update was actually
received on the stub network interface and not the interface
connected to the adjacent infrastructure link

6.2. Oher DNS Updates

Note that these rules only apply to the validation of SRP Updates.
An authoritative DNS server that accepts updates from SRP requesters
may al so accept other DNS Update nessages, and those DNS Update
messages may be validated using different rules. However, in the
case of an authoritative DNS server that accepts SRP updates, the
intersection of the SRP Update rul es and what ever other update rules
are present nust be considered very carefully.

For exanple, a normal authenticated DNS update to any RR that was
added using SRP, but is authenticated using a different key, could be
used to override a prom se made by the SRP registrar to an SRP
requester by replacing all or part of the service registration
information with information provided by an authenticated DNS update
requester. An inplenentation that allows both kinds of updates
SHOULD NOT al | ow DNS Update requesters that are using different

aut hentication and authorization credentials to update records added
by SRP requesters.

6.3. Risks of Allowing Arbitrary Nanmes to be Registered in SRP Updates

It is possible to set up SRP Updates for a zone that is also used for
non- DNS- SD records. For exanple, imagine that you set up SRP service
for "exanple.com'. SRP requesters can now regi ster nanes |ike "www'
or "mail" or "smp" in this domain. In addition, SRP Updates using
FCFS Nami ng can insert names that are obscene or offensive into the
zone. There is no sinple solution to these problems. However, we
have two reconmendations to address this probl em

* Do not provide SRP service in organization-|level zones. Use
subdonmai ns of the organi zational domain for DNS-SD. This does not
prevent registering nanes as nentioned above but does ensure that
genui nely inportant nanes are not accidentally clainmed by SRP
requesters. So, for exanple, the zone "dnssd. exanple.com" coul d
be used instead of "exanple.com" for SRP Updates. Because of the
way that DNS-browsi ng donains are di scovered, there is no need for
the DNS-SD di scovery zone that is updated by SRP to have a user-
friendly or inportant-soundi ng nane.

* Configure a dictionary of names that are prohibited. Dictionaries
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of common obscene and of fensive nanmes are no doubt avail able and
can be augnented with a list of typical "special" nanes |ike
"ww', "mail", "sntp", and so on. Lists of names are generally
avai l abl e or can be constructed nanually. Nanes rejected due to
this should return a Refused RCODE, indicating to the SRP
requester that it should not append or increnent a nunber at the
end of the nanme and then try again, since this would likely result
inan infinite loop. |If a nanme is considered unacceptabl e because
it is obscene or offensive, adding a nunber on the end is unlikely
to nake the name acceptable.

4. Security of Local Service D scovery

Local links can be protected by nmanaged services such as RA Guard

[ RFC6105], but nulticast services |ike DHCP [ RFC2131], DHCPv6

[ RFC8415], and | Pv6 Nei ghbor Discovery [ RFC4861] are, in npbst cases,
not authenticated and can’t be controlled on unmanaged networ ks, such
as home networks and snmall office networks where no network

managenent staff are present. 1In such situations, the SRP service
has conparatively fewer potential security exposures and, hence, is
not the weak link. This is discussed in nore detail in

Section 3.2.4.

The fundanental protection for networks of this type is the user’s
choi ce of what devices to add to the network. Wrk is being done in
ot her working groups and standards bodies to inprove the state of the
art for network on-boardi ng and device isolation (e.g., Mnufacturer
Usage Descriptions [ RFC8520] provide a neans for constraini ng what
behavi ors are allowed for a device in an automatic way), but such
work is out of scope for this docunent.

5. SRP Registrar Authentication

Thi s specification does not provide a nechani smfor validating
responses from SRP registrars to SRP requesters. |In principle, a KEY
RR coul d be used by a non-CNN SRP requester to validate responses
fromthe registrar, but this is not required, nor do we specify a
mechani sm for determ ning which key to use

In addition, for DNS-over-TLS connections, out-of-band key pinning as
described in Section 4.2 of the DNS-over-TLS specification [ RFC7858]
could be used for authentication of the SRP registrar, e.g., to
prevent man-in-the-mddle attacks. However, the use of such keys is
i mpractical for an unmanaged service registration protocol; hence, it
is out of scope for this docunent.

6. Required Signature Al gorithm

For validation, SRP registrars MJST i npl emrent the ECDSAP256SHA256
signature algorithm SRP registrars SHOULD i npl enent the al gorithns
that are listed in Section 3.1 of the DNSSEC Cryptographic Al gorithns
specification [ RFC8624], in the validation colum of the table, that
are nunbered 13 or higher and that have a "MJST', "RECOMVENDED', or
"MAY" designation in the validation colum of the table. SRP
requesters MJST NOT assune that any al gorithm nunbered | ower than 13
is available for use in validating SIG0) signatures.

Privacy Considerations

Because DNS-SD SRP Updates can be sent off-link, the privacy
inmplications of SRP are different fromthose for nDNS responses. SRP
Requester inplenentations that are using TCP SHOULD al so use DNS-
over-TLS [ RFC7858] if available. SRP registrar inplenentations MJST
of fer TLS support. Because there is no nmechanism for sharing keys,
val i dation of DNS-over-TLS keys is not possible; DNS-over-TLS is used
only for Cpportunistic Privacy, as docunmented in Section 4.1 of the



DNS- over - TLS specification [ RFC7858].

SRP requesters that are able to use TLS SHOULD NOT fall back to TCP
Since all SRP registrars are required to support TLS, whether to use
TLS is entirely the decision of the SRP requester

Public keys can be used as identifiers to track hosts. SRP
registrars MAY elect not to return KEY records for queries for SRP
registrations. To avoid DNSSEC validation failures, an SRP registrar
that signs the zone for DNSSEC but refuses to return a KEY record
MUST NOT store the KEY record in the zone itself. Because the KEY
record isn't in the zone, the nonexi stence of the KEY record can be
validated. |If the zone is not signed, the authoritative DNS server
MAY instead return a negative response (either NXDOVAIN or no data).

8. Domain Name Reservation Consi derations

This section specifies considerations for systenms involved in domain
nane resol uti on when resol ving queries for names ending with
".service.arpa.". Each itemin this section addresses sone aspect of
the DNS or the process of resolving domain nanes that woul d be

af fected by this special-use allocation. Detailed explanations of
these itenms can be found in Section 5 of the Special -Use Dormai n Nanes
specification [ RFC6761] .

8.1. Users

The current proposed use for "service.arpa." does not require special
know edge on the part of the user. Wile the "default.service.arpa."
subdormain is used as a generic name for registration, users are not
expected to see this name in user interfaces. |In the event that it
does show up in a user interface, it is just a donmmin nane and
requires no special treatnent by the user

8.2. Application Software

Application software does not need to handl e subdonmai ns of

"service.arpa." specially. "service.arpa." SHOULD NOT be treated as
nmore trustworthy than any other insecure DNS donmin, sinply because
it is locally served (or for any other reason). It is not possible

to register a PKI certificate for a subdomain of "service.arpa."
because it is a locally served domain name. So, no such subdomain
can be considered to be uniquely identifying a particul ar host, as
woul d be required for such a PKI certificate to be issued. |If a
subdonai n of "service.arpa." is returned by an APl or entered in an
input field of an application, PKI authentication of the endpoint
being identified by the nanme will not be possible. Alternative

met hods and practices for authenticating such endpoints are out of
scope for this docunent.

8.3. Nane Resolution APIs and Libraries

Name resolution APIs and libraries MJST NOT recogni ze nanes that end
in "service.arpa." as special and MJST NOT treat them as having
speci al significance, except that it may be necessary that such APIs
not bypass the locally discovered recursive resol vers.

One or nore | P addresses for recursive resolvers will usually be
supplied to the SRP requester through router advertisenents or DHCP
For an administrative domain that uses subdonai ns of "service.arpa.",
the recursive resolvers provided by that domain will be able to
answer queries for subdomains of "service.arpa.". Oher (non-local)
resolvers will not, or they will provide answers that are not correct
within that administrative donmain.

A host that is configured to use a resolver other than one that has
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been provided by the | ocal network may not be able to resolve or may
receive incorrect results for subdomai ns of "service.arpa.". In
order to avoid this, hosts SHOULD use the resolvers that are locally
provided for resolving "service.arpa." names, even when they are
configured to use other resolvers for other nanes.

4, Recursi ve Resol vers

There are two considerations for recursive resolvers (al so known as
"caching DNS servers" or "recursive DNS servers") that follow this
speci fication:

1. For correctness, recursive resolvers at sites using
"service.arpa.’ nust, in practice, transparently support DNSSEC
queries: queries for DNSSEC records and queries with the DNSSEC
K (DO bit set (Section 3.2.1 of the DNSSEC specification
[ RFC4035]). DNSSEC validation [RFC9364] is a best current
practice: Al though validation is not required, a caching
recursive resol ver that does not validate answers that can be
val idated may cache invalid data. |In turn, this would prevent
validating stub resolvers fromsuccessfully validating answers.
Hence, as a practical matter, recursive resolvers at sites using
"service.arpa." should do DNSSEC val i dati on

2. Unless configured otherw se, recursive resolvers and DNS proxies
MUST behave followi ng the rules prescribed for Iterative
Resolvers in Section 3 of the | ETF Locally Served DNS Zones
docunent [RFC6303]. That is, queries for "service.arpa." and
subdorai ns of "service.arpa." MJST NOT be forwarded, with one
i mportant exception: a query for a DS record with the DO bit set
MJST return the correct answer for that question, including
correct information in the authority section that proves that the
record i s nonexistent.

So, for exanple, a query for the NS record for "service.arpa."
MUST NOT result in that query being forwarded to an upstream
cache nor to the authoritative DNS server for ".arpa.". However,
to provide accurate authority information, a query for the DS
record MUST result in forwardi ng whatever queries are necessary.
Typically, this will just be a query for the DS record since the
necessary authority information will be included in the authority
section of the response if the DO bit is set.

5. Authoritative DNS Servers

No special processing of "service.arpa." is required for
authoritative DNS server inplenentations. It is possible that an
authoritative DNS server night attenpt to check the authoritative DNS
servers for "service.arpa." for a del egation beneath that name before
answering authoritatively for such a delegated nane. |n such a case,
because the nane always has only |ocal significance, there will be no
such delegation in the "service.arpa." zone; therefore, the
authoritative DNS server woul d refuse to answer authoritatively for
such a zone. An authoritative DNS server that inplenments this sort
of check MUST be configurable so that either it does not do this
check for the "service.arpa." domain or it ignores the results of the
check.

6. DNS Server QOperators

DNS server operators MAY configure an authoritative DNS server for
"service.arpa." for use with SRP. The operator for the DNS servers
that are authoritative for "service.arpa." in the gl obal DNS wil|
configure any such DNS servers as described in Section 9.

7. DNS Registries/Registrars
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"service.arpa." is a subdormain of the "arpa." top-level domain, which
is operated by | ANA under the authority of the Internet Architecture
Board (I AB) [RFC3172]. There are no other DNS registrars for
"arpa.".

Del egati on of "service.arpa.”
The owner of the "arpa." zone, at the tine of witing the | AB
[1 AB- ARPA], has added a del egation of "service.arpa." in the "arpa."
zone [RFC3172], follow ng the guidance provided in Section 7 of the
"home. arpa."” specification [ RFC8375].

I ANA Consi derations

1. Registration and Del egation of "service.arpa." as a Special-Use

Domai n Name
| ANA has recorded the domain nane "service.arpa." in the "Special-Use
Domai n Nanes" registry [SUDN]. |ANA has inplenented the del egation

requested in Section 9.
2. Addition of "service.arpa." to the Locally-Served Zones Registry

| ANA has al so added a new entry to the "Transport -1 ndependent
Local | y- Served Zones Registry" registry of the "Locally-Served DNS
Zones" group [LSDZ]. The entry is for the domain "SERVI CE. ARPA. "
with the description "DNS-SD Service Registration Protocol Special-
Use Domain" and lists this document as the reference.

3. Subdonmi ns of "service.arpa."

Thi s docunent only nakes use of the "default.service.arpa." subdonain
of "service.arpa." Oher subdonains are reserved for future use by
DNS-SD or related work. | ANA has created the "service. arpa
Subdomai n" registry [SUB]. The | ETF has change control for this
registry. New entries may be added either as a result of Standards
Action (Section 4.9 of the | ANA Guidelines) or with | ESG Approva
(Section 4.10 of the I ANA Guidelines) [RFC8126], provided that the
val ues and their neanings are documented in a pernmanent and readily
avai |l abl e public specification, in sufficient detail so that
interoperability between independent inplementations is possible.

| ANA has grouped the "service.arpa. Subdomain" registry with the
"Local | y-Served DNS Zones" group. The registry is a table with three
colums: the subdomain name (expressed as a fully qualified domain
name), a brief description of howit is used, and a reference to the
docunent that describes its use in detail.

This initial contents of this registry are as foll ows:

Default domain
for SRP Updates

Table 1
4. Service Nane Registrations
| ANA has added two new entries to the "Service Nane and Transport
Protocol Port Nunmber Registry" [PORT]. The follow ng subsections

contain tables with the fields required by Section 8.1.1 of 1ANA's
Procedures for Service Nanme allocation [ RFC6335].



10.4.1. "dnssd-srp" Service Nane

| Field Nane | Val ue |

| Service Nanme | dnssd-srp |

o e e e e oo oo e e e e e e e e oo - - +

| Transport Protocol | tcp |

o e e oo o mm e e e e e e e i +

| Assignee | IESG <iesg@etf.org> |

Fom e e e e oo o o e e e e e e e ememao - +

| Contact | TETF Chair <chair@etf.org>

o e e e e oo oo e e e e e e e e oo - - +

| Description | DNS-SD Service Discovery

o e e oo o mm e e e e e e e i +

| Reference | RFC 9665 |

Fom e e e e oo o o e e e e e e e ememao - +

| Port Number | None |

o e e e e oo oo e e e e e e e e oo - - +

| Service Code | None |

o e e oo o mm e e e e e e e i +

Table 2
10.4.2. "dnssd-srp-tls" Service Nane
| Field Nane | Val ue |
| Service Nanme | dnssd-srp-tls |
o e e e e oo T +
| Transport Protocol | tcp |
o e e oo o m e e e e e e i e e ee oo +
| Assignee | IESG <iesg@etf.org> |
Fom e e e e oo o o m e e e e e e e e e +
| Contact | I'ETF Chair <chair@etf.org> |
o e e e e oo T +
| Description | DNS-SD Service Discovery (TLS) |
o e e oo o m e e e e e e i e e ee oo +
| Reference | RFC 9665 |
Fom e e e e oo o o m e e e e e e e e e +
| Port Number | None |
o e e e e oo T +
| Service Code | None |
o e e oo o m e e e e e e i e e ee oo +
Table 3

10.5. Anycast Address

| ANA has all ocated an | Pv6 anycast address fromthe "I ANA | Pv6
Speci al - Pur pose Address Registry" [IPv6], simlar to the Port Contro
Prot ocol [RFC6887] anycast address [RFC7723]. The purpose of this
all ocation is to provide a fixed anycast address that can be comonly
used as a destination for SRP Updates when no SRP registrar is
explicitly configured. The initial values for the registry are as

fol | ows:
| Attribute | Val ue |
[ sl ey o}
| Address Bl ock | 2001:1::3/128 |
g o mm e e e e e e e i +
I

DNS- SD Servi ce Registration
| | Protocol Anycast Address |
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T o e e e e e e e e m o +
| RFC | RFC 9665 |
g o m e e e e e iee i +
| Allocation Date | 2024-04 |
o Fom e e e e i +
| Term nation Date | NA |
T o e e e e e e e e m o +
| Source | True |
g o m e e e e e iee i +
| Destination | True |
o Fom e e e e i +
| Forwardabl e | True |
T o e e e e e e e e m o +
| G obally Reachable | True |
g o m e e e e e iee i +
| Reserved-by-Protocol | False |
o Fom e e e e i +
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Appendi x A,  Using Standard Authoritative DNS Servers Conpliant with RFC
2136 to Test SRP Requesters

For testing, it may be useful to set up an authoritative DNS server
that does not inplenent SRP. This can be done by configuring the
authoritative DNS server to listen on the anycast address or by
advertising it in the "_dnssd-srp._tcp. <zone>" and

" _dnssd-srp-tls. _tcp.<zone>" SRV records. It nust be configured to
be authoritative for "default.service.arpa.” and to accept updates
fromhosts on | ocal networks for names under "default.service.arpa."
wi t hout authentication since such authoritative DNS servers will not
have support for FCFS authentication (Section 3.2.4.1).

An authoritative DNS server configured in this way will be able to
successfully accept and process SRP Updates from requesters that send
SRP updates. However, no prerequisites will be applied; this neans
that the test authoritative DNS server will accept internally

i nconsi stent SRP Updates and will not stop two SRP Updates sent by
different services that claimthe same name or names from overwiting
each ot her.

Since SRP Updates are signed with keys, validation of the SIE0)

al gorithm used by the requester can be done by manually installing
the requester’s public key on the authoritative DNS server that wll
be receiving the updates. The key can then be used to authenticate
the SRP Update and can be used as a requirenment for the update. An
exanpl e configuration for testing SRP using BIND 9 is given in
Appendi x C

Appendix B. How to Allow SRP Requesters to Update Standard Servers
Conpliant with RFC 2136

Odinarily, CNN SRP Updates sent to an authoritative DNS server that
i mpl ements standard DNS Update [ RFC2136] but not SRP will fail
because the zone being updated is "default.service.arpa." and because
no authoritative DNS server that is not an SRP registrar would
normally be configured to be authoritative for
"default.service.arpa.". Therefore, a requester that sends an SRP
Update can tell that the receiving authoritative DNS server does not
support SRP but does support standard DNS Update [ RFC2136] because
the RCODE will either be NotZone, NotAuth, or Refused or because
there is no response to the update request (when using the anycast
addr ess) .

In this case, a requester MAY attenpt to register itself using norma
DNS updat es [ RFC2136]. To do so, it nust discover the default
registration zone and the authoritative DNS server designated to
receive updates for that zone, as described earlier, using the
_dns-update. _udp SRV record. It can then send the update to the port
and host pointed to by the SRV record, and it is expected to use
appropriate prerequisites to avoid overwiting conpeting records.
Such updates are out of scope for SRP, and a requester that

i mpl ements SRP MUST first attenpt to use SRP to register itself and
only attenpt to use backwards capability with normal DNS Updat e
[RFC2136] if that fails. Al though the owner name of the SRV record
for DNS Update (_dns-update. _udp) specifies UDP, it is also possible
to use TCP, and TCP SHOULD be required to prevent spoofing.

Appendi x C. Sanple BIND 9 Configuration for "default.service.arpa."

zone "defaul t.service.arpa." {
type prinmary;



file "/etc/bind/ primry/service.db";
al | ow-update { key deno.default.service.arpa.; };

} i)
Figure 1: Zone Configuration in named. conf

$TTL 57600 ; 16 hours
@ I'N SCA ns postnaster (
2951053287 ; seria
3600 ; refresh (1 hour)
1800 ; retry (30 m nutes)

604800 expire (1 week)
3600 m ni mum (1 hour)
)
NS ns
ns AAAA 2001:db8:0:2::1

$TTL 3600 ;1 hour

; Autoconguration bootstrap records
_dnssd-srp. _tcp SRV 0 0 53 ns
_dnssd-srp-tls. tcp SRV 0 0 853 ns

; Service Discovery Instruction

_ipps._tcp PTR demp. _ipps._tcp
; Service Description Instruction
denp. _ipps._tcp SRV 0 0 631 denphost
TXT mn
; Host Description Instruction
denohost AAAA 2001: db8:0: 2:: 2
KEY 0 3 13 (

gweEnmaaqOFAWKS/ / ft u@ Zgi Zoi FSUsmDsr WREdywQU
9dpvt Ohr dKNUUPT3UEFF5TZU6B4ql1z11 662CGdalwmg==
); alg = ECDSAP256SHA256 ; key id = 14495

Figure 2: Exanple Zone File
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