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I ntroduction

Dynami c Update in the Domain Nane System (DNS Update) [RFC2136]

all ows for a mapping froma persistent hostnane to an | P address that
changes over time. This capability is particularly beneficial to
nmobi | e hosts, whose | P addresses may frequently change with | ocati on.
However, the nobile nature of such hosts often means that Resource
Records (RRs) added using DNS Update are not properly deleted. For

i nstance, consider a mobile user who publishes address RRs via DNS
Update. If this user noves their laptop out of range of the W-Fi
access point, the address RR containing stale informati on may remain
on the authoritative DNS server indefinitely. Thus, an extension to
DNS Update is required to tell the server to autonmatically delete RRs
after a period of time if they are not refreshed.

Conventions and Term nol ogy Used in This Documnent
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
Ter mi nol ogy
DNS- SD:  DNS- based Service Discovery [ RFC6763]
EDNS(0): Extension Mechanisns for DNS [ RFC6891]
Update Lease option: Update Lease EDNS(0) option
Lease: An agreenent by an authoritative DNS server to continue to
publish a record fromthe tine of registration until the |ease
duration has el apsed and then stop publishing it

Lease Duration: The tinme between the start and end of a | ease

Lease Update Request: DNS Update Request containing an Update Lease
option

Lease Update Response: DNS Update Response containing an Update
Lease option

RR Resource Record

Regi stration Request: A Lease Update Request that is constructed
with the purpose of adding new information that is not thought to
al ready be present on the authoritative DNS server

Regi stration: The result of a successful Registration Request

Ref resh Request: A Lease Update Request that extends the |ease
duration on an existing Registration

Refresh: The result of a successful Refresh Request

Mechani sns
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1.

The Update Lease option is included in a standard DNS Updat e Request
[ RFC2136] within an EDNS(0) OPT pseudo- RR [ RFC6891] .

Lease Update Request and Response Format

Lease Update Requests and Responses are formatted as standard DNS

Updat e nessages [ RFC2136]. Such nmessages MJST incl ude t he EDNS(0)

OPT RR [ RFC6891]. This OPT RR MJST include an Update Lease EDNS(0)
Option as shown bel ow

| Field Nane | Field Descri ption |
| | Type |
[ gt ————— L ———————— e p—p—_—
| OPTION-CODE | u_intl6_t UPDATE- LEASE ( 2) |
. NN N NN +

desired | ease duration (Lease Update |
Request) or granted | ease duration |
(Lease Update response), in seconds |

optional desired (or granted) |ease |
duration for KEY RRs, in seconds |

Table 1

Lease Update Requests contain, in the LEASE field of the OPT RDATA,
an unsigned 32-bit integer indicating the |ease duration in seconds,
desired by the Requester, represented in network (big-endian) byte
order. In Lease Update Responses, this field contains the actual

| ease duration granted by the authoritative DNS server. The |ease
durations granted by the server may be |l ess than, greater than, or
equal to the value requested by the Requester.

There are two variants of the Update Lease option: The 4-byte variant
and the 8-byte variant.

In the 4-byte variant, the LEASE indicated in the Update Lease option
applies to all RRs in the Update section.

In the 8-byte variant, the Update Lease conmuni cates two | ease
durations. The LEASE indicated in the Update Lease option applies to
all RRs in the Update section _except_ for KEY RRs. The KEY-LEASE
indicated in the Update Lease option applies to KEY RRs in the Update
secti on.

More information about how the two variants are used is given in
Section 4. 3.

KEY RRs are given a special |ease duration because these RRs are used
in the DNS-SD Service Registration Protocol [RFC9665] to reserve a
nane (or names) when the service is not present.

In the case of a KEY RR and sonme other RR, obviously the KEY | ease
duration applies to the KEY RR, and the | ease duration applies to the
other RRIf nore than one RRthat is not a KEY RR is added by the
Lease Update Request, the | ease duration (not the KEY | ease duration)
is applied to all such RRs. RRs that are renoved are pernanently
renoved.

Types of Lease Update Requests

Thi s docunent describes two types of Lease Update Requests:
Regi strations and Refreshes. A Registration Request is a Lease



Update Request that is intended to add information not already
present on the authoritative DNS server. A Refresh Request is
intended sinply to renew the | ease on a previous Registration w thout
changi ng anything. Registrations and Refreshes are both Lease Update
Requests, so the term "Lease Update Request" is used to specify
behavior that is the sane for both types of DNS Updates.

In sone cases, it may be necessary to add new i nformati on w t hout
renoving old information. For the purpose of this docunment, such
Lease Update Requests are Registrations, although in effect, they may
al so refresh whatever information is unchanged from a previous

regi stration.

4.2. Requester Behavior

DNS Updat e Requesters MJUST send an Update Lease option with any DNS
Update that updates RRs that are not intended to be present
indefinitely. The Update Lease option SHOULD specify a | ease
duration that is no shorter than 1800 seconds (30 m nutes).
Requesters MAY specify a shorter |ease duration if they anticipate
that the RRs being updated will change nore frequently than every 30
m nutes. Requesters that expect the updated RRs to be relatively
static SHOULD request appropriately |onger |ease durations.

If the DNS Response received by the Requester does not include an
Update Lease option, this is an indication that the authoritative DNS
server does not support the Update Lease option. |In this case, the
Request er SHOULD conti nue sendi ng Refresh Requests (see below) as if
the server had returned an identical Update Lease option in its
Response.

If the DNS Response does include an Update Lease option, the
Requester MUST use the durations returned in this option when
determi ning when to send Refresh Requests. This is true both if the
durations returned by the server are shorter and if they are |onger

When sending a Regi stration Request, the Requester MJST del ay the
initial transm ssion by a random anount of tinme across the range of
0-3000 mlliseconds, with a granularity of no nore than 10
mlliseconds. This prevents synchronization of nmultiple devices of
the sane type at a site upon recovery froma power failure. This
requirenent applies only to the initial Registration Request on

startup; since Refresh Requests include a randomfactor as well, any
synchroni zati on that occurs after such an event should quickly
randomni ze

| The 10 nms granularity is a scheduling requirenent intended to
| result in an even spread of Requests so that every Request

| doesn’t cone an exact nunber of seconds after startup. This
| requirenment should not be construed as requiring anything of

| the link layer on which the packet is transmitted: the Iink

| layer may well inmpose its own constraints on the tining at

| which a nmessage is sent, and this docunment does not claimto
| override such constraints

| The use of a 3000 nms (3-second) random del ay as opposed to sone
| other randomdelay is to allow for enough tine to neaningfully
| spread the | oad when many devi ces renew at once, without

| delaying so long that the delay in discovery of devices becones
| obvious to an end user. A 3-second random delay neans that if

| there are, for exanple, 100 devices, and the random nunber

| generator spread is even, we would have one renewal every 30

| ms. In practice, on relatively constrained devices acting as

| Service Registration Protocol (SRP) servers, we are seeing the
| processing tinme for an SRP regi stration taking on the order of

| 7 ns, so this seens reasonabl e.



4.3. Server Behavi or

Aut horitative DNS servers inplenmenting the Update Lease opti on MUST
i nclude an Update Lease option in response to any successful DNS
Updat e (RCODE=0) that includes an Update Lease option. Servers MAY
return | ease durations different fromthose specified by the
Requester, granting longer |eases to reduce network traffic due to
Refreshes or shorter |eases to reduce the lifetine of stale data.

Al t hough both the 4-byte and 8-byte variants are valid on both
requesters and servers, older (pre-standard) requesters and servers
may exi st that support only the 4-byte variant. Therefore,
requesters and servers that (as required by this specification)
support both variants nust account for the possibility that the peer
with which they are communi cati ng nmay be an ol der inpl enentation that
supports only the 4-byte variant.

A server that receives an 8-byte variant froma requester MJST
respond with an 8-byte variant giving the granted | ease ti nes.

A server that receives a 4-byte variant froma requester MJST treat
the 4-byte variant as specifying both the | ease duration and the KEY
| ease duration and MJST respond with a 4-byte variant. |In this case,
the key and the other RRs expire at the sane tine.

A requester that receives a 4-byte variant froma server when it sent
an 8-byte variant in its request MIST treat the 4-byte variant as
speci fying both the | ease duration and the KEY | ease duration

5. Refresh Requests

A Refresh Request is a DNS Update Request that is sent to the server
after an initial DNS Update has been sent in order to prevent the
update’s RRs from bei ng garbage coll ected.

5.1. Refresh Request For nat

Ref resh Requests and their correspondi ng responses are formatted |ike
Updat e Lease Requests and Update Lease Responses (see Section 4).

The Refresh Request is constructed with the assunption that the

previ ous Registration or Refresh is still in effect. In the case
that the RRs added in a previous update were for some reason garbage
collected (e.g., because of a server reboot that resulted in | oss of
state), the Refresh Request will result in those RRs being added

agai n.

The Refresh Request SHOULD NOT include any DNS Update prerequisites
that will fail if the Requester’s previous Registration or Refresh is
still in effect. It also SHOULD NOT include prerequisites that woul d
fail if the RRs affected by the previous Registration or Refresh are
no |onger present; that is, the Refresh Request should al so work as a
Regi stration Request. There nmay be cases where this is not possible;
in which case, the response fromthe server can be used to determ ne
how to proceed when the Refresh Request fails.

A Lease Update Request that changes the authoritative DNS server
state resulting froma previous Refresh or Registration is a
Regi stration Request, not a Refresh Request.

In a Refresh Request, the Update Lease option contains the desired
new | ease duration, and in the correspondi ng response, the Update
Lease option contains the actual granted | ease. The |ease duration
provided in LEASE in the Update Lease option applies to all RRs in
the Update section of the Refresh Request, except that when the
8-byte Update Lease variant is sent, the duration specified in KEY-



LEASE applies to any KEY RRs included in the Update section.
5.2. Requester Behavior

A Requester that intends for its RRs froma previous Registration or
Refresh to remain active MIST send a Refresh Request before the |ease
expires; otherwise, the RRs will be renmoved by the server

In order to prevent Registrations expiring, Requesters MJST refresh
them Wien a Lease Update Request succeeds, the requester conputes a
time limt that is 80%of the | ease duration plus a random of f set

bet ween 0% and 5% of the | ease duration. The randomoffset is to
prevent refreshes from being synchronized. Wen this time limt has
expired, the requester MJST send a Refresh Request if the data in the
initial Registration should continue to be adverti sed.

For Refresh Requests, the server is expected to return an Update
Lease option, if supported, just as with the initial Registration
Request. As with the Registration Request, the Requester MJST use
the durations returned by the server in the Lease Update Response
when determ ning when to send the next Refresh Request.

When sendi ng Refresh Requests, the Requester MJST include an Update
Lease option, as it did in the initial Registration Request. The
Updat e Lease option MAY either specify the same durations as in the
initial Registration Request or use the values returned by the server
in the previous Lease Update Response or other desired val ues as
appropriate. As with responses to Registrati on Requests, the
Requester MUST use the | ease durations returned by the server in the
response when determ ning when to send the next Refresh Request.

If the Requester sends a Refresh Request nessage and does not receive
a response fromthe authoritative DNS server, then the Requester
shoul d i npl enent a reasonable retry strategy to attenpt to refresh
the record registrations before they expire. Gven that 15% - 20% of
the lease lifetine still remains, these retransm ssions do not need
to be overly aggressive. For exanple, the Requester could retry nine
nmore tines, spaced uniformy at equal intervals fromthe tine of the
first failed Refresh attenpt until the expiration tinme of the
records. After the expiration tine of the records, the Refresh
Request effectively turns into a new Registrati on Request, and
further retransm ssions after this proceed as described in Section 6.

5.2.1. Coal escing Refresh Requests

If the Requester has perfornmed nultiple Registrations with a single
server for different RRs, the Requester MAY send a Refresh Request
containing RRs fromall such Registrations to that server in a single
Refresh Request. This effectively places all RRs for a Requester on
the sane expiration schedule, reducing network traffic due to

Ref reshes

In doing so, the Requester includes in the Refresh Request al

exi sting RRs previously successfully registered on the server,

i ncluding those not yet close to expiration, so long as at |east one
RR updated in the Refresh Request has el apsed at |east 75%of its
original l|ease duration. |f the Requester uses UDP, the Requester
MUST NOT coal esce Refresh Requests if doing so would cause truncation
of the Request; in this case, the Requester either sends multiple
Requests or uses TCP to send the conpl ete Refresh Request at once.

Requesters SHOULD NOT send a Refresh Request when all of the RRs in
the Refresh Request woul d have nore than 50% of their |ease duration
remai ni ng before expiry. However, there nay be cases where the
Requester needs to send an early Refresh Request, and it MAY do so.
For exanple, a power-constrained (sl eepy) device my need to send a



Refresh Request when the radio is powered so as to avoid having to
power it up later.

Anot her case where this nay be needed is when the | ease duration
registered with the server is no | onger appropriate and the Requester
wi shes to negotiate a different | ease duration. However, in this
case, if the server does not honor the requested | ease duration in
its response, the Requester MJST NOT retry this negotiation

5.3. Server Behavi or

Upon receiving a valid Refresh Request, the server MJST send an
acknow edgment. This acknow edgnent is a Lease Update Response as
described in Section 4 and contains the new | ease duration of the
Regi stration being Refreshed. The server MJUST NOT increnent the
serial number of a zone as the result of a Refresh Request if the
operation does not result in any change to the zone contents.

However, the server’s state may not match what the requester expects.
In this case, a Refresh Request may actually appear to be a

Regi stration Request, fromthe server’'s perspective. |f the Refresh
Request changes the contents of the zone, the server MJST update the
zone serial nunber.

6. Retransm ssion Strategy

The DNS protocol, including DNS updates, can operate over UDP or TCP
For conmmuni cation using UDP, reliable transnission nust be guaranteed
by retransnitting when a DNS UDP nessage i s not acknow edged in a
reasonabl e anount of tinme. Section 4.2.1 of the DNS specification

[ RFC1035] provi des sone guidance on this topic, as does Section 1 of
the 1ETF' s guide to common DNS i npl enmentation errors [ RFC1536].
Section 3.1.3 of the UDP Usage Guidelines [RFC8085] al so provides
useful guidance that is particularly relevant to DNS

7. Garbage Coll ection

If the |l ease duration of an RR el apses without being refreshed, the
authoritative DNS server MJST NOT return that RRin answers to
queries. The server MAY delete that RR fromits database. The |ease
durations returned by the server to the Requester are used in
determ ni ng when the | ease on an RR has expired.

For all RRs other than a KEY RR included in a Lease Update Request,
the | ease duration is the LEASE value in the Update Lease option

For KEY RRs, if the optional KEY-LEASE val ue was included, this
duration is used rather than the duration specified in the LEASE. |f
the KEY-LEASE was not specified, the duration specified in the LEASE
is used for all RRs in the Lease Update Request.

8. Security Considerations

Section 8 of the DNS Update specification [ RFC2136] descri bes
probl ems that can occur around DNS updates. Servers inplementing
this specification should follow these recommendati ons.

Several additional issues can arise when relying on the Update Lease
opti on.

First, a too-long | ease duration is not much different fromno | ease
duration: the RRs associated with such a Registration wll
effectively never be cleaned up. Servers inplenenting Update Lease
shoul d have a default upper bound on the maxi num accept abl e val ue
both for the LEASE and KEY-LEASE val ues sent by the requester

Default values for these limts of 24 hours and 7 days, respectively,
are RECOMMENDED. Servers MAY provide a way for the operator to
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change this upper limt.

The second issue is that a too-short |ease can result in increased
server | oad as Requesters rapidly renew such Registrations. A delay
in renewing could result in the regi stered RRs being renoved
prematurely. Servers inplenmenting Update Lease MJST have a default
m ni mum | ease duration that avoids this issue. A mninumof 30
seconds for both the LEASE and KEY- LEASE durations i s RECOVVENDED.
However, in nost cases, much | onger |ease durations (for exanple, an
hour) SHOULD be used. Servers MAY provide a way for the operator to
change this lower limt.

There may be some cost associated with renewing | eases. A malicious
(or buggy) requester could renew at a high rate in order to overl oad
the server nore than it would be overloaded by query traffic. This

risk is present for an authoritative server handling normal (no-

| ease) DNS Updates as well. Servers should follow established

i ndustry best practices to guard against flooding attacks, both for

mal i ci ous fl oodi ng of DNS messages over UDP and for simlar flooding
attacks using TCP [SYN [ RFC4953].

Some aut hentication strategy shoul d be used when accepting DNS
updates. Shared secret [RFC8945] or public key signing (e.g., SIJO0)
[ RFC2931]) should be required. Keys should have limted authority:
comprom se of a key should not result in conprom se of the entire
contents of one or nore zones nanaged by the server. Key managenent
strategy is out of scope for this docunent. Service Registration
Prot ocol [RFC9665] uses DNS Update Leases with "First Cone, First
Served Nami ng" rather than an explicit trust establishnent process to
confer update pernission to a set of RRs.

| ANA Consi der ati ons

| ANA has updated the "DNS EDNSO Option Codes (OPT)" registry
[ EDNSOReg] as regards value 2 as foll ows:

Val ue: 2

Nane: Update Lease
Status: Standard

Ref erence: RFC 9664
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