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I nt roducti on

O'ten, broadcast networks such as enterprise or public W-Fi

depl oynents place many devices on a shared link with a single on-1link
prefix. This docunment describes an alternative depl oynent nodel
wher e individual devices obtain prefixes fromthe network. This
provi des two inportant advantages.

First, it offers better scalability. Unlike IPv4, 1Pv6 allows hosts
to have multiple addresses, and this is the case in nost deploynents
(see Appendix A for nore details). However, increasing the nunber of
addresses introduces scalability issues on the network
infrastructure. Network devices need to maintain various types of
tabl es and hashes (Nei ghbor Cache on first-hop routers, Nei ghbor

Di scovery Proxy caches on Layer 2 devices, etc.). On Virtua
eXtensi bl e Local Area Network (VXLAN) networks [RFC7348], each
address might be represented as a route. This neans, for exanple,
that if every client has 10 addresses instead of one, the network
must support 10 times nore routes, etc. If an infrastructure
device’s resources are exhausted, the device m ght drop sone |Pv6
addresses fromthe correspondi ng tables, while the address owner

m ght still be using the address to send traffic. This leads to
traffic being discarded and a degraded customer experience.
Providing every host with one prefix allows the network to maintain
only one entry per device, while still providing the device the
ability to use an arbitrary nunber of addresses.

Second, this deploynment nodel provides the ability to extend the
network. In IPv4, a device that connects to the network can provide
connectivity to subtended devices by using NAT. Wth DHCPv6 Prefix
Del egati on (DHCPv6-PD) [ RFC8415], such a device can simlarly extend
the network, but unlike IPv4 NAT, it can provide its subtended
devices with full end-to-end connectivity.

Anot her net hod of depl oyi ng uni que prefixes per device is docunented
in [RFC8273]. Sinilarly, the standard depl oynment nodel in cellular

| Pv6 networks [RFC6459] provides a unique prefix to every device.
However, providing a unique prefix per device is very uncomon in
enterprise-style networks, where nodes are usually connected to
broadcast segments such as VLANs and each link has a single on-link
prefix assigned. This docunent takes a simlar approach to

[ RFC8273], but allocates the prefix using DHCPv6- PD

Thi s docunment focuses on the behavi or of the network. Host behavi or
is not defined in this docunent.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and



"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Ter mi nol ogy
Node: a device that inplenents |Pv6 [ RFC8200]
Host: any node that is not a router [RFC8200]

Client: a node that connects to a network and acquires addresses.
The node nmay wi sh to obtain addresses for its own use, or it may
be a router that wishes to extend the network to its physical or
virtual subsystens, or both. It nmay be either a host or a router
as defined by [ RFC8200].

AP:  (wirel ess) Access Point

DHCPv6 | A NA: Identity Association for Non-tenporary Addresses
(Section 21.4 of [RFC8415])

DHCPv6 | A PD: Identity Association for Prefix Del egation
(Section 21.21 of [RFC8415])

DHCPv6- PD:  DHCPv6 Prefix Del egation [ RFC8415]; a mechanismto
del egate 1 Pv6 prefixes to clients.

ND:  Nei ghbor Discovery [ RFC4861]

NUD: Nei ghbor Unreachability Detection [ RFC4861]

PIO Prefix Information Option [ RFC4862]

SLAAC. | Pv6 Statel ess Address Autoconfiguration [ RFC4862]
Desi gn Principles

Instead of all clients on a given link form ng addresses fromthe
sanme shared prefix assigned to that link, this depl oynent node
operates as described bel ow

* A device acts as a DHCPv6-PD client and requests a prefix via
DHCPv6- PD by sending an | A PD request.

* The server delegates a prefix to the client and the del egated
prefix is installed into the routing table of the first-hop router
as a route pointing to the client’s link-l1ocal address. The
first-hop router can act as a DHCPv6 rel ay and snoop DHCPv6 Reply
messages froman off-1ink DHCPv6 server, or it can act as a DHCPv6
server itself. In both cases, it can install the route locally,
and if the network is running a dynamic routing protocol,
distribute the route or the entire prefix pool into the protocol

* For the router and all other infrastructure devices, the del egated
prefix is considered off-link, so traffic to that prefix does not
trigger any ND packets, other than the minimum ND required to
sustai n Nei ghbor Unreachability Detection (NUD) for the client’s
i nk-1ocal address.

* The device can use the delegated prefix in various ways. For
exanple, it can form addresses, as described in requirement WAA-7
of [RFC7084]. It can also extend the network, as described in
[ RFC7084] or [RFC7278].

An exanpl e scenario is shown in Figure 1. Note that the prefix
| engths used in the exanple are /64 because that is the prefix length



currently supported by SLAAC and is not otherw se required by the
proposed depl oynent nodel

| DHCPv6 Servers |
| Pool 3fff:0:d::/48 for clients on 2001: db8:ff::/64 |ink |

DHCPV 6| | | Pv6 Net wor k DHCPv6 | | |
Rel ay- Forward | Rel ay- Forward | |
n % Route for 3fff:0:d::/48 n % |
DHCPv 6 | | | DHCPV6 |
| Relay-Reply | | | Rel ay- Repl y|
I I I I

| First-hop router/DHCPv6 relay | | First-hop Router/DHCPv6 rel ay|
| 3fff:0:d:1::/64 -> feB80::aa | | 3fff:0:d:1::/64 -> fe80::aa |
| 3fff:0:d:2::/64 -> fe80::cc | | 3fff:0:d:2::/64 -> fe80::cc |

| Shared | Pv6 |ink
| 2001: db8: ff::/64 |

|
| dient B (no DHCPv6- PD) | |
| I'i nk-1ocal address fe80::b | |
| gl obal address 2001: db8:ff::b|
I
I

Client C |
| link-1ocal address fe80::cc |
| delegated prefix 3fff:0:d:2::/64
Fom ek o e e o s +- +

I I

| Rout er |

Client A | Adverti sement |
link-1ocal address: fe80::aa |
I

del egated prefix: 3fff:0:d:1::/64

containing PIO v
3fff:0:d:2::/64

| 3fff:0:d:1::de | | 3fff:0:d:1::ad |
| 3fff:0:d:1::ca | | 3fff:0:d:1::fe | | Tethered device

I I

| |

I I

I I

| | virtual system]| | virtual system]| | |
I I

I I

| | | 3fff:0:d:2::66 |
I I

Figure 1: An Exanpl e Topology with Two First-Hop Routers
Applicability and Limtations

Del egating a unique prefix per client provides all the benefits of
bot h SLAAC and DHCPv6 address allocation, but at the cost of greater
addr ess-space usage. This design would substantially benefit sone
networ ks (see Section 12) in which the additional cost of an

addi tional service (such as DHCPv6 Prefix Del egation) and allocation
of a larger anmount of address space can easily be justified.
Exanmpl es of such networks include but are not limted to:

* Large-scal e networks where even three to five addresses per client
m ght introduce scalability issues.
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* Networks with a high nunber of virtual hosts, so physical devices
require nmultiple addresses

* Managed networ ks where extensive troubl eshooting, device traffic
| oggi ng, or forensics mght be required.

In small er networks, such as hone networks or snall enterprises with
smal | er address space and a | ower nunber of clients, SLAACis a
sinmpler and often preferred option

Rout i ng and Addressi ng Consi derations
1. Prefix Pool Allocation

One sinpl e depl oynent nodel is to assign a dedicated prefix pool to
each link. The prefixes fromeach link’s pool are only issued to
requesting clients on the link; if clients nove to another |ink, they
will obtain a prefix fromthe pool associated with the new link (see
Section 9).

This is very simlar to how address pools are allocated when using
DHCP to assign individual addresses (e.g., DHCPv4 or DHCPv6 | A NA),
where each |ink has a dedi cated pool of addresses, and clients on the
link obtain addresses fromthe pool. |In this nodel, the network can
route the entire pool to the link’s first-hop routers, and the
routers do not need to advertise individual del egated prefixes into
the network’s dynanic routing protocol

O her depl oynent nodel s, such as prefix pools shared over multiple
links or routers, are possible but are not described in this
docunent .

2. First-Hop Router Requirements

In | arge networks, DHCPv6 servers are usually centralized and reached
via DHCPv6 rel ays co-located with the first-hop routers. To del egate
I Pv6 prefixes to clients, the first hop routers need to inplenent
DHCPv6 relay functions and neet the requirenents defined in

[ RFC8987]. In particular, per Section 4.2 of [RFC8987], the first-
hop router must maintain a local routing table that contains al
prefixes delegated to clients.

Wth the first-hop routers performng DHCPv6 relay functions, the
proposed design neither requires any subsequent relays in the path
nor introduces any requirenments (e.g., snooping) for such subsequent
relays, if they are depl oyed.

To ensure that routes to the del egated prefixes are preserved even if
a relay is rebooted or replaced, the operator MJST ensure that all
relays in the network infrastructure support DHCPv6 Bul k Leasequery
as defined in [ RFC5460]. Wiile Section 4.3 of [RFC8987] lists
keepi ng active prefix delegations in persistent storage as an
alternative to DHCPv6 Bul k Leasequery, relying on persistent storage
has the foll owi ng drawbacks:

* |In anetwork with multiple relays, network state can change
significantly while the relay is rebooting (new prefixes mnight be
del egated or some prefixes night be expiring, etc).

* Persistent storage m ght not be preserved if the router is
physical ly repl aced.

Anot her nechanismfor first-hop routers to obtain informtion about
del egated prefixes is by using Active Leasequery [RFC7653], though
this is not yet wi dely supported.



6.3. Topologies with Multiple First-Hop Routers

In a topology with redundant first-hop routers, all the routers need
to relay DHCPv6 traffic, install the delegated prefixes into their
routing tables and, if needed, advertise those prefixes to the

net wor k.

If the first-hop routers obtain informati on about del egated prefixes
by snoopi ng DHCPv6 Reply nessages sent by the server, then all the
first-hop routers nmust be able to snoop these nessages. This is
possible if the client nulticasts the DHCPv6 nmessages it sends to the
server. The server will receive one copy of the client nessage
through each first-hop relay, and will reply unicast to each of them
via the relay (or chain of relays) fromwhich it received the
message. Thus, all first-hop relays will be able to snoop the
replies. Per Section 14 of [RFC8415], clients always use multicast
unl ess the server uses the Server Unicast option to explicitly allow
uni cast conmuni cation ([ RFC8415], Section 21.12). Therefore, in
topologies with nmultiple first-hop routers, the DHCPv6 servers MJST
be configured not to use the Server Unicast option. It should be
noted that [RFCB415bis] deprecates the Server Unicast option
precisely because it is not conpatible with topologies with multiple
first-hop rel ays.

To recover fromcrashes or reboots, relays can use Bul k Leasequery or
Active Leasequery to issue a QUERY BY RELAY IDwith the ID(s) of the
other relay(s), as configured by the operator. Additionally, sone
vendors provi de vendor-specific nechanisns to synchroni ze state

bet ween DHCP rel ays.

6.4. On-Link Communication

For security reasons, some networks bl ock on-1ink device-to-device
traffic at Layer 2 to prevent conmunication between clients on the
same link. 1In this case, delegating a prefix to each client doesn’t
affect traffic flows, as all traffic is sent to the first-hop router
anyway. Depending on the network security policy, the router may
allow or drop the traffic.

If the network does all ow peer-to-peer comunication, the PIO for the
on-link prefix is usually advertised with the L-bit set to 1

[ RFC4861]. As a result, all addresses fromthat prefix are
considered on-link, and traffic to those destinations is sent
directly (not via routers). |If such a network del egates prefixes to
clients (as described in this docunent), then each client will
consider other client’s destination addresses to be off-1ink, because
those addresses are fromthe del egated prefixes and are no | onger
within the on-link prefix. Wen a client sends traffic to another

client, packets will initially be sent to the default router. The
router will respond with an | CMPv6 redirect nmessage (Section 4.5 of
[RFC4861]). If the client receives and accepts the redirect, then

traffic can flow directly fromdevice to device. Therefore, the

adm ni strator deploying the solution described in this docunent
SHOULD ensure that the first-hop routers can send | CMPv6 redirects
(the routers are configured to do so and the security policies permt
t hose nessages).

7. DHCPv6-PD Server Considerations
Thi s docunent does not introduce any changes to the DHCPv6 protoco
itself. However, for the proposed solution to work correctly, the
DHCPv6- PD server needs to be configured as foll ows:

* The server MJST foll ow recomrendati ons from [ RFC8168] on
processing prefix-length hints.



* The server MJST provide a prefix short enough for the client to
extend the network to at |east one interface and all ow nodes on
that interface to obtain addresses via SLAAC. The server MAY
provi de nore address space to clients that ask for it, either by
del egating multiple such prefixes, or by delegating a single
prefix of a shorter length. It should be noted that [RFC3168]
all ows the server to provide a prefix shorter than the prefix-
| ength hint value received fromthe client.

* |f the server receives the sane Solicit nmessage fromthe sane
client multiple times through nultiple relays, it MIST reply to
all of themw th the same prefix(es). This ensures that all the
relays will correctly configure routes to the del egated prefixes.

*  The server MJST NOT send the Server Unicast option to the client
unl ess the network topol ogy guarantees that no client is connected
toalink with multiple relays (see Section 6.3).

* |In order to ensure uninterrupted connectivity when a first-hop
router crashes or reboots, the server MJUST support Bul k Leasequery
or Active Leasequery.

As nost operators have some experience with |Pv4, they can use a
sim | ar approach for choosing the pool size and the timers (such as
Tl and T2 tinmers). |In particular, the follow ng factors should be
taken into account:

* the expected maxi mum nunber of clients;
* the average duration of client connections;

* how nobile the clients are (a network where all clients are
connected to a single wired VLAN m ght choose | onger tinmers than a
network where clients can switch between nultiple wreless
net wor ks) ;

* how often clients are expected to reconnect to the network (for
exanpl e, a corporate authenticated W-Fi network m ght be using
| onger tiners than an open public W-Fi).

DHCPv6 servers that del egate prefixes can interface with Dynamic DNS
infrastructure to automatically popul ate reverse DNS using w | dcard
records, simlarly to what is described in Section 2.2 of [RFC8501].
Net wor ks that also wish to populate forward DNS cannot do so
automatically based only on DHCPv6 prefix del egati on transacti ons,
but they can do so in other ways, such as by supporting DHCPv6
address registration as described in [ ADDR- NOTI FI CATI QV] .

Sone additional recomendations driven by security and privacy
consi derations are discussed in Section 15 and Section 13.

Prefix Length Considerations

Del egating a prefix of sufficient size to use SLAAC allows the client
to extend the network, providing limtless addresses to | Pv6 nodes
connected to it (e.g., virtual nachines or tethered devices), because
all 1Pv6 hosts are required to support SLAAC [ RFC8504].

Additionally, even clients that support other forms of address

assi gnnent require SLAAC for some functions, such as formng

dedi cat ed addresses for the use of 464XLAT (see Section 6.3 of

[ RFC6877]) .

At the tine of witing, the only prefix size that will allow devices
to use SLAACis 64 bhits. Also, as noted in [RFC7421], using an
interface identifier (11D shorter than 64 bits and a subnet prefix



| onger than 64 bits is outside the current |Pv6 specifications.
Choosi ng |l onger prefixes would require the client and any connected
systemto use other address assignment nechanisnms. This would limt
the applicability of the proposed solution, as other nechanisns are
not currently supported by many hosts.

For the sane reasons, a prefix length of /64 or shorter is required
to extend the network as described in [RFC7084] (see requirenent
L-2), and a prefix length of /64 is required to provide gl oba
connectivity for stub networks as per [SNAC- SI MPLE].

Assigning a prefix of sufficient size to support SLAAC i s possible on
| arge networks. In general, any network that numbers clients from an
I Pv4 prefix of length X (e.g., X=/18, X=/24) would require an | Pv6
prefix of length X+32 (e.g., X=/40, X=/56) to provide a /64 prefix to
every device. As an exanple, Section 9.2 of [RFC7934] suggests that
even a very large network that assigns every single one of the 16
mllion | Pv4 addresses in 10.0.0.0/8 would only need an IPv6 /40. A
/40 prefix is a small anmount of address space: there are 32 tines
nmore /40s in the current |Pv6 unicast range 2000::/3 than there are

| Pv4 addresses. Existing sites that currently use a /48 prefix
cannot support nmore than 64k clients in this nodel w thout
renunberi ng, though nany networks of such size have Local |nternet
Registry (LIR) status and can justify bigger address bl ocks.

Note that assigning a prefix of sufficient size to support SLAAC does
not require that subtended nodes use SLAAC, they can use other
address assi gnnent nechanisns as wel | .

Client Mbility

As per Section 18.2.12 of [RFC8415], when the client noves to a new
link, it MIST initiate a Rebind/ Reply nessage exchange. Therefore,
when the client noves between network attachment points, it would
refresh its delegated prefix the sane way it refreshes addresses
assigned (via SLAAC or DHCPv6 | A NA) froma shared on-link prefix:

* \When a client noves frombetween different attachnment points on
the sane link (e.g., roans between two APs while connected to the
sane wireless network or noves between two switchports bel ongi ng
to the same VLAN), the del egated prefix does not change, and the
first-hop routers have a route for the prefix with the nexthop set
to the client link-local address on that link. As per requirenent
S-2 in Section 4.3 of [RFC8987], the DHCPv6-rel ays (the first-hop
routers) MJUST retain the route for the delegating prefix until the
route is released or renoved due to expiring DHCP timers
Therefore, if the client reconnects to the sane link, the prefix
doesn’t change

* When a client noves to a different link, the DHCPv6 server
provides the client with a new prefix, so the behavior is
consi stent with SLAAC or DHCPv6- assi gned addresses, which are al so
different on the new link.

In theory, DHCPv6 servers can del egate the same prefix to the sane
client even if the client changes the attachnent points. However,
while allowing the client to keep the same prefix while roani ng

bet ween 1inks m ght provide sone benefits for the client, it is not
feasi bl e wi t hout changi ng DHCPv6 rel ay behavior: after the client
moves to a new link, the DHCPv6 relays would retain the route
pointing to the client’s |link-local address on the old link for the
duration of DHCPv6 timers (see requirenment S-2, Section 4.3 of

[ RFC8987]). As a result, the first-hop routers would have two routes
for the same prefix pointing to different |inks, causing connectivity
i ssues for the client.
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11.

It should be noted that addressing clients froma shared on-Ilink
prefix al so does not allow clients to keep addresses while roam ng
bet ween |links, so the proposed solution is not different in that
regard. In addition to that, different links often have different
security policies applied (for exanple, corporate internal networks
versus guest networks), hence clients on different |inks need to use
different prefixes.

Ant i spoofing and SAVI Interaction

Enabl i ng uni cast Reverse Path Forwardi ng (uRPF) [ RFC3704] on the
first-hop router interfaces towards clients provides the first |ayer
of defense agai nst spoofing. A spoofed packet sent by a malicious
client would be dropped by the router unless the spoofed address

bel ongs to a prefix delegated to another client on the sane
interface. Therefore the malicious client can only spoof addresses
al ready del egated to another client on the sane |ink or another
client’s |link-local address.

Source Address Validation |Inprovenent (SAVI) [RFC7039] provides nore
reliable protection against address spoofing. Adninistrators

depl oyi ng the proposed solution on SAVI-enabl ed infrastructure SHOULD
ensure that SAVI perinmeter devices support DHCPv6-PD snooping to
create the correct binding for the del egated prefixes (see

[ RFC7513]). Using FCFS SAVI [RFC6620] to protect |ink-Ioca

addresses and create SAVI bindings for DHCPv6- PD assi gned prefixes
woul d prevent spoofi ng.

Sone infrastructure devices do not inplenment SAVI as defined in

[ RFC7039]; instead, they performother forns of address tracking and
snooping for security or performance inprovenent purposes (e.d., ND
proxy). This is very common behavior for wrel ess devices (such as
access points and controllers). Admnistrators SHOULD ensure that
such devices are able to snoop DHCPv6- PD packets so the traffic from
the del egated prefixes is not dropped.

It should be noted that using DHCPv6-PD makes it harder for an
attacker to select the spoofed source address. Wien all clients are
usi ng the sane shared link to form addresses, the attacker m ght

| earn addresses used by other clients by listening to nulticast

Nei ghbor Solicitations and Nei ghbor Advertisements. |n DHCPv6-PD
envi ronments, however, the attacker can only |earn about other
clients’ gl obal addresses by listening to nmulticast DHCPv6 nessages,
which are not transmtted so often, and may not be received by the
client at all because they are sent to nmulticast groups that are
specific to DHCPv6 servers and rel ays.

M gration Strategi es and Co-existence with SLAAC Usi ng Prefixes
fromthe PIO

It woul d be beneficial for the network to explicitly indicate its
support of DHCPv6-PD for connected clients.

* In small networks (e.g., home networks), where the number of
clients is not too high, the nunber of avail able prefixes becones
alimting factor. |If every phone or laptop in a hone network
were to request a unique prefix suitable for SLAAC, the hone
network might run out of prefixes, if the prefix allocated to the
Cust onmer Prem ses Equi pnent (CPE) by its ISP is too long. For
exanple, if an | SP delegates a /60, the CPE would only be able to
del egate fifteen /64 prefixes to clients. So while the enterprise
network adm ni strator mght want all phones in the network to
request a prefix, it would be highly undesirable for the sane
phone to request a prefix when connecting to a hone networKk.

*  \When the network supports both a unique prefix per client and a
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PIOw th A=1 as address assignment methods, it’s highly desirable
for the client NOT to use the PIO prefix to form gl obal addresses
and instead only use the prefix del egated via DHCPv6-PD. Starting
bot h SLAAC using the PIO prefix and DHCPv6- PD, and then
deprecating the SLAAC addresses after receiving a del egated prefix
woul d be very disruptive for applications. |If the client
continues to use addresses forned fromthe PIO prefix, it would
not only underm ne the benefits of the proposed solution (see
Section 12), but it would also introduce conplexity and
unpredictability in the source address selection. Therefore, the
client needs to know what address assignnent nethod to use and
whet her or not to use the prefix in the PIQ if the network
provides the PIOwth the "A flag set.

The depl oynent nodel described in this docunent does not require the
network to signal support of DHCPv6-PD: for exanple, devices acting
as conpatible routers [RFC7084] will be able to receive prefixes via
DHCPv6- PD even wit hout such signaling. Also, some clients may decide
to start DHCPv6- PD and acquire prefixes if they detect that the

net wor k does not provide addresses via SLAAC. To fully achieve the
benefits described in this section, [PIOPFLAG defines a new PIO
flag to signal that DHCPv6-PD is the preferred nethod of obtaining
prefixes.

Benefits
The proposed solution provides the foll ow ng benefits:

*  Network device resources (e.g., nenory) need to scale to the
nunber of devices, not the nunmber of |Pv6 addresses. The first-
hop routers have a single route per device pointing to the
device's link-local address. This can potentially enable hardware
cost savings; for exanple, if hardware such as wireless LAN
controllers is linted to supporting only a specific nunber of
client addresses, or in VXLAN depl oynments where each client
address consumes one routing table entry.

* The cost of having nultiple addresses is offloaded to the clients.
Hosts are free to create and use as nmany addresses as they need
wi t hout inposing any additional costs onto the network.

* |If all clients connected to the given link support this nmode of
operation and can generate addresses fromthe del egated prefixes,
there is no reason to advertise a comopn prefix assigned to that
link inthe PIOwth the 'A flag set. Therefore, it is possible
to remove the global shared prefix fromthat |ink and the router
interface conpletely, so no gl obal addresses are on-link for the
link. This would lead to reducing the attack surface for Nei ghbor
Di scovery attacks described in [ RFC6583].

*  DHCPv6-PD | ogs and routing tables obtained fromfirst-hop routers
provi de conplete information on I Pv6 to MAC mappi ng, which can be
used for forensics and troubl eshooting. Such information is rmuch
| ess dynam ¢ than the ND cache; therefore, it’s nuch easier for an
operator to collect and process it.

* A dedicated prefix per client allows the network administrator to
create security policies per device (such as ACLs) even if the
client is using tenporary addresses. This nitigates one of the
i ssues described in [|Pv6- ADDRESS] .

* Fate sharing: all global addresses used by a given client are
routed as a single prefix. Either all of themwork or none of
them wor k, which nmakes failures easier to diagnose and mtigate.

* Lower level of multicast traffic: |ess Neighbor Discovery
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[ RFC4861] nulticast packets, as the routers need to resolve only

the clients’ link-local addresses. Also, there is no Duplicate
Address Detection (DAD) traffic except for the clients |ink-loca
addr esses.

* Ability to extend the network transparently. |If the network

del egates to the client a prefix of sufficient size to support
SLAAC, the client can provide connectivity to other hosts, as is
possible in IPv4 with NAT (e.g., by acting as an | Pv6 Custoner
Edge (CE) router as described in [ RFC7084]).

Privacy Consi derations

I f an eavesdropper or information collector is aware that a given
client is using the proposed nechanism then they may be able to
track the client based on its prefix. The privacy inplications of
this are equivalent to the privacy inplications of networks using
stateful DHCPv6 address assignnent: in both cases, the |Pv6 addresses
are determ ned by the server, either because the server assigns a
full 128-bit address in a shared prefix, or because the server
determ nes what prefix is delegated to the client. Administrators
depl oyi ng the proposed nmechani smcan use simlar nmethods to nmitigate
the inpact as the ones used today in networks that use statefu
DHCPv6 address assi gnnent.

Except for networks (such as datacenter networks) where hosts do not
need tenporary addresses [ RFC8981], the network SHOULD:

* Ensure that when a client requests a prefix, the prefix is
random y assi gned and not allocated determninistically.

* Use short prefix lifetimes (e.g., hours) to ensure that when a
client disconnects and reconnects it gets a different prefix.

* Alowthe client to have nore than one prefix at the sane tine.
This allows the client to rotate prefixes using a mechani sm
simlar to tenporary addresses, but that operates on prefixes
i nstead of on individual addresses. |In this case, the prefix's
lifetime MJUST be short enough to allowthe client to use a
reasonabl e rotation interval w thout using too nuch address space.
For exanple, if every 24 hours the client asks for a new prefix
and stops renewing the old prefix, and the Valid Lifetine of
del egated prefixes is one hour, then the client will consune two
prefixes for one hour out of 24 hours, and thus will consune just
under 1.05 prefixes on average.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

A malicious (or just msbehaving) client might attenpt to exhaust the
DHCPv6- PD pool by sending a | arge nunber of requests with differing
DHCP Uni que ldentifiers (DU Ds). To prevent a nmisbehaving client
from denying service to other clients, the DHCPv6 server or relay
MUST support limting the nunber of prefixes delegated to a given
client at any given tine.

Net wor ks can protect against malicious clients by authenticating

devi ces using tokens that cannot be spoofed (e.g., 802.1x
authentication) and Iimting the nunber of |ink-local addresses or
MAC addresses that each client is allowed to use. Note that this is
not a new issue, as the same attack mi ght be inplenented using DHCPv4
or DHCPv6 | A NA requests; in particular, while it is unlikely for
clients to be able to exhaust an I A NA address pool, clients using
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I A_NA can exhaust other resources such as DHCPv6 and routing
infrastructure resources such as server RAM ND cache entri es,
Ternary Content-Addressable Menory (TCAM entries, SAVI entries, etc.

A malicious client nmight request a prefix and then release it very
qui ckly, causing routing convergence events on the relays. The

i mpact of this attack can be reduced if the network rate-linmts the
anmount of broadcast and nulticast nessages fromthe client.

Del egating the sanme prefix for the same client introduces privacy
concerns. The proposed mitigation is discussed in Section 13.

Spoofi ng scenarios and prevention mechani snms are di scussed in
Section 10.
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Appendi x A Miltiple Addresses Considerations
Wiile a typical |IPv4 host nornmally has only one | Pv4 address per

interface, an | Pv6 device al nbst always has nultiple addresses
assigned to its interface. At the very |least, a host can be expected



to have one link-1ocal address, one temporary address, and, in nost
cases, one stable global address. On a network providi ng NAT64
service, an |IPv6-only host running the 464XLAT custoner-side

transl ator (CLAT) [RFC6877] woul d use a dedi cated 464XLAT address,
configured via SLAAC (see Section 6.3 of [RFC6877]), which brings the
total nunber of addresses to four. Qher comon scenarios where the
nunber of addresses per host interface mght increase significantly
include but are not limted to:

* Devices running containers or namespaces: each container or
nanespace woul d have multipl e addresses as descri bed above. As a
result, a device running just a few containers in a bridge node
can easily have 20 or nore | Pv6 addresses on the given |ink

* Networks assigning nultiple prefixes to a given link: multihomed
net wor ks, networks using Unique Local |Pv6 Unicast Addresses (ULA,
[ RFC4193]) and non-ULA prefixes together, or networks performng a
graceful renunbering fromone prefix to another.

[ RFC7934] discusses this aspect and explicitly states that |Pv6

depl oynents SHOULD NOT limt the nunber of |Pv6 addresses a host can
have. However, it has been observed that networks often do Iimt the
nunber of on-1ink addresses per device, likely in an attenpt to
protect network resources and prevent DoS attacks.

The nbst common scenario of network-inposed limtations is ND proxy.
Many enterprise-scale wireless solutions inplement ND proxy to reduce
the amobunt of broadcast and multicast downstream (AP to clients)
traffic and provide SAVI functions. To perform ND proxy, a device
usual ly maintains a table containing | Pv6 and MAC addresses of
connected clients. At |east some inplenentations have hardcoded
limts on how many | Pv6 addresses per single MAC such a table can
contain. Wen the limt is exceeded, the behavior is inplenmentation
dependent. Sone vendors just fail to install an N+1 address to the
table. Qhers delete the oldest entry for this MAC and replace it
with the new address. |In any case, the affected addresses | ose
networ k connectivity without receiving any inplicit signal, wth
traffic being silently dropped.
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