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Abst r act
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I ntroduction

The JSON Meta Application Protocol (JMAP) [RFC8620] is a generic
protocol for synchronizing data, such as nail, cal endars, or
contacts, between a client and a server. It is optimzed for nobile
and web environments, and it ainms to provide a consistent interface
to different data types.

Thi s specification defines a data nodel for managi ng Si eve scripts
[ RFC5228] on a server using JMAP. The data nodel is designed to
all ow a server to provide consistent access to the sane scripts via
ManageSi eve [ RFC5804] as well as JNAP.

Not ati onal Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Type signatures, exanples, and property descriptions in this docunent
foll ow the conventions established in Section 1.1 of [RFC8620]. This
docunent al so uses data types and term nol ogy established in

Sections 1.2 through 1.6 of [RFC8620].

The term"SieveScript" (with this specific capitalization) is used to
refer to the data type defined in Section 2 and instances of this
data type used throughout this docunent. Servers MJST support all
properties specified for the data type defined in this docunent.

For brevity, JMAP APl exanples (see Section 3 of [ RFC8620]) only show
the "nethodCal | s" property of the "Request" object and the

"met hodResponses” property of the "Response" object. Al other
exanpl es are shown using the HTTP/ 1.1 protocol [RFC9112].

Addition to the Capabilities Ohject

The "capabilities" object is returned as part of the JMAP Session
obj ect; see [RFC8620], Section 2. This docunment defines one

addi tional capability URI.

1. urn:ietf:parans:jnap:sieve

The urn:ietf:parans:jmap: sieve URI represents support for the

Si eveScript data type and associated APl nethods. The value of this
property in the JMAP Session "capabilities" property is an object
that MJUST contain the follow ng information on server capabilities:
*i mpl enentation*: String

The nane and version of the Sieve inplenmentation



The value of this property in an account’s "account Capabilities”
property is an object that MJST contain the follow ng information on
per-account server capabilities:
*maxSi zeScri pt Name*:  Unsi gnedl nt
The maxi mum |l ength, in octets, allowed for the name of a
Si eveScript. For conpatibility with ManageSi eve, this MJST be at
| east 512 (up to 128 Uni code characters).
*maxSi zeScript*:  Unsi gnedl nt| nul

The maxi mum size (in octets) of a Sieve script the server is
willing to store for the user, or null for no limt.

*maxNunber Scri pts*:  Unsi gnedl nt| nul

The maxi mum nunber of Sieve scripts the server is willing to store
for the user, or null for no limt.

*maxNunber Redi rect s*:  Unsi gnedl nt | nul
The maxi mum nunber of Sieve "redirect" actions a script can
performduring a single evaluation, or null for no limt. Note
that this is different fromthe total nunber of "redirect" actions
a script can contain.

*si eveExtensions*: String[]
A list of case-sensitive Sieve capability strings (as listed in
the Sieve "require" action; see [ RFC5228], Section 3.2) indicating
t he extensions supported by the Sieve engine.

*notificationMethods*: String[]]nul
A list of URI schene parts [RFC3986] for notification methods
supported by the Sieve "enotify" extension [ RFC5435], or null if
the extension is not supported by the Sieve engine.

*external Lists*: String[]] nul
A list of URI schenme parts [RFC3986] for externally stored list
types supported by the Sieve "extlists" extension [ RFC6134], or
null if the extension is not supported by the Sieve engine.

.2.2. Exanple

Thi s exanpl e JMAP Session object shows a user that has access to
their own Sieve scripts with support for a few Sieve extensions:

"capabilities": {
"urn:ietf:parans:jmap:core": {

}
"urn:ietf:parans:jmap:mail": {},
"urn:ietf:parans:jnmp: quota": {},
"urn:ietf:parans:jmp: bl ob": {},
"urn:ietf:parans:jmp:sieve": {

"impl enentation": "ACME Email Filtering"

}

rn:ietf:parans:jnmap: vacati onresponse": {},

L

"accounts": {
"ken": {



"nanme": "ken@xanpl e.cont,

"isPersonal ": true,

"i sReadOnl y": fal se,

"account Capabilities": {
"urn:ietf:parans:jmp:core": {},
"urn:ietf:parans:jmp: quota": {},
"urn:ietf:parans:jmap: mil": {

}

"urn:ietf:parans:jmp: bl ob": {
"support edTypeNanmes": [
"Emai | "
" Si eveScript",

|
.

"urn:ietf:parans:jmp: sieve": {
"maxSi zeScri pt Name": 512,
"maxSi zeScri pt": 65536,
"maxNunber Scri pts": 5,
"maxNunber Redi rect s": nul |
"si eveExt ensi ons": |

"fileinto",

"i map4f | ags”,
"enotify",
b
"notificationMethods": [
"mailto"
]1
"external Lists": null,
}1
"urn:ietf:parans:jnmp:vacationresponse": {},
}1
}
b
"primaryAccounts": {
"urn:ietf:parans:jmap:mail": "ken",
"urn:ietf:parans:jmap: sieve": "ken",
"urn:ietf:parans:jmap: vacati onresponse”: "ken",
}1
"username": "ken@xanple.conl',

"api Url": "/jmap/",
"downl oadUr| ":

"/ j map/ downl oad/ {account I d}/ { bl obl d}/{nane}?accept ={type}",
"upl oadUr | ": "/jmap/upl oad/{accountid}/",

2. Sieve Scripts

A "SieveScript" object represents a single Sieve script [RFC5228] for
filtering enail nessages at the tine of final delivery.

2.1. Sieve Script Properties
A "SieveScript" object has the follow ng properties:
*id*: Id (immutable; server-set)

The id of the script.



2.2.

2. 3.

2. 3.

*name*: String|null (optional; default is server dependent)

User-visible nane for the SieveScript. |If non-null, this MJST be
a Net-Unicode string [RFC5198] of at least 1 character in |ength,
subj ect to the maximum size given in the "capability" object.

For compatibility with ManageSi eve, servers MJST reject names that
contain any of the follow ng Unicode characters: U+0000- U+0O01F
U+007F- UL+009F, UW+2028, or U+2029

Servers MAY reject names that violate server policy (e.g., nanes
containing a slash (/)).

The nanme MUST be uni que anong all SieveScripts within an account.
*pblobld*: 1d

The id of the blob containing the raw octets of the script.
*i sActive*: Boolean (server-set; default: false)

Indicator that the SieveScript is actively filtering incom ng
nmessages.

A user may have at npbst one active script. The SieveScript/set
met hod (Section 2.4) is used for changing the active script or
di sabling Sieve processing.

Si eve Script Content

A script MJIST be UTF-8 content [RFC3629] of at |least 1 character in

| ength, subject to the syntax of Sieve [RFC5228]. A script MJST NOT
contain any "require" statenent(s) nentioning Sieve capability
strings not present in the "capability" object (Section 1.2.1). Note
that if the Sieve "ihave" capability string [ RFC5463] is present in
the "capability" object, the script MAY nention unrecogni zed/
unsupported extensions in the "ihave" test.

Script content is treated as a binary bl ob and upl oaded/ downl oaded
via the nechani sns provided in Sections 6.1 and 6.2 of [ RFC8620],
respectively, and/or via the JMAP Bl ob managenent mnet hods provided in
Sections 4.1 and 4.2 of [RFC9404], respectively.

Downl oadi ng script content via the JVMAP downl oadUrl or the Bl ob/get
met hod provides functionality equivalent to that of the GETSCRI PT
conmmand defined in [ RFC5804].

Si eveScri pt/ get
This is a standard "/get" nethod as described in [ RFC8620],
Section 5.1. The "ids" argunent nmay be null to fetch all scripts at

once.

Thi s met hod provides functionality equivalent to that of the
LI STSCRI PTS command defined in [ RFC5804].

1. Exanples

List all scripts:

["SieveScript/get", {
"account|d": "ken"

}, "0"]
]



"Si eveScript/get",

{
"state": "1634915373. 240633104- 120",
"list": |
{
"id": "2d647053-dded-418d-917a- 63eda3ac8f 7b",
"nane": "testl1l",
"isActive": true,
"bl obl d": "S7"
}
],
"not Found": [],
"accountld": "ken"
}

’
el

]
]

Downl oad the script content via the JMAP downl oadUrl as advertised in
the exanple in Section 1.2.2:

GET /j map/ downl oad/ ken/ S7/test 1. si v?accept =appl i cati on/sieve HITP/ 1.1
Host: j map. exampl e. com
Aut hori zation: Basic a2VuOnBhc3N3b3Jk

HTTP/ 1.1 200 K

Date: Fri, 22 COct 2021 15:27:38 GMI

Cont ent - Type: application/sieve; charset=utf-8
Content-Disposition: attachnment; filename="testl.siv"
Content-Lengt h: 49

require ["fileinto"];
fileinto "INBOX. target";

Fetch script properties and content in a single JVAP APl request
usi ng the JVMAP Bl ob managenent extension [ RFC9404]:

["SieveScript/get", {

"accountld": "ken",
"ids": [ "2d647053-dded-418d-917a- 63eda3ac8f 7b" ]
}, n0'],
["Blob/get", {
"account!|ld": "ken",
"#ids": {
"resultoF": "0,

"name": "SieveScript/get”,
"path": "/list/*/blobld"

}
} , " 1Il ]
]

[
"Si eveScript/get"”,

"state": "1634915373. 240633104- 120",
"list": [
{
"id": "2d647053-dded-418d-917a- 63eda3ac8f 7b",
"nane":. "testl1l",
"i sActive": true,
"bl obl d": "S7"



I,
"not Found": [],

"accountld": "ken"
l’ll
]1
[
"Bl ob/ get",
U,
"list": [
"id": "S7",

"data: asText":
"require [\"fileinto\"];\\r\\nfileinto \"INBOX. target\";\\r\\n",

"size": 49
}
]1
"not Found": [],
"accountld": "ken"
}1
nyn

]
]

.4. SieveScript/set

This is a standard "/set" nethod as described in [ RFC8620],
Section 5.3, but with the foll owi ng additional optional request
argunent s:

*onSuccessActivateScript*: Id

The id of the SieveScript to activate if and only if all of the
creations, nodifications, and destructions (if any) succeed. (For
references to SieveScript creations, this is equivalent to a
creation-reference, so the id will be the creation id prefixed
with a "#".) The currently active SieveScript (if any) will be
deactivated before activating the specified SieveScript.

If omtted, or if the idis either invalid or nonexistent, it MJST
be ignored, and the currently active SieveScript (if any) wll
remai n as such.

The id of any activated SieveScript MJST be reported in either the
"created" or "updated" argunent in the response as appropriate,
including a value of "true" for the "isActive" property. The id
of any deactivated SieveScript MJST be reported in the "updated"
argunent in the response, including a value of "false" for the

"i sActive" property.

*onSuccessDeacti vateScript*: Bool ean

If "true", the currently active SieveScript (if any) will be
deactivated if and only if all of the creations, nodifications,
and destructions (if any) succeed. |If "false" or omtted, the
currently active SieveScript (if any) will remain as such

The id of any deactivated SieveScript MJST be reported in the
"updat ed" argunent in the response, including a value of "fal se"
for the "isActive" property.

If both the "onSuccessActivateScript" and "onSuccessDeacti vateScript"
argunents are present in the request, then

"onSuccessDeacti vateScript" MJST be processed first. |f neither
argunent is present in the request, the currently active SieveScript
(if any) will remain as such



This nmethod provides functionality equivalent to that of the
PUTSCRI PT, DELETESCRI PT, RENAMESCRI PT, and SETACTI VE comuands defi ned
in [ RFC5804] .

Script content nust first be uploaded as per Section 2.2 prior to
referencing it in a SieveScript/set call

If the SieveScript cannot be created or updated because it would
result in two SieveScripts with the sane nane, the server MJST reject
the request with an "alreadyExi sts" SetError. An "existingld"
property of type "lId" MJIST be included on the SetError object with
the id of the existing SieveScript.

If the SieveScript cannot be created or updated because its size
exceeds the "maxSi zeScript" linmt, the server MIST reject the request
with a "toolLarge" SetError.

If the SieveScript cannot be created because it would exceed the
"maxNunber Scripts" limt or would exceed a server-inposed storage
limt, the server MIST reject the request with an "over Quota"
SetError.

The active SieveScript MJST NOT be destroyed unless it is first
deactivated in a separate SieveScript/set nethod call.

The following extra SetError types are defined:
For "create" and "update":

*inval i dSi eve*: The SieveScript content violates the Sieve grammar
[ RFC5228], and/or one or nore extensions nentioned in the script’s
"require" statement(s) are not supported by the Sieve interpreter
The "description" property on the SetError object SHOULD contain a
specific error message giving at least the |ine nunber of the
first error.

For "destroy":
*sievel sActive*: The SieveScript is active.
.4.1. Exanples

Upl oad a script requiring the | map4Fl ags Extension [ RFC5232] using
the JMAP upl oadUrl as advertised in the exanple in Section 1.2.2:

POST /j map/ upl oad/ ken/ HTTP/ 1.1

Host: j map. exanpl e. com

Aut hori zation: Basic a2VuOnBhc3N3b3Jk
Cont ent - Type: application/sieve
Content-Length: 98

require "impflags";

if address :is ["To", "Cc"] "jmap@etf.org" {
setflag "\\Fl agged”;
}

HTTP/ 1.1 201 Created

Date: Thu, 10 Dec 2020 17:14:31 GMI
Cont ent - Type: application/json; charset=utf-8
Content-Length: 171

{

"account | d":

ken",



"bl obl d": "Gabcc83e44a6€19991c4568d0b94e1767¢83dd123",
"type": "application/sieve"
"size": 98

}

Create and activate a script using the uploaded blob. Note that the
response shows that an existing active script has been deactivated in
lieu of the newy created script being activated.

["SieveScript/set", {

"accountld": "ken",
"create": {
"A |
"nanme": null,
"bl obl d": "Gabcc83e44a6e19991¢c4568d0b94e1767¢c83dd123"
}
b _ _
"onSuccessActivateScript": "#A"
I

]
[

"Si eveScript/set”,

{
"ol dState": "1603741717.50737918-4096",
"newSt ate": "1603741751. 227268529-4096",
"created": {
A
"id": "ddlb164f-8cdc-448c- 9f 54",
"nanme": "ken-20201210T171432-0",
"bl obl d": "Sddl1b164f-8cdc-448c- 9f 54",
"isActive": true
}
b,
"updated": {
" 8abd6f 4a- bch4d- 87650- 3f cd": {
"isActive": fal se
}
}

estroyed": null,
"not Created": null,
"not Updat ed": nul |
"not Destroyed": null,
"account|d": "ken"

} ’
" On
]

]

Update the script content using the JMAP Bl ob managenent extension
[ RFC9404] :

{
[

[ "Bl ob/ upl oad", {
"accountld": "ken",
"create": {

"B {
"data": [ {

"dat a: asText " :
"redirect \"ken@xanple.com"\r\n;"
Pl
"type": "application/sieve"

}



}
| A
["SieveScript/set", {

"account!ld": "ken",
"update": { "ddlbl164f-8cdc-448c-9f54": {
"bl obl d": "#B"
}
}
boor2t]
]
[
"Bl ob/ upl oad",
"oldState": null,
"newSt ate": "1603741700. 309607123-0128",
"created": {
"B {
"id": "(@69c83e44a6e10871c4568d0b94el1767c83ddeae",
"bl obl d": "(@@69c83e44a6e10871c4568d0b94el1767c83ddeae"”,
"type": "application/sieve",
"size": 29
}
I
"not Created": null,
"accountld": "ken"
}
nyn
],
[
"Si eveScript/set”,
"ol dState": "1603741751.227268529-4096",
"newSt ate": "1603742603. 309607868- 4096",
"created": null,
"updated": {
"dd1b164f - 8cdc-448c- 9f 54" : nul
1
"destroyed": null,
"not Created": null,
"not Updated": null,
"not Destroyed": null
"accountld": "ken"
}
non
]
]

Update the script nanme, and deactivate it:

["SieveScript/set", {

"accountld": "ken",
"update": { "ddlbl64f-8cdc-448c-9f54": ({
"nanme": "nyscript"
}
b
"onSuccessDeacti vateScript": true
b, 3]
]
[

"Si eveScript/set”,
{



"ol dState": "1603742603. 309607868-4096",
"newSt ate": "1603742967. 852315428-4096",

"created": null,

"updat ed":

"dd1b164f - 8cdc- 448c-9f 54" : {

"isActive": false

"dd1b164f - 8cdc- 448c- 9f 54"

}
1
"destroyed": null,
"not Created": null,
"not Updated": nul |,
"not Destroyed": null,
"accountld": "ken"
8
n g
]
]
Reactivate the script:
[

["SieveScript/set", {
"account!ld": "ken",
"onSuccessActivateScript":

y, mar]

]
[
"Si eveScript/set”,
{
"ol dState": "1603742967.852315428-4096",
"newState": "1603744460.316617118-4096",
"created": null,
"updated": {
"dd1b164f - 8cdc- 448c-9f 54" : {
"i sActive": true
}
},
"destroyed": null,
"not Created": null,
"not Updated": null,
"not Destroyed": null
"account | d": "ken"
},
n g
]
]

Deactivate and destroy the active script:

["SieveScript/set", {

"destroy": [ "ddlb164f-8cdc-448c-9f 54" ]

"accountld": "ken",
"onSuccessDeacti vateScript": true
}, "5,
["SieveScript/set", {
"accountld": "ken",
b, "'
]
[

"Si eveScript/set”,
{



"ol dState": "1603744460. 316617118-4096",
"newSt ate": "1603744637.575375572-4096",
"created": null,
"updat ed":
"dd1b164f - 8cdc- 448c-9f 54" {
"isActive": false
}

estroyed": null,
"not Created": null,
"not Updated": nul |,
"not Destroyed": null,
"accountld": "ken"

}

}1
"
]1
- _
"Si eveScript/set”,

{
"ol dState": "1603744637.575375572-4096",
"newSt ate": "1603744637. 854390875-4096",
"created": null,
"updated": null,
"destroyed": |
"dd1b164f - 8cdc- 448c- 9f 54"
1.
"not Created": null,
"not Updated": null,
"not Destroyed": null,
"accountld": "ken"
I
P

]
]

2.5. SieveScript/query
This is a standard "/query" method as described in [ RFC8620],
Section 5.5. A "FilterCondition" object has the follow ng
properties, either of which nay be onitted:
*nane*: String
The SieveScript "nane" property contains the given string.

*isActive*: Bool ean

The "isActive" property of the SieveScript nust be identical to
the value given to match the condition.

The foll owi ng SieveScript properties MJST be supported for sorting:
* *nan-e*
*  *jsActive*

2.6. SieveScript/validate

This method is used by the client to verify Sieve script validity
wi t hout storing the script on the server.

The nethod takes the follow ng argunents:
*accountld*: Id

The id of the account to use.



*bl obl d*: Id

The id of the blob containing the raw octets of the script to
val i date, subject to the sanme requirenents in Section 2.2.

The response has the foll ow ng argunents:
*accountld*: 1Id

The id of the account used for this call
*error*: SetError| nul

An "invalidSi eve" SetError object if the script content is invalid
(see Section 2.4), or null if the script content is valid.

Thi s met hod provides functionality equivalent to that of the
CHECKSCRI PT command defined in [ RFC5804].

Script content nust first be uploaded as per Section 2.2 prior to
referencing it in a SieveScript/validate call.

Quot as

Servers SHOULD i npose quotas on Sieve scripts to prevent malicious
users from exceedi ng avail abl e storage. Admi nistration of such
quotas is outside of the scope of this specification; however,

[ RFC9425] defines a data nmodel for users to obtain quota details over
JVAP.

The nechani sm for handling SieveScript requests that would place a
user over a quota setting is discussed in Section 2.4.

Conpatibility with JMAP Vacati on Response

Section 8 of [RFC8621] defines a "Vacati onResponse"” object to
represent an autoresponder to incomng email nessages. Servers that
i npl ement the Vacati onResponse as a Sieve script that resides anong
other user scripts are subject to the foll owi ng requirenents:

*  MJIST allow t he Vacati onResponse Sieve script to be fetched by the
Si eveScri pt/get method (Section 2.3).

* MJST all ow the Vacati onResponse Sieve script to be activated or
deactivated via the "onSuccessActivateScript" argunent to the
Si eveScri pt/set method (Section 2.4).

* MJST NOT all ow the Vacati onResponse Sieve script to be destroyed
or have its content updated by the SieveScript/set nethod
(Section 2.4). Any such request MJST be rejected with a
"forbidden" SetError. A "description" property MAY be present
with an explanation that the script can only be nodified by a
Vacat i onResponse/ set net hod.

Security Considerations

Al'l security considerations discussed in JVMAP [ RFC8620] and Sieve
[ RFC5228] apply to this specification

Additionally, inplenentations MIST treat Sieve script content as
untrusted data. As such, script parsers MIST fail gracefully in the
face of syntactically invalid or nmalicious content and MJST be
prepared to deal with resource exhaustion (e.g., allocation of
enornous strings, lists, or conmand bl ocks).
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I ANA Consi derati ons
1. JMAP Capability Registration for "sieve"

| ANA has registered "sieve" in the "JMAP Capabilities" registry as
fol |l ows:

Capabi lity Name: wurn:ietf:parans:jmp:sieve

Ref erence: RFC 9661

I ntended Use: common

Change Controller: |ETF

Security and Privacy Considerations: RFC 9661, Section 5
2. JMAP Data Type Registration for "SieveScript”

I ANA has registered "SieveScript” in the "JMAP Data Types" registry
as foll ows:

Type Name: SieveScri pt

Can Reference Blobs: Yes

Can Use for State Change: Yes
Capability: urn:ietf:parans:jnmap:sieve
Ref erence: RFC 9661

3. JMAP Error Codes Registry

I ANA has registered the following two new error codes in the "JVAP
Error Codes" registry, as defined in [ RFC8620].

3.1. invalidSieve
JMAP Error Code: invalidSieve
I ntended Use: common
Change Controller: |ETF
Reference: RFC 9661, Section 2.4
Description: The SieveScript violates the Sieve granmar [ RFC5228],

and/ or one or nore extensions nentioned in the script’s "require
statenent(s) are not supported by the Sieve interpreter.

3.2. sievelsActive
JMAP Error Code: sievelsActive
I ntended Use: common
Change Controller: |ETF
Ref erence: RFC 9661, Section 2.4
Description: The client tried to destroy the active SieveScript.
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