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Abst r act

The DNS ZONEVERSI ON option is a way for DNS clients to request, and
for authoritative DNS servers to provide, information regarding the
version of the zone fromwhich a response is generated. The SERI AL
field fromthe Start of Authority (SQA) resource record (RR) is a
good exanple of a zone's version, and it is the only one defined by
this specification. Additional version types may be defined by
future specifications.

I ncluding zone version data in a response sinplifies and i nproves the
qual ity of debuggi ng and di agnostics since the version and the DNS
answer are provided atomically. This can be especially useful for
zones and DNS providers that |everage |IP anycast or multiple backend
systens. It functions sinmilarly to the DNS Nanme Server Identifier
(NSI D) option described in RFC 5001.
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I nt roducti on

The ZONEVERSI ON option allows DNS queriers to request, and
authoritative DNS servers to provide, a token representing the
versi on of the zone from which a DNS response was generated. It is
simlar to the NSID opti on [ RFC5001], which can be used to convey the
identification of a name server that generates a response

The Domain Nane System allows data to be | oosely coherent [RFC3254],
because synchroni zati on can never be instantaneous, and sone uses of
DNS do not require strong coherency anyway. This neans that a record
obt ai ned by one response could be out of sync with other
authoritative sources of the same data at the sane point in tine.
This can nmake it difficult to debug some probl ems when there is a
need to couple the data with the version of the zone it cane from
Furthernore, in today’'s Internet, it is comon for high volune and

i mportant DNS zones to utilize IP anycast (Section 4.9 of [RFC4786])
and/ or | oad- bal anced backend servers. |In general, there is no way to
ensure that two separate queries are delivered to the sane server.
The ZONEVERSI ON option both sinplifies and i nproves DNS nonitoring
and debugging by directly associating the data and the version
together in a single response.

The SOA SERIAL field (Section 4.3.5 of [RFCL034]) is one exanple of
zone versioning. |Its purpose is to facilitate the distribution of
zone data between primary and secondary name servers. It is also
often useful in DNS nonitoring and debuggi ng. This docunent
specifies the SOA SERI AL as one type of ZONEVERSI ON dat a.

Some DNS zones mmy use other distribution and synchronization
mechani sms that are not based on the SOA SERI AL number, such as

rel ati onal dat abases or other proprietary methods. |In those cases,
the SOA SERIAL field may not be relevant with respect to the
versioning of its content. To accommpdate these use cases, hew
ZONEVERSI ON types coul d be defined in future specifications.

Al ternatively, zone operators may use one of the Private Use
ZONEVERSI ON code points allocated by this specification

The ZONEVERSI ON option is OPTIONAL to inplenent by DNS clients and
nane servers. It is designed for use only when a nane server
provides authoritative response data. It is intended only for hop-
to-hop communi cation and is not transitive.
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1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Term nol ogy

In this docurment, "original ONAME' is used to mean what the DNS
term nol ogy docunent [ RFC9499] calls "QNAME (original)":

| The name actually sent in the Question section in the origina
| query, which is always echoed in the (final) reply in the Question
| section when the QR bit is set to 1.

In this document, an "encl osing zone" of a dommin nane neans a zone
in which the domain nane is present as an owner name or any parent of
that zone. For exanple, if B.C EXAMPLE and EXAMPLE are zones but
C. EXAMPLE is not, the domain nane A B.C. EXAMPLE has B. C. EXAMPLE
EXAMPLE, and the root as enclosing zones.
The ZONEVERSI ON Opti on
Thi s docunent specifies a new EDNS(0) [ RFC6891] option, ZONEVERSI ON
whi ch can be used by DNS clients and servers to provide infornmation
regardi ng the version of the zone fromwhich a response i s generated.
1. Wre Format
The ZONEVERSI ON option is encoded as foll ows:
OPTI ON- CODE for the ZONEVERSI ON option is 19
OPTI ON- LENGTH for the ZONEVERSI ON opti on MUST have a value of 0O for

queries and MJST have the value of the length (in octets) of the
OPTI ON- DATA for responses.

OPTI ON- DATA for the ZONEVERSI ON option is omitted in queries. For
responses, it is conposed of three fields:

* an unsigned 1l-octet Label Count (LABELCOUNT) indicating the numnber
of labels for the nane of the zone that VERSION val ue refers to

* an unsigned 1-octet type nunber (TYPE) distinguishing the format
and neani ng of VERSI ON

* an opaque octet string conveying the zone version data (VERSI ON)

+0 (MBB) +1 (LSB)
S g S S
0 | LABEL COUNT | TYPE |
S S S B S S &
2. | VERS| ON |
/ /

S T g S S

Figure 1: Diagramw th the OPTI ON- DATA Format for the ZONEVERSI ON
Option

The LABELCOUNT field indicates the name of the zone that the
ZONEVERSI ON option refers to, by nmeans of taking the | ast LABELCOUNT
| abel s of the original QNAME. For exanple, an answer with QNAVE
"a.b.c.exanpl e.con and a ZONEVERSI ON option with a LABELCOUNT of
value 2 indicates that the zone nane in which this ZONEVERSI ON refers
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to is "exanple.com".

In the case of a downward referral response, the LABELCOUNT numrber
helps to differentiate between the parent and child zones, where the
parent is authoritative for sonme portion of the QNAME above a zone
cut. Also, if the ANSVER section has nore than one RR set with
different zones (like a CNAME and a target nane in another zone), the
nunber of labels in the QNAME di sanbi guates such a situation.

The val ue of the LABELCOUNT field MJUST NOT count the null (root)

| abel that terminates the original QNAME. The value of the
LABELCOUNT field MJUST be |l ess than or equal to the number of |abels
in the original QNAME. The Root zone (".") has a LABELCOUNT field
val ue of 0.

2. Presentation Format
The presentation format of the ZONEVERSI ON option is as foll ows:

The OPTI ON-CODE field MUST be represented as the mmenoni c val ue
ZONEVERSI ON.

The OPTI ON-LENGTH field MAY be omitted, but if present, it MJST be
represented as an unsi gned deci mal integer.

The LABELCOUNT val ue of the OPTI ON-DATA field MAY be omitted, but if
present, it MJST be represented as an unsigned decinmal integer. The
correspondi ng zone nanme SHOULD be displayed (i.e., LABELCOUNT | abels
of the original QNAME) for easier human consunption.

The TYPE and VERSION fields of the option SHOULD be represented
according to each specific TYPE

ZONEVERSI ON Processi ng
1. Initiators
A DNS client MAY signal its support and desire for zone version
i nformati on by including an enpty ZONEVERSI ON option in the EDNS(0)
OPT pseudo-RR of a query to an authoritative name server. An enpty
ZONEVERSI ON opti on has OPTI ON- LENGTH set to zero.
A DNS client SHOULD NOT send the ZONEVERSI ON option to non-
aut horitative name servers.
A DNS client MUST NOT include nmore than one ZONEVERSI ON option in the
OPT pseudo- RR of a DNS query.
2. Responders

A nanme server that (a) understands the ZONEVERSI ON option, (b)
receives a query with the ZONEVERSI ON option, (c) is authoritative
for one or nore enclosing zones of the original QNAME, and (d)
chooses to honor a particul ar ZONEVERSI ON request responds by
including a TYPE and correspondi ng VERSI ON val ue in a ZONEVERSI ON
option in an EDNS(0) OPT pseudo-RR in the response nessage.

O herw se, a server MJST NOT include a ZONEVERSI ON option in the
response.

A name server MAY include nore than one ZONEVERSI ON option in the
response if it supports multiple TYPEs. A nane server MAY al so

i nclude nore than one ZONEVERSION option in the response if it is
authoritative for nore than one encl osing zone of the original QNAMVE
A name server MJST NOT include nore than one ZONEVERSI ON option for a
gi ven TYPE and LABELCOUNT.
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Not e: the ZONEVERSI ON option should be included for any response
satisfying the criteria above including, but not linmted to, the
fol |l owi ng:

* Downward referral (see "Referrals" in Section 4 of [RFC9499]),
even though the response’s Authoritative Answer bit is not set.
In this case, the ZONEVERSI ON data MJST correspond to the version
of the referring zone.

*  Name error (NXDOVAIN), even though the response does not include
any Answer section RRs.

*  NODATA (Section 3 of [RFC9499]), even though the response does not
i nclude any Answer section RRs.

* Server failure (SERVFAIL) when the server is authoritative for the
ori gi nal QNAME.

2.1. Responding to Invalid ZONEVERSI ON Queri es

A nanme server that understands the ZONEVERSI ON option MJST return a
FORMERR response when:

* The ZONEVERSI ON OPTI ON- LENGTH i s not zero.
* NMbre than one ZONEVERSI ON option is present.
2.2. ZONEVERSION I's Not Transitive

The ZONEVERSI ON option is not transitive. A name server (recursive
or otherwi se) MUST NOT blindly copy the ZONEVERSI ON option froma
query it receives into a subsequent query that it sends onward to
anot her server. A name server MJST NOT send a ZONEVERSI ON option
back to a client that did not request it.

The SOA- SERI AL ZONEVERSI ON Type

The first and only ZONEVERSI ON option TYPE defined in this docunent
is a zone's serial nunmber as found in the Start of Authority (SQA)
RR.

As nentioned previously, some DNS zones may use alternative

di stribution and synchroni zati on mechani sns that are not based on the
SOA SERI AL nunber, and the SERIAL field may not be relevant with
respect to the versioning of zone content. In those cases, a hane
server SHOULD NOT include a ZONEVERSI ON option with type SOA- SERI AL
in areply.

The value for this type is "0".
The mmenonic for this type is "SOA- SERI AL".

The EDNS(0) OPTI ON-LENGTH for this type MJUST be set to "6" in
responses.

The VERSI ON val ue for the SOA-SERI AL type MJUST be a copy of the
unsigned 32-bit SERIAL field of the SOA RR, as defined in
Section 3.3.13 of [RFC1035].

1. Type SOA-SERI AL Presentation Format

The presentation format of this type content is as foll ows:

The TYPE field MJST be represented as the menoni c val ue " SOA-
SERI AL" .
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The VERSION field MJUST be represented as an unsigned deci nal

nt eger.

Exanpl e Usage

A name server that (a)

quer
of t
vers

response.

i npl ements this specification, (b) receives a
y with the ZONEVERSI ON option, (c) is authoritative for the zone
he original ONAME, and (d) utilizes the SOA SERIAL field for

i oning of said zone should include a ZONEVERSION option in its
In the response’s ZONEVERSI ON option, the EDNS(0) OPTI ON

LENGTH woul d be set to 6 and the OPTI ON- DATA woul d consi st of the

1-oc
SOA-

The

tet LABELCOUNT,
SERI AL val ue.

the 1-octet TYPE with value 0, and the 4-octet

exanpl e bel ow denpnstrates expected out put of a diagnostic tool

that inplements the ZONEVERSI ON opti on,

di splaying a response froma

compliant authoritative DNS server:

$ dig @s. exanpl e. com www. exanpl e. com aaaa +zoneversion \

+n

’
’
’
’
()
3

orecurse +nocnd

Got answer:
- >>HEADER<<- opcode: QUERY, status: NCERROR, id: 7077
flags: gr aa; QUERY: 1, ANSVWER 1, AUTHORITY: 1, ADDI Tl ONAL: 2

OPT PSEUDGCSECTI ON:

EDNS: version: 0, flags:; udp: 1232

ZONEVERSI ON: 02 00 78 95 a4 e9 ("SOA-SERI AL: 2023073001 \
(exanple.com)")

QUESTI ON SECTI ON:

; Www. exanpl e. com IN  AAAA
7 ;. ANSVER SECTI ON:
www. exanpl e. com 43200 IN AAAA 2001: db8::80

()

ex

AUTHORI TY SECTI ON:

anpl e. com 43200 IN NS ns.exanple.com
ADDI TI ONAL SECTI ON:

. exanpl e. com 43200 IN AAAA 2001: db8::53
Query time: 15 nsec

SERVER: 2001: db8: : 53#53(2001: db8: : 53) (UDP)

WHEN: dom jul 30 19:51:04 -04 2023

MSG SI ZE rcvd: 129

Figure 2: Exanpl e Usage and Di g Qut put

6. | ANA Consi derations

6. 1.

Thi s docunent defines a new EDNS(0) option,
with the assigned value of 19 fromthe "DNS EDNSO

(see Section 2),
Option Codes (OPT)" registry:

DNS EDNS(0) Option Code Registration

entitled "ZONEVERSI ON'

[ bl s oo e sl e e e e o)
| Value | Nanme | Status | Reference |
B el s ool sl oo 1}
| 19 | ZONEVERSION | Standard | RFC 9660 |
B el e el s el ey
Table 1. DNS EDNSO Option Codes (OPT) Registry

6.2. ZONEVERSI ON TYPE Val ues Registry



| ANA has created and will naintain a new registry called "ZONEVERSI ON
TYPE Val ues" in the "Domai n Nane System (DNS) Paraneters" registry
group as foll ows:

[ ool e
| Range | Registration Procedures

Sty sy
| 0-245 | Specification Required

B e oo s s =)
| 246-254 | Private Use |
[ ool e
| 255 | Reserved |
Sty sy

Tabl e 2: Registration Procedures
for the ZONEVERSI ON TYPE Val ues
Regi stry

Initial values for the "ZONEVERSI ON TYPE Val ues" registry are given
bel ow; future assignnents in the 1-245 values range are to be nade
t hrough Specification Required [ RFC8126]. Assignnents consist of a
TYPE val ue as an unsigned 8-bit integer recorded in decinal, a
Mhenoni ¢ name as an uppercase ASCI|l string with a maxi mum | ength of
15 characters, and the required docunent reference.

[ el ey ety o}
| ZONEVERSI ON TYPE | Nhenonic | Reference

| O | SOA- SERI AL | RFC 9660

[} e ———————— e —_—_———————————————————— Ll p—p—p—p—_————r
| 1-245 | Unassi gned | |
[ el ey ety o}
| 246-254 | Reserved for Private Use | RFC 9660

| 255 | Reserved | RFC 9660

[} e ———————— e —_—_———————————————————— Ll p—p—p—p—_————r

Tabl e 3: ZONEVERSI ON TYPE Val ues Registry
The change controller for this registry is |ETF.
6.2.1. Designated Expert Review Directives
The al | ocation procedure for new code points in the "ZONEVERSI ON TYPE
Val ues" registry is Specification Required, thus review is required
by a designated expert as stated in [ RFC8126].
When eval uating requests, the expert should consider the follow ng:

* Duplication of code point allocations should be avoi ded.

* A Presentation Format section should be provided with a clear code
poi nt mMmenoni c.

* The referenced docunent and stated use of the new code point
shoul d be appropriate for the intended use of a ZONEVERSI ON TYPE
assignnent. |In particular, the reference should state clear
instructions for inplenmenters about the syntax and semantic of the
data. Also, the length of the data nust have proper limts.

The expert review ng the request MJST respond within 10 busi ness
days.

7. Security Considerations



The EDNS extension data is not covered by RRSIG records, so there's
no way to verify its authenticity nor integrity using DNSSEC, and it
could theoretically be tanpered with by a person in the niddle if the
transport is made by insecure nmeans. Caution should be taken to use
the EDNS ZONEVERSI ON data for any neans besi des troubl eshooting and
debuggi ng.

If there’s a need to certify the trustworthiness of ZONEVERSI QN, it
wi Il be necessary to use an encrypted and aut henticated DNS
transport, a transaction signature (TSIG [RFC8945], or SIEO0)

[ RFC2931] .

If there’s a need to authenticate the data origin for the ZONEVERSI ON
val ue, an answer with the SOA-SERI AL type as defined above could be
conpared to a separate regular SOA query with a DO flag, whose answer
shal | be DNSSEC signed. Since these are separate queries, the
caveats about | oose coherency already stated in the Introduction
(Section 1) would apply.

Wth the SOA-SERI AL type defined above, there’s no risk on disclosure
of private information, as the SERI AL of the SOA record is already
publicly avail abl e.

Pl ease note that the ZONEVERSI ON opti on cannot be used for checking
the correctness of an entire zone in a server. For such cases, the
ZONEMD record [ RFC8976] might be better suited for such a task.
ZONEVERSI ON can help identify and correlate a specific answer with a
version of a zone, but it has no special integrity or verification
function besides a normal field value inside a zone, as stated above.
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Appendi x A. I nplenentation Considerations

Wth very few exceptions, EDNS(0) option values in a response are
i ndependent of the queried nane. This is not the case for
ZONEVERSI ON, so its inplementation may be nore or less difficult,
dependi ng on how EDNS(0) options are handled in the name server.

Appendi x B. I nplenmentation References

There is a patched NSD server (version 4.7.0) with support for
ZONEVERSI ON as well as live test servers installed for conpliance
tests. Also, there is a client command "dig" with added zoneversion
support, along with test libraries in Perl, Python, and Go. See
[Inpl Ref] for nore information.

Acknowl edgenent s

The authors are thankful for all the support and comrents nade in the
DNSOP Working Group mailing list, chats, and di scussions. A special
thanks for suggestions to generalize the option using a registry of
types from Petr paek and Fl orian Cbser, suggestions for

i npl ementation from Stphane Bortzneyer, clarifications on security
from George M chael son, zone nane di sanbi guati on from Joe Abl ey and
Brian Di ckson, and reviews from Tim Wci nski and Peter Thomassen.

Aut hors’ Addr esses

Hugo Sal gado

NI C Chile

Mraflores 222, piso 14
CP 8320198 Ssanti ago
Chile

Phone: +56 2 29407700
Enmai | : hsal gado@i c. cl

Maurici o Vergara Ereche



Di gi tal Ccean

101 6th Ave

New York, Ny 10013

United States of America

Emai | : nmver gara@li gi t al ocean. com

Duane Wessel s

Veri sign

12061 Bl uenont Way

Reston, VA 20190

United States of America
Phone: +1 703 948-3200

Enmai | : dwessel s@eri sign.com
URI : https://verisign.com



