I nternet Engineering Task Force (IETF) N. Jaju, Ed.

Request for Comments: 9659 CGoogl e
Updat es: 8878 W F. Handte, Ed.
Cat egory: I nformational Meta Platforms, Inc.
| SSN: 2070-1721 Sept enber 2024

W ndow Si zi ng for Zstandard Content Encodi ng
Abst r act

Depl oynents of Zstandard, or "zstd", can use different w ndow sizes
to limt menory usage during conpression and deconpression. Sone
browsers and user agents limt w ndow sizes to mitigate nenory usage
concerns, thereby causing interoperability issues. This docunent
updates the window size limt in RFC 8878 froma recomendation to a
requirenent in HITP contexts.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9659

Copyri ght Notice

Copyright (c) 2024 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust

i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
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Zstandard, or "zstd", specified in [ RFC8878], is a |ossless data
conpression mechanismsimlar to gzip. Wen used with HTTP, the
"zstd" content coding token signals to the decoder that the content
i s Zstandar d- conpressed.

An inmportant property of Zstandard-conpressed content is its

W ndow Si ze ([ RFC8878], Section 3.1.1.1.2), which describes the
maxi mum di st ance for back-references and therefore how nuch of the
content nust be kept in nmenory during deconpression

The nmi ni mum Wndow Size is 1 KB. The maxi mum Wndow_Si ze is (1<<41)
+ 7*(1<<38) bytes, where "<<" denotes a bitwise left shift, which is
3.75 TB. Larger Wndow Size values tend to inprove the conpression
ratio but at the cost of increased nenory usage.

To protect against unreasonabl e nenory usage, sone browsers and user
agents limt the maxi mum Wndow Si ze they will handle. This causes
failures to decode responses when the content is conpressed with a

| arger W ndow Size than the recipient allows, |eading to decreased
interoperability.

[ RFC8878], Section 3.1.1.1.2 recommends that decoders support a
W ndow_Si ze of up to 8 MB, and that encoders not generate franes
using a Wndow _Si ze | arger than 8 MB. However, it imnmposes no
requirenents.

Thi s docunent updates [ RFC8878] to enforce Wndow Size limts on the
encoder and decoder for the "zstd" HITP content coding.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

W ndow Si ze
To ensure interoperability, when using the "zstd" content coding,
decoders MUST support a Wndow Size of up to and including 8 MB, and
encoders MJST NOT generate franmes requiring a Wndow_Si ze | arger than
8 MB (see Section 5.1)

Security Considerations

Thi s docunent introduces no new security considerations beyond those
di scussed in [ RFC8878].

Not e that decoders still need to take into account that they can
recei ve oversized frames that do not follow the wi ndow size limt
specified in this docunent and fail decodi ng when such invalid franes
are received.

I ANA Consi derations

Cont ent Encodi ng

Thi s docunent updates the following entry in the "HTTP Content Coding
Regi stry" in the "Hypertext Transfer Protocol (HITP) Paraneters"”
registry group (https://ww.iana. org/assi gnnments/ http-paraneters)
Nanme: zstd

Description: A stream of bytes conpressed using the Zstandard
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protocol with a Wndow Si ze of not nore than 8 MB.
Ref erence: This docunent and [ RFC8878]
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