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I ntroduction

There is a growi ng number of use cases where changes to the routing
topol ogy are an expected part of network operations. |In these use
cases, the pre-planned | oss and restoration of an adjacency, or
formati on of an alternate adjacency, should be seen as a

nondi sruptive event.

Expect ed changes to topol ogi es can occur for a variety of reasons.

In networks with nobil e nodes, such as unmanned aerial vehicles and
some orbiting spacecraft constellations, |links are | ost and re-
established as a function of the nobility of the platforns. In
networ ks without reliable access to power, such as networks
harvesting energy fromw nd and solar, link activity m ght be
restricted to certain times of day. Simlarly, in networks
prioritizing green computing and energy efficiency over data rate,
network traffic mght be planned around energy costs or expected user
dat a vol unes.

Thi s docunent defines three categories of use cases where a route
comput ation night beneficially consider time information. Each of
these use cases are included as foll ows:

1. An overview of the use case describing how route conputations
m ght select different paths (or subpaths) as a function of tine.

2. A set of assunptions nade by the use case as to the nature of the
networ k and data exchange.

3. Specific discussion on the routing inpacts of the use case.
4. Exanmpl e networks conformant to the use case
The use cases that are considered in this docunent are as foll ows:

1. Resource Preservation (described in Section 2), where there is
informati on about link availability over tine at the client
level. Tinme-Variant Routing (TVR) can utilize the predictability
of the link availability to optinize network connectivity by
taking into account endpoint resource preservation.

2. Operating Efficiency (described in Section 3), where there is a
server cost or a path cost usage varying over tine. TVR can
exploit the predictability of the path cost to optinize the cost
of the systemexploitation. The notion of a path cost is
extended to be a tine-dependent function instead of a constant.

3. Dynamic Reachability (described in Section 4), where there is
i nformati on about Iink availability variati on between nodes in
the end-to-end path. TVR can exploit the predictability of the
link availability to optinize in-network routing.



The docunent does not intend to represent the full set of cases where
TVR conput ati ons coul d beneficially inpact network performance -- new
use cases are expected to be generated over tine. Simlarly, the
concrete exanples within each use case are nmeant to provide an

exi stence proof of the use case and not to present any exhaustive
enuneration of potential examples. It is likely that multiple
exanpl e networks exist that could be clainmed as instances of any

gi ven use case

The docunent focuses on deternministic scenarios. Non-deterministic
scenari os, such as vehicle-to-vehicle communi cation, are out of the
scope of the docunent.

Resource Preservation

Sone nodes in a network might operate in resource-constrained
environments or otherwise with linmted internal resources
Constraints, such as avail abl e power, thermal ranges, and on-board
storage, can all inpact the instantaneous operation of a node. In
particul ar, resource managenent on such a node can require that
certain functionality be powered on (or off) to extend the ability of
the node to participate in the network.

VWhen power on a node is running low, noncritical functions on the
node m ght be turned off in favor of extending node life.

Al ternatively, certain functions on a node may be turned off to allow
the node to use available power to respond to an event, such as data
collection. Wen a node is in danger of violating a thernmal
constraint, normal processing night be paused in favor of a
transition to a thermal safe nobde until a regular operating condition
is reestablished. When |ocal storage resources run |ow, a node m ght
choose to expend power resources to conpress, delete, or transmt
data off the node to free up space for future data collection. There
m ght al so be cases where a node experiences a planned offline state
to save and accunul ate power.

In addition to power, thernmal, and storage, other resource
constraints may exi st on a node such that the preservation of
resources i s necessary to preserve the existence (and proper
function) of the node in the network. Nodes operating in these
conditions mght benefit from TVR conputations as the connectivity of
the node changes over tine as part of node preservation

.1. Assunptions

To effectively manage on-board functionality based on avail abl e
resources, a node nust conprehend specific aspects concerning the
utilization and repleni shnent of resources. It is expected that
patterns of the environnment, device construction, and operationa
configuration exist with enough regularity and stability to allow
meani ngf ul planning. The follow ng assunptions are made with this
use case:

1. Known resource expenditures. It is assuned that there exists
some determ nabl e rel ati onship between the resources avail able on
a node and the resources needed to participate in a network. A
node woul d need to understand when it has net some condition for
participating in, or dropping out of, a network. This is
somewhat simlar to predicting the amount of battery life left on
a laptop as a function of likely future usage.

2. Predictable resource accunulation. It is assuned that the
accunul ati on of resources on a node are predictable such that a
node m ght expect (and be able to conmunicate) when it is likely
to next rejoin a network. This is simlar to predicting the tine
at which a battery on a laptop will be fully charged.
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3. Consistent cost functions. It is assuned that resource
managenment on a node is determnistic such that the managenent of
a node as a function of resource expenditure and accunul ation is
consi stent enough for [ink planning.

Rout i ng | mpacts

Resour ce managenent in these scenarios night involve turning off
el ements of the node as part of on-board resource managenent. These
activities can affect data routing in a variety of ways.

1. Power Savings. On-board radios may be turned off to allow other
node processing. This nay happen on power-constrai ned devices to
extend the battery life of the node or to allow a node to perform
sonme ot her power-intensive task.

2. Thermal Savings. On-board radios may be turned off if there are
thermal considerations on the node, such as an increase in a
node’ s operating tenperature.

3. Storage Savings. On-board radios may be turned on with the
purpose of transmitting data off the node to free | ocal storage
space to coll ect new data.

Whenever a conmmuni cations device on a node changes its powered state
there is the possibility (if the node is within range of other nodes
in a network) that the topology of the network is changed, which

i npacts route cal cul ations through the network. Additionally,
whenever a node joins a network there may be a del ay between the
joining of the node to the network and any discovery that may take
place relating to the status of the node’s functional nei ghborhood.
During these tines, forwarding to and fromthe node m ght be del ayed
pendi ng sone synchroni zati on.

Exanpl e
An illustrative exanple of a network necessitating resource
preservation is an energy-harvesting wrel ess sensor network. In

such a network, nodes rely exclusively on environmental sources for
power, such as solar panels. On-board power |levels may fluctuate
based on various factors including sensor activity, processing
demands, and the node’s position and orientation relative to its
ener gy source.

Consi der a sinple three-node network where each node accunul at es
power through solar panels. Power available for radio frequency (RF)
transm ssion is shown in Figure 1. |In this figure, each of the three
nodes (Node 1, Node 2, and Node 3) has a different plot of available
power over time. This exanple assunmes that a node will not power its
radio until avail able power is over sone threshold, which is shown by
the horizontal |ine on each plot.
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Fi gure 1: Node Power over Tine

The connectivity of this three-node network changes over tine in ways



that may be predictable and are likely able to be communicated to
other nodes in this small sensor network. Exanples of connectivity
are shown in Figure 2. This figure shows a sanple of network
connectivity at three tinmes: tl1, t2, and t3.

* At tinme t1l, Node 1 and Node 2 have their radi os powered on and are
expected to conmuni cate.

* At time t2, it is expected that Node 1 has its radio off but that
Node 2 and Node 3 can communi cate.

* Fipnally, at time t3, it is expected that Node 1 may be turning its
radio off, that Node 2 and Node 3 are not powering their radios,
and there is no expectation of connectivity.

oo + oo + oo +
t1l | Node 1 |[-------- | Node 2 | | Node 3 |
o - + o - + o - +
o + o + o +
t2 | Node 1 | | Node 2 |[-------- | Node 3 |
oo + oo + oo +
o + o + o +
t3 | Node 1 | | Node 2 | | Node 3 |
o + o + o +

Fi gure 2: Topol ogy over Tine
3. Operating Efficiency

Sone nodes in a network might alter their networking behavior to
optinize netrics associated with the cost of a node’'s operation
Wil e the resource preservation use case described in Section 2
addresses node survival, this use case di scusses non-surviva
efficiencies such as the financial cost to operate the node and the
environmental imnpact (cost) of using that node.

When a node operates using sone preexisting infrastructure, there is
typically sonme cost associated with the use of that infrastructure.
Sanpl e costs are included as follows:

1. Nodes that use existing wireless conmunications, such as a
cellular infrastructure, nust pay to comunicate to and through
that infrastructure

2. Nodes supplied with electricity froman energy provider pay for
the power they use.

3. Nodes that cluster conputation and activities mght increase the
tenperature of the node and incur additional costs associated
with cooling the node (or collection of nodes).

4. Beyond financial costs, assessing the environmental imnpact of
operating a node may al so be nodel ed as a cost associated with
node operation, to include achieving carbon credits or other
i ncentives for green conputing.

When the cost of using a node’'s resources changes over time, a node
can benefit from predicting when data transm ssions might optimze
costs, environnental inpacts, or other nmetrics associated with
operati on.

3.1. Assunptions

The ability to predict the inpact of a node’'s resource utilization



over time presumes that the node exists within a defined environnent
(or infrastructure). Sone characteristics of these environnents are
listed as follows:

1. Cost Measurability. The inpacts of operating a node within its
envi ronnment can be neasured in a deternministic way. For exanple,
the cost-per-bit of data over a cellular network or the cost-per-
kil owatt of energy used are known.

2. Cost Predictability. Changes to the inpacts of resource
utilization are known in advance. For exanple, if the cost of
energy is |l ess expensive in the evening than during the day,
there exists some way of communicating this change to a node

3. Cost Persistent. Changes to the cost of operating in the
envi ronment persist for a sufficient anpunt of tine such that
behavi or can be adjusted in response to changing costs. |If costs
change too rapidly, it is likely not possible to nmeaningfully
react to their change

4. Cost Magnitude. The magnitude of cost changes is such that a
node experiences a mninumthreshold cost reduction through
optimization. A specified tinme period is designated for
measuring the cost reduction.

3.2. Routing Inpacts

Optim zing resource utilization can affect route conputation in ways
simlar to those experienced with resource preservation. The route
comput ati on may not change the avail abl e path, but the topol ogy as
seen by an endpoint would be different. Cost optimzation can inpact
route calculation in a variety of ways, sone of which are described
as foll ows:

1. Link Filtering. Data might be accunulated on a node waiting for
a cost-effective time for data transm ssion. Individual |ink
costs m ght be annotated with cost information such that
adj acencies with a too high cost mght not be used for
forwarding. This effectively filters which adjacencies are used
(possibly as a function of the type of data being routed).

2. Burst Planning. |In cases where there is a cost savings
associated with fewer |onger transm ssions (versus many smaller
transm ssions), nodes mght refuse to forward data until a
sufficient data volume exists to justify a transmi ssion

3. Environnental Measurenent. Nodes that neasure the quality of

i ndi vidual links can conpute the overall cost of using a |link as
a function of the signal strength of the link. |If link quality
is insufficient due to environnental conditions (such as clouds
on a free-space optical link or long distance RF transm ssion in
a storn) the cost required to communi cate over the Iink nmay be
too much, even if access to infrastructure is otherwise in a |ess
expensi ve tinme of day.

In each of these cases, sone consideration of the efficiency of
transmission is prioritized over achieving a particular data rate.
Waiting until data rate costs are | ower takes advantage of platforns
using time-of-use rate plans -- both for pay-as-you-go data and
associ ated energy costs. Accunul ating data vol unes and choosi ng nore
opportune tinmes to transmt can also result in |ess energy
consunption by radios and, thus, |ess operating cost for platforns.

3.3. Exanple: Cellular Network

One exanpl e of a network where nodes mght seek to optim ze operating
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cost is a set of nodes operating over cellular connections that
charge both peak and off-peak data rates. 1In this case, individua
nodes may be allocated a fixed set of "peak" mnutes such that
exceeding that anount of time results in expensive overage charges.
General ly, the concept of peak and off-peak mnutes exists to deter
the use of a given network at tines when the cellular network is
likely to encounter heavy call volumes (such as during the workday).

Just as pricing information can act as a deterrent (or incentive) for
a human cellular user, this pricing information can be codified in
ways that also all ow nmachi ne-to-nachi ne (M2M connections to
prioritize off-peak comuni cations for certain types of data
exchange. Many M2Mtraffic exchanges invol ve schedul able activities,
such as nightly bulk file transfers, pushing software updates,
synchroni zi ng datastores, and sending noncritical events and | ogs.
These activities are usually already scheduled to mnimze inpact on
busi nesses and customers but can al so be scheduled to minimze
overal | cost.

Consi der a sinple three-node network, simlar to the one pictured in
Figure 1, except that in this case the resource that varies over tine
is the cost of the data exchange. This case is illustrated below in
Figure 3. In this figure, a series of three plots are given, one for
each of the three nodes (Node 1, Node 2, and Node 3). Each of these
nodes exists in a different cellular service area that has different
peak and off-peak data rate tines. This is shown in each figure by
times when the cost is |low (off-peak) and when the cost is high
(peak).

Node 1 Node 2 Node 3

| R C|--+ Cl------------- +
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[------- + [ S t| Foemem- -

I I I

T T .5 S S LTI = pNpEF S S I = Sy ++- -
t1 t2 t3 t1 t2 t3 t1 t2 t3

Ti me Ti me Ti me

Fi gure 3: Data Cost over Tine

G ven the presunption that peak times are known in advance, the cost
of data exchange from Node 1 through Node 2 to Node 3 can be

cal cul ated. Exanples of these data exchanges are shown in Figure 4.
Fromthis figure, both times t1 and t3 result in a snaller cost of
dat a exchange than choosing to conmunicate data at tinme t2.

o e e s + o e e s + o e e s +
tl | Node NI |---LOW---] Node N2 |---H GH--] Node N3 |
e e + e e + e e +
e e e + e e e + e e e +
t2 | Node NI |---HIGH--] Node N2 |---H GH--] Node N3 |
o mmeea s + o mmeea s + o mmeea s +
e + e + e +
t3 | MNode NI |[---HIGH--|] Node N2 |[----LOW--| Node N3 |
e e oo - + e e oo - + e e oo - +

Figure 4: Data Exchange Cost over Tine

Wil e not possible in every circunstance, a highly optim zed plan
could be to communicate fromNode 1 to Node 2 at tine t1 and then
queue data at Node 2 until time t3 for delivery to Node 3. This case
is shown in Figure 5.
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tl | Node NI |---LOW---] Node N2 |
Fome e e - + Fome e e - +
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Figure 5: Data Cost Using Storage
Anot her Exanpl e: Tidal Network

Anot her exanple related to operating efficiency is often referred to
as a "tidal network," in which traffic volunme undergoes significant
fluctuations at different tinmes. Take, for instance, a canpus

net wor k, where thousands of individuals go to classroons and
libraries during the daytinme and retire to the dornmitories at night.
This results in a regular oscillation of network traffic across
various |ocations within the canpus.

In the context of a tidal network scenari o, energy-saving nethods may
i nclude the deactivation of sone or all conponents of network nodes.
These activities have the potential to alter network topol ogy and

i mpact data routing in a variety of ways. Ports on network nodes can
be sel ectively disabled or enabl ed based on traffic patterns, thereby
reduci ng the energy consunption of nodes during periods of |ow
network traffic.

More information on tidal networks can be found in [Tl DAL].
Dynam c Reachability

When a node is placed on a nobile platform the nobility of the
platform (and thus the nobility of the node) may cause changes to the
topol ogy of the network over time. The inpacts on the dynam cs of
the topol ogy can be very inportant. To the extent that the relative
mobility between and anong nodes in the network and the inpacts of
the environnent on the signal propagation can be predicted, the
associ ated | oss and establishnent of adjacencies can al so be pl anned
for.

Mobility can cause the |oss of an adjacent link in several ways, such
as that which follows:

1. Node nobility can cause the di stance between two nodes to becone
| arge enough that distance-related attenuation causes the nobile
node to | ose connectivity with one or nore other nodes in the
net wor k.

2. Node nmobility can also be used to maintain a required distance
fromother nobile nodes in the network. While noving, externa
characteristics may cause the loss of links through occultation
or other hazards of traversing a shared environment.

3. Node nobility can cause the distance between two nodes to vary
qui ckly over time, making it conplicated to establish and
mai ntain connectivity.

4. Nodes equi pped with conmuni cation terminals capabl e of adjusting
their orientation or noving behind and enmerging frombarriers
will also establish and | ose connectivity with other nodes as a
function of that notion

Mobi | e nodes, |ike any node, may encounter issues regardi ng resource
preservation and cost efficiency. |In addition, they may face unique
chal | enges associated with their mobility. The intermttent



availability of links can |lead to dynam c nei ghbor rel ationships at
the node level. This use case ains to exam ne the routing
i nplications of notion-induced changes to network topol ogy.

4.1. Assunptions

Predicting the inpact of node nobility on route conputation requires
sonme information relating to the nature of the nmobility and the
nature of the environment being noved through. Sone infornmation
presunmed to exist for planning is listed as foll ows:

1. Path Predictability. The path of a nobile node through its
environment is known (or can be predicted) as a function of (at
least) tinme. It is presuned that nobile nodes using TVR
al gorithms woul d not exhibit purely random noti on.

2. Environnental Know edge. When otherw se well-connected nobile
nodes pass through certain elenents of their environment (such as
a storm a tunnel, or the horizon), they may | ose connectivity.
The duration of this connectivity loss is assuned to be
cal culable as a function of node nobility and the environnent
itself.

4.2. Routing Inmpacts

Changi ng a network topology affects the conputation of paths (or
subpat hs) through that topology. |In particular, the follow ng
features can be inplenented in a network with nobil e nodes such that
different paths m ght be conputed over tine:

1. Adjacent Link Expiration. A node mght be able to predict that
an adjacency will expire as a function of that node’'s nobility,
the other node’'s nmobility, or sone characteristic of the
environment. Determ ning that an adjacency has expired allows a
route conmputation to plan for that loss rather than default to an
error recovery mechani sm

2. Adjacent Link Resunption. Just as the |oss of an adjacency can
be predicted, it may be possible to predict when an adjacency
will resune.

3. Data Rate Adjustnments. The achievable data rate over a given
link is not constant over tine and may vary significantly as a
function of both relative nobility between a transmtter and
receiver as well as the environnment being transmitted through
Know edge of both nobility and environnmental state rmay allow for
prediction of data rates, which may inpact path conputation.

4. Adjacent Link Filtering. Separate fromthe instantaneous
presence or absence of an adjacency, a route conputation night
choose to not use an adjacency if that adjacency is likely to
expire in the near future or if it is likely to experience a
significant drop in predicted data rate.

4.3. Exanple: Mbile Satellites

A relatively new type of nobile network that has energed over the
past several years is the Low Earth Obit (LEO networked
constellation. There are a nunber of such constellations being built
by both private industry and governnents. While this exanmple
describes LEO satellite systens, the nobility events can be applied
to satellite systenms orbiting at different altitudes (including Very
LEO (V-LEO) or Medium Earth Orbit (MEO).

Many LEO networked constell ati ons have a similar operational concept
of hundreds to thousands of inexpensive spacecraft that can



comuni cate both with their orbital neighbors as well as down to any
ground station that they happen to be passing over. A ground station
is afacility used to communicate with satellites in LEO  The

rel ati onshi p between an individual spacecraft and an individua

ground station becones sonmewhat conplex as each spacecraft may only
be over a single ground station for a few mnutes at a tine.

Moreover, as a function of the constellation topol ogy, there are
scenarios where (1) the inter-satellite links need to be shut down
for interference avoi dance purposes or (2) the network topol ogy
changes, which nodifies the neighbors of a given spacecraft.

A LEO networked constellation represents a good exanpl e of pl anned
mobility based on the predictability of spacecraft in orbit. Wile
ot her nobile vehicles may encounter unpredictable fluctuations in

vel ocity, spacecraft operate in an environnent with relatively stable
velocity conditions. This deterninismnakes them an excell ent

candi date for TVR conputations. However, inter-satellite link
failures could still introduce unpredictability in the network

t opol ogy.

Consi der three spacecraft (N1, N2, and N3) follow ng each other
sequentially in the sane orbit. This is sonetinmes called a "string
of pearls" configuration. Spacecraft N2 al ways maintains
connectivity to its two nei ghbor spacecraft: N1, which is behind in
the orbit, and N3, which is ahead in the orbit. This configuration
is illustrated in Figure 6. Wile these spacecraft are all nobile,
their relative nobility ensures continuous contact with each ot her
under normal conditions.

B | NL |- ## <--->  #H-| N2 |- <o-->  #EE-| N3 | - s
\ \ W/

Figure 6: Three Sequential Spacecraft

Flying over a ground station inposes a non-relative notion between
the ground and the spacecraft -- namely that any given ground station
will only be in view of the spacecraft for a short period of tine.
The tines at which each spacecraft can see the ground station is
shown in the plots in Figure 7. In this figure, ground contact is
shown when the plot is high, and a | ack of ground contact is shown
when the graph is low. Fromthis, we see that spacecraft N3 can see
ground at time t1, N2 sees ground at time t2, and spacecraft Nl sees
ground at tine t3.

Spacecraft N1 Spacecraft N2 Spacecraft N3
I G| G|
| +- -+ ro| +- -+ ro| +- -+
| | | o] || ol | |
I 1 ul (. ul
I + 4+ n|--------- + H--e--a- n|---+ +-------------
I d | d |
e RSN o R RSN o R
tl t2 t3 tl t2 t3 tl t2 t3
Ti me Ti me Ti me

Figure 7: Spacecraft G ound Contacts over Tine

Since the ground station in this exanple is stationary, each
spacecraft will pass over it, resulting in a change to the network
topol ogy. This topology change is shown in Figure 8. At tine t1,
any nessage residing on N3 and destined for the ground coul d be
forwarded directly to the ground station. At time t2, that sane
message woul d need to, instead, be forwarded to N2 and then forwarded
to ground. By time t3, the same nmessage woul d need to be forwarded
fromN2 to N1 and then down to ground.
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Figure 8: Constellation Topol ogy over Tine

Thi s exanpl e focuses on the case where the spacecrafts fly over a
ground station and introduce changes in the network topol ogy. There
are al so scenari os where the in-constellation network topol ogy varies
over time following a determnistic tine-driven operation fromthe
ground system Mdre information on in-constellation network topol ogy
can be found in [ SAT- CONSTELLATION] and [SCN]. For this exanple, and
in particular for within constellation network topol ogy changes, the
TVR approach is inportant to avoid the Interior Gateway Protoco

(1'GP) issues mentioned in [ SAT- CONSTELLATI ON|

4. 4. Another Exanple: Predictable Mving Vessels

Anot her rel evant exanple for this use case involves the novenent of
vessels with predictable trajectories, such as ferries or planes.
These endpoints often rely on a conbination of satellite and
terrestrial systens for Internet connectivity, capitalizing on their
predi ctabl e journeys.

This scenario al so covers situations where nodes enpl oy dynanmic
pointing solutions to track the nobility of other nodes. |In such
cases, nodes dynanically adjust their antennas and application
settings to deternine the optimal timng for data transm ssion al ong
the path.

5. Security Considerations

VWil e this docunment does not define a specific mechanismor solution,
it serves to notivate the use of tine-based validation and revocation
strategies. Therefore, security considerations are anticipated to be
addressed el sewhere, such as within a TVR schedul e definition or
through a protocol extension utilizing a TVR schedule. However, it’s
inmportant to note that tine synchronization is critical within a



networ k enpl oying a TVR schedul e. Any unauthorized changes to
networ k cl ocks can disrupt network functionality, potentially |eading
to a Denial of Service (DoS) attack.

6. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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