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Abst ract

The MPLS ping and traceroute nechani sns described in RFC 8029 and the
rel ated extensions for Segnment Routing (SR) defined in RFC 8287 are
hi ghly val uable for validating control plane and data pl ane

synchroni zation. |In certain environments, only some intermediate or
transit nodes may have been upgraded to support these validation
procedures. A straightforward MPLS ping and traceroute nmechani sm
all ows traversal of any path without validation of the control plane
state. RFC 8029 supports this nmechanismwth the Ni | Forwarding
Equi val ence C ass (FEC). The procedures outlined in RFC 8029 are
primarily applicable when the Nil FEC is used as an internedi ate FEC
in the FEC stack. However, challenges arise when all labels in the

| abel stack are represented using the Nil FEC

Thi s docunent introduces a new Type-Length-Value (TLV) as an
extension to the existing Nil FEC. It describes MPLS ping and
traceroute procedures using the Nil FEC with this extension to
address and overcome these chal |l enges.
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1. I nt roduction

Segnent routing supports the creation of explicit paths by using one
or more Link-State | GP Segnents or BGP Segnents defined in [ RFC8402].
In certain use cases, the TE paths are built using mechani snms
described in [ RFC9256] by stacking the |abels that represent the
nodes and links in the explicit path. Controllers are often depl oyed
to construct paths across nulti-domain networks. In such

depl oynents, the headend routers may have the |ink-state database of
their domain and may not be aware of the FEC associated with | abels
that are used by the controller to build paths across multiple

domai ns. A very useful Operations, Adnministration, and M ntenance
(OAM requirement is to be able to ping and trace these paths.

[ RFC8029] describes a sinple and efficient nechanismto detect data
pl ane failures in MPLS Label Switched Paths (LSPs). It defines a
probe nmessage called an "MPLS echo request” and a response nessage
called an "MPLS echo reply" for returning the result of the probe.
SR-rel ated extensions for these are specified in [ RFC8287].

[ RFC8029] provides nechanisns primarily to validate the data pl ane
and secondarily to verify the consistency of the data plane with the
control plane. It also provides the ability to traverse Equal - Cost
Mul ti paths (ECMPs) and validate each of the ECWP paths. The Target
FEC Stack TLV [RFC8029] contains sub-TLVs that carry information
about the label. This information gets validated on each node for
traceroute and on the egress for ping. The use of the Target FEC
Stack TLV requires all nodes in the network to have inplenmented the
val i dation procedures, but all internedi ate nodes may not have been
upgraded to support validation procedures. |In such cases, it is
useful to have the ability to traverse the paths in ping/traceroute
nmode wit hout having to obtain the FEC for each | abel

A sinple MPLS echo request/reply nmechanismallows for traversing the
SR Policy path without validating the control plane state. [RFC8029]
supports this nechanismwith FECs like the Nil FEC and the Generic
FECs (i.e., Ceneric IPv4 prefix and Generic IPv6 prefix). However,
there are challenges in reusing the Nil FEC and Generic FECs for
validation of SR Policies [ RFC9256]. The Generic I Pv4 prefix and
Generic I Pv6 prefix FECs are used when the protocol that is
advertising the label is unknown. The information that is carried in
the CGeneric FECs is the IPv4 or IPv6 prefix and prefix length. Thus,
the Generic FEC types perform an additional control plane validation



However, the Generic FECs and rel evant validation procedures are not
thoroughly detailed in [RFC8029]. The use case nostly specifies

i nter-AS (Autononous Systen) VPNs as the notivation. Certain aspects
of SR, such as anycast Segnent ldentifiers (SIDs), require clear

gui del i nes on how the validation procedure should work. Also, the
Generic FECs may not be w dely supported, and if transit routers are
not upgraded to support validation of Generic FECs, traceroute may
fail. On the other hand, the Nil FEC consists of the | abel, and
there is no other associated FEC information. The Nil FEC is used to
traverse the path without validation for cases where the FEC is not
defined or routers are not upgraded to support the FECs. Thus, it
can be used to check any conbi nati on of segnents on any data path.
The procedures described in [RFC8029] are nostly applicabl e when the
Nil FEC is used as an internediate FEC in the FEC stack. Challenges
arise when all labels in the |abel stack are represented using the
Ni | FEC.

Section 2 discusses the problens associated with using the Nil FEC in
an MPLS ping/traceroute procedure, and Sections 3 and 4 discuss
si nmpl e extensions needed to solve the problem

The problens and the solutions described in this docunent apply to
the MPLS data plane. Segment Routing over |Pv6 (SRv6) is out of
scope for this docunent.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. Problemwith Nil FEC

The purpose of the Nil FEC, as described in [RFC8029], is to ensure
that transit tunnel information is hidden and, in sone cases, to
avoi d fal se negatives when the FEC i nformation i s unknown.

Thi s docunent uses a Nil FEC to represent the conplete |abel stack in
an MPLS echo request nmessage in ping and traceroute node. A single
Nil FEC is used in the MPLS echo request nessage irrespective of the
nunber of segments in the | abel stack. Section 4.4.1 of [RFC8029]

not es:

| If the outernost FEC of the Target FEC stack is the Nil FEC, then
| the node MJUST skip the Target FEC validation conpletely.

VWhen a router in the | abel stack path receives an MPLS echo request
message, there is no definite way to deci de whether it is the

i ntended egress router since the Nil FEC does not carry any
informati on and no validation is performed by the router. Thus,
there is a high possibility that the packet may be ni sforwarded to an
incorrect destination but the MPLS echo reply mght still return
success.

To mitigate this issue, it is necessary to include additiona
information, along with the Nil FEC, in the MPLS echo request nessage
in both ping and traceroute nodes and to perform ninimal validation
on the egress/destination router. This will enable the router to
send appropriate success and failure information to the headend
router of the SR Policy. This supplenentary information should
assist in reporting transit router details to the headend router,
which can be utilized by an offline application to validate the
traceroute path.



Consequently, the inclusion of egress information in the MPLS echo
request nessages in ping and traceroute nodes will facilitate the
validation of the Nil FEC on the egress router, ensuring the correct
destination. Egress information can be enployed to verify any

combi nation of segments on any path w thout requiring upgrades to
transit nodes. The Egress TLV can be silently dropped if not

recogni zed; alternately, it may be stepped over, or an error nessage
may be sent (per [RFC8029] and the clarifications in [ RFC9041]
regardi ng code points in the range 32768-65535).

If a transit node does not recognize the Egress TLV and chooses to
silently drop or step over the Egress TLV, the headend will continue
to send the Egress TLV in the next echo request message, and if
egress recogni zes the Egress TLV, egress validation will be executed
at the egress. |If a transit node does not recogni ze the Egress TLV
and chooses to send an error nessage, the headend will 1og the
message for informational purposes and continue to send echo requests
with the Egress TLV, with the TTL increnented. |f the egress node
does not recogni ze the Egress TLV and chooses to silently drop or
step over the Egress TLV, egress validation will not be done, and the
ping/traceroute procedure will proceed as if the Egress TLV were not
recei ved.

Egress TLV

The Egress TLV MAY be included in an MPLS echo request nessage. It
is an optional TLV and, if present, MJST appear before the Target FEC
Stack TLV in the MPLS echo request packet. This TLV can only be used
in LSP ping/traceroute requests that are generated by the headend
node of an LSP or SR Policy for which verification is performed. In
cases where nultiple Nil FECs are present in the Target FEC Stack
TLV, the Egress TLV nust be added corresponding to the ultimte
egress of the |abel stack. Explicit paths can be created using Node-
SID, Adj-SID, Binding SID, etc. The Address field of the Egress TLV
must be derived fromthe path egress/destination. The format is as
specified in Figure 1.
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Figure 1: Egress TLV

Type: 32771 (Section 6.1)

Length: Variable (4 octets for |IPv4d addresses and 16 octets for |Pv6
addresses). Length excludes the I ength of the Type and Length
fields.

Address: This field carries a valid 4-octet |Pv4 address or a valid
16-octet | Pv6 address. The address can be obtained fromthe
egress of the path and corresponds to the last |abel in the |abe
stack or the SR Policy Endpoint field [ SR POLI CY-BGP].

Procedure

This section describes aspects of LSP ping and traceroute operations

that require further considerations beyond those detailed in

[ RFC8029] .

.1. Sending Egress TLV in MPLS Echo Request



As previously mentioned, when the sender node constructs an echo
request with a Target FEC Stack TLV, the Egress TLV, if present, MJST
appear before the Target FEC Stack TLV in the MPLS echo request
packet .

4.1.1. Ping Mde

When the sender node constructs an echo request with a Target FEC
Stack TLV that contains a single Nil FEC corresponding to the |ast
segnment of the SR Policy path, the sender node MJST add an Egress TLV
with the address obtained fromthe SR Policy Endpoint field

[ SR-POLI CY-BGP]. The Label value in the Nil FEC MAY be set to zero
when a single Nil FEC is added for nmultiple labels in the | abe
stack. In case the endpoint is not specified or is equal to zero
(Section 8.8.1 of [RFC9256]), the sender MJUST use the address
corresponding to the last segnment of the SR Policy in the Address
field of the Egress TLV. Sone specific cases on how to derive the
Address field in the Egress TLV are listed bel ow

* |f the last SIDin the SR Policy is an Adj-SID, the Address field
in the Egress TLV is derived fromthe node at the renpote end of
t he correspondi ng adj acency.

* |If the last SIDin the SR Policy is a Binding SID, the Address
field in the Egress TLV is derived fromthe |ast node of the path
represented by the Binding SID

4.1.2. Traceroute Mde

When the sender node builds an echo request with a Target FEC Stack
TLV that contains a Nil FEC corresponding to the | ast segment of the
segnent list of the SR Policy, the sender node MJUST add an Egress TLV
with the address obtained fromthe SR Policy Endpoint field

[ SR- POLI CY- BGP] .

Al though there is no requirement to do so, an inplenmentation MAY send
multiple Nil FECs if that makes it easier for the inplementation. |If
the SR Policy headend sends multiple Nil FECs, the | ast one MJUST
correspond to the Egress TLV. The Label value in the Nil FEC MAY be
set to zero for the last Nil FEC. If the endpoint is not specified
or is equal to zero (Section 8.8.1 of [RFC9256]), the sender MJST use
the address corresponding to the |last segnment endpoint of the SR
Policy path (i.e., the ultimate egress is used as the address in the
Egress TLV).

4.1.3. Detailed Exanpl e

----R3----
/[ (1003) \
(1001) / \ (1005) (1007)
R1----R2(1002) R5----R6----R7(address X)
\ / (1006)
\ (1004) /
----R4----

Figure 2: Egress TLV Processing in Sanple Topol ogy

Consider the SR Policy configured on router RlL to destination X
configured with | abel stack as 1002, 1004, 1007. Segnent 1007
bel ongs to R7, which has the address X locally configured on it.

Let us look at an exanple of a ping echo request nessage. The echo
request nessage contains a Target FEC Stack TLV with the Nil FEC sub-
TLV. An Egress TLV is added before the Target FEC Stack TLV. The
Address field contains X (corresponding to a locally configured
address on R7). X could be an IPv4 or I Pv6 address, and the Length



field in the Egress TLV will be either 4 or 16 octets, based on the
address type of address X

Let us look at an exanple of an echo request nmessage in a traceroute
packet. The echo request message contains a Target FEC Stack TLV
with the Nil FEC sub-TLV corresponding to the conplete | abel stack
(1002, 1004, 1007). An Egress TLV is added before the Target FEC
Stack TLV. The Address field contains X (corresponding to a locally
configured address on destination R7). X could be an IPv4 or |Pv6
address, and the Length field in the Egress TLV will be either 4 or
16 octets, based on the address type of address X. If the
destination/endpoint is set to zero (as in the case of the color-only
SR Policy), the sender should use the endpoint of segnment 1007 (the
| ast segnent in the segnent list) as the address for the Egress TLV.

.2. Receiving Egress TLV in MPLS Echo Request

Any node that receives an MPLS echo request nessage and processes it
is referred to as the "receiver". In the case of the ping procedure,
the actual destination/egress is the receiver. 1In the case of
traceroute, every node is a receiver. This docunent does not propose
any change in the processing of the Nil FEC (as defined in [ RFC8029])
in the node that receives an MPLS echo request with a Target FEC
Stack TLV. The presence of the Egress TLV does not affect the
validation of the Target FEC Stack sub-TLV at FEC-stack-depth if it
is different than Nil FEC

Addi tional processing MJUST be done for the Egress TLV on the receiver
node as follows. Note that <RSC> refers to the Return Subcode.

1. If the Label-stack-depth is greater than 0 and the Target FEC
Stack sub-TLV at FEC-stack-depth is Nil FEC, set Best-return-code
to 8 ("Label switched at stack-depth <RSC>") and Best-rtn-subcode
to Label -stack-depth to report transit switching in the MPLS echo
reply message.

2. If the Label-stack-depth is 0 and the Target FEC Stack sub-TLV at
FEC-stack-depth is Nil FEC, then do a | ookup for an exact match
of the Address field of the Egress TLV to any of the locally
configured interfaces or |oopback addresses.

a. |If the Egress TLV address | ookup succeeds, set Best-return-
code to 36 ("Replying router is an egress for the address in
the Egress TLV for the FEC at stack depth <RSC")

(Section 6.2) in the MPLS echo reply nessage.

b. If the Egress TLV address |ookup fails, set the Best-return-
code to 10 ("Mapping for this FEC is not the given | abel at
st ack-depth <RSC").

3. In sone cases, nultiple Nil FECs (one corresponding to each | abe
in the | abel stack), along with the Egress TLV, are sent fromthe
SR Policy headend. When the packet reaches the egress, the
nunber of labels in the received packet (size of stack-R) becones
zero, or a label with the Bottomof-Stack bit set to 1 is
processed. Al N | FEC sub-TLVs MJST be renoved, and the Egress
TLV MJST be val i dat ed.

Backward Conmpatibility
The extensions defined in this docunent are backward conpatible wth
the procedures described in [RFC8029]. A router that does not
support the Egress TLV will ignore it and use the Nil FEC procedures
described in [ RFC8029].

When the egress node in the path does not support the extensions



6.

6.

6.

8.

8.

defined in this docunent, egress validation will not be done, and
Best-return-code will be set to 3 ("Replying router is an egress for
the FEC at stack-depth <RSC>") and Best-rtn-subcode to stack-depth in
the MPLS echo reply nessage.

When the transit node in the path does not support the extensions
defined in this docunment, Best-return-code will be set to 8 ("Label
swi tched at stack-depth <RSC>") and Best-rtn-subcode to Label -stack-
depth to report transit switching in the MPLS echo reply nessage.

I ANA Consi derations
1. New TLV
| ANA has added the following entry to the "TLVs" registry within the

"Mul tiprotocol Label Switching (MPLS) Label Switched Paths (LSPs)
Ping Paraneters” registry group [l ANA- MPLS-LSP]:

B el s ety
| Type | TLV Nane | Reference |
=4 ————————————+d———————————+
| 32771 | Egress TLV | RFC 9655 |
+----- - I I +

Table 1: TLVs Registry
2. New Return Code
| ANA has added the following entry to the "Return Codes" registry

within the "Miltiprotocol Label Sw tching (MPLS) Label Switched Pat hs
(LSPs) Ping Parameters” registry group [|ANA-MPLS-LSP]:

[ bl s sy et
| Value | Meaning | Reference |
| 36 | Replying router is an egress for | RFC 9655 |
| | the address in the Egress TLV | |
| | for the FEC at stack depth <RSCs | |
S D Fe e e ieecieiaiaeciciaaaaaaan S +

Tabl e 2: Return Codes Registry
Security Considerations

Thi s docunent defines an additional TLV for MPLS LSP pi ng and
conforns to the mechani snms defined in [ RFC8029]. All the security
consi derations defined in [ RFC8287] apply to this docunent. This
docunent does not introduce any additional security challenges to be
consi der ed.
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