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1. Introduction

The Nonce extension was previously defined in Section 4.4.1 of

[ RFC6960]. The Nonce cryptographically binds an OCSP request and a
response. |t guarantees the freshness of an OCSP response and avoi ds
replay attacks. This extension was updated in [RFC8954]. [ RFC8954]
limts the maxi mum Nonce |length to 32 octets. To support
cryptographic algorithns that generate a Nonce that is |onger than 32
octets, this docunent updates the maxi num all owed size of the Nonce

to 128 octets. In addition, this docunent recommends that the OCSP
requester and responder use a Nonce with a mninmum |l ength of 32
octets.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. OCSP Extensions

The nessage formats for OCSP requests and responses are defined in

[ RFC6960] and the Nonce extension was updated in [ RFC8954].

[ RFC6960] al so defines the standard extensions for OCSP nmessages
based on the extension nodel enployed in X 509 version 3 certificates
(see [ RFC5280]). [RFC8954] replaces Section 4.4.1 of [RFC6960] to
limt the mnimum and maxi mum|length for the Nonce value. This
docunent extends the maxi mum al |l owed nonce | ength to 128 octets and
does not change the specifications of any of the other extensions
defined in [ RFC6960] .

2.1. Nonce Extension

The Nonce cryptographically binds a request and a response to prevent
replay attacks. The Nonce is included as one of the

request Extensions in requests; in responses, it is included as one of
the responseExtensions. In both the request and the response, the
Nonce is identified by the object identifier id-pkix-ocsp-nonce,
while the extnValue is the encoded val ue of Nonce. |If the Nonce
extension is present, then the I ength of the Nonce MJUST be at least 1
octet and can be up to 128 octets. Inplenentations conpliant with

[ RFC8954] will not be able to process nonces generated per the new
specification with sizes in excess of the limt (32 octets) specified
in [ RFC8954].

An OCSP requester that inplenments the extension in this docunent MJUST
use a mininmumlength of 32 octets for Nonce in the Nonce extension

An OCSP responder that supports the Nonce extension MJST accept Nonce
|l engths of at least 16 octets and up to and including 32 octets. A
responder MAY choose to respond without the Nonce extension for
requests in which the length of the Nonce is in between 1 octet and
15 octets or 33 octets and 128 octets.



Responders that inplenent the extension in this docunent MUST reject
any OCSP request that has a Nonce with a length of either 0 octets or
greater than 128 octets, with the nal f ornedRequest OCSPResponsesSt at us
as described in Section 4.2.1 of [RFC6960].

The val ue of the Nonce MJST be generated using a cryptographically
strong pseudorandom nunber generator (see [RFC4086]). The mi ni mum
Nonce length of 1 octet is defined to provide backward conpatibility
with ol der OCSP requesters that foll ow [ RFC6960].

i d- pki x-ocsp OBJECT IDENTIFIER ::= { id-ad-ocsp }
i d- pki x-ocsp-nonce OBJECT IDENTIFIER ::= { id-pkix-ocsp 2}
Nonce ::= OCTET STRI NG SI ZE(1..128))

The following is an exanple of an encoded OCSP Nonce extension with a
32-octet Nonce in hexadecinal fornmat.

30 2f 06 09 2b 06 01 05 05 07 30 01 02 04 22 04
20 dd 49 d4 07 2c 44 9d al c¢3 17 bd 1c 1b df fe
db el 50 31 2e c4 cd Oa dd 18 e5 bd 6f 84 bf 14
c8

Here is the decoded version of the above exanple. O fset, Length,
and Object ldentifier are in deci nmal

O fset Length

0 47 : SEQUENCE ({

2 9 : OBJECT | DENTI FI ER ocspNonce
: (1361557481 2)

13 34 :  OCTET STRING encapsul ates {

15 32 : OCTET STRI NG
: DD 49 D4 07 2C 44 9D A1 C3 17 BD 1C 1B DF FE DB
El 50 31 2E C4 CD OA DD 18 E5 BD 6F 84 BF 14 C8

}
}

3. Security Considerations

The security considerations of OCSP, in general, are described in

[ RFC6960]. During the interval in which the previous OCSP response
for a certificate is not expired but the responder has a changed
status for that certificate, a copy of that OCSP response can be used
to indicate that the status of the certificate is still valid.

I ncluding a requester’s nonce value in the OCSP response ensures that
the response is the nost recent response fromthe server and not an
ol d copy.

3.1. Replay Attack

The Nonce extension is used to avoid replay attacks. Since the OCSP
responder nmay choose not to send the Nonce extension in the OCSP
response even if the requester has sent the Nonce extension in the
request [RFC5019], an on-path attacker can intercept the OCSP request
and respond with an earlier response fromthe server w thout the
Nonce extension. This can be mtigated by configuring the server to
use a short tinme interval between the thisUpdate and next Update
fields in the OCSP response.

4. | ANA Consi derations
For the ASN. 1 nodul es in Appendixes A.1 and A 2, | ANA has assi gned
the following object identifiers (ODs) inthe "SM Security for PKIX
Modul e Identifier" registry (1.3.6.1.5.5.7.0):

B ool ool
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Appendi x A, ASN. 1 Modul es

This section includes the ASN. 1 nodul es for OCSP and repl aces the

entirety of

Section 5 of [RFC8954]. It addresses Errata |ID 5891

[ Err5891] as well.

Appendi x A
ver si on of

1 includes an ASN.1 nodul e that conforns to the 1998
ASN. 1 for all syntax el enents of OCSP. This nodul e



repl aces the nmodul e in Appendi x B.1 of [RFC6960].

Appendi x A 2 includes an ASN. 1 nodul e, corresponding to the nodul e
present in Appendix A. 1, that conforns to the 2008 versi on of ASN. 1.
Thi s nodul e repl aces the nodules in Section 4 of [RFC5912] and
Appendi x B.2 of [RFC6960]. Although a 2008 ASN.1 nodule is provided,
the modul e in Appendix A1 remains the normative nodul e per the
policy of the PKIX Wrking G oup.

A.l. OCSPin ASN.1 - 1998 Syntax

<CODE BEGQ NS>
OCSP- 2024- 88
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- ocsp-2024-88(111) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

| MPORTS
Aut hori tyl nf oAccessSynt ax, CRLReason, General Nane
FROM PKI X1l mplicit88 -- From [ RFC5280]
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisnms(5) pkix(7)
i d-nmod(0) id-pkix1l-inmplicit(19) }

Nane, CertificateSerial Nunmber, Extensions,
i d-kp, id-ad-ocsp, Certificate, A gorithmdentifier
FROM PKI X1Explicit88 -- From [ RFC5280]
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisnms(5) pkix(7)
i d-nod(0) id-pkixl-explicit(18) } ;

OCSPRequest :: = SEQUENCE {
t bsRequest TBSRequest ,
optional Si gnature [0] EXPLICIT Signature OPTI ONAL }
TBSRequest ::= SEQUENCE {
ver sion [0] EXPLICIT Version DEFAULT v1,
request or Name [1] EXPLICIT General Name OPTI ONAL,
requestLi st SEQUENCE OF Request,
r equest Ext ensi ons [2] EXPLICIT Extensions OPTI ONAL }
Signature ::= SEQUENCE ({
si gnatureAl gorithm Al gorithm dentifier,
signature BI T STRI NG
certs [0] EXPLICIT SEQUENCE OF
Certificate OPTI ONAL }
Version ::= I NTEGER { v1(0) }
Nonce ::= OCTET STRING (SI ZE(1..128))
Request ::= SEQUENCE ({
reqCert Certl D,

si ngl eRequest Ext ensions [0] EXPLICIT
Ext ensi ons OPTI ONAL }

Cert 1D ::= SEQUENCE {
hashAl gorithm Al gorithmdentifier,
i ssuer NameHash OCTET STRING -- Hash of issuer’s DN
i ssuer KeyHash OCTET STRING -- Hash of issuer’s public key
seri al Nurrber CertificateSerial Nunber }

OCSPResponse ::= SEQUENCE ({



responsesSt at us OCSPResponseSt at us,
responseBytes [0] EXPLICIT ResponseBytes OPTI ONAL }

OCSPResponseSt at us :: = ENUMERATED {
successf ul (0), -- Response has valid confirmations
mal f or mredRequest (1), -- Illegal confirmation request
i nternal Error (2), ~-- Internal error in issuer
tryLater (3), -- Try again later
-- (4) is not used
si gRequi red (5), -- Must sign the request
unaut hori zed (6) -- Request unauthori zed
}
ResponseByt es ::= SEQUENCE {
responseType OBJECT | DENTI FI ER,
response OCTET STRI NG }
Basi cOCSPResponse :: = SEQUENCE {
t bsResponseDat a ResponseDat a,
si gnatureAl gorithm Al gorithmdentifier,
signature BI T STRI NG
certs [0] EXPLICIT SEQUENCE OF
Certificate OPTI ONAL }
ResponseDat a :: = SEQUENCE ({
version [0] EXPLICIT Version DEFAULT v1,
responder| D Responder | D,
pr oducedAt General i zedTi ne,
-- The format for GeneralizedTinme is
-- as specified in Section 4.1.2.5.2
-- [ RFC5280]
responses SEQUENCE OF Si ngl eResponse,
responsekExtensions [1] EXPLICIT Extensions OPTI ONAL }
Responder I D :: = CHO CE {
byNanme [1] Name,
byKey [2] KeyHash }
KeyHash ::= OCTET STRI NG

-- SHA-1 hash of responder’s public key (i.e., the
-- SHA-1 hash of the value of the BIT STRI NG

-- subj ect PublicKey [excluding the tag, |ength, and
-- nunber of unused bits] in the responder’s

-- certificate)

Si ngl eResponse :: = SEQUENCE ({

certlD Cert| D,

cert St atus Cert St at us,

t hi sUpdat e Gener al i zedTi e,

next Updat e [0] EXPLICIT GeneralizedTi me OPTI ONAL,

si ngl eExt ensi ons [1] EXPLICIT Extensions OPTI ONAL }
CertStatus ::= CHO CE {

good [0] IMPLICIT NULL,

revoked [1] I MPLICI T Revokedl nf o,

unknown [2] IMPLICIT Unknownlnfo }
Revokedl nfo ::= SEQUENCE {

revocationTi ne Gener al i zedTi e,

revocati onReason [0] EXPLICIT CRLReason OPTI ONAL }
Unknownl nfo ::= NULL
ArchiveCutoff ::= GeneralizedTi ne

Accept abl eResponses ::= SEQUENCE OF OBJECT | DENTI FI ER



A 2.

Servi ceLocator ::= SEQUENCE ({

i ssuer Narre,
| ocat or Aut hori tyl nf oAccessSynt ax }
Crl 1D ::= SEQUENCE {
crliUrl [0] EXPLICIT I A5String OPTI ONAL,
crl Num [1] EXPLICIT | NTEGER OPTI ONAL
crl Tinme [2] EXPLICIT GeneralizedTi ne OPTI ONAL }

Pref erredSi gnat ureAl gorithns ::= SEQUENCE OF

Pr ef erredSi gnat ureAl gorithm

Pr ef erredSi gnat ureAl gorithm ::= SEQUENCE {
sigldentifier Al gorithm dentifier,
certldentifier Al gorithmdentifier OPTIONAL }

-- Cbject ldentifiers

i d- kp- OCSPSi gni ng OBJECT I DENTIFIER :: = {
i d- pki x-ocsp OBJECT I DENTIFIER ::= {
i d- pki x- ocsp-basic OBJECT I DENTIFIER ::= {
i d- pki x-ocsp-nonce OBJECT I DENTIFIER ::= {
i d- pki x-ocsp-crl OBJECT I DENTIFIER ::= {
i d- pki x-ocsp-response OBJECT I DENTIFIER ::= {
i d- pki x-ocsp-nocheck OBJECT I DENTIFIER :: = {
i d- pki x-ocsp-archive-cutoff OBJECT | DENTIFIER ::= {
i d- pki x-ocsp-service-locator OBJECT | DENTIFIER :: = {
i d- pki x-ocsp-pref-sig-algs OBJECT I DENTIFIER ::= {
i d- pki x- ocsp- ext ended-revoke OBJECT I DENTIFIER ::= {
END

<CCDE ENDS>

OCSP in ASN.1 - 2008 Synt ax

<CODE BEG NS>
OCSP- 2024- 08

id-kp 9}

i d-ad-ocsp }
i d- pki x-ocsp
i d- pki x-ocsp
i d- pki x-ocsp
i d- pki x-ocsp
i d- pki x-ocsp
i d- pki x-ocsp
i d- pki x-ocsp
i d- pki x-ocsp
i d- pki x-ocsp

{ iso(1l) identified-organization(3) dod(6) internet(1)

security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- ocsp-2024-08(112) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

| MPORTS
Ext ensi ons{}, EXTENSI ON
FROM PKI X- CormonTypes- 2009 -- From [ RFC5912]
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisnms(5) pkix(7)
i d- mod(0) i d-nod- pki xCommon-02(57) }

Al gorithm dentifier{}, DI GEST-ALGORI THM

S| GNATURE- ALGORI THM  PUBLI C- KEY

FROM Al gorithm nformati on-2009 -- From [ RFC5912]

{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisms(5) pkix(7)
i d-nmod(0) id-nod-al gorithm nformation-02(58) }

Aut hori tyl nf oAccessSynt ax, Gener al Nane,

Crl Ent ryExt ensi ons, CRLReason

FROM PKI X1I mpl i ci t-2009 -- From [ RFC5912]

{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani snms(5) pkix(7)
i d-mod(0) id-nod-pkix1l-inmplicit-02(59) }

OCO~NOOUOPM~WNE
v e e e e A e e



Name, Certificate, CertificateSerial Nunber,

i d-kp, id-ad-ocsp

FROM PKI X1Explicit-2009 -- From [ RFC5912]

{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sms(5) pkix(7)
i d-nmod(0) id-nod-pkixl-explicit-02(51) }

sa-dsaWthSHAl1, sa-rsaWthMD2,

sa-rsaWthMD5, sa-rsaWthSHAL

FROM PKI XAl gs- 2009 -- From [ RFC5912]

{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani snms(5) pkix(7)

i d-nod(0) id-nod-pkix1-algorithns2008-02(56) } ;

OCSPRequest :: = SEQUENCE {
t bsRequest TBSRequest ,
optional Signature [0] EXPLICIT Signature OPTI ONAL }
TBSRequest ::= SEQUENCE {
version [0] EXPLICIT Version DEFAULT v1i,
request or Name [1] EXPLICIT General Name OPTI ONAL,
request Li st SEQUENCE OF Request,

request Extensions [2] EXPLICI T Extensions
{{ re-ocsp-nonce | re-ocsp-response |
re-ocsp-preferred-signature-al gorithns,
}} OPTIONAL }

Signature ::= SEQUENCE ({
signatureAl gorithm Al gorithmdentifier
{ SI GNATURE- ALGORI THM {...}},

signature BI T STRI NG
certs [0] EXPLICIT SEQUENCE OF
Certificate OPTI ONAL }
Version ::= INTEGER { v1(0) }
Nonce ::= OCTET STRING (SI ZE(1..128))
Request ::= SEQUENCE ({
reqCert Cert| D,

si ngl eRequest Ext ensi ons [0] EXPLICI T Extensions
{{ re-ocsp-service-locator,
}} OPTI ONAL }

CertID ::= SEQUENCE ({
hashAl gorithm Al gorithm dentifier
{ DI GEST-ALGORI THM {...}},

i ssuer NameHash OCTET STRING -- Hash of issuer’s DN
i ssuer KeyHash OCTET STRING -- Hash of issuer’s public key
seri al Nurrber CertificateSerial Nunber }
OCSPResponse ::= SEQUENCE ({
responsesSt at us OCSPResponseSt at us,

responseByt es [0] EXPLICIT ResponseBytes OPTI ONAL }

OCSPResponseSt at us :: = ENUMERATED {
successf ul (0), -- Response has valid confirnmations
mal f or mredRequest (1), -- Illegal confirmation request
i nternal Error (2), -- Internal error in issuer
tryLater (3), -- Try again later
-- (4) is not used
si gRequi red (5), -- Must sign the request
unaut hori zed (6) -- Request unauthorized



RESPONSE : : = TYPE-| DENTI FI ER
ResponseSet RESPONSE ::= { basi cResponse, ... }

ResponseBytes ::= SEQUENCE {
responseType RESPONSE. & d ({ResponseSet}),
response OCTET STRI NG ( CONTAI NI NG RESPONSE.
&Type({ResponseSet } { @ esponseType}))}

basi cResponse RESPONSE : : =
{ Basi cOCSPResponse | DENTI FI ED BY i d- pki x- ocsp-basic }

Basi cOCSPResponse :: = SEQUENCE {
t bsResponseDat a ResponsebDat a,
signatureAl gorithm Al gorithmdentifier
{ SI GNATURE- ALGORI THM
{ sa-dsaWthSHA1 |
sa-rsaWthSHAL |
sa-rsaWthMD5 |
sa-rsaWthmD2,

EEENS
signature BI T STRI NG
certs [0] EXPLICIT SEQUENCE OF
Certificate OPTI ONAL }
ResponseDat a :: = SEQUENCE ({
version [0] EXPLICIT Version DEFAULT v1,
responder| D Responder | D,
pr oducedAt Gener al i zedTi e,
responses SEQUENCE OF Si ngl eResponse,

responsekExtensions [1] EXPLICI T Extensions
{{ re-ocsp-nonce |
r e- ocsp- ext ended- r evoke,
}} OPTI ONAL }

Responder | D :: = CHO CE {
byNane [1] Name,
byKey [2] KeyHash }

KeyHash ::= OCTET STRI NG
-- SHA-1 hash of responder’s public key
-- (excluding the tag and | ength and nunber
-- of unused bits)

Si ngl eResponse :: = SEQUENCE ({
certlD Certl D,
cert Status Cert St at us,
t hi sUpdat e Gener al i zedTi e,
next Updat e [0] EXPLICIT GeneralizedTi ne OPTI ONAL,

singl eExtensions [1] EXPLICI T Extensions
{{ re-ocsp-crl |
re-ocsp-archive-cutoff |
Crl EntryExt ensi ons,
1} OPTI ONAL }

CertStatus ::= CHO CE {
good [0] IMPLICIT NULL,
revoked [1] I MPLICIT Revokedl nfo,
unknown [2] I MPLICI T Unknownl nfo }
Revokedl nfo ::= SEQUENCE {
revocationTi me General i zedTi ne,

revocati onReason [0] EXPLICI T CRLReason OPTI ONAL }

Unknownl nfo ::= NULL



ArchiveCutoff ::= GeneralizedTi ne

Accept abl eResponses ::= SEQUENCE OF RESPONSE. & d({ResponseSet})
Servi ceLocator ::= SEQUENCE ({
i ssuer Nane,

| ocat or Aut horityl nf oAccessSynt ax }

Crl1D ::= SEQUENCE {
crlUrl [0] EXPLICIT I A5String OPTI ONAL,
criNum [1] EXPLICI T | NTEGER OPTI ONAL
criTime [2] EXPLICIT GeneralizedTi ne OPTI ONAL }

Pref erredSi gnatureAl gorithns ::= SEQUENCE OF
Pr ef erredSi gnat ur eAl gorithm

Pref erredSi gnat ureAl gorithm ::= SEQUENCE {
sigldentifier Algorithmdentifier
{ SI GNATURE- ALGORI THM {...} 1},
certldentifier Algorithmdentifier {PUBLICKEY, {...}}
OPTI ONAL }

-- Certificate Extensions

ext - ocsp-nocheck EXTENSION :: = {
SYNTAX NULL | DENTI FI ED BY i d- pki x- ocsp-nocheck }

-- Request Extensions

re-ocsp-nonce EXTENSION :: = {
SYNTAX Nonce | DENTI FI ED BY i d- pki x- ocsp-nonce }

re-ocsp-response EXTENSION :: = {
SYNTAX Accept abl eResponses | DENTI FI ED BY
i d- pki x-ocsp-response }

re-ocsp-service-locator EXTENSION ::= {
SYNTAX Servi ceLocat or | DENTI FI ED BY
i d- pki x-ocsp-service-1ocator }

re-ocsp-preferred-signature-al gorithns EXTENSION :: = {
SYNTAX Pref erredSi gnat ur eAl gorithns | DENTI FI ED BY
i d- pki x-ocsp-pref-sig-algs }

-- Response Extensions

re-ocsp-crl EXTENSION :: = {
SYNTAX Crl 1 D | DENTI FI ED BY i d- pki x-ocsp-crl }

re-ocsp-archive-cutoff EXTENSION ::= {
SYNTAX Ar chi veCut of f | DENTI FI ED BY
i d- pki x-ocsp-archive-cutoff }
r e- ocsp- ext ended-revoke EXTENSION :: = {
SYNTAX NULL | DENTI FI ED BY i d- pki x- ocsp- ext ended-revoke }

-- Cbject ldentifiers

i d- kp- OCSPSi gni ng OBJECT IDENTIFIER ::={ id-kp 9 }

i d- pki x-ocsp OBJECT | DENTI FIER :: = id-ad-ocsp

i d- pki x-ocsp-basic OBJECT IDENTIFIER ::= { id-pkix-ocsp 1}
i d- pki x-ocsp-nonce OBJECT IDENTIFIER ::= { id-pkix-ocsp 2}



i d- pki
i d- pki
i d- pki
i d- pki
i d- pki
i d- pki
i d- pki

END
<CCDE

X-ocsp-crl

X- OCSp-response
X-o0csp-nocheck
X-o0csp-archi ve-cut of f
X-o0csp-service-| ocator
X-ocsp- pref-sig-algs
X- ocsp- ext ended- r evoke

ENDS>
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