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The Stream Control Transm ssion Protocol (SCTP) uses a 32-bit
checksumin the common header of each packet to provide sone | evel of
data integrity. |If another method used by SCTP al ready provides the
same or a higher level of data integrity, conputing this checksum
does not provide any additional protection but does consume conputing
resour ces

Thi s docunent provides a sinple extension allow ng SCTP to save these
conputing resources by using zero as the checksumin a backwards-
conpatible way. It also defines howthis feature can be used when
SCTP packets are encapsul ated in Datagram Transport Layer Security
(DTLS) packets.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9653

Copyri ght Notice

Copyright (c) 2024 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.

Tabl e of Contents

I ntroduction

Conventi ons

Alternate Error Detection Methods
A New Chunk Par anet er

bR



5. Procedures
5.1. Declaration of Feature Support
5.2. Sender-Si de Consi derations
5.3. Receiver-Side Considerations
6. FError Detection via SCTP over DTLS
7. Socket APl Consi derations
7.1. Set Accepting a Zero Checksum ( SCTP_ACCEPT_ZERO CHECKSUM
8. | ANA Consi derati ons
9. Security Considerations
10. References
10.1. Normative References
10. 2. I nformati ve References
Acknowl edgnent s
Aut hors’ Addr esses

I nt roducti on

SCTP as specified in [ RFC9260] uses a CRC32c checksumto provi de sone
|l evel of data integrity. Wen using, for exanple, Datagram Transport
Layer Security (DTLS) as the |l ower layer for SCTP as specified in

[ RFC8261], using the CRC32c checksum does not provide any additiona
protection over that already provided by DILS. However, conputing
the CRC32c checksum at the sender and receiver sides does consune
comput ational resources for no benefit. This is particularly

i mportant for endpoints that are conputationally I[imted and use SCTP
over DTLS.

The extension described in this docunment allows an SCTP endpoint to
declare that it accepts SCTP packets with a checksum of zero when
using a specific alternate error detection nethod. This declaration
happens during the setup of the SCTP associ ation and all ows endpoints
that support this extension to be interoperable with endpoints that
don’t. To provide this backwards conpatibility, endpoints using this
extension still need to inplenent the CRC32c checksum al gorithm

Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Alternate Error Detection Methods

SCTP uses a CRC32c checksumto provide sone |evel of data integrity.
The CRC32c checksumis conputed based on the SCTP comon header and
the chunks contained in the packet. In particular, the conputation
of the CRC32c checksum does not involve a pseudo header for |Pv4 or
IPv6 |ike the conputation of the TCP checksum as specified in

[ RFC9293], or the UDP checksum as specified in [ RFC0768].

Zero is a valid result of the CRC32c checksum al gorithm For
exanple, the follow ng figure depicts an SCTP packet containing a
mnimal INT chunk with a correct CRC32c checksum of zero.
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Figure 1: SCTP Packet with a Correct CRC32c Checksum of Zero

Usi ng SCTP in conbination with other mechani snms or protocol
extensions mght provide data integrity protection with an equal or
| ower probability of false negatives than the one provided by using
the CRC32c checksum al gorithm Wen using such alternate error
detection nethods, the SCTP conmon header containing the 32-bit
checksum field m ght or mght not be visible to m ddl eboxes on the
pat hs between the two endpoints.

Alternate error detection nethods have two requirenents:

1. An alternate error detection method MJST provide an equal or
| ower probability of false negatives than the one provided by
usi ng the CRC32c checksumalgorithm This MAY only apply to
packets satisfying sone nmethod-specific constraints.

2. Using an alternate error detection nethod MJST NOT result in a
path failure for nore than two retransm ssion timeouts (RTGs) due
to m ddl eboxes on the path expecting correct CRC32c checksuns.

To fulfill the second requirenent, alternate error detection nethods
coul d use a heuristic to detect the existence of such m ddl eboxes and
use correct CRC32c checksuns on these affected paths.

Usi ng DTLS as the |ower |ayer of SCTP as specified in [RFC3261] is
one exanmple that fulfills the first requirenent. Another exanple is
usi ng SCTP Authentication as specified in [RFC4895]. O course, this
only applies to each SCTP packet having an AUTH chunk as its first
chunk. However, using SCTP Authentication w thout any heuristic does
not fulfill the second requirement. Since using DILS as the | ower

| ayer of SCTP as specified in [RFC3261] also fulfills the second
requirenent, it can be used as an alternate error detection method
(see Section 6).

If an alternate error detection nmethod is used, the conputation of
the CRC32c checksum consumes conput ati onal resources w thout

provi ding any benefit. To avoid this, an SCTP endpoi nt coul d be
willing to accept SCTP packets with an incorrect CRC32c checksum
val ue of zero in addition to SCTP packets with correct CRC32c
checksum val ues.

Because zero is a valid result of the CRC32c checksumalgorithm a
recei ver of an SCTP packet containing a checksum val ue of zero cannot
det ermi ne whet her the sender included an incorrect CRC32c checksum of
zero to reduce the CPU cost or the result of the CRC32c checksum
conputation was actually zero. However, if the receiver is willing
to use an alternate error detection method, this anbiguity is
irrelevant, since the receiver is fine with not using the CRC32c
checksum to protect incom ng packets.

A New Chunk Par anet er

The Zero Checksum Acceptabl e Chunk Paraneter is defined by the
follow ng figure.
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Figure 2: Zero Checksum Accept abl e Chunk Paraneter

Type: 16 bits (unsigned integer)
This field holds the | ANA-defined paranmeter type for the "Zero
Checksum Accept abl e" chunk paraneter. |ANA has assigned the val ue
32769 (0x8001) for this parameter type.

Length: 16 bits (unsigned integer)
This field holds the length in bytes of the chunk parameter; the
val ue MJST be 8.

Error Detection Method Identifier (EDMD): 32 bits (unsigned

i nt eger)
An | ANA-regi stered val ue specifying the alternate error detection
met hod the sender of this parameter is willing to use for received
packets.

Al transported integer nunbers are in network byte order, a.k.a. big
endi an.

The Zero Checksum Accept abl e Chunk Paraneter MAY appear in INT and
INIT ACK chunks and MJUST NOT appear in any other chunk. The
Par amet er MUST NOT appear nore than once in any chunk

I f an endpoi nt not supporting the extension described in this
docunent receives this paraneter in an INIT or INIT ACK chunk, it is
REQUI RED to skip this paraneter and continue to process further
paraneters in the chunk. This behavior is specified by [ RFC9260]
because the highest-order two bits of the Type are ’ 10’

Procedures
1. Declaration of Feature Support

An endpoint willing to accept SCTP packets with an incorrect checksum
of zero MJST include the Zero Checksum Accept abl e Chunk Paranet er
indicating the alternate error detection nethod it is willing to use
inthe INNT or INIT ACK chunk it sends.

An SCTP i npl enentation MAY al so require the upper layer to indicate
that it is fine to use a specific alternate error detection nethod
before including the correspondi ng Zero Checksum Accept abl e Chunk
Par anet er .

2. Sender-Si de Consi derations

An SCTP endpoi nt cannot just use an incorrect CRC32c checksum val ue
of zero for all SCTP packets it sends. The follow ng restrictions

appl y:

1. If an endpoint has not received an INIT or INIT ACK chunk
contai ning a Zero Checksum Accept abl e Chunk Paraneter indicating
an alternate error detection nmethod it supports fromits peer
during the association setup, it MJST use a correct CRC32c
checksum In particular, when an endpoi nt

a. sends a packet containing an INIT chunk, it MJST include a
correct CRC32c checksumin the packet containing the INIT
chunk.



b. responds to an "Qut of the Blue" (OOIB) SCTP packet, it MJST
i nclude a correct CRC32c checksumin the response packet.

2. Wen an endpoint sends a packet containing a COOKIE ECHO chunk,
it MJUST include a correct CRC32c checksumin the packet
cont ai ni ng the COOKI E ECHO chunk

3.  Wen an endpoi nt supports the dynanic address reconfiguration
specified in [RFC5061] and sends a packet containing an ASCONF
chunk, it MJST include a correct CRC32c checksumin the packet
cont ai ni ng the ASCONF chunk.

4. |If an alternate error detection nethod has sone nethod-specific
constraints, the sender MJUST include a correct CRC32c checksumin
all packets that don't fulfill these nethod-specific constraints.

The first restriction allows backwards compatibility. The second and
third restrictions allow a sinpler inplenentation of the extension
defined in this docunment, because | ooking up the association for SCTP
packets contai ning a COOKI E ECHO chunk or an ASCONF chunk mni ght be
nmore conpl ex than for other packets. Finally, the last restriction
covers constraints specific to the alternate error detection nethod.

An SCTP endpoi nt MAY require that the upper |ayer allow the use of
the alternate error detection nmethod that was announced by the peer
bef ore sendi ng packets with an incorrect checksum of zero.

If none of the above restrictions apply, an endpoint SHOULD use zero
as the checksum when sendi ng an SCTP packet .

.3. Receiver-Side Considerations

If an endpoint has sent the Zero Checksum Accept abl e Chunk Paraneter

i ndicating the support of an alternate error detection nmethod in an
INNT or INIT ACK chunk, in addition to SCTP packets containing the
correct CRC32c checksumvalue it MJST accept SCTP packets that have
an incorrect checksum value of zero and that fulfill the requirenents
of the announced alternate error detection method used for this
associ ation. QOherw se, the endpoint MJST drop all SCTP packets with
an incorrect CRC32c checksum

In addition to processing OOIB packets with a correct CRC32c checksum
as specified in [ RFC9260], an SCTP i npl enentati on MAY al so process
OOTB packets having an incorrect zero checksum Doing so might

result in faster SCTP association failure detection

Error Detection via SCTP over DTLS

Usi ng SCTP over DTLS as specified in [ RFC8261] provides a stronger
error detection nethod than using the CRC32c checksum al gorithm

Si nce m ddl eboxes will not observe the unencrypted SCTP packet, there
isnorisk ininterfering with using zero as an incorrect checksum
There are no additional constraints (specific to the error detection
met hod) on packets when using DTLS encapsul ation

Socket APl Consi derations

Thi s section describes how the socket APl defined in [ RFC6458] needs
to be extended to provide a way for the application to control the
acceptance of a zero checksum

A ' Socket API Considerations’ section is contained in all SCTP-
rel ated specifications published after [ RFC6458] describing an
ext ension for which inplenentations using the socket APl as specified
in [ RFC6458] woul d require sonme extension of the socket API. Please



note that this section is informational only.

A socket APl inplenmentation based on [ RFC6458] is extended by
supporting one new wite-only | PPROTO SCTP-I|evel socket option

7.1. Set Accepting a Zero Checksum ( SCTP_ACCEPT_ZERO CHECKSUM

Thi s | PPROTO _SCTP-1 evel socket option with the nane

SCTP_ACCEPT_ZERO CHECKSUM can be used to control the acceptance of a
zero checksum It is a wite-only socket option and applies only to
future SCTP associ ati ons on the socket.

Thi s option expects an unsigned integer. Possible val ues include:

SCTP_EDM D NONE: Disable the use of any alternate error detection
met hod. This nmeans that all SCTP packets being received are only
accepted if they have a correct CRC32c checksum val ue.

SCTP_EDM D LOVER LAYER DTLS: Use the alternate error detection
met hod described in Section 6

An inplementation nmight only send packets with an incorrect checksum
of zero, if the alternate error detection method announced by the
peer is also enabled locally via this socket option

The default for this socket option is that the use of alternate error
detection nethods is disabl ed.

8. | ANA Consi derati ons

A new chunk paraneter type has been assigned by I ANA in the "Chunk
Par anet er Types" registry for SCTP:

| I'D Value | Chunk Paraneter Type | Reference
| 32769 | Zero Checksum Acceptabl e (0x8001) | RFC 9653
N oo e e e e e e e e e oo - oo M +

Table 1. New Entry in "Chunk Parameter Types" Registry

Furt hernmore, | ANA has established a new "Error Detection Method"
registry for SCTP. The assignnent of new error detection nmethods is
done through the Specification Required policy as defined in

[ RFC8126]. Docunentation for a new error detection nethod MJST
contain the follow ng information:

1. A name of an alternate error detection method.
2. Areference to a specification describing:
(a) the alternate error detection nethod,

(b) why the alternate error detection nmethod provi des an equa
or lower probability of false negatives than the one
provi ded by using the CRC32c checksum

(c) any constraints (specific to the alternate error detection
met hod) that are referred to in the fourth exception in
Section 5.2, and

(d) why using the alternate error detection nmethod does not
result in path failures due to m ddl eboxes expecting correct
CRC32c checksunms for nmore than two RTGs. |n case the
alternate error detection nmethod uses a heuristic for
detecting such m ddl eboxes, this heuristic needs to be
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10.

descri bed.

The initial contents of the registry are as foll ows:

| I'D Val ue | Error Detection Method | Reference |
[} e ——————— e pp—p——(——(———————————————— e pp—p—r o
| O | Reserved | RFC 9653 |
. e S +
| 1 | SCTP over DTLS | RFC 9653 |
. T S IR +
| 2 - 4294967295 | Unassi ghed | |
o e o e e e e e e e e oo o - R +

Table 2: Initial Contents of the "Error Detection
Met hod" Regi stry

A designated expert (DE) is expected to ascertain the existence of
sui tabl e docunentation (a specification) as described in [ RFC8126]
and to verify that the docunent is pernmanently and publicly

avail able. Furthernore, the DE is expected to ensure that the above
four points have been addressed appropriately.

Security Considerations
Thi s docunent does not change the considerations given in [ RFC9260].

Due to the first requirement in Section 3, using an alternate error
detection nmethod provides an equal or better level of data integrity
than the one provided by using the CRC32c checksum al gorithm The
second requirenent in Section 3 ensures that the existence of

m ddl eboxes expecting correct CRC32c checksuns does not result in
per manent path fail ures.
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