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I ntroduction

The Transm ssion Control Protocol (TCP) [RFC9293] is used by nany
applications in the Internet, including control and managenent
protocols. As such, TCP is inplenented on network el enents that can
be configured and managed vi a networ k nmanagenment protocols such as
Net wor k Configuration Protocol (NETCONF) [ RFC6241] or RESTCONF

[ RFC8040] .

Thi s docunent specifies a mininmal YANG 1.1 [ RFC7950] data nodel for
configuring and managi ng TCP on network el enents that support YANG a
TCP connection table, a TCP |istener table containing information
about a particular TCP listener, and an augnentation of the YANG data
nmodel for key chains [RFC8177] to support authentication. The YANG
nmodul e specified in this docunment is conpliant with Network
Managenent Datastore Architecture (NVDA) [ RFC8342].

The YANG nodul e has a narrow scope and focuses on a subset of
fundanental TCP functions and basic statistics. It defines a
container for a list of TCP connections that includes definitions
from"YANG Goupings for TCP dients and TCP Servers" [RFC9643]. The
nmodel adheres to the reconmendation in "BG/ MPLS IP Virtual Private
Net wor ks (VPNs)" [RFC4A364]. Therefore, it allows enabling of TCP

Aut henti cation Option (TCP-AO [RFC5925] and accommodates the
install ed base that nakes use of MD5. The nodul e can be augnented or
updated to address nore advanced or inpl enentation-specific TCP
features in the future.

Thi s specification does not deprecate the Managenent |Infornmation Base
(MB) for the Transm ssion Control Protocol (TCP) [RFC4022]. The
basic statistics defined in this document follow the nodel of the TCP
MB. A TCP extended statistics MB [ RFC4898] is also avail abl e, but
thi s docunent does not cover such extended statistics. The YANG
modul e al so onmits sone sel ected paraneters included in TCP M B, nost
not ably Retransmi ssion Tineout (RTO configuration and a nmaxi mum
connection limt. This is a conscious decision as these paraneters
hardly matter in a state-of-the-art TCP inplenentation. It would

al so be possible to translate a MB into a YANG nodul e, for instance,
using "Transl ation of Structure of Managenent |nformation Version 2
(SMv2) MB Mdules to YANG Modul es" [ RFC6643]. However, this
approach is not used in this docunment, because a transl ated node
woul d not be up-to-date.

There are other existing TCP-rel ated YANG data nodel s, which are
orthogonal to this specification. Exanples are:

* TCP header attributes are nodeled in other security-rel ated
nmodel s, such as those described in "YANG Data Mdel for Network
Access Control Lists (ACLs)" [RFC8519], "Distributed Denial -of -
Service Qpen Threat Signaling (DOTS) Data Channel Specification"

[ RFC8783], "I2NSF Capability YANG Data Mdel" [ NSF-CAP- YANG , or
"1 2NSF Networ k Security Function-Facing Interface YANG Data Model "
[ NSF- FACI NG YANG .



* TCP-related configuration of a NAT (e.g., NAT44, NAT64, or
Destination NAT) is defined in "A YANG Mbdul e for Network Address
Transl ation (NAT) and Network Prefix Translation (NPT)" [ RFC8512]
and "A YANG Data Mddel for Dual-Stack Lite (DS-Lite)" [RFC8513].

* TCP-AO and TCP MD5 configuration for Layer 3 VPNs is nodeled in "A
YANG Networ k Data Model for Layer 3 VPNs" [RFC9182]. This nodel
assunes that TCP-AO specific paraneters are preconfigured in
addition to the key chai n paraneters.

.1. Conventions

Various exanples in this docunent use the XM. [ WBC. REC- xni - 20081126]
encodi ng. Oher encodings, such as JSON [ RFC8259], could
alternatively be used.

Various exanples in this docunent contain long |lines that may be
fol ded, as described in [ RFC8792].

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

YANG Modul e Overvi ew
.1. Scope

TCP is inplenented on different systemarchitectures. As a result,
there are many different and often inplenentation-specific ways to
configure paraneters of the TCP engine. 1In addition, in many TCP/IP
stacks, configuration exists for different scopes:

* Systemw de configuration: Many TCP inpl enentations have
configuration paraneters that affect all TCP connections from or
to this TCP stack. Typical exanples include enabling or disabling
optional protocol features. For instance, many inplenmentations
can turn on or off use of w ndow scaling (defined in "Transni ssion
Control Protocol (TCP)" [RFC9293]) for all TCP connecti ons.

* |Interface configuration: It can be useful to use different TCP
paraneters on different interfaces, e.g., different device ports
or IPinterfaces. |In that case, TCP paranmeters can be part of the
interface configuration. Typical exanples are the Mxi mum Segnent
Size (MSS) or configuration related to hardware offl oadi ng.

* Connection paraneters: Many inplenmentations have neans to
i nfluence the behavior of each TCP connection, e.g., on the
programm ng interface used by applications. Typical exanples are
socket options in the socket APlI, such as disabling the Nagle
al gorithm (as described in "Transm ssion Control Protocol (TCP)"
[ RFC9293]) by TCP_NCDELAY. |If an application uses such an
interface, it is possible that the configuration of the
application or application protocol includes TCP-rel ated
paraneters. An exanple is the BG YANG nodul e for service
provi der networ ks [ BGP- MODEL] .

* Application preferences: Setting of TCP paraneters can al so be
part of application preferences, tenplates, or profiles. An
exanpl e woul d be the preferences defined in "An Abstract
Application Layer Interface to Transport Services"

[ TAPS- | NTERFACE] .



As a result, there is no ground truth for setting certain TCP
paraneters, and generally different TCP inplenentations have used

di fferent nodeling approaches. For instance, one inplenmentation may
define a given configuration paraneter globally, while another one
uses per-interface settings, and both approaches work well for the
correspondi ng use cases. Also, different systems may use different
default values. In addition, TCP can be inplenented in different
ways and desi gn choices by the protocol engine often affect
configuration options.

Nonet hel ess, a nunber of TCP stack paraneters require configuration
by YANG data mpodels. This docunment therefore defines a m niml YANG
data nodel with fundanmental paraneters. An inportant use case is the
TCP configuration on network el enents, such as routers, which often
use YANG data nodels. The nodel therefore specifies TCP paraneters
that are inmportant on such TCP stacks.

In particular, this applies to the support of the TCP Aut hentication
Option (TCP-AO [RFC5925] and the correspondi ng cryptographic

al gorithms [ RFC5926]. TCP-AO is used on routers to secure routing
protocols such as BGP. |n that case, a YANG data nodel for TCP-AO
configuration is required. The nodel defined in this docunent

i ncludes the required parameters for TCP-AO configuration, such as
the val ues of Sendl D and RecvlD. The key chain for TCP-AO can be
nodel ed by the YANG data nodel for key chains [ RFC8177]. The
groupings defined in this docunent can be inported and used as part
of such a preconfiguration

G ven an installed base, the nodel also allows enabling of the |egacy
TCP MD5 [ RFC2385] signature option. The TCP MD5 signature option was
obsol eted by TCP-AO in 2010. |If current inplenentations require TCP
authentication, it is RECOWENDED to use TCP- AO [ RFC5925].

Sinmlar to the TCP M B [ RFC4022], this docunent al so specifies basic
statistics, a TCP connection list, and a TCP listener |ist.

* Statistics: Counters for the nunmber of active/passive opens, sent
and received TCP segnents, errors, and possibly other detail ed
debuggi ng i nformati on.

* TCP connection list: Access to status information for all TCP
connections. Note that the connection table is nodeled as a |ist
that is readable and witable, even though a connection cannot be
created by adding entries to the table. Sinmlarly, deletion of
connections fromthis list is inplenentation-specific.

* TCP listener list: Alist containing information about TCP
listeners, i.e., applications willing to accept connections.

This allows inplenentations of TCP MB [ RFC4022] to migrate to the
YANG data nodel defined in this menbo. Note that the TCP M B does not
i nclude means to reset statistics, which are defined in this
docunent. This is not a major addition, as a reset can sinply be

i mpl emented by storing offset values for the counters.

This version of the nodul e does not nodel details of Miultipath TCP
[ RFC8684]. This could be addressed in a |later version of this
docunent .

. 2. Model Design

The YANG data nodel defined in this document includes definitions
from"YANG G oupings for TCP Cients and TCP Servers" [RFC9643].
Similar to that nmodel, this specification defines YANG groupi ngs.
This allows reuse of these groupings in different YANG data nodel s.



It is intended that these groupings will be used either standal one or
for TCP-based protocols as part of a stack of protocol -specific
configuration nodels. An exanple could be the one described in "YANG
Model for Border Gateway Protocol (BGP-4)" [BGP- MODEL].

.3. Tree Diagram

This section provides an abridged tree diagramfor the YANG nodul e
defined in this docunment. Annotations used in the diagramare
defined in "YANG Tree Di agranms" [RFC8340]. A conplete tree diagram
can be found in Appendix B

modul e: ietf-tcp
+--rw tcp!
+--rw connections
| ..
+--ro tcp-listeners* [type address port]
| .

+--ro0 statistics {statistics}?

augnment /key-chai n: key-chai ns/ key- chai n: key- chai n/ key- chai n: key:
+--rw aut hentication {authentication}?
+--rw keychai n? key- chai n: key- chai n-r ef
+--rw (authentication)?

TCP YANG Dat a Mode

Thi s YANG nodul e references "The TCP Aut hentication Option”

[ RFC5925], "Protection of BGP Sessions via the TCP MD5 Signature
Option" [RFC2385], and "Transm ssion Control Protocol (TCP)"

[ RFC9293] and inports "Commbn YANG Data Types" [RFC6991], "Network
Configuration Access Control Model" [RFC8341], and "YANG G oupi ngs
for TCP dients and TCP Servers" [RFC9643].

<CODE BEG@ NS> file "ietf-tcp@024-10-10.yang"
nmodul e ietf-tcp {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm:ns:yang:ietf-tcp";
prefix tcp;

import ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991: Common YANG Data Types.";
}
import ietf-tcp-comon {
prefix tcpcm;
ref erence
"RFC 9643: YANG Groupings for TCP Cients and TCP Servers."
}
inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types.";
}
i mport ietf-netconf-acm {
prefix nacm
ref erence
"RFC 8341: Network Configuration Access Control Mdel.";
}
i mport ietf-key-chain {
prefix key-chain;
reference
"RFC 8177: YANG Data Mddel for Key Chains.";



}

organi zati on
"I ETF TCPM Wor ki ng G oup”;

cont act
"WG Web: https://datatracker.ietf.org/ wy/tcpm about
WG List: TCPM WG <tcpm@etf.org>

Aut hors: M chael Scharf <m chael.scharf @s-esslingen.de>
Mahesh Jet hanandani <nj et hanandani @nui |l . con»
Vi shal Miurgai <vnurgai @nuail.com";

description
"Thi s nodul e focuses on fundanmental TCP functions and basic
statistics. The nodel can be augnented to address nore advanced
or inplenmentation-specific TCP features

The key words *MJST', 'MUST NOT', 'REQUI RED , ’'SHALL', ' SHALL
NOT', *SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is permitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the I ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9648
(https://www. rfc-editor.org/info/rfc9648); see the RFC itself
for full legal notices.";

revisi on 2024-10-10 {
description
"Initial version.";
reference
"RFC 9648: YANG Data Mbdel for TCP.";

}

/1 Typedefs
typedef nss {
type uint 16;
description
"Type definition for the Maxi mum Segnent Size.";

}

/'l Features
feature statistics {
description
"This inplenentation supports statistics reporting."”;

}

feature authentication {
description
"This inplenentation supports authentication.”;

}

Il ldentities
identity aes-128 {
base key-chain: crypto-al gorithm



description
"AES128 aut hentication algorithmused by TCP-AQ “;
reference
"RFC 5926: Cryptographic Algorithns for the TCP
Aut henti cation Option (TCP-AO.";
}

/1 TCP-AO G oupi ngs

groupi ng ao {
| eaf send-id {
type uint8 {
range "0..max";
}

description
"The SendlD is inserted as the Keyl D of the TCP- AO option

of outgoing segnments. |In a consistent configuration, the
Sendl D mat ches the Recvl D at the other endpoint.";
ref erence

"RFC 5925: The TCP Aut hentication Option, Section 3.1.";
}

| eaf recv-id {
type uint8 {
range "0..max";
}

description
"The RecvlID is matched agai nst the TCP- AO Keyl D of incom ng

segnents. In a consistent configuration, the RecvlD natches
the Sendl D at the other endpoint.";
ref erence

"RFC 5925: The TCP Aut hentication Option, Section 3.1.";
}

| eaf include-tcp-options {
type bool ean;
default "true";
description
"When set to true, TCP options are included in the nessage
aut henti cation code (MAC) calculation.";
reference
"RFC 5925: The TCP Aut hentication Option, Section 3.1.";
}

| eaf accept-key-m smatch {
type bool ean;
description
"Accept, when set to true, TCP segnments with a Master Key
Tuple (MKT) that is not configured."”;
ref erence
"RFC 5925: The TCP Aut hentication Option, Section 7.3.";
}

| eaf r-next-key-id {
type uint8;
config fal se;
description
"Afield indicating the Master Key Tuple (MKT) that is ready
at the sender to be used to authenticate received segnents,
i.e., the desired 'receive next’ key ID";
ref erence
"RFC 5925: The TCP Aut hentication Option.";
}

description
"Aut hentication Option (AQ for TCP.";



reference
"RFC 5925: The TCP Aut hentication Option.";
}

/1 TCP configuration

container tcp {
presence "The container for TCP configuration.";

description
"TCP container.";

cont ai ner connections {
|ist connection {
key "l ocal -address renpote-address | ocal -port renpte-port”;

| eaf | ocal -address {
type inet:ip-address;
description
"lIdentifies the address that is used by the |oca
endpoint for the connection and is one of the four
el enents that formthe connection identifier.";

}

| eaf renote-address {
type inet:ip-address;
description
"Identifies the address that is used by the renpte
endpoint for the connection and is one of the four
el ements that formthe connection identifier.";

}

| eaf | ocal-port {
type inet: port-nunber;
description
"ldentifies the local TCP port used for the connection
and is one of the four elenments that formthe
connection identifier.";

}

| eaf renote-port {
type inet: port-nunber;
description
"lIdentifies the renote TCP port used for the connection
and is one of the four elenents that formthe
connection identifier.";

}

| eaf mes {
type nss;
description
" Maxi mum Segnent Size (MSS) desired on this connection
Note that the 'effective send MSS can be smaller than
what is configured here.";
ref erence
"RFC 9293: Transm ssion Control Protocol (TCP).";
}

| eaf pmtud {

type bool ean;

default "fal se";

description
"Turns Pat h Maxi mum Transni ssion Unit Discovery (PMIUD)
on (true) or off (false).";

reference
"RFC 9293: Transm ssion Control Protocol (TCP).";



}

uses tcpcmm:tcp- conmon- gr oupi ng;

| eaf state {

type enuneration {

enum cl osed {
val ue 1;
description
"Connection is closed. Connections in this state
may not appear in this list.";

enum listen {
val ue 2;
description
"Represents waiting for a connection request from any
renote TCP peer and port.";
}
enum syn-sent {
val ue 3;
description
"Represents waiting for a matchi ng connection request
after having sent a connection request.";
}
enum syn-recei ved {
val ue 4;
description
"Represents waiting for a confirnming connection
request acknow edgnent after having both received
and sent a connection request.";

enum est abl i shed {
val ue 5;
description
"Represents an open connection; data received can be
delivered to the user. The normal state for the
data transfer phase of the connection."”;

}
enumfin-wait-1 {
val ue 6;
description
"Represents waiting for a connection term nation
request fromthe renote TCP peer or an
acknow edgnent of the connection term nation
request previously sent.";
}
enumfin-wait-2 {
val ue 7;
description
"Represents waiting for a connection term nation
request fromthe renote TCP peer.";
}
enum cl ose-wait {

val ue 8;
description
"Represents waiting for a connection term nation
request fromthe |ocal user.";

enum | ast - ack {

val ue 9;

description
"Represents waiting for an acknow edgrment of the
connection term nation request previously sent to
the renote TCP peer (this term nation request sent
to the remote TCP peer already included an
acknow edgment of the ternination request sent from



the renote TCP peer).";

}
enum cl osing {
val ue 10;
description
"Represents waiting for a connection term nation
request acknow edgnment fromthe remote TCP peer.”;
}
enumtime-wait {
val ue 11;
description
"Represents waiting for enough time to pass to be
sure the renote TCP peer received the
acknow edgnent of its connection term nation
request and to avoi d new connections being inpacted
by del ayed segnents from previ ous connections.";
}

config fal se;
description
"The state of this TCP connection.";
}
description
"List of TCP connections with their paraneters.

The list is nodeled as witable even though only sone of
the nodes are witable, e.g., keepalive. Connections
that are created and match this |list SHOULD apply the
witable paraneters. At the sane tine, inplenentations
may not allow creation of new TCP connections sinply by
adding entries to the list. Furthernore, the behavior
upon renoval is inplementation-specific. |nplenmentations
may not support closing or resetting a TCP connection
upon an operation that renoves the entry fromthe list.

The operational state of this Iist SHOULD refl ect
connections that have configured but not created and
connections that have been created. Connections in the
CLOSED state are not reflected on this list.";
}
description
"A container of all TCP connections.";

}

list tcp-listeners {
key "type address port";
config fal se;

description
"A table containing informati on about a particul ar
TCP listener.";

| eaf type {
type inet:ip-version;
description
"The address type of address. The val ue
shoul d be unspecified (0) if connection initiations
to all local IP addresses are accepted.”;

}

| eaf address {
type union {
type inet:ip-address;
type string {
I ength "0";
}



}

description
"The | ocal I P address for this TCP connecti on

The value of this node can be represented in three
possi bl e ways, depending on the characteristics of the
listening application

1. For an application willing to accept both |IPv4 and
| Pv6 dat agrans, the value of this node nust be
""h (a zero-length octet string), with the val ue
of the corresponding 'type’ object being
unspecified (0).

2. For an application willing to accept only | Pv4d or
| Pv6 dat agrans, the value of this node nust be
"0.0.0.0" or '::' respectively, with
"type’ representing the appropriate address type.

3. For an application that is listening for data
destined only to a specific |IP address, the val ue
of this node is the specific |local address, with
"type’ representing the appropriate address type.";

}
| eaf port {
type inet: port-nunber;
description
"The local port nunber for this TCP connection.”;
}

}

contai ner statistics {
if-feature "statistics";
config fal se;

| eaf active-opens {
type yang: count er 64;
description
"The nunber of tines that TCP connections have nade a
direct transition to the SYN-SENT state fromthe CLOSED
state.";
ref erence
"RFC 9293: Transm ssion Control Protocol (TCP).";
}

| eaf passive-opens {
type yang: count er 64;
description
"The nunber of tines TCP connections have made a direct
transition to the SYNNRCVD state fromthe LI STEN state.";
ref erence
"RFC 9293: Transni ssion Control Protocol (TCP).";
}

| eaf attenpt-fails {

type yang: count er 64;

description
"The nunber of tines that TCP connections have nade a
direct transition to the CLOSED state fromeither the
SYN- SENT state or the SYN-RCVD state, plus the nunber of
times that TCP connections have made a direct transition
to the LISTEN state fromthe SYNNRCVD state.";

ref erence
"RFC 9293: Transni ssion Control Protocol (TCP).";



| eaf establish-resets {
type yang: count er 64;
description
"The nunber of tines that TCP connections have nade a
direct transition to the CLOSED state fromeither the
ESTABLI SHED state or the CLOSE-WAIT state.";
ref erence
"RFC 9293: Transm ssion Control Protocol (TCP).";

}

| eaf currently-established {
type yang: gauge32;
description
"The nunber of TCP connections for which the current state
is either ESTABLI SHED or CLOSE-WAIT. ";
reference
"RFC 9293: Transm ssion Control Protocol (TCP).";

}

| eaf in-segnents {
t ype yang: count er 64;
description
"The total nunber of TCP segments received, including those
received in error. This count includes TCP segments
received on currently established connections.";
reference
"RFC 9293: Transni ssion Control Protocol (TCP).";

}

| eaf out-segnents ({

type yang: count er 64;

description
"The total nunber of TCP segnments sent, including those on
current connections but excluding those containing only

retransmtted octets.";

ref erence

"RFC 9293: Transm ssion Control Protocol (TCP).";

}

| eaf retransmtted-segnents {

type yang: count er 64;

description
"The total nunber of TCP segnments retransmtted; that is,
the nunber of TCP segnents transnitted contai ning one or
nmore previously transmitted octets.”;

reference
"RFC 9293: Transm ssion Control Protocol (TCP).";

}

|l eaf in-errors {
type yang: count er 64;
description
"The total nunber of TCP segments received in error
(e.g., bad TCP checksuns).";
ref erence
"RFC 9293: Transm ssion Control Protocol (TCP).";

}

| eaf out-resets {
type yang: count er 64;
description
"The nunber of TCP segnents sent containing the RST flag.";
ref erence
"RFC 9293: Transni ssion Control Protocol (TCP).";



| eaf auth-failures {
if-feature "authentication”;
type yang: count er 64;
description
"The nunmber of tinmes that authentication has fail ed either
with TCP-AO or MD5.";

}

action reset {
nacm def aul t - deny- al |
description
"Reset statistics action conmand.”;
i nput {
| eaf reset-at {
type yang: date-and-ti ne;
description
"Time when the reset action needs to be

executed. ";
}
}
out put {
| eaf reset-finished-at {
type yang: date-and-ti ne;
description
"Time when the reset action command conpl eted. ";
}
}

}

description
"Statistics across all connections.";

}

augment "/ key- chai n: key- chai ns/ key- chai n: key- chai n/ key- chai n: key" {
description
"Augnent ati on of the key-chain nodel to add TCP- AO and TCP- MD5
aut henti cation.";

cont ai ner authentication {
i f-feature "authentication";
| eaf keychain {
type key-chai n: key-chai n-ref;
description
"Reference to the key chain that will be used by
this nodel. Applicable for TCP-AO and TCP- MD5
only.";
ref erence
"RFC 8177: YANG Data Mddel for Key Chains.";

}

choi ce authentication {
contai ner ao {
presence "Presence container for all TCP-AO rel ated”
+ " configuration”;
uses ao;
description
"Use TCP-AO to secure the connection."”;
}

cont ai ner md5 {
presence "Presence container for all M5 rel ated”
+ " configuration”;
description
"Use TCP-MD5 to secure the connection. As the TCP M5
signature option is obsoleted by TCP-AO it is



RECOMVENDED to use TCP- AO i nstead.";
ref erence
"RFC 2385: Protection of BGP Sessions via the TCP MD5
Signature Option.";
}
description
"Choi ce of TCP authentication."”;
}
description
"Aut hentication definitions for TCP configuration
Thi s includes paraneters such as how to secure the
connecti on, which can be part of either the client
or server.",

}
}

}

<CODE ENDS>
5. | ANA Consi derati ons
5.1. The I ETF XM. Registry

I ANA has registered the following URl in the
the "I ETF XM. Regi stry" [RFC3688].

ns" registry defined in

URI: wurn:ietf:paranms:xm:ns:yang:ietf-tcp
Regi strant Contact: The | ESG
XM: N A; the requested URI is an XM. nanmespace

5.2. The YANG Mddul e Nanes Registry

I ANA has registered the following in the "YANG Mddul e Nanes" registry
created by "YANG - A Data Model i ng Language for the Network
Configuration Protocol (NETCONF)" [RFC6020].

Nane: ietf-tcp

Nanespace: urn:ietf:paranms:xm:ns:yang:ietf-tcp
Prefix: tcp

Ref erence: RFC 9648

This is not an | ANA nai nt ai ned nodul e; however, the URI and ot her
details of the nmodul e are maintai ned by | ANA

6. Security Considerations

This section is nodeled after the tenplate defined in Section 3.7.1
of [ RFC8407].

The "ietf-tcp" YANG nodul e defines a schema for data that is designed
to be accessed via YANG based nmanagenent protocols, such as NETCONF

[ RFC6241] and RESTCONF [ RFC8040]. These protocols have nandatory-to-
i npl ement secure transport layers (e.g., Secure Shell (SSH)

[ RFC4252], TLS [RFC8446], and QUI C [ RFCO000]) and nandatory-to-

i mpl ement nutual aut hentication

The Network Configuration Access Control Model (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
writable/creatable/deletable (i.e., "config true", which is the
default). These data nodes nmay be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
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and their sensitivity/vulnerability:

*

Conmon configuration included from NETCONF client and server
nmodel s [ RFC9643]. Unrestricted access to all the nodes, e.g.,
keepalive idle tinmer, can cause connections to fail or to timeout
prematurely.

Aut hentication configuration. Unrestricted access to the nodes
under authentication configuration can prevent the use of

aut henti cated conmuni cati on and cause connection setups to fail.
This can result in nmassive security vulnerabilities and service
disruption for the traffic requiring authentication

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

*

Unrestricted access to connection information of the client or
server can be used by a malicious user to |launch an attack

Similarly, unrestricted access to statistics of the client or
server can be used by a malicious user to exploit any
vul nerabilities of the system

Sone of the RPC operations in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environnments. It is thus
important to control access to these operations. These are the
operations and their sensitivity/vulnerability:

*

The YANG nopdule allows for the statistics to be cleared by
executing the reset action. This action should be restricted to
users with the right permission

The nodul e specified in this docunent supports MD5 to basically
acconmodate the installed BGP base. M5 suffers fromthe security
weaknesses di scussed in Section 2 of [RFC6151] or Section 2.1 of
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Appendi x A.  Exanpl es
A. 1. Keepalive Configuration

This particul ar exanpl e denonstrates how a particul ar connection can
be configured for keepalives.

NOTE: '\’ |ine wapping per RFC 8792
<?xm version="1.0" encodi ng="UTF-8"?>

<l--
Thi s exanpl e shows how TCP keepal i ve, MSS, and PMIU can be confi gure\



d for a given connection. An idle connection is dropped after
idle-tinme + (max-probes * probe-interval).
-->
<tcp
xm ns="urn:ietf:parans: xm :ns:yang:ietf-tcp">
<connecti ons>
<connecti on>
<l ocal - address>192. 0. 2. 1</ | ocal - addr ess>
<r enot e- addr ess>192. 0. 2. 2</r enot e- addr ess>
<l ocal - port >1025</1 ocal - port >
<r enot e- port >22</ r enot e- port >
<mes>1400</ mss>
<pnt ud>t r ue</ pnt ud>
<keepal i ves>
<idle-time>5</idle-time>
<max- pr obes>5</ nax- pr obes>
<pr obe-int erval >10</ pr obe-i nt erval >
</ keepal i ves>
</ connecti on>
</ connecti ons>
</tcp>

A. 2. TCP-AO Configuration

The foll owi ng exanpl e denonstrates how to nodel a TCP- AO [ RFC5925]
configuration for the exanple in "TCP Authentication Option (TCP-AQ
Test Vectors" [RFC9235]. The |IP addresses and other paraneters are
taken fromthe test vectors

NOTE: '\’ line wapping per RFC 8792

<?xm version="1.0" encodi ng="UTF-8""?>

<l--

Thi s exanpl e sets TCP-AO configuration paraneters simlarly to
the exanples in RFC 9235.

-->

<key- chai ns
xm ns="urn:ietf:parans: xm :ns:yang:ietf-key-chain">
<key- chai n>
<name>ao- conf i g</ name>
<descri ption>"An exanmpl e for TCP-AO configuration."</description>
<key>
<key-i d>55</ key-i d>
<lifetine>
<send-lifetine>
<start-date-tinme>2017-01-01T00: 00: 00Z</start-date-ti me>
<end-date-ti me>2017-02-01T00: 00: 00Z</ end-dat e-ti me>
</send-lifetime>
<accept-lifetinme>
<start-date-tine>2016-12-31T23: 59: 55Z</start-date-ti me>
<end-dat e-ti ne>2017-02- 01T0O0: 00: 05Z</ end- dat e-ti ne>
</ accept-lifetine>
</lifetime>
<crypto-al gorithm
xm ns: tcp=
"urn:ietf:parans: xn:ns:yang:ietf-tcp">tcp: aes-128</crypto\
-al gorithme
<key-string>
<keystring>t estvector </ keystring>
</ key-string>
<aut henti cati on
xm ns="urn:ietf:parans: xm:ns:yang:ietf-tcp">
<keychai n>ao- confi g</ keychai n>
<ao>
<send-i d>61</send-i d>



<recv-id>84</recv-id>

</ ao>

</ aut henti cati on>
</ key>

</ key- chai n>

</ key- chai ns>

Appendi x B

Conpl ete Tree Di agram

Here is the conplete tree diagramfor the TCP YANG data nodel .

modul e:

ietf-tcp
+--rw tcp!
+--rw connections

+--rw connecti on*
[l ocal -address renot e-address |ocal -port
i net:ip-address
i net:ip-address
i net:port-
i net:port-

+--rw | ocal - addr ess
+--rw r enpt e- addr ess
+--rw | ocal - port
+--rw renote-port

+--rw nmes”?
+--rw pntud?

+--rw keepal i ves!
+--rwidle-time
+--rw max- probes
+--rw probe-interva

+--ro state?

+-ro0 type

+--ro address

+--r0 port

I
I
I
I
I
I
I
I
I
I
I
I
+-
I
I
I
+-

+--10

+--10
+--10
+--10
+--10
+--10
+--r0
+--10
+--10
+--10
+--10
o

acti ve-opens? yang:
passi ve-opens? yang:
attenpt-fail s? yang:
establi sh-resets? yang:
currently-established? yang:
i n-segnents? yang:
out - segnment s? yang:
retransmtted-segments?  yang:
in-errors? yang:
out-resets? yang:
aut h-failures? yang:
{aut hentication}?
reset

+---w i nput

+---wreset-at?

+--r10 out put

+--ro reset-finished-at?

nss
bool ean

ui nt 16
ui nt 16
ui nt 16

nunber
nunber

{keepal i ves-supported}?

enuner ati on

-ro tcp-listeners* [type address port]

i net:ip-version
uni on
i net: port-nunber

-ro statistics {statistics}?

count er 64
count er 64
count er 64
count er 64
gauge32

count er 64
count er 64
count er 64
count er 64
count er 64
count er 64

yang: dat e-and-ti ne

renot e- port ]

yang: dat e-and-ti ne

augnment /key-chai n: key-chai ns/ key- chai n: key- chai n/ key- chai n: key:
+--rw aut hentication {authentication}?

+--rw keychai n?
+--rw (aut hentication)?

+- -

I
I
I
I
I
+- -

Acknowl edgenent s

(ao)

+--rw ao!

key- chai n: key- chai n-r ef

+--rw send-id?

+--rw recv-id?

+--rw i ncl ude-tcp-options?
+--rw accept - key- m smat ch?
+--ro0 r-next-key-id?

(md5)

+--rw nd5!

ui nt8
ui nt8
bool ean
bool ean
ui nt 8
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