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1. I nt roduction

Thi s docunent defines a data nodel for the Babel routing protoco

[ RFC8966]. The data nodel is defined using YANG 1.1 [RFC7950] and is
conpati bl e with Network Managenent Datastore Architecture (NVDA)

[ RFC8342]. It is based on the Babel information nodel [RFC9046].

The data nodel only includes data nodes that are useful for managi ng
Babel over | Pv6.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

1.2. Tree Diagram Annot ations

For a reference to the annotations used in tree diagrans included in
this docunment, please see "YANG Tree Di agrans" [ RFC8340].

2. Babel Modul e

Thi s docunent defines a YANG 1.1 [ RFC7950] data nodel for the
configuration and nmanagenent of Babel. The YANG nodul e is based on
the Babel information nodel [RFC9046].

2.1. Informati on Model

It’s worth noting a few di fferences between the Babel information
nmodel and this data nmodul e. The information nodel nandates the
definition of some of the attributes, e.g., "babel-inplenentation-
version" or the "babel-self-router-id". These attributes are marked
as read-only objects in the information nodule as well as in this
data nodule. However, there is no way in the data nodule to nmandate
that a read-only attribute be present. It is up to the

i mpl ementation of this data nodule to nake sure that the attributes
that are marked "read only" and are mandatory are indeed present.

2.2. Tree Diagram

The following diagramillustrates a top-level hierarchy of the nodel
In addition to the version inplenmented by this device, the nodel
contains subtrees on "constants", "interfaces", "nac-key-set",
"dtls", and "routes".

nmodul e: ietf-babel
augnent /rt:routing/rt:control-plane-protocols

/rt:control-pl ane-protocol
+--rw babel

+--ro version? string
+--rw enabl e bool ean
+--ro router-id? bi nary
+--r0 segno? uintl6

+--rw statistics-enabl ed? bool ean
+--rw constants

+--rw interfaces* [reference]



| o
+--rw mac- key-set* [ nane]
| ..

+--rw dtls* [ nane]

| .

+--ro routes* [prefix]

The "interfaces" subtree describes attributes such as the "interface"
object that is being referenced; the type of link, e.g., wred,
wireless, or tunnel, as enunerated by "metric-algorithn and "split-
hori zon"; and whether the interface is enabl ed or not.

The "constants" subtree describes the UDP port used for sending and
recei ving Babel nessages and the nulticast group used to send and
recei ve announcenents on | Pv6.

The "routes" subtree describes objects such as the prefix for which
the route is advertised, a reference to the neighboring route, and
the "next-hop" address.

Finally, for security, two subtrees are defined to contain Message
Aut henti cati on Code (MAC) keys and DTLS certificates. The "mac-key-
set" subtree contains keys used with the MAC security mechanism The
bool ean flag "defaul t-apply" indicates whether the set of MAC keys is
automatically applied to new interfaces. The "dtls" subtree contains
certificates used with the DILS security mechanism Similar to the
MAC nechani sm the boolean flag "default-apply" indicates whether the
set of DTLS certificates is automatically applied to new interfaces

2.3.  YANG Modul e

Thi s YANG nodul e augnments the YANG routi ng nanagenent nodul e

[ RFC8349] to provide a comon framework for all routing subsystens.
By augnenting the nodule, it provides a comon buil ding bl ock for
routes and Routing Information Bases (RIBs). It also has a reference
to an interface defined by "A YANG Data Mddel for Interface
Managenment" [ RFC8343].

A router running the Babel routing protocol can sonetines determ ne
the paraneters it needs to use for an interface based on the
interface nane. For exanple, it can detect that ethO is a wired
interface and that wwanO is a wireless interface. This is not true
for a tunnel interface, where the |ink paranmeters need to be
configured explicitly.

For a wired interface, it will assume "two-out-of-three" is set for
"metric-algorithm' and "split-horizon" is set to true. On the other
hand, for a wireless interface, it will assune "etx" is set for
"metric-algorithm and "split-horizon" is set to false. However, if
the wired link is connected to a wireless radio, the values can be
overridden by setting "metric-algorithni to "etx" and "split-horizon"
to false. Simlarly, an interface that is a netered 3Glink and is
used for fallback connectivity needs rmuch hi gher default tine
constants, e.g., "nctast-hello-interval" and "update-interval"”, in
order to avoid carrying control traffic as nuch as possible.

In addition to the nodul es used above, this nodule inports
definitions from"Common YANG Data Types" [RFC6991] and references
"HVAC:. Keyed-Hashing for Message Authentication" [RFC2104], "Using
HMAC- SHA- 256, HVAC- SHA- 384, and HMAC- SHA-512 with | Psec" [ RFC4868],
"Textual Encodings of PKIX, PKCS, and CM5 Structures" [RFC7468], "The
BLAKE2 Cryptographic Hash and Message Authentication Code (MAC)"

[ RFC7693], "Network Configuration Access Control Mdel" [RFC8341],
"The Babel Routing Protocol" [RFC8966], "MAC Authentication for the
Babel Routing Protocol" [RFC8967], "Babel I|nformation Mdel"



[ RFC9046], "The Datagram Transport Layer Security (DTLS) Protoco
Version 1.3" [RFC9147], and "YANG Data Types and G oupi ngs for
Crypt ogr aphy" [ RFC9640] .

<CODE BEG NS> file "ietf-babel @024-10-10. yang"
modul e i et f-babel {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-babel";
prefix babel ;

import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types";
}
inmport ietf-inet-types {
prefix inet;
reference
"RFC 6991: Common YANG Data Types",

}
inmport ietf-interfaces {
prefix if;
reference
"RFC 8343: A YANG Data Mddel for Interface Managenent";
}
import ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent (NVDA
Version)";
}
inmport ietf-crypto-types {
prefix ct;
ref erence
"RFC 9640: YANG Data Types and G oupi ngs
for Cryptography”;
}

import ietf-netconf-acm {
prefix nacm
ref erence
"RFC 8341: Network Configuration Access Control Mdel";

}

organi zati on
"I ETF Babel routing protocol Wrking G oup";

cont act
"WG Web: https://datatracker.ietf.org/wg/ babel/
WG List: babel @etf.org

Edi t or: Mahesh Jet hanandani
nj et hanandani @nuai |l . com
Editor: Barbara Stark
bs7652@tt. cont;

description
"Thi s YANG nodul e defines a nodel for the Babel routing
pr ot ocol

The key words ' MUST', 'MUST NOT', 'REQUIRED , ’'SHALL', ' SHALL
NOT', *SHOULD , ’'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2024 | ETF Trust and the persons identified as



authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9647
(https://www. rfc-editor.org/info/rfc9647); see the RFC itself
for full legal notices.";

revision 2024-10-10 {
description
"Initial version.";
reference
"RFC 9647: A YANG Dat a Model for Babel";

}

/*
* Features
*/

feature two-out-of-three-supported {
description
"This inplenentation supports the '2-out-of-3
conmputation algorithm?";

}

feature etx-supported {
description
"This inplenentation supports the Expected Transmi ssion Count
(ETX) nmetric conputation algorithm?";

feature mac-supported {
description
"This inplenentation supports MAC based security.";
ref erence
"RFC 8967: MAC Aut hentication for the Babel Routing
Prot ocol ";

}

feature dtls-supported {
description
"This inplenentation supports DILS-based security.";
ref erence
"RFC 8968: Babel Routing Protocol over Datagram
Transport Layer Security";

}

feature hmac- sha256-supported {
description
"This inplenentation supports the HVMAC SHA256 MAC al gorithm";
ref erence
"RFC 8967: MAC Aut hentication for the Babel Routing
Pr ot ocol *;

}

feature bl ake2s-supported {
description
"This inplenentation supports BLAKE2s MAC al gorithns.";
ref erence
"RFC 8967: MAC Aut hentication for the Babel Routing
Prot ocol ";



}

feature x-509-supported {
description
"This inplenentation supports the X. 509 certificate type.";
ref erence
"RFC 8968: Babel Routing Protocol over Datagram
Transport Layer Security";

}

feature raw public-key-supported {
description
"This inplenmentation supports the raw public key certificate
type.";
ref erence
"RFC 8968: Babel Routing Protocol over Datagram
Transport Layer Security";

}

/*
* |dentities
*/

identity metric-conp-algorithms {
description
"Base identity fromwhich all Babel netric conputation
al gorithms MUST be derived.";

}

identity two-out-of-three {
if-feature "two-out-of-three-supported”;
base metric-conp-al gorithns;
description
"2-out-of-3 algorithm?";
reference
"RFC 8966: The Babel Routing Protocol, Section A 2.1";

}

identity etx {
if-feature "etx-supported";
base netric-conp-al gorithns;
description
"Expected Transm ssion Count (ETX) netric computation

algorithm?";
ref erence
"RFC 8966: The Babel Routing Protocol, Section A 2.2";
}
/*
* Babel MAC algorithns identities.
*/

identity mac-al gorithms {
description
"Base identity for all Babel MAC algorithns.";

}

identity hmac-sha256 {

i f-feature "nmac-supported";

i f-feature "hmac- sha256- supported”;

base mac-al gorithns;

description
"HVAC- SHA256 al gorithm supported.”;

ref erence
"RFC 4868: Using HVAC- SHA- 256, HMAC- SHA- 384, and HVAC- SHA- 512
with | Psec";



}

identity blake2s {

i f-feature "nmac-supported";

i f-feature "bl ake2s-supported”;

base mac-al gorithns;

description
"BLAKE2s al gorithns supported. Specifically, BLAKE2-128 is
supported.”;

reference
"RFC 7693: The BLAKE2 Cryptographi c Hash and Message
Aut henti cati on Code (MAQ)";

}

/*
* Babel Cert Types
*/

identity dtls-cert-types {
description
"Base identity for Babel DTLS certificate types.";

}

identity x-509 {
if-feature "dtl s-supported”;
i f-feature "x-509-supported”;
base dtls-cert-types;
description
"X.509 certificate type.";

}

identity raw public-key {
if-feature "dtl s-supported”;
if-feature "raw public-key-supported";
base dtls-cert-types;
description
"Raw public key certificate type.";

}

/*
* Babel routing protocol identity.
*/

identity babel {
base rt:routing-protocol;
description
"Babel routing protocol";

}

/*
* &roupi ngs
*/

groupi ng routes {
list routes {

key "prefix";

config fal se;

| eaf prefix {
type inet:ip-prefix;
description
"Prefix (expressed in ip-address/prefix-length format) for
which this route is advertised.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.6";



| eaf router-id {

}

type binary {
| ength "8";
}
description
"router-id of the source router for which this route is
advertised.";
ref erence
"RFC 9046: Babel Information Mddel, Section 3.6";

| eaf nei ghbor {

}

type leafref {
path "/rt:routing/rt:control-plane-protocol s/"
+ "rt:control -pl ane-protocol / babel /interfaces/"
+ "nei ghbor - obj ect s/ nei ghbor - addr ess";
}
description
"Reference to the neighbor-objects entry for the nei ghbor
that advertised this route.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.6";

| eaf received-netric {

}

type union {
type enuneration {
enum nul | {
description
"Route was not received froma nei ghbor.";
}
}

type uint 16;

description
"The metric with which this route was advertised by the
nei ghbor, or maxi mumvalue (infinity) to indicate the
route was recently retracted and is tenporarily
unreachable. This metric will be NULL if the
route was not received froma nei ghbor but instead was
i njected through neans external to the Babel routing
protocol. At |east one of calculated-metric or
recei ved-nmetric MJUST be non-NULL.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.6
RFC 8966: The Babel Routing Protocol, Section 2.1";

| eaf calculated-netric {

type union {
type enuneration {
enum nul I {
description
"Rout e has not been cal cul ated.”;
}
}

type uint 16;

description
"A calculated netric for this route. How the netric is
calculated is inplenentation specific. Maxi num val ue
(infinity) indicates the route was recently retracted
and is tenporarily unreachable. At |east one of
cal cul ated-netric or received-netric MJST be non-NULL.";
reference



"RFC 9046: Babel Information Mdel, Section 3.6
RFC 8966: The Babel Routing Protocol, Section 2.1";

}

| eaf seqno {
type uint 16;
description
"The sequence nunmber with which this route was
advertised.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.6";

}

| eaf next-hop {
type union {

type enuneration {

enum nul | {
description
"Rout e has no next-hop address.”;

}

}

type inet:ip-address;

description
"The next-hop address of this route. This will be NULL
if this route has no next-hop address.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.6";

}

| eaf feasible {

type bool ean;

description
"A boolean flag indicating whether this route is
feasible.";

reference
"RFC 9046: Babel Information Mddel, Section 3.6
RFC 8966, The Babel Routing Protocol, Section 3.5.1";

}

| eaf selected {
type bool ean;
description
"A bool ean flag indicating whether this route is selected,
i.e., whether it is currently being used for forwarding
and is being advertised.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.6";
}
description
"A set of babel -route-obj objects. Contains routes known to
this node.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.6";
}

description
"Comon grouping for routing used in RIB.";

}

/*
* Dat a nodel
*/

augrment "/rt:routing/rt:control-plane-protocols/"
+ "rt:control - pl ane-protocol " {
when "derived-fromor-self(rt:type, 'babel’)" {



description
"Augnentation is valid only when the instance of the routing
type is of type 'babel’.";
}
description
"Augnents the routing nodule to support a common structure
bet ween routing protocols.";
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent (NVDA
Version)";

cont ai ner babel {
presence "A Babel container.";
description
"Babel information objects.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3";

| eaf version {
type string;
config fal se;
description
"The name and version of this inplenentation of the Babe
protocol . ";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.1";

}

| eaf enable {

type bool ean;

mandat ory true;

description
"When witten, it configures whether the protocol should be
enabl ed. A read fromthe <running> or <intended> datastore
therefore indicates the configured adm nistrative val ue of
whet her the protocol is enabled or not.

A read fromthe <operational > datastore indicates whether

the protocol is actually running or not, i.e., it
i ndi cates the operational state of the protocol.";
reference
"RFC 9046: Babel Information Mdel, Section 3.1";
}
| eaf router-id {
type binary;
must ' ../enable = "true™’
config fal se;
description
"Every Babel speaker is assigned a router-id, which is an
arbitrary string of 8 octets that is assunmed to be unique
across the routing domain.
The router-id is valid only if the protocol is enabl ed,
at which tinme a non-zero value is assigned."”;
ref erence
"RFC 9046: Babel Information Mdel, Section 3.1
RFC 8966: The Babel Routing Protocol, Section 3";
}
| eaf seqno {

type uint 16;

config fal se;

description
"Sequence nunber included in route updates for routes
originated by this node.";



ref erence
"RFC 9046: Babel Information Mdel, Section 3.1";

}

| eaf statistics-enabled {
type bool ean;
description
"I ndi cates whether statistics collection is enabl ed

("true’) or disabled ('false’) on all interfaces.
On transition to enabl ed, existing statistics
val ues are not cleared and will be increnented as

new packets are counted.";

}

contai ner constants {
description
"Babel constants object.";
reference
"RFC 9046: Babel Information Mdel, Section 3.1";

| eaf udp-port {
type inet: port-nunber;
default "6696";
description
"UDP port for sending and receiving Babel nessages. The
default port is 6696.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.2";
}

| eaf ntast-group {
type inet:ip-address;
default "ff02::1:6";
description
"Mul ticast group for sending and receiving nulticast
announcenents on | Pv6.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.2";
}

}

list interfaces {
key "reference";

description
"A set of Babel interface objects.”;
ref erence
"RFC 9046: Babel Information Mdel, Section 3.3";

| eaf reference {
type if:interface-ref;
description
"Ref erences the nanme of the interface over which Babe
packets are sent and received.";
reference
"RFC 9046: Babel Infornmation Mdel, Section 3.3";
}

| eaf enable {
type bool ean;
default "true";
description
"If "true', Babel sends and receives nessages on this
interface. If 'false', Babel nessages received on
this interface are ignored and none are sent.";
reference



"RFC 9046: Babel Information Mdel, Section 3.3";
}

| eaf metric-algorithm/{
type identityref {
base metric-conp-al gorithns;

mandat ory true;
description
"Indicates the metric conputation algorithmused on this
interface. The val ue MJST be one of those identities
based on 'netric-conp-algorithns’ .";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.3";
}

| eaf split-horizon {
type bool ean;
description
"I ndi cates whether or not the split-horizon optim zation
is used when calculating netrics on this interface.
A value of "true’ indicates the split-horizon
optimization is used.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.3";
}

| eaf ntast-hello-seqgno {
type uint 16;
config fal se;
description
"The current sequence nunber in use for nulticast Hellos
sent on this interface.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.3";
}

| eaf ntast-hello-interval {
type uint 16;
units "centiseconds";
description
"The current multicast Hello interval in use for Hellos
sent on this interface.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.3";
}

| eaf update-interval {
type uint 16;
units "centiseconds";
description
"The current update interval in use for this interface.
Units are centiseconds.";
reference
"RFC 9046: Babel Information Mdel, Section 3.3";
}

| eaf mac-enabl e {
type bool ean;
description
"I ndi cates whether the MAC security mechanismis enabl ed
("true’) or disabled ('false’).";
reference
"RFC 9046: Babel Information Mdel, Section 3.3";



| eaf-1ist mac-key-sets {
type leafref {
path "../../mac-key-set/name";
}

description
"List of references to the MAC entries that apply
to this interface. When an interface instance is
created, all MAC instances with default-apply 'true
will be included in this list.";

ref erence
"RFC 9046: Babel Information Mdel, Section 3.3";

}

| eaf mac-verify {
type bool ean;
description
"A boolean flag indicating whether MACs in
i ncom ng Babel packets are required to be present and

are verified. |If this paraneter is 'true’, incomng
packets are required to have a valid MAC ";
ref erence

"RFC 9046: Babel Information Mdel, Section 3.3";
}

| eaf dtls-enable {
type bool ean;
description
"I ndi cates whether the DTLS security nmechanismis enabl ed
("true’) or disabled ('false’).";
reference
"RFC 9046: Babel Information Mdel, Section 3.3";
}

leaf-list dtls-certs {
type leafref {
path "../../dtls/name";
}
description
"List of references to the dtls entries that apply to
this interface. Wen an interface instance
is created, all dtls instances with defaul t-apply
"true’ will be included in this list.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.3";
}

| eaf dtls-cached-info {
type bool ean;
description
"I ndi cates whether the cached_info extension is enabl ed.
The extension is enabled for inclusion in dientHello
and ServerHello nessages if the value is "true' .";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.3
RFC 8968: Babel Routing Protocol over
Dat agram Transport Layer Security, Appendix A";
}

leaf-list dtls-cert-prefer {
type leafref {
path "../../dtls/certs/type";

order ed- by user;
description
"List of supported certificate types, in order of
preference. The values MJST be the 'type attribute



inthe list "certs’ of the list "dtls’
(../../dtls/certs/type). This list is used to popul ate
the server _certificate type extension in a dientHello.
Val ues that are present in at |east one instance in the
certs object under dtls of a referenced dtls instance

and that have a non-enpty private key will be used to
popul ate the client_certificate_type extension in a
CientHello.";

reference

"RFC 9046: Babel Information Mdel, Section 3.3
RFC 8968: Babel Routing Protocol over
Dat agram Transport Layer Security, Appendix A";

}

| eaf packet-| og-enable {
type bool ean;
description

"If "true’, logging of babel packets received on this
interface is enabled; if ’false’, babel packets are
not | ogged.";

reference

"RFC 9046: Babel Information Mdel, Section 3.3";
}

| eaf packet-1log {
type inet:uri;
config fal se;
description
"Areference or url link to a file that contains a
ti mestanped | og of packets received and sent on
udp-port on this interface. The [libpcap] file
format with .pcap file extension SHOULD be supported for
packet log files. Logging is enabled / disabled by
packet -1 og-enable.";
reference
"RFC 9046: Babel Information Mdel, Section 3.3
|'i bpcap: Libpcap File Format, Wreshark Foundation";

}

contai ner statistics {
config fal se;
description
"Statistics collection object for this interface.”;
ref erence
"RFC 9046: Babel Information Mdel, Section 3.4";

| eaf discontinuity-time {
type yang: date-and-ti ne;
mandat ory true;
description
"The time on the nbst recent occasion at which any one
or more of counters suffered a discontinuity. If no
such discontinuities have occurred since the |ast
re-initialization of the |ocal management subsystem
then this node contains the time the | ocal managenent
subsystemre-initialized itself.";

}

| eaf sent-ntast-hello {
type yang: count er 32;
description
"A count of the nunber of multicast Hello packets sent
on this interface.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.4";



| eaf sent-ntast-update {
type yang: count er 32;
description
"A count of the nunber of
on this interface.";
reference

"RFC 9046: Babel I|nformati

}

| eaf sent-ucast-hello {
type yang: count er 32;
description
"A count of the nunber of
on this interface.";
ref erence

"RFC 9046: Babel |nformati

}

| eaf sent-ucast-update {
type yang: count er 32;
description
"A count of the nunber of
on this interface.";
reference

"RFC 9046: Babel |nformati

}

| eaf sent-ihu {
type yang: count er 32;
description
"A count of the nunber of
sent on this interface.";
ref erence

"RFC 9046: Babel Informati
}
| eaf received-packets {
type yang: count er 32;
description
"A count of the nunber of
this interface.";
ref erence
"RFC 9046: Babel |nformati
}

action reset {
description
"The informati on node

mul ti cast update packets sent
on Moddel, Section 3.4";

uni cast Hell o packets sent
on Nbdel ,

Section 3.4";

uni cast update packets sent

on Mbdel, Section 3.4";
"I Heard You' (I1HU) packets
on Mbdel, Section 3.4";

Babel packets received on

on Mbdel, Section 3.4";

(RFC 9046) defines reset
action as a systemw de reset of Babel

statistics.

In YANG the reset action is associated with the

cont ai ner where the action is defined.

the action is associated
inside an interface. The

In this case,
with the statistics container
action will therefore

reset statistics at an interface |evel

| npl enentati ons that want to support a systemw de

reset of Babel

statistics need to cal

this action

for every instance of the interface.";

ref erence

"RFC 9046: Babel Informati
i nput {

| eaf reset-at {

type yang: date-and-ti ne;
description

on Model ";



"The time when the reset was issued."”;

}
}

out put {
| eaf reset-finished-at {
type yang: date-and-ti ne;
description
"The time when the reset finished.";
}

}
}
}

|'i st neighbor-objects {
key "nei ghbor-address";
config fal se;
description
"A set of babel neighbor objects.”;
ref erence
"RFC 9046: Babel Information Mdel, Section 3.5";

| eaf nei ghbor-address {
type inet:ip-address;
description
"The 1 Pv4 or | Pv6 address from which the nei ghbor sends

packets.";
ref erence
"RFC 9046: Babel Information Mddel, Section 3.5";
}
| eaf hell o-ntast-history {
type string;

description
"The multicast Hello history of whether or not the
mul ticast Hell o packets prior to exp-ntast-
hel | o-segno were received, with a '1" for the nost
recent Hello placed in the nost significant bit and
prior Hellos shifted right (with *0" bits placed
between prior Hellos and the nost recent Hello for any
Hel | os not received); represented as a string of
hex digits encoded in utf-8 A bit that is set
i ndi cates that the corresponding Hell o was received,
and a bit that is cleared indicates that the
correspondi ng Hell o was not received.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.5";
}

| eaf hell o-ucast-history {
type string;
description
"The unicast Hello history of whether or not the
uni cast Hell o packets prior to exp-ucast-hello-seqgno
were received, with a1 for the nost
recent Hello placed in the nost significant bit and
prior Hellos shifted right (with *0" bits placed
bet ween prior Hellos and the npost recent Hello for any
Hell os not received); represented as a string using
hex digits encoded in utf-8 where a '1" bit = Hello
received and a "0’ bit = Hello not received.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.5";
}

| eaf txcost {



type int32;
default "0";
description
"Transm ssi on cost value fromthe |ast | HU packet
received fromthis nei ghbor, or maxi num val ue
(infinity) to indicate the IHU hold timer for this
nei ghbor has an expired description."”;
ref erence
"RFC 9046: Babel Information Mdel, Section 3.5";
}

| eaf exp-ntast-hell o-segno {
type union {

type enuneration {

enum nul | {

description
"Multicast Hello packets are not expected, or
processing of multicast packets is not
enabl ed. ";

}
}
type uint 16;

description
"Expected multicast Hell o sequence nunber of next Hello
to be received fromthis neighbor; if nulticast Hello
packets are not expected, or processing of nulticast
packets is not enabled, this MJST be NULL.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.5";
}

| eaf exp-ucast-hell o-seqgno {
type union {
type enuneration {
enum nul I {
description
"Uni cast Hell o packets are not expected, or
processi ng of unicast packets is not enabled.";
}
}
type uint 16;

default "null";
description
"Expect ed uni cast Hell o sequence nunber of next Hello
to be received fromthis neighbor; if unicast Hello
packets are not expected, or processing of unicast
packets is not enabled, this MJST be NULL.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.5";
}

| eaf ucast-hello-segno {
type union {
type enuneration {
enum nul | {
description
"Uni cast Hell o packets are not being sent.";
}

}
type uint 16;

default "null";
description
"The current sequence nunber in use for unicast Hellos



sent to this neighbor. If unicast Hellos are not being
sent, this MJST be NULL.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.5";

}
| eaf ucast-hello-interval ({
type uint 16;
units "centiseconds";
description
"The current interval in use for unicast Hellos sent to
this neighbor. Units are centiseconds.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.5";
}
| eaf rxcost {
type uint 16;
description
"Reception cost calculated for this neighbor. This
value is usually derived fromthe Hello history, which
may be conbined with other data, such as statistics
mai nt ai ned by the link [ayer. The rxcost is sent to a
nei ghbor in each IHU. ";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.5";
}
| eaf cost {
type int32;
description
"Link cost is conmputed fromthe values nmaintained in
the nei ghbor table. The statistics are kept in the
nei ghbor tabl e about the reception of Hellos, and the
txcost is conputed fromreceived | HU packets.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.5";
}

}
}

list mac-key-set {
key "nane";

description
"A MAC key set object. If this object is inplenmented, it
provi des access to paraneters related to the MAC security
mechani sm";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.7";

| eaf nane {
type string;
description
"A string that uniquely identifies the MAC object.";
}

| eaf default-apply {
type bool ean;
description
"A bool ean flag indicating whether this object
instance is applied to all new interfaces, by default.
If "true', this instance is applied to new babel -
interfaces instances at the tine they are created
by including it in the nac-key-sets |ist under
the interface. If "false', this instance is not applied



to new interface instances when they are created.”;
ref erence
"RFC 9046: Babel Information Mdel, Section 3.7";

}

list keys {
key "nane";
m n-el enents 1;
description
"A set of keys objects.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.8";

| eaf nane {
type string;
description
"A unique nanme for this MAC key that can be used to
identify the key in this object instance since the
key value is not allowed to be read. This val ue can
only be provided when this instance is created and is
not subsequently witable.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.8";
}

| eaf use-send {
type bool ean;
mandat ory true;
description
"Indi cates whether this key value is used to conmpute a
MAC and include that MAC in the sent Babel packet. A
MAC for sent packets is conputed using this key if the

value is "true'. If the value is "false', this key is
not used to conpute a MAC to include in sent Babe
packets.";

reference

"RFC 9046: Babel Information Mdel, Section 3.8";
}

| eaf use-verify {
type bool ean;
mandat ory true;
description
"Indi cates whether this key value is used to verify
i ncom ng Babel packets. This key is used to verify
i ncom ng packets if the value is "true’. |If the value
is 'false’, no MAC is conmputed fromthis key for
comparing an inconing packet.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.8";
}

| eaf val ue {
nacm def aul t - deny- al |
type binary;
mandat ory true;
description
"The val ue of the MAC key.

This value is of a length suitable for the associated
babel - mac- key-algorithm If the algorithmis based on
the Hashed Message Authentication Code (HVAC)
construction (RFC 2104), the length MJST be between 0
and an upper limt that is at |east the size of the
output I ength (where the ' HVAC SHA256’ out put | ength
is 32 octets as described in RFC 4868). Longer |engths



MAY be supported but are not necessary if the
managenment systemhas the ability to generate a
sui tably random value (e.g., by randomy generating a
val ue or by using a key derivation technique as
recomrended in the security considerations of RFC
8967. If the algorithmis ' BLAKE2s-128', the |length
MJST be between 0 and 32 bytes inclusive as specified
by RFC 7693.";
reference
"RFC 9046: Babel Infornmation Mdel, Section 3.8
RFC 2104: HMAC. Keyed-Hashing for Message
Aut hent i cati on
RFC 4868: Usi ng HVAC- SHA- 256, HVAC- SHA- 384, and
HMAC- SHA- 512 with | Psec
RFC 7693: The BLAKE2 Cryptographi ¢ Hash and Message
Aut henti cati on Code (MACQ)
RFC 8967: MAC Authentication for Babel";

}

| eaf al gorithm {
type identityref {
base mac-al gorithns;

mandat ory true;
description

"The MAC algorithmused with this key. The

val ue MUST be one of the identities

listed with the base of 'mac-algorithnms’.";

ref erence

"RFC 9046: Babel Information Mdel, Section 3.8";

}

action test {
description
"An operation that allows the MAC key and MAC
algorithmto be tested to see if they produce an
expected outcone. Input to this operationis a
binary string and a cal cul ated MAC (also in the
format of a binary string) for the binary string.
The inplenmentation is expected to create a MAC over
the binary string using the value and al gorithm
The output of this operation is a binary indication
that the cal cul ated MAC matched the input MAC
("true’) or the MACs did not match ('false').";
reference
"RFC 9046: Babel Information Mdel, Section 3.8";

i nput {
| eaf test-string {
type binary;

mandat ory true;
description

"Input to this operation is a binary string.

The inplenentation is expected to create

a MAC over this string using the value and

the al gorithm defined as part of the

mac- key-set.";
ref erence

"RFC 9046: Babel Information Mdel, Section 3.8";

}

| eaf mac {
type binary;
mandat ory true;
description
"Input to this operation includes a MAC.



The inplenentation is expected to cal culate a MAC
over the string using the value and al gorithm of
this key object and conpare its calculated MAC to
this input MAC ";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.8";
}

}

out put {
| eaf indication {
type bool ean;
mandat ory true;
description
"The output of this operation is a binary
i ndi cation that the cal cul ated MAC nmat ched t he
i nput MAC ("true’) or the MACs did not match
('false’).";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.8";

list dtls {
key "nane";

description
"A dtls object. If this object is inplenmented,
it provides access to paraneters related to the DILS
security nechanism";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.9";

| eaf nane {
type string;
description
"A string that uniquely identifies a dtls object.";
}

| eaf default-apply {
type bool ean;
mandat ory true;
description
"A bool ean flag indicating whether this object
instance is applied to all new interfaces, by default.
If "true’, this instance is applied to new interface
instances at the tinme they are created by including it
inthe dtls-certs list under the interface. If 'false’,
this instance is not applied to new interface
i nstances when they are created.”;
ref erence
"RFC 9046: Babel Information Mdel, Section 3.9";
}

list certs {
key "nane";

m n-el enents 1;
description
"A set of cert objects. This contains
both certificates for this inplenmentation to present
for authentication and to accept from ot hers.
Certificates with a non-enpty private key



can be presented by this inplenentation for
aut hentication.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.10";

| eaf nane {
type string;
description
"A unique nane for this certificate that can be
used to identify the certificate in this object
i nstance, since the value is too |long to be usefu
for identification. This value MJST NOT be enpty
and can only be provided when this instance is created
(i.e., it is not subsequently witable).";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.10";
}

| eaf val ue {
nacm def aul t -deny-write;
type string;
mandat ory true;
description
"The certificate in Privacy-Enhanced Mail (PEM format
(RFC 7468). This value can only be provided when this
instance is created and is not subsequently
witable.";
ref erence
"RFC 9046: Babel Information Mdel, Section 3.10
RFC 7468: Textual Encodings of PKIX, PKCS, and CMS
Structures";

}

| eaf type {
nacm def aul t -deny-write;
type identityref {
base dtls-cert-types;
}

mandat ory true;
description
"The certificate type of this object instance.
The val ue MUST be the sane as one of the
identities listed with the base 'dtls-cert-types’
This val ue can only be provided when this
instance is created and is not subsequently
witable. ";
ref erence
"RFC 9046: Babel Infornmation Mddel, Section 3.10";
}

| eaf private-key {
nacm def aul t - deny- al |
type binary;
mandat ory true;
description
"The value of the private key. If this is non-enpty,
this certificate can be used by this inplenentation to
provide a certificate during DTLS handshaking.";
ref erence
"RFC 9046: Babel Infornmation Mdel, Section 3.10";
}

| eaf al gorithm {
nacm def aul t -deny-write;
type identityref {
base ct: private-key-format;



mandat ory true;
description
"Identifies the algorithmidentity with which the
private key has been encoded. This value can only be
provi ded when this instance is created and is not
subsequently witable.";
}
}
}
uses routes;
}
}

}

<CODE ENDS>
3. | ANA Consi derati ons
3.1. URl Registration

| ANA has registered the following URI in the
"I ETF XML Regi stry" [ RFC3688].

ns" registry of the

URI: wurn:ietf:params:xm:ns:yang:ietf-babe
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanespace

3.2. YANG Mdul e Name Regi stration

| ANA has registered the following in the "YANG Mbdul e Names" registry
[ RFC6020] .

Nanme: ietf-babel

Nanmespace: urn:ietf:params:xm:ns:yang:ietf-babe
Prefix: babel

Ref erence: RFC 9647

4. Security Considerations

This section is nodeled after the tenplate defined in Section 3.7.1
of [ RFC8407].

The "ietf-babel” YANG nodul e defines a data nodel that is designed to
be accessed via YANG based managenent protocols, such as NETCONF

[ RFC6241] and RESTCONF [ RFC8040]. These protocols have nandatory-to-
i npl ement secure transport |layers (e.g., Secure Shell (SSH)

[ RFC4252], TLS [RFC8446], and QUI C [ RFCO000]) and nandatory-to-

i mpl ement nutual aut hentication

The Network Configuration Access Control Model (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF users to
a preconfigured subset of all avail abl e NETCONF protocol operations
and content.

The security considerations outlined here are specific to the YANG
data nodel and do not cover security considerations of the Babe
protocol or its security nechanisns in "The Babel Routing Protocol"”
[ RFC8966], "MAC Authentication for the Babel Routing Protocol"

[ RFC8967], and "Babel Routing Protocol over Datagram Transport Layer
Security" [RFC8968]. Each of these has its own Security

Consi derations section for considerations that are specific to it.

There are a nunber of data nodes defined in the YANG nodul e that are
witable/created/deleted (i.e., config true, which is the default).
These data nodes nmay be considered sensitive or vulnerable in sone
networ k environnents. Wite operations (e.g., <edit-config>) to



5

5

these data nodes w thout proper protection can have a negative effect
on network operations. These are the subtrees and data nodes and
their sensitivity/vulnerability froma config true perspective:

"babel’: This container includes an 'enable’ paraneter that can be
used to enabl e or disable use of Babel on a router.

"babel /constants’: This container includes configuration paraneters
that can prevent reachability if msconfigured

"babel /interfaces’: This leaf-list has configuration paraneters that
can enabl e/ di sabl e security mechani sms and change perfornmance
characteristics of the Babel protocol. For exanple, enabling

| oggi ng of packets and giving unintended access to the log files
gives an attacker detail ed knowl edge of the network and allows it
to launch an attack on the traffic traversing the network device.

"babel /hmac’ and ' babel /dtls’: These contain security credentials
that influence whether incom ng packets are trusted and whet her
out goi ng packets are produced in such a way that the receiver wll
treat themas trusted

Sone of the readable data or config false nodes in this YANG nodul e
may be considered sensitive or vulnerable in some network
environments. It is thus inportant to control read access (e.g., via
get, get-config, or notification) to these data nodes. These are the
subtrees and data nodes and their sensitivity/vulnerability froma
config fal se perspective

"babel’: Access to the information in the various nodes can discl ose
the network topology. Additionally, the routes used by a network
device may be used to nobunt a subsequent attack on traffic
traversing the network device.

" babel /hmac’ and ' babel /dtls’: These contain security credentials,
including private credentials of the router; however, it is
required that these values not be readable.

Sone of the RPC operations in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environnments. It is thus
important to control access to these operations. These are the
operations and their sensitivity/vulnerability froman RPC operation
per specti ve:

Thi s nodel defines two actions. Resetting the statistics within an
interface container would be visible to any nonitoring processes,
whi ch shoul d be designed to account for the possibility of such a
reset. The "test" action allows for validation that a MAC key and
MAC al gorithm have been properly configured. The MAC key is a
sensitive piece of information, and it is inportant to prevent an
attacker that does not know the MAC key from being able to determ ne
the MAC value by trying different input paraneters. The "test"
action has been designed to not reveal such information directly.
Such informati on m ght also be revealed indirectly due to side
channel s such as the time it takes to produce a response to the
action. |Inplenentations SHOULD use a constant-tinme conparison

bet ween the input MAC and the locally generated MAC val ue for
conparison in order to avoid such side channel |eakage
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Tree Di agram and Exanpl e Configurations

This section is devoted to including a conplete tree di agram and
exanpl es that denonstrate how Babel can be confi gured.
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Not e that various exanpl es are encoded usi ng Extensibl e Mrkup
Language (XM.) [WBC. REC-xni -20081126] .

This section includes the complete tree diagramfor the Babe

modul e.

nmodul e:

ietf-

babel

Conpl ete Tree Di agram

YANG

augnment /rt:routing/rt:control-plane-protocols

[rt:control-plane-protocol

+--rw babel !
+--ro
+--rwW
+--ro0
+--ro0
+--TW
+--TwW

+- -
+- -

+--TwW

+- -

versi on? string

enabl e bool ean
router-id? bi nary
seqno? uint16
statistics-enabl ed? bool ean
constants

rw udp-port? i net: port-nunber
rw nctast - group? i net:ip-address

i nterfaces* [reference]
rw reference if:interface-ref
rw enabl e? bool ean
rw nmetric-algorithm identityref
rw split-horizon? bool ean
ro nctast - hel | o- seqno? uintl6
rw ncast-hello-interval ? uintl6
rw updat e-i nterval ? ui nt 16
rw mac- enabl e? bool ean
rw mac- key-set s* -> ../../mc-key-set/name
rw nmac-verify? bool ean
rw dtl s-enabl e? bool ean
rw dtls-certs* -> . ./../dtls/nane
rw dtls-cached-info? bool ean
rw dtls-cert-prefer* -> ../../dtls/certs/type
rw packet -1 og- enabl e? bool ean
ro packet-Ilog? inet:uri
ro statistics
+--ro discontinuity-tine yang: date-and-ti ne
+--ro0 sent-ntast-hello? yang: count er 32
+--ro sent-ntast - updat e? yang: count er 32
+--ro0 sent-ucast-hello? yang: count er 32
+--r0 sent-ucast -updat e? yang: count er 32
+--ro sent-ihu? yang: count er 32
+--r0 received- packets? yang: count er 32
+---X reset

+---w i nput

| +---wreset-at? yang: dat e-and-ti ne

+--ro out put

+--ro0 reset-finished-at? yang: date-and-ti ne

ro nei ghbor - obj ect s* [ nei ghbor - addr ess]
+--ro0 nei ghbor - addr ess i net:ip-address
+--ro hello-ntast-history? string
+--ro hello-ucast-history? string
+--ro txcost? i nt32
+--r0 exp-ntast-hell o-seqno? uni on
+--r0 exp-ucast-hell o-seqgno? uni on
+--ro0 ucast - hel | 0- seqno? uni on
+--ro0 ucast-hello-interval ? uint16
+--ro rxcost? uint 16
+--ro cost? i nt32

--rw nmac- key-set* [ nane]
+--rw nane
+--rw defaul t-apply?

string
bool ean

+--rw keys* [ nane]
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+--rw name string

+--rw use-send bool ean
+--rw use-verify bool ean
+--rw val ue bi nary
+--rw al gorithm i dentityref

+---X test
+---w i nput

| +---wtest-string bi nary
|  +---w nmac bi nary
+--ro out put
+--ro indication bool ean
+--rw dtls* [ nane]
| +--rw name string
| +--rw defaul t-apply bool ean
| +--rw certs* [nane]
| +--rw name string
| +--rw val ue string
| +--rw type i dentityref
| +--rw private-key bi nary
| +--rw al gorithm identityref
+--ro0 routes* [prefix]
+--ro prefix inet:ip-prefix
+--ro router-id? bi nary
+--ro nei ghbor? | eaf r ef
+--r0 received-netric? uni on
+--ro calculated-netric? uni on
+--r0 segno? uintl6
+--r0 next-hop? uni on
+--ro feasible? bool ean
+--ro sel ected? bool ean

Statistics Gathering Enabl ed

In this exanple, interface ethO is being configured for routing
protocol Babel, and statistics gathering is enabled. For security,
HVAC- SHA256 is supported. Every sent Babel packet is signed with the
key val ue provided, and every recei ved Babel packet is verified with
the sane key val ue.

<?xm version="1.0" encodi ng="UTF-8"?>
<interfaces xm ns="urn:ietf:paranms: xn :ns:yang:ietf-interfaces"
xm ns:ianaift="urn:ietf:paranms: xm :ns:yang:iana-if-type">
<interface>
<nane>et h0</ nane>
<type>i anai ft: et her net Csmacd</t ype>
<enabl ed>t r ue</ enabl ed>
</interface>
</interfaces>
<routing
xm ns="urn:ietf:parans: xm :ns:yang:ietf-routing">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type
xm ns: babel =
"urn:ietf:parans: xm :ns:yang:ietf-babel ">babel : babel </type>
<nane>name: babel </ name>
<babel
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-babel ">
<enabl e>t rue</ enabl e>
<statistics-enabl ed>true</statistics-enabl ed>
<interfaces>
<r ef erence>et hO</ ref erence>
<metric-al gorithnmrtwo-out-of-three</netric-algorithne
<split-horizon>true</split-horizon>
</interfaces>
<mac- key- set >



<name>hnmac- sha256</ name>
<keys>
<nanme>hnac- sha256- keys</ nane>
<use-send>t rue</ use-send>
<use-verify>true</use-verify>
<val ue>base64encodedval ue==</val ue>
<al gori t hnmehmac- sha256</ al gori t hme
</ keys>
</ mac- key- set >
</ babel >
</ control - pl ane- prot ocol >
</ control - pl ane- prot ocol s>
</routing>

A. 3. Automatic Detection of Properties
In this exanple, babeld is configured on two interfaces:

interface ethO
interface wl an0

This says to run Babel on interfaces ethO and wl an0. Babeld will
automatically detect that ethO is wired and wanO is wi rel ess and
wi Il configure the right paraneters automatically.

<?xm version="1.0" encodi ng="UTF-8""?>
<interfaces xm ns="urn:ietf:paranms: xn :ns:yang:ietf-interfaces"
xmns:ianai ft="urn:ietf:parans: xnm :ns:yang:iana-if-type">
<interface>
<nane>et h0</ nanme>
<type>i anai ft: et hernet Csmacd</type>
<enabl ed>t r ue</ enabl ed>
</interface>
<interface>
<name>wW an0</ nane>
<type>i anai ft:ieee80211</type>
<enabl ed>t r ue</ enabl ed>
</interface>
</interfaces>
<routing
xm ns="urn:ietf:parans: xm :ns:yang:ietf-routing">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type
xm ns: babel =
"urn:ietf:parans: xm :ns:yang:ietf-babel ">babel : babel </ type>
<name>narme: babel </ nane>
<babel
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-babel ">
<enabl e>t rue</ enabl e>
<interfaces>
<r ef erence>et hO</ ref er ence>
<enabl e>t rue</ enabl e>
<metric-al gorithnmetwo-out-of-three</metric-al gorithne
<split-horizon>true</split-horizon>
</interfaces>
<interfaces>
<r ef erence>w anO</ref erence>
<enabl e>t rue</ enabl e>
<nmetric-al gorithnmretx</netric-algorithme
<split-horizon>fal se</split-horizon>
</interfaces>
</ babel >
</ control - pl ane- prot ocol >
</ control - pl ane- prot ocol s>
</routing>
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Override Default Properties
In this exanple, babeld is configured on three interfaces:

interface ethO
interface ethl type wireless
interface tun0 type tunne

Here, interface ethl is an Ethernet bridged to a wireless radi o, so
babel d’ s autodetection fails, and the interface type needs to be
configured manual ly. Tunnels are not detected automatically, so this
needs to be specifi ed.

This is equivalent to the foll ow ng:

interface ethO netric-algorithm 2-out-of-3 split-horizon true
interface ethl netric-algorithmetx split-horizon false
interface tunO netric-algorithm 2-out-of-3 split-horizon true

<?xm version="1.0" encodi ng="UTF-8""?>
<interfaces xm ns="urn:ietf:paranms: xn :ns:yang:ietf-interfaces"
xmns:ianai ft="urn:ietf:parans: xnm :ns:yang:iana-if-type">
<interface>
<nane>et hO</ nanme>
<type>i anai ft: et her net Csmacd</t ype>
<enabl ed>t r ue</ enabl ed>
</interface>
<interface>
<nane>et hl</ nanme>
<type>i anai ft: et hernet Csmacd</type>
<enabl ed>t r ue</ enabl ed>
</interface>
<interface>
<nanme>t un0</ name>
<type>i anai ft: tunnel </type>
<enabl ed>t r ue</ enabl ed>
</interface>
</interfaces>
<routing
xm ns="urn:ietf:parans: xnm :ns:yang:ietf-routing">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type
xm ns: babel =
"urn:ietf:parans: xm :ns:yang:ietf-babel ">babel : babel </ type>
<nane>narme: babel </ name>
<babel
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-babel ">
<enabl e>t rue</ enabl e>
<interfaces>
<r ef erence>et hO</ ref er ence>
<enabl e>t rue</ enabl e>
<metric-al gorithnmetwo-out-of-three</metric-al gorithne
<split-horizon>true</split-horizon>
</interfaces>
<interfaces>
<ref erence>et hl</reference>
<enabl e>t rue</ enabl e>
<nmetric-al gorithnmretx</netric-algorithme
<split-horizon>fal se</split-horizon>
</interfaces>
<interfaces>
<r ef erence>t unO</ref er ence>
<enabl e>t rue</ enabl e>
<metric-al gorithnmetwo-out-of-three</metric-al gorithne



<split-horizon>true</split-horizon>
</interfaces>
</ babel >
</ control - pl ane- prot ocol >
</ control - pl ane- prot ocol s>
</routing>

A.5. Configuring OQher Properties
In this exanple, two interfaces are configured for babeld:

interface ethO
interface ppp0 hello-interval 30 update-interval 120

Here, ppp0 is a nmetered 3G link used for fallback connectivity. It
runs with much hi gher than default time constants in order to avoid
control traffic as much as possible.

<?xm version="1.0" encodi ng="UTF-8""?>
<interfaces xm ns="urn:ietf:paranms: xnm :ns:yang:ietf-interfaces"
xm ns:ianai ft="urn:ietf:parans: xm :ns:yang:iana-if-type">
<interface>
<name>et hO</ nanme>
<type>i anai ft: et her net Csmacd</t ype>
<enabl ed>t r ue</ enabl ed>
</interface>
<interface>
<nanme>ppp0</ name>
<type>i anai ft: ppp</type>
<enabl ed>t r ue</ enabl ed>
</interface>
</interfaces>
<routing
xm ns="urn:ietf:parans: xm :ns:yang:ietf-routing">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type
xm ns: babel =
"urn:ietf:parans: xnm:ns:yang:ietf-babel ">babel : babel </type>
<nane>nane: babel </ nane>
<babel
xm ns="urn:ietf:parans: xnm : ns:yang:i etf-babel ">
<enabl e>t r ue</ enabl e>
<interfaces>
<r ef erence>et hO</ref erence>
<enabl e>t rue</ enabl e>
<metric-al gorithmtwo-out-of-three</netric-algorithne
<split-horizon>true</split-horizon>
</interfaces>
<interfaces>
<r ef er ence>ppp0</ref erence>
<enabl e>t rue</ enabl e>
<ntast - hel | o-i nt erval >30</ ntast - hel | o-i nterval >
<updat e-i nt er val >120</ updat e-i nt er val >
<metric-al gorithnmetwo-out-of-three</metric-al gorithne
</interfaces>
</ babel >
</ control - pl ane- prot ocol >
</ control - pl ane- prot ocol s>
</routing>
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