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1. Introduction

Thi s docunent presents four YANG 1.1 [ RFC7950] nodules -- three |ETF
nodul es and one | ANA nodul e.

The three | ETF nodul es are "ietf-tls-comon" (Section 2), "ietf-tls-
client" (Section 3), and "ietf-tls-server" (Section 4). The "ietf-
tls-client” and "ietf-tls-server" nodules are the primary productions
of this work, supporting the configuration and nonitoring of TLS
clients and servers.

The groupings defined in this docunent are expected to be used in
conjunction with the groupings defined in an underlying transport-
| evel nodul e, such as the groupings defined in [RFC9643]. The
transport-1level data nodel enables the configuration of transport-
| evel values such as a renote address, a renote port, a |loca
address, and a | ocal port.

The | ANA nodule is "iana-tls-cipher-suite-algs". This nodul e defines
YANG enurrer ations that provide support for an | ANA-mai nt ai ned
algorithmregistry.

| ANA used the script in Appendix A to generate the "iana-tls-cipher-
suite-al gs" YANG nodul e. This docunment does not publish the initia
version of the nodule; it is published and maintai ned by | ANA

1.1. Regarding the Three | ETF Mdul es

The three | ETF nodul es define features and groupings to nodel
"generic" TLS clients and TLS servers, where "generic" should be
interpreted as "l east common denom nator" rather than "conplete.”
Basi ¢ TLS protocol support is afforded by these nodul es, |eaving
configuration of advance features to augnentati ons made by consuni ng
nmodul es.

It is intended that the YANG groupings will be used by applications
needing to configure TLS client and server protocol stacks. For
i nstance, these groupings are used to help define the data nodel for



HTTPS [ RFC9110] and clients and servers based on the Network
Configuration Protocol (NETCONF) over TLS [RFC7589] in
[ HTTP- CLI ENT- SERVER] and [ NETCONF- CLI ENT- SERVER], respectively.

The "ietf-tls-client" and "ietf-tls-server” YANG nodul es each define
one grouping, which is focused on just TLS-specific configuration,
and specifically avoid any transport-level configuration, such as
what ports to listen on or connect to. This affords applications the
opportunity to define their own strategy for how the underlying TCP
connection is established. For instance, applications supporting
NETCONF Call Home [RFC8071] could use the "tls-server-groupi ng"
grouping for the TLS parts it provides, while addi ng data nodes for
the TCP-1|evel call-hone configuration

Both TLS 1.2 and TLS 1.3 may be configured. TLS 1.2 [RFC5246] is
obsol eted by TLS 1.3 [RFCB8446] but is still in comon use, and hence
its "feature" statenment is marked "status deprecated".

1.2. Relation to O her RFCs
Thi s docunent presents four YANG nodul es [ RFC7950] that are part of a
collection of RFCs that work together to ultinmately support the
configuration of both the clients and servers of the NETCONF
[ RFC6241] and RESTCONF [ RFC3040] protocols.

The dependency rel ati onship between the prinmary YANG gr oupi ngs

defined in the various RFCs is presented in the diagrambelow. In
some cases, a docunment may define secondary groupings that introduce
dependencies not illustrated in the diagram The labels in the

di agram are shorthand nanmes for the defining RFCs. The citation
references for the shorthand nanes are provi ded bel ow the di agram

Pl ease note that the arrows in the diagrampoint fromreferencer to
referenced. For exanple, the "crypto-types" RFC does not have any
dependenci es, whilst the "keystore" RFC depends on the "crypto-types"
RFC.
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[ e et
| crypto-types | [ RFC9640] |
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| truststore | [ RFC9641] |



| keystore | [ RFC9642] |
e e +
| tcp-client-server | [ RFC9643] |
T T T e +
| ssh-client-server | [ RFC9644] |
o e e e e e e e e oo o - S +
| tls-client-server | RFC 9645 |
e e +
| http-client-server | [HTTP- CLI ENT- SERVER] |
T T +
| netconf-client-server | [NETCONF-CLIENT-SERVER] |
o e e e e e e e e oo o - S +
| restconf-client-server | [ RESTCONF- CLI ENT- SERVER] |
e e +

Table 1. Labels in Diagramto RFC Mapping
1.3. Specification Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

1.4. Adherence to the NVDA

This docunment is conpliant with the Network Managenent Datastore
Architecture (NVDA) [RFC8342]. For instance, as described in

[ RFC9641] and [ RFC9642], trust anchors and keys installed during
manuf acturi ng are expected to appear in <operational> (Section 5.3 of
[ RFC8342]) and <systenk [ SYSTEM CONFIG if inplenented.

1.5. Conventions

Various exanples in this docunent use "BASE64VALUE=" as a pl acehol der
val ue for binary data that has been base64 encoded (per Section 9.8
of [RFC7950]). This placehol der value is used because rea

base64- encoded structures are often many lines |ong and hence
distracting to the exanpl e being presented.

Various exanples in this docunent use the XM. [ WBC. REC- xni - 20081126]
encodi ng. O her encodings, such as JSON [ RFC8259], could
alternatively be used.

Various exanples in this docunent contain long |ines that may be
fol ded, as described in [ RFC8792].

2. The "ietf-tls-comon" Mdul e

The TLS common nodel presented in this section contains features and
groupi ngs conmon to both TLS clients and TLS servers. The "hell o-
par ans- gr oupi ng" groupi ng can be used to configure the list of TLS
algorithms permtted by the TLS client or TLS server. The lists of
al gorithnms are ordered such that, if nmultiple algorithns are
permitted by the client, the algorithmthat appears first inits |ist
and that is also permtted by the server is used for the TLS
transport layer connection. The ability to restrict the algorithns
allowed is provided in this grouping for TLS clients and TLS servers
that are capabl e of doing so and that may serve to make TLS clients
and TLS servers conpliant with local security policies. This nodel
supports both TLS 1.2 [ RFC5246] and TLS 1.3 [ RFCB8446].

Thus, in order to support both TLS 1.2 and TLS 1.3, the cipher suites
part of the "hell o-parans-groupi ng" grouping should include the



followi ng three paranmeters for configuring its permtted TLS
al gorithms: TLS Ci pher Suites, TLS SignatureSchene, and TLS Supported
G oups.

2.1. Data Mdel Overview

Thi s section provides an overview of the "ietf-tls-common” nodule in
terns of its features, identities, and groupings.

2.1.1. Feat ur es

The following diagramlists all the "feature" statements defined in
the "ietf-tls-comon" nodul e:

Feat ur es:
+-- tlsl2
+-- tls13

+-- hel | o- parans
+-- asynmetric-key-pair-generation
+-- supported-al gorithns

The di agram above uses syntax that is simlar to but not defined in
[ RFC8340] .

Pl ease refer to the YANG nodul e for a description of each feature.
2.1.2. ldentities

The following diagramillustrates the relationship anongst the
"identity" statements defined in the "ietf-tls-comon" nodul e:

ldentities:
+-- tls-version-base
+-- tlsl2
+-- tlsl13

The di agram above uses syntax that is simlar to but not defined in
[ RFC8340] .

Comment s:

The di agram shows that there are two base identities.
One base identity is used to specify TLS versions. This base
identity is "abstract” in the object-oriented programm ng sense
because it defines a "class" of things rather than a specific
t hi ng.

* These base identities are "abstract"” in the object-oriented
programm ng sense because they only define a "class" of things
rat her than a specific thing.

2.1.3. Goupings

The "ietf-tls-comon" nodul e defines the foll owing "groupi ng"
st at enent :

* hel | o- parans- groupi ng
This grouping is presented in the follow ng subsection
2.1.3.1. The "hell o-parans-groupi ng" G oupi ng

The followi ng tree diagram[RFC8340] illustrates the "hell o-parans-
groupi ng" groupi ng:

groupi ng hel | o- par ans- gr oupi ng:
+-- tls-versions



|  +-- mn? identityref
|  +-- max? i dentityref
+-- cipher-suites
+-- ci pher-suite* tlscsa:tls-cipher-suite-al gorithm

Comrent s:

*

2.1.4.

This grouping is used by both the "tls-client-grouping” and the
"tls-server-groupi ng" groupings defined in Sections 3.1.2.1 and
4.1.2.1, respectively.

Thi s groupi ng enables client and server configurations to specify
the TLS versions and ci pher suites that are to be used when
establishing TLS sessions.

The "cipher-suites" list is "ordered-by user".

Pr ot ocol - Accessi bl e Nodes

The followi ng tree diagram[RFC8340] lists all the protocol -
accessi bl e nodes defined in the "ietf-tls-comon" nodul e, without
expandi ng the "groupi ng" statenents:

modul e: ietf-tls-comon
+--ro0 supported-al gorithnms {al gorithmdi scovery}?

+--1r0 supported-al gorithnr tlscsa:tls-cipher-suite-al gorithm

rpcs:

+---X generate-asynmetric-key-pair
{asymmetri c-key-pair-generation}?
+---w i nput
| +---w algorithm
| tlscsa:tls-cipher-suite-al gorithm
|  +---wnumbits? ui nt 16
| +---w private-key-encodi ng
| +---w (private-key-encodi ng)
| +--:(cleartext) {ct:cleartext-private-keys}?
| | +---wcleartext? enpty
| +--:(encrypted) {ct:encrypted-private-keys}?
| | +---w encrypted
| +---w ks: encrypt ed- by- groupi ng
| +--:(hidden) {ct:hidden-private-keys}?
| +---w hi dden? enpty
+--ro out put
+--ro (key-or-hidden)?

+--: (key)
| +---u ct:asymetric-key-pair-grouping
+--: (hi dden)

+--ro | ocation?
i nstance-identifier

Comment s:

*

Pr ot ocol - accessi bl e nodes are nodes that are accessi bl e when the
modul e is "inplemented", as described in Section 5.6.5 of
[ RFC7950] .

The protocol -accessi ble nodes for the "ietf-tls-conmon" nodul e are
limted to the "supported-al gorithns" container, which is
constrained by the "algorithmdiscovery" feature, and the
"generate-asymetric-key-pair" RPC, which is constrained by the
"asynmetric-key-pair-generation" feature.

The "encrypt ed-by-groupi ng" grouping is discussed in
Section 2.1.3.1 of [RFC9642].



* The "asymmetri c-key-pair-groupi ng" grouping is discussed in
Section 2.1.4.6 of [RFC9640].

. 2. Exanpl e Usage
The following exanple illustrates the "hell o-parans-groupi ng"
groupi ng when popul ated with some dat a.

<l-- The outernost el enent bel ow doesn’t exist in the data nodel. -->
<l-- It simulates if the "grouping" were a "container" instead. -->

<hel | o- par ans
xm ns="urn:ietf:parans: xm :ns:yang:ietf-tls-comon"
xmns:tlscom="urn:ietf:parans: xn :ns:yang:ietf-tls-comon">
<tl s-versions>
<mi n>tlscm:tls12</ni n>
<max>t| scmm: t| s13</ max>
</tls-versions>
<ci pher-suites>
<ci pher-suite>TLS ECDHE ECDSA W TH AES 256 CBC SHA</ ci pher-suite>
<ci pher-suite>TLS DHE RSA W TH_AES 128 CBC SHA256</ ci pher-sui te>
<ci pher-suite>TLS RSA W TH 3DES EDE CBC SHA</ ci pher-suite>
</ ci pher-suites>
</ hel | o- par ans>

The following exanple illustrates operational state data indicating
the TLS al gorithns supported by the server

====—===—=—======= NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ===========—=====

<support ed-al gorithns

xm ns="urn:ietf:parans: xm :ns:yang:ietf-tls-common">

<support ed-al gorithmTLS ECDHE ECDSA W TH_AES 256 CBC SHA</ support\
ed-al gorithne

<support ed-al gorithmTLS ECDHE ECDSA W TH_AES 256_CBC_SHA384</ supp\
orted-al gorithne

<support ed-al gorithnm>TLS DHE RSA W TH AES 128 CBC SHA256</ support e\
d-al gorithnp

<supported-al gorithmTLS RSA W TH 3DES EDE CBC SHA</ support ed- al go\
rithne

<supported-al gorithmTLS_ECDHE PSK W TH_AES 256_GCM SHA384</ suppor\
ted-al gorithme

<support ed-al gorithnmTLS DHE PSK W TH CHACHA20_POLY1305_SHA256</ su\
pported-al gorithne

<support ed-al gorithmTLS ECCPWD W TH_AES 256 GCM SHA384</ support ed\
-al gorithme

<support ed-al gorithmTLS PSK W TH_AES 256_CCM</ support ed- al gorit hne

<support ed-al gorithmTLS PSK W TH_AES 256_CCM 8</ support ed-al gorit\
hme

<supported-al gorithmTLS DHE PSK W TH CAMELLI A 256 CBC SHA384</ sup\
ported-al gorithnpe

<support ed-al gorithmTLS ECDH RSA W TH_AES 256 CBC SHA384</ support\
ed-al gorithne

<support ed-al gorithmTLS ECDH RSA W TH_3DES EDE CBC_SHA</ support ed\

-al gorithnpe

<supported-al gorithmTLS DH DSS W TH _AES 128 GCM SHA256</ support ed\
-al gorithne
</ support ed-al gorithns>
The following exanple illustrates the "generate-asynmetric-key-pair"
RPC.
REQUEST

====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ===========—=====



<rpc message-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<gener at e-asynmmetri c- key-pair
xm ns="urn:ietf:parans: xm :ns:yang:ietf-tls-common">
<al gorit hmpTLS_ECDHE PSK W TH_AES 128 GCM SHA256</ al gori t hne
<num bi t s>521</ num bi t s>
<privat e- key- encodi ng>
<encrypt ed>
<asymmretri c- key-r ef >hi dden-asymretri c- key</ asymretri c- key-re\
f>
</ encrypt ed>
</ privat e- key- encodi ng>
</ gener at e-asymetri c- key- pai r >
</rpc>

RESPONSE
=============== NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ================

<rpc-reply nessage-i d="101"

xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0"

xm ns:ct="urn:ietf:parans: xm :ns:yang:ietf-crypto-types"

xmns:tlscom="urn:ietf:paranms: xm : ns:yang:ietf-tls-comon">

<tl scmm: publ i c- key-f or mat >ct : subj ect - publ i c-key-info-format</tlscm
n: publ i c- key-f or mat >

<tl scmm: publ i c- key>BASE64VALUE=</t| scmm: publ i c- key>

<tlscmm: privat e- key-format >ct: ec-private-key-format</tlscm: privat\
e- key- f or nat >

<tl scrm: cl eart ext - pri vat e- key>BASE64VALUE=</t| scmm: cl eart ext - pri va\
te-key>
</rpc-reply>

2.3.  YANG Mdul e

Thi s YANG nodul e has normati ve references to [ RFC5288], [ RFC5289],
[ RFC8422], [RFC9640], [RFC9642], [FIPS180-4], and [FIPS186-5].

Thi s YANG nodul e has informative references to [ RFC5246] and
[ RFC8446] .

<CODE BEG NS> file "ietf-tls-conmn@024-10-10. yang"
modul e ietf-tls-common {
yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:ietf-tls-comon";
prefix tlscm;

i mport iana-tls-cipher-suite-algs {
prefix tlscsa;
ref erence
"RFC 9645: YANG Groupings for TLS Cients and TLS Servers";

}
import ietf-crypto-types {
prefix ct;
ref erence
"RFC 9640: YANG Data Types and Groupi ngs for Cryptography"
}
import ietf-keystore {
prefix ks;
ref erence
"RFC 9642: A YANG Data Model for a Keystore";
}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup”;



cont act
"WG List: NETCONF WG |ist <mmilto:netconf@etf.org>
WG Web: https://datatracker.ietf.org/wy/ netconf

Aut hor : Kent Watsen <mailto: kent +i et f @vat sen. net >
Aut hor : Jeff Hartley <mailto:intensifysecurity@mail.conpr
Aut hor : Gary Wi <mai | t o: gar ywu@i sco. cons";

description
"Thi s nodul e defines common features and groupi ngs for
Transport Layer Security (TLS)

The key words 'MJST', 'MJUST NOT', 'REQUI RED , ' SHALL’,
"SHALL NOT’, 'SHOULD , ' SHOULD NOT', ' RECOMVENDED ,

" NOT RECOMMENDED , ' MAY', and 'OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capital s, as shown here

Copyright (c) 2024 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stri bution and use in source and binary forms, with
or without nodification, is permtted pursuant to, and
subject to the license ternms contained in, the Revised
BSD Li cense set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9645
(https://www. rfc-editor.org/info/rfc9645); see the RFC
itself for full legal notices.";

revision 2024-10-10 {
description
"lInitial version.";
ref erence
"RFC 9645: YANG Groupings for TLS Cients and TLS Servers";

}

/| Features

feature tlsl12 {
description
"TLS Protocol Version 1.2 is supported. TLS 1.2 is obsolete,
and thus it is NOT RECOMWENDED to enable this feature.";
ref erence
"RFC 5246: The Transport Layer Security (TLS) Protocol
Version 1.2";

}

feature tl1sl13 {
description
"TLS Protocol Version 1.3 is supported.”;
ref erence
"RFC 8446: The Transport Layer Security (TLS)
Protocol Version 1.3";

}

feature hell o-paranms {
description
"TLS hell o nessage paraneters are configurable.";

}

feature al gorithmdiscovery {
description



"Indicates that the server inplenents the
"supported-al gorithms’ container.";

feature asymmetric-key-pair-generation {
description
"Indicates that the server inplenents the
' generate-asymetric-key-pair’ RPC ";

}

/'l ldentities

identity tls-version-base {
description
"Base identity used to identify TLS protocol versions.";

}

identity tlsl12 {
if-feature "tls12";
base tls-version-base;
description
"TLS Protocol Version 1.2.";
reference
"RFC 5246: The Transport Layer Security (TLS) Protocol
Version 1.2";

}

identity tlsl3 {
if-feature "tls13";
base tl s-version-base;
description
"TLS Protocol Version 1.3.";
ref erence
"RFC 8446: The Transport Layer Security (TLS)
Prot ocol Version 1.3";

}
[l Typedefs

typedef epsk-supported-hash {
type enuneration {
enum sha- 256 {
description
"The SHA-256 hash.";

enum sha- 384 {
description
"The SHA-384 hash.";

}
}

description
"As per Section 4.2.11 of RFC 8446, the hash al gorithm
supported by an instance of an External Pre-Shared
Key (EPSK).";
ref erence
"RFC 8446: The Transport Layer Security (TLS)
Protocol Version 1.3";

/'l G oupi ngs

groupi ng hel | o- par ans- groupi ng {
description
"A reusabl e grouping for TLS hell o nessage paraneters.";
reference



"RFC 5246: The Transport Layer Security (TLS) Protoco
Version 1.2
RFC 8446: The Transport Layer Security (TLS) Protoco
Version 1.3";
contai ner tls-versions {
description
"Parameters limting which TLS versions, anpongst
those enabled by 'features’, are presented during
the TLS handshake.";
leaf min {
type identityref {
base tls-version-base;
}
description
"If not specified, then there is no configured
m ni num version.";

}
| eaf max {
type identityref {
base tl s-version-base;
}
description
"I'f not specified, then there is no configured
maxi mum ver si on. " ;
}

}

contai ner cipher-suites {
description
"Paraneters regardi ng ci pher suites.";
leaf-1ist cipher-suite {
type tlscsa:tls-cipher-suite-algorithm
or der ed- by user;
description
"Acceptabl e ci pher suites in order of descending
preference. The configured host key algorithnms should
be compatible with the algorithmused by the configured
private key. Please see Section 5 of RFC 9645 for
val i d conbi nati ons.

If this leaf-list is not configured (has zero el enents),
the acceptabl e cipher suites are inplenmentation-
defined.";
ref erence
"RFC 9645: YANG Groupings for TLS Cients and TLS Servers";

}

} /1 hell o-parans-groupi ng

/!l Protocol -accessi bl e Nodes

cont ai ner supported-al gorithms {

if-feature "al gorithmdiscovery"
config fal se;
description

"A container for a list of cipher suite algorithns supported

by the server.";

| eaf-1ist supported-al gorithm/{

type tlscsa:tls-cipher-suite-algorithm

description

"A cipher suite algorithm supported by the server.";

}

}

rpc generate-asymetric-key-pair {
if-feature "asynmetric-key-pair-generation”;



description
"Requests the device to generate an 'asymmetric-key-pair’
key using the specified key algorithm?";
i nput {
| eaf al gorithm {
type tlscsa:tls-cipher-suite-al gorithm
mandat ory true;
description
"The cipher suite algorithmthat the generated key
works with. Inplementations derive the public key
algorithmfromthe cipher suite algorithm For
exanpl e, cipher suite
"tls-rsa-wth-aes-256-cbc-sha256’ maps to the RSA
public key.";

| eaf numbits {
type uint 16;
description
"Specifies the nunber of bits to create in the key.
For RSA keys, the mninmumsize is 1024 bits, and
the default is 3072 bits. Generally, 3072 bits is
consi dered sufficient. DSA keys nust be exactly
1024 bits as specified by FIPS 186-2. For
elliptical keys, the "numbits’ val ue deterni nes
the key length of the curve (e.g., 256, 384, or 521),
where valid val ues supported by the server are
conveyed via an unspecified mechanism For sone
public algorithns, the keys have a fixed | ength, and
thus the "numbits’ value is not specified.";
}
cont ai ner private-key-encoding {
description
"Indi cates how the private key is to be encoded.";
choi ce private-key-encodi ng {
mandat ory true;
description
"A choi ce anongst optional private key handling.";
case cleartext {
if-feature "ct:cleartext-private-keys";
| eaf cleartext {
type enpty;
description
"Indicates that the private key is to be returned
as a cleartext value.";
}
}
case encrypted {
if-feature "ct:encrypted-private-keys";
cont ai ner encrypted {
description
"Indicates that the key is to be encrypted using
the specified symetric or asymmetric key.";
uses ks: encrypt ed- by-groupi ng;

}

case hidden {
if-feature "ct: hidden-private-keys";
| eaf hidden {
type enpty;
description
"Indicates that the private key is to be hidden

Unlike the "cleartext’ and 'encrypt’ options, the
key returned is a placeholder for an internally
stored key. See Section 3 of RFC 9642 (' Support
for Built-In Keys’') for information about hidden



keys.";

}
}
}
}
}
out put {
choi ce key-or-hidden {
case key {
uses ct:asynmetric-key- pair-grouping;
case hidden {
| eaf | ocation {
type instance-identifier;
description
"The location to where a hidden key was created.";
}
}
description
"The output can be either a key (for cleartext and
encrypted keys) or the location to where the key
was created (for hidden keys).";
}
}

} // end generate-asymetric-key-pair

}
<CODE ENDS>
The "ietf-tls-client" Mdul e

This section defines a YANG 1.1 [ RFC7950] nodule called "ietf-tls-
client". A high-level overview of the nodule is provided in

Section 3.1. Exanples illustrating the nodule’'s use are provided in
Section 3.2 ("Exanpl e Usage"). The YANG nodule itself is defined in
Section 3. 3.

.1. Data Mdel Overview

This section provides an overview of the "ietf-tls-client" nmodule in
terms of its features and groupings.

B Feat ur es

The following diagramlists all the "feature" statements defined in
the "ietf-tls-client" nodul e:

Feat ur es:

+-- tls-client-keepalives

+-- client-ident-x509-cert

+-- client-ident-raw public-key
+-- client-ident-psk

+-- server-aut h-x509-cert

+-- server-aut h-raw public-key
+-- server-aut h- psk

The di agram above uses syntax that is simlar to but not defined in
[ RFC8340] .

Pl ease refer to the YANG nodul e for a description of each feature
.1.2. G oupings

The "ietf-tls-client" nodule defines the foll ow ng "groupi ng"
st at enent:



*

tls-client-grouping

This grouping is presented in the follow ng subsection

3.1.2. 1.

The "t

I s-client-grouping" G ouping

The follow ng tree diagram [ RFC8340] illustrates the "tls-client-
groupi ng" groupi ng:

=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

grouping tls-client-grouping:
+-- client-identity!
+-- (auth-type)

+- -

- groupi ng

+- -

+- -
I
I
+- -
I
I
I
I
+- -

:(certificate) {client-ident-x509-cert}?
+-- certificate
+---uU ks:inline-or-keystore-end-entity-cert-w th-key\

s (raw public-key) {client-ident-raw public-key}?
+-- raw private-key
+---u ks:inline-or-keystore-asynmetric-key-grouping
:(tlsl1l2-psk) {client-ident-tls12-psk}?
+-- tlsl2-psk
+---u ks:inline-or-keystore-symetric-key-groupi ng
+-- id?
string
:(tlsl13-epsk) {client-ident-tlsl3-epsk}?
+-- tlsl3-epsk
+---u ks:inline-or-keystore-symetric-key-grouping
+-- external -identity
| string
+-- hash?
| tl scrm: epsk-support ed- hash
+-- context?

| string
+-- target-protocol ?
| uint 16
+-- target-kdf?
ui nt 16

server-aut hentication
+-- ca-certs! {server-auth-x509-cert}?

|-

-u ts:inline-or-truststore-certs-grouping

+-- ee-certs! {server-auth-x509-cert}?

-u ts:inline-or-truststore-certs-grouping

+-- raw- public-keys! {server-auth-raw public-key}?

-u ts:inline-or-truststore-public-keys-grouping
s12- psks? enpty {server-auth-tlsl2-psk}?
s13- epsks? enpty {server-auth-tlsl13-epsk}?

hel | o-parans {tlscm: hel | o- par ans}?

tl scrm: hel | o- par ans- gr oupi ng

keepal ives {tls-client-keepalives}?
+-- peer-all owed-to-send? enpty
+-- test-peer-aliveness!

|+

|+

+-- tl

+-- tl
+- -

| +--u
+- -

+- -

+- -
Comment s:

*

max- wai t ? uint16
max- attenmpt s? uint8

The "client-identity" node, which is optionally configured (as
client authentication MAY occur at a higher protocol |ayer),
configures identity credentials, each enabled by a "feature"
statenent defined in Section 3.1.1.

The "server-authentication" node configures trust anchors for
aut henticating the TLS server, with each option enabled by a
"feature"

st at enent .



* The "hell o-parans” node, which nmust be enabl ed by a feature,
configures paranmeters for the TLS sessions established by this
configuration.

* The "keepalives" node, which nust be enabled by a feature,
configures a "presence" container to test the aliveness of the TLS
server. The aliveness-test occurs at the TLS protocol |ayer.

* For the referenced grouping statement(s):

- The "inline-or-keystore-end-entity-cert-wth-key-groupi ng"
grouping is discussed in Section 2.1.3.6 of [RFC9642].

- The "inline-or-keystore-asynmetric-key-grouping" grouping is
di scussed in Section 2.1.3.4 of [RFC9642].

- The "inline-or-keystore-symetric-key-grouping" grouping is
di scussed in Section 2.1.3.3 of [RFC9642].

- The "inline-or-truststore-certs-grouping" grouping is discussed
in Section 2.1.3.3 of [RFC9641].

- The "inline-or-truststore-public-keys-grouping" grouping is
di scussed in Section 2.1.3.4 of [RFC9641].

- The "hel |l o- parans-groupi ng" grouping is discussed in
Section 2.1.3.1 in this document.

3.1.3. Pr ot ocol - Accessi bl e Nodes

The "ietf-tls-client" nodule defines only "grouping" statenents that
are used by other nodules to instantiate protocol -accessi bl e nodes.
Thus, this nodul e does not itself define any protocol -accessible
nodes when i npl ement ed.

3.2. Exanpl e Usage

This section presents two exanpl es showi ng the "tls-client-grouping"
groupi ng popul ated with some data. These exanples are effectively
the sane except the first configures the client identity using a

| ocal key while the second uses a key configured in a keystore. Both
exanpl es are consistent with the exanples presented in Section 2.2.1
of [RFC9641] and Section 2.2.1 of [RFC9642].

The foll owi ng configuration exanple uses inline-definitions for the
client identity and server authentication

=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

<l-- The outernost el enent bel ow doesn’t exist in the data nodel. -->
<l-- It simulates if the "grouping" were a "container" instead. -->

<tls-client
xm ns="urn:ietf:parans: xm :ns:yang:ietf-tls-client”
xm ns:ct="urn:ietf:parans: xm :ns:yang:ietf-crypto-types">

<l-- howthis client will authenticate itself to the server -->
<client-identity>
<certificate>
<inline-definition>
<private-key-format>ct:rsa-private-key-format</prival
te- key-format >
<cl eartext-privat e- key>BASE64VALUE=</ cl eart ext - pri va\
te-key>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</inline-definition>
</certificate>
</client-identity>

<!-- which certificates will this client trust -->



<server-aut henticati on>
<ca-certs>
<inline-definition>
<certificate>
<nanme>Server Cert |ssuer #1</nane>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
<certificate>
<name>Server Cert |ssuer #2</nane>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
</inline-definition>
</ ca-certs>
<ee-certs>
<inline-definition>
<certificate>
<nanme>My Application #1</nane>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
<certificate>
<nanme>My Appli cation #2</nanme>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
</inline-definition>
</ ee-certs>
<r aw publ i c- keys>
<inline-definition>
<publ i c-key>
<name>cor p- f wl</ nane>
<publ i c- key-f or mat >ct : subj ect - publ i c- key-i nf o- f o\
rmat </ publ i c- key-f or mat >
<publ i c- key>BASE64VALUE=</ publ i c- key>
</ public-key>
<publ i c-key>
<name>cor p- f w2</ nane>
<publ i c- key-f or mat >ct : subj ect - publ i c- key-i nf o- f o\
rmat </ publ i c- key-f or mat >
<publ i c- key>BASE64VALUE=</ publ i c- key>
</ public-key>
</inline-definition>
</ raw- publi c-keys>
<tls12-psks/>
<tl s13-epsks/>
</ server-aut henti cati on>

<keepal i ves>
<t est-peer-aliveness>
<max-wai t >30</ max-wai t >
<max- at t enpt s>3</ max- att enpt s>
</test-peer-aliveness>
</ keepal i ves>

</tls-client>

The foll owi ng configuration exanple uses central -keystore-references
for the client identity and central -truststore-references for server
aut hentication fromthe keystore:

====—===—=—======= NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ===========—=====

<l-- The outernost el enent bel ow doesn’t exist in the data nodel. -->
<l-- It simulates if the "grouping" were a "container" instead. -->

<tls-client xmns="urn:ietf:paranms: xm :ns:yang:ietf-tls-client">

<!l-- howthis client will authenticate itself to the server -->



<client-identity>
<certificate>
<central - keystore-reference>
<asymmetri c- key>rsa-asynmetri c- key</asymretri c- key>
<certificate>ex-rsa-cert</certificate>
</ central - keystore-reference>
</certificate>
</client-identity>

<!-- which certificates will this client trust -->
<server-aut henticati on>
<ca-certs>
<central -truststore-reference>trusted-server-ca-certs</c\
entral -truststore-reference>
</ca-certs>
<ee-certs>
<central -truststore-reference>trusted-server-ee-certs</c\
entral -truststore-reference>
</ ee-certs>
<r aw publ i c- keys>
<central -truststore-reference>Raw Public Keys for TLS Se\
rvers</central -truststore-reference>
</ raw publi c-keys>
<tls12-psks/>
<tl s13-epsks/>
</ server-aut henti cati on>

<keepal i ves>
<t est-peer-aliveness>
<max-wai t >30</ max-wai t >
<max- at t enpt s>3</ max- att enpt s>
</test-peer-aliveness>
</ keepal i ves>

</tls-client>
. 3.  YANG Modul e

Thi s YANG nodul e has normative references to [ RFC4279], [ RFC5280],

[ RFC6520], [ RFC7250], [RFC9640], [RFC9641], and [ RFC9642] and
informative references to [ RFC5056], [RFC5246], [RFC8446], [ RFC9258],
and [ RFC9257].

<CODE BEG NS> file "ietf-tls-client@024-10-10.yang"
modul e ietf-tls-client {
yang-version 1.1;
nanespace "urn:ietf:parans:xm:ns:yang:ietf-tls-client";
prefix tlsc;

import ietf-netconf-acm {
prefix nacm
ref erence
"RFC 8341: Network Configuration Access Control Mdel";

}
inmport ietf-crypto-types {
prefix ct;
reference
"RFC 9640: YANG Data Types and G oupi ngs for Cryptography";
}
inmport ietf-truststore {
prefix ts;
ref erence
"RFC 9641: A YANG Data Mdel for a Truststore”
}

import ietf-keystore {
prefix ks;



ref erence
"RFC 9642: A YANG Data Model for a Keystore";
}
inmport ietf-tls-common {
prefix tlscm;
reference
"RFC 9645: YANG Groupings for TLS Cients and TLS Servers";

}

organi zati on

"I ETF NETCONF ( Networ k Configuration) Wrking G oup";
cont act

"WG List: NETCONF WG |ist <mailto:netconf@etf.org>

WG Web: https://datatracker.ietf.org/wy/ netconf

Aut hor : Kent Watsen <mailto: kent +i et f @vat sen. net >

Aut hor : Jeff Hartley <mmilto:intensifysecurity@nail.conp";
description

"Thi s nodul e defines reusabl e groupings for TLS clients that

can be used as a basis for specific TLS client instances.

The key words ' MUST', ' MUST NOT', ' REQUI RED , 'SHALL’,

" SHALL NOT’, ’SHOULD , ' SHOULD NOT’, ' RECOMVENDED ,

"NOT RECOMMENDED , ' MAY', and ' OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capitals, as shown here

Copyright (c) 2024 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is permtted pursuant to, and
subject to the license terns contained in, the Revised
BSD Li cense set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9645
(https://www. rfc-editor.org/info/rfc9645); see the RFC
itself for full legal notices.";

revision 2024-10-10 {
description
"Initial version";
ref erence
"RFC 9645: YANG Groupings for TLS Cients and TLS Servers";

}

!/l Features

feature tls-client-keepalives {
description
"Per-socket TLS keepalive paraneters are configurable for
TLS clients on the server inplementing this feature.";

}

feature client-ident-x509-cert {
description
"Indicates that the client supports identifying itself
usi ng X. 509 certificates.";
ref erence
"RFC 5280:
Internet X. 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile";



feature client-ident-raw public-key {
description
"Indicates that the client supports identifying itself
usi ng raw public keys.";
reference
"RFC 7250:
Usi ng Raw Public Keys in Transport Layer Security (TLS)
and Dat agram Transport Layer Security (DTLS)"

}

feature client-ident-tlsl12-psk {
if-feature "tlscm:tl s12";
description
"Indicates that the client supports identifying itself
using TLS 1.2 PSKs (pre-shared or pairw se symetric keys).";
ref erence
"RFC 4279:
Pre- Shared Key G phersuites for Transport Layer Security
(TLS)";

feature client-ident-tlsl3-epsk {

if-feature "tlscrm:tl s13";
description

"Indicates that the client supports identifying itself

using TLS 1.3 External PSKs (pre-shared keys).";

reference

" RFC 8446:

The Transport Layer Security (TLS) Protocol Version 1.3";

}

feature server-aut h-x509-cert {
description
"Indicates that the client supports authenticating servers
usi ng X. 509 certificates.";
reference
"RFC 5280:
Internet X. 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile";

}

feature server-auth-raw public-key {
description
"Indicates that the client supports authenticating servers
usi ng raw public keys.";
ref erence
"RFC 7250:
Usi ng Raw Public Keys in Transport Layer Security (TLS)
and Dat agram Transport Layer Security (DTLS)"

}

feature server-auth-tls12-psk {
description
"Indicates that the client supports authenticating servers
usi ng PSKs (pre-shared or pairw se symmetric keys).";
ref erence
"RFC 4279:
Pre- Shared Key Ci phersuites for Transport Layer Security
(TLS) "

feature server-auth-tlsl3-epsk {
description
"Indicates that the client supports authenticating servers
using TLS 1.3 External PSKs (pre-shared keys).";
reference



"RFC 8446:
The Transport Layer Security (TLS) Protocol Version 1.3";
}

/1 G oupings

grouping tls-client-grouping {
description
"A reusabl e grouping for configuring a TLS client without
any consideration for how an underlying TCP session is
est abl i shed.

Note that this grouping uses fairly typical descendant
node nanes such that a stack of 'uses’ statements will
have nanme conflicts. It is intended that the consum ng
data nodel will resolve the issue (e.g., by wapping
the ’uses’ statenent in a container called
"tls-client-paraneters’). This nodel purposely does
not do this itself so as to provide maximumflexibility
to consum ng nodels.";
container client-identity {
nacm def aul t -deny-write;
presence "Indicates that a TLS-level client identity has been
configured. This statement is present so the
mandat ory descendant nodes do not inply that this
node nmust be configured.”;
description
"Identity credentials the TLS client MAY present when
establishing a connection to a TLS server. |f not
configured, then client authentication is presunmed to
occur in a protocol |ayer above TLS. Wen configured,
and requested by the TLS server when establishing a
TLS session, these credentials are passed in the
Certificate nessage defined in Section 7.4.2 of
RFC 5246 and Section 4.4.2 of RFC 8446.";
ref erence
"RFC 5246: The Transport Layer Security (TLS)
Protocol Version 1.2
RFC 8446: The Transport Layer Security (TLS)
Protocol Version 1.3
RFC 9642: A YANG Data Mddel for a Keystore";
choi ce auth-type {
mandat ory true;
description
"A choi ce anpngst authentication types, of which one nust
be enabled (via its associated 'feature’) and selected.”;
case certificate {
if-feature "client-ident-x509-cert”;
container certificate {
description
"Specifies the client identity using a certificate.";
uses "ks:inline-or-keystore-end-entity-cert-wth-key-"
+ "groupi ng" {
refine "inline-or-keystore/inline/inline-definition" {
must ' not (public-key-format) or derived-fromor-self’
+ " (public-key-format, "ct:subject-public-key-
+ 'info-format")’;
}
refine "inline-or-keystore/central -keystore/"
+ "central - keystore-reference/ asymetric-key" {
must ' not(deref(.)/../ks:public-key-format) or ’
+ "derived-fromor-self(deref(.)/../ks:public-
+ 'key-format, "ct:subject-public-key-info-’
+ 'format")’;



}
}
case raw public-key {
if-feature "client-ident-raw public-key";
cont ai ner raw private-key {
description
"Specifies the client identity using a raw
private key.";
uses ks:inline-or-keystore-asymetric-key-grouping {
refine "inline-or-keystore/inline/inline-definition" {
must ' not (public-key-format) or derived-fromor-self’
+ " (public-key-format, "ct:subject-public-key-’
+ 'info-format")’;
}
refine "inline-or-keystore/central -keystore/"
+ "central - keystore-reference" {
nmust ' not(deref(.)/../ks: public-key-format) or
+ 'derived-fromor-self(deref(.)/../ks:public-’
+ "key-format, "ct:subject-public-key-info-
+ '"format")’;

}
}
}

case tls12-psk {
if-feature "client-ident-tlsl2-psk";
container tlsl12-psk {
description
"Specifies the client identity using a PSK (pre-shared
or pairwi se synmetric key).";
uses ks:inline-or-keystore-symetric-key-grouping;
leaf id {
type string;
description
"The key ’'psk_identity’ value used in the TLS
" dient KeyExchange’ nessage."”;
ref erence
"RFC 4279: Pre-Shared Key Ci phersuites for
Transport Layer Security (TLS)";

}
}

case tls13-epsk {
if-feature "client-ident-tlsl3-epsk”;
contai ner tlsl13-epsk {
description
"An External Pre-Shared Key (EPSK) is established
or provisioned out of band, i.e., not froma TLS
connection. An EPSK is a tuple of (Base Key,
External ldentity, Hash). EPSKs MJST NOT be
inmported for (D)TLS 1.2 or prior versions. Wen
PSKs are provisioned out of band, the PSK identity
and the Key Derivation Function (KDF) hash al gorithm
to be used with the PSK MJUST al so be provisioned.

The structure of this container is designed to satisfy
the requirenents in Section 4.2.11 of RFC 8446, the
recomendations from Section 6 of RFC 9257, and the
EPSK input fields detailed in Section 5.1 of RFC 9258.
The base-key is based upon
"ks:inline-or-keystore-symretric-key-grouping in
order to provide users with flexible and secure
storage options.";
ref erence
"RFC 8446: The Transport Layer Security (TLS)
Prot ocol Version 1.3



RFC 9257: Cui dance for External Pre-Shared Key
(PSK) Usage in TLS
RFC 9258: Inporting External Pre-Shared Keys
(PSKs) for TLS 1.3";
uses ks:inline-or-keystore-synmretric-key-groupi ng;
| eaf external-identity {
type string;
mandat ory true;
description
"As per Section 4.2.11 of RFC 8446 and Section 4.1
of RFC 9257, a sequence of bytes used to identify
an EPSK. A label for a pre-shared key established
externally.";
ref erence
"RFC 8446: The Transport Layer Security (TLS)
Protocol Version 1.3
RFC 9257: Cui dance for External Pre-Shared Key
(PSK) Usage in TLS";

}
| eaf hash {
type tlscmm: epsk-support ed- hash;
default "sha-256";
description
"As per Section 4.2.11 of RFC 8446, for EPSKs,
the hash al gorithm MJUST be set when the PSK is
establ i shed; otherw se, default to SHA-256 if
no such algorithmis defined. The server MJST
ensure that it selects a compatible PSK (if any)
and ci pher suite. Each PSK MJUST only be used
with a single hash function.";
ref erence
"RFC 8446: The Transport Layer Security (TLS)
Protocol Version 1.3";

| eaf context {
type string;
description
"As per Section 5.1 of RFC 9258, context MJST
i nclude the context used to deternine the EPSK
if any exists. For exanple, context may include
i nformati on about peer roles or identities
to mtigate Selfie-style reflection attacks.
Since the EPSK is a key derived from an externa
protocol or a sequence of protocols, context MJST
i nclude a channel binding for the deriving
protocols (see RFC 5056). The details of this
bi ndi ng are protocol specific and out of scope
for this docunent.";
ref erence
"RFC 9258: Inporting External Pre-Shared Keys
(PSKs) for TLS 1.3";

| eaf target-protocol {

type uint 16;

description
"As per Section 3 of RFC 9258, the protocol
for which a PSK is inported for use.";

ref erence
"RFC 9258: Inporting External Pre-Shared Keys

(PSKs) for TLS 1.3";

}
| eaf target-kdf {
type uint 16;
description
"As per Section 3 of RFC 9258, the Key Derivation
Function (KDF) for which a PSK is imported for



use.";
ref erence
"RFC 9258: Inporting External Pre-Shared Keys
(PSKs) for TLS 1.3";

}
}
}

} // container client-identity
cont ai ner server-authentication {
nacm def aul t -deny-write;
must "ca-certs or ee-certs or raw public-keys or tlsl12-psks
or tlsl13-epsks”;
description
"Specifies how the TLS client can authenticate TLS servers.
Any conbi nation of credentials is additive and unordered.

Note that no configuration is required for authentication
based on PSK (pre-shared or pairw se symretric key) as
the key is necessarily the sane as configured in the
"../client-identity’ node.";
contai ner ca-certs {
if-feature "server-auth-x509-cert"
presence "Indicates that Certification Authority (CA)
certificates have been configured. This
statenent is present so the mandatory
descendant nodes do not inply that this
node nust be configured.";
description
"A set of CA certificates used by the TLS client to
aut henticate TLS server certificates. A server
certificate is authenticated if it has a valid chain of
trust to a configured CA certificate.";
ref erence
"RFC 9641: A YANG Data Model for a Truststore”
uses ts:inline-or-truststore-certs-grouping;
}
contai ner ee-certs {
if-feature "server-auth-x509-cert"
presence "Indicates that End-Entity (EE) certificates have
been configured. This statenent is present so
the mandat ory descendant nodes do not inply
that this node nust be configured.”;
description
"A set of server certificates (i.e., EE certificates) used
by the TLS client to authenticate certificates presented
by TLS servers. A server certificate is authenticated if
it is an exact match to a configured server certificate.";
ref erence
"RFC 9641: A YANG Data Moddel for a Truststore"
uses ts:inline-or-truststore-certs-grouping;
}
cont ai ner raw public-keys {
i f-feature "server-auth-raw public-key"
presence "I ndicates that raw public keys have been
configured. This statement is present so
the mandat ory descendant nodes do not inply
that this node nust be configured.";
description
"A set of raw public keys used by the TLS client to
aut henticate raw public keys presented by the TLS
server. A raw public key is authenticated if it
is an exact match to a configured raw public key.";
ref erence
"RFC 9641: A YANG Data Moddel for a Truststore”
uses ts:inline-or-truststore-public-keys-grouping {



refine "inline-or-truststore/inline/inline-definition/"
+ "public-key" {
must ' derived-fromor-self(public-key-fornmat,’
+ ' "ct:subject-public-key-info-format")’;
}
refine "inline-or-truststore/central -truststore/"
+ "central -truststore-reference" {
must 'not(deref(.)/../ts:public-key/ts: public-key-
+ 'format[ not (derived-fromor-self(., "ct:subject-
+ "public-key-info-format"))])’;
}
}

}
| eaf tlsl12-psks {
if-feature "server-auth-tlsl2-psk";
type enpty;
description
"Indicates that the TLS client can authenticate TLS servers
usi ng configured PSKs (pre-shared or pairw se symetric
keys).

No configuration is required since the PSK value is the
sane as the PSK value configured in the "client-identity’
node. ";

}
| eaf tlsl13-epsks {
if-feature "server-auth-tl sl13-epsk”;
type enpty;
description
"Indicates that the TLS client can authenticate TLS servers
usi ng configured External PSKs (pre-shared keys).

No configuration is required since the PSK value is the
same as the PSK value configured in the 'client-identity’
node. ";

} // container server-authentication
cont ai ner hell o-parans {
nacm def aul t -deny-write;
if-feature "tl scmm: hel | o- parans"”;
uses tl scmm: hel | o- par anms- gr oupi ng;
description
"Configurabl e parameters for the TLS hell o nessage."”;
} // container hell o-parans
cont ai ner keepalives {
nacm def aul t -deny-write;
if-feature "tls-client-keepalives";
description
"Configures the keepalive policy for the TLS client.";
| eaf peer-allowed-to-send {
type enpty;
description
"Indicates that the renpte TLS server is allowed to send
Hear t beat Request nessages, as defined by RFC 6520,
to this TLS client.";
ref erence
"RFC 6520: Transport Layer Security (TLS) and Dat agram
Transport Layer Security (DTLS) Heartbeat Extension";
}
cont ai ner test-peer-aliveness {
presence "Indicates that the TLS client proactively tests the
al i veness of the remote TLS server.";
description
"Configures the keepalive policy to proactively test
the aliveness of the TLS server. An unresponsive
TLS server is dropped after approxi mately max-wait



4.

4.

4.

1.

1.

1.

* max-attenpts seconds. The TLS client MJST send
Hear t beat Request nessages, as defined in RFC 6520.";
reference
"RFC 6520: Transport Layer Security (TLS) and Dat agram
Transport Layer Security (DTLS) Heartbeat Extension";
| eaf max-wait {
type uint16 {
range "1..max";

}
units "seconds";
default "30";

description
"Sets the ampbunt of tine in seconds, after which a
TLS-1 evel nessage will be sent to test the
al i veness of the TLS server if no data has been
received fromthe TLS server.";
}
| eaf max-attenpts {
type uint8;
default "3";
description
"Sets the maxi mum nunber of sequential keepalive
messages that can fail to obtain a response from
the TLS server before assum ng the TLS server is
no |l onger alive.";

}
}
}
} /] grouping tls-client-grouping
}
<CODE ENDS>

The "ietf-tls-server" Mdul e

This section defines a YANG 1.1 nodule called "ietf-tls-server". A
hi gh-1 evel overview of the nodule is provided in Section 4.1
Examples illustrating the nodule' s use are provided in Section 4.2

("Exampl e Usage"). The YANG nodule itself is defined in Section 4.3.
Dat a Mbdel Overview

This section provides an overview of the "ietf-tls-server” nodule in
terns of its features and groupings.

1. Feat ur es

The following diagramlists all the "feature" statements defined in
the "ietf-tls-server” nodul e:

Feat ur es:
+-- tls-server-keepalives
+-- server-ident-x509-cert
+-- server-ident-raw public-key
+-- server-ident-psk
+-- client-auth-supported
+-- client-auth-x509-cert
+-- client-auth-raw public-key
+-- client-auth-psk

The di agram above uses syntax that is simlar to but not defined in
[ RFC8340] .

Pl ease refer to the YANG nodul e for a description of each feature.

2. G oupings



The "ietf-tls-server" nodule defines the foll owing "groupi ng"
st at enent :

* tls-

server-groupi ng

This grouping is presented in the follow ng subsection

4.1.2. 1.

The f ol

The "tl s-server-groupi ng" G ouping

lowing tree diagram [ RFC8340] illustrates the "tls-server-
groupi ng" groupi ng:

======== NOTE: '\’ |ine wapping per RFC 8792 ==========

groupi ng tls-server-grouping:

+- -

- groupi

+- -

+- -
I
+- -

Coment

*  The

server-identity

+-- (auth-type)
+--:(certificate) {server-ident-x509-cert}?
| +-- certificate

| +---u ks:inline-or-keystore-end-entity-cert-wth-key\

ng

s (rawprivate-key) {server-ident-raw public-key}?

+-- raw- private-key

+---u ks:inline-or-keystore-asynmetric-key-grouping

+-- tlsl2-psk

+---uU ks:inline-or-keystore-symetric-key-grouping

+-- id-hint?
string
:(tls13-epsk) {server-ident-tlsl3-epsk}?
+-- tlsl3-epsk

+- -
I

+--:(tls12-psk) {server-ident-tlsl2-psk}?
I

I

I

I

+- -

+---u ks:inline-or-keystore-symetric-key-groupi ng

+-- external-identity

| string

+-- hash?

| tl scrm: epsk- support ed- hash
+-- context?

| string
+-- target-protocol ?
| ui nt 16
+-- target-kdf?
uint 16

client-authentication! {client-auth-supported}?
+-- ca-certs! {client-auth-x509-cert}?
| +---uts:inline-or-truststore-certs-grouping
+-- ee-certs! {client-auth-x509-cert}?
| +---u ts:inline-or-truststore-certs-grouping
+-- raw public-keys! {client-auth-raw public-key}?
+---u ts:inline-or-truststore-public-keys-grouping
+-- tlsl2-psks? enpty {client-auth-tlsl1l2-psk}?
+-- tlsl3-epsks? enpty {client-auth-tlsl13-epsk}?
hel | o- parans {tl scmm: hel | o- par ans} ?
+---u tlscm: hel | o- parans- groupi ng
keepal i ves {tls-server-keepalives}?
+-- peer-all oned-to-send? enpty
+-- test-peer-aliveness!
+-- max-wait? ui nt 16
+-- max-attenpts? uint8

S:

"server-identity" node configures identity credentials,

of which is enabled by a "feature".

*  The

each

"client-authentication" node, which is optionally configured



(as client authentication MAY occur at a higher protocol I|ayer),
configures trust anchors for authenticating the TLS client, with
each option enabled by a "feature" statenent.

* The "hell o-paranms" node, which nust be enabl ed by a feature,
configures parameters for the TLS sessions established by this
confi guration.

* The "keepalives" node, which nust be enabl ed by a feature,
configures a flag enabling the TLS client to test the aliveness of
the TLS server as well as a "presence" container to test the
aliveness of the TLS client. The aliveness-tests occur at the TLS
prot ocol | ayer.

* For the referenced grouping statenment(s):

- The "inline-or-keystore-end-entity-cert-w th-key-groupi ng"
grouping is discussed in Section 2.1.3.6 of [RFC9642].

- The "inline-or-keystore-asynmetric-key-grouping" grouping is
di scussed in Section 2.1.3.4 of [RFC9642].

- The "inline-or-keystore-symetric-key-groupi ng" grouping is
di scussed in Section 2.1.3.3 of [RFC9642].

- The "inline-or-truststore-public-keys-grouping" grouping is
di scussed in Section 2.1.3.4 of [RFC9641].

- The "inline-or-truststore-certs-groupi ng” grouping is discussed
in Section 2.1.3.3 of [RFC9641].

- The "hel |l o- parans-groupi ng" grouping is discussed in
Section 2.1.3.1 in this document.

. 1. 3. Pr ot ocol - Accessi bl e Nodes

The "ietf-tls-server"” nodule defines only "grouping" statenents that
are used by other nodules to instantiate protocol -accessi bl e nodes.
Thus, this nodul e does not itself define any protocol-accessible
nodes when i npl enent ed.

. 2. Exanpl e Usage

This section presents two exanpl es showing the "tls-server-grouping"
groupi ng popul ated with sone data. These exanples are effectively
the same except the first configures the server identity using a

| ocal key while the second uses a key configured in a keystore. Both
exanpl es are consistent with the examples presented in Section 2.2.1
of [RFC9641] and Section 2.2.1 of [RFC9642].

The foll owi ng configuration exanple uses inline-definitions for the
server identity and client authentication

=============== NOTE: '\’ |ine Wrapp| ng per RFC 8792 ================

<!-- The outernost el enent bel ow doesn’t exist in the data nodel. -->
<l-- It simulates if the "grouping" were a "container" instead. -->

<tls-server
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-tls-server"
xm ns:ct="urn:ietf:parans: xm :ns:yang:ietf-crypto-types">

<!-- howthis server will authenticate itself to the client -->
<server-identity>
<certificate>
<inline-definition>
<private-key-format >ct:rsa-private-key-format</private\
- key-f or mat >
<cl eartext-privat e- key>BASE64VALUE=</ cl eart ext - pri vat e\
- key>
<cert - dat a>BASE64VALUE=</ cert - dat a>



</inline-definition>
</certificate>
</ server-identity>

<!-- which certificates will this server trust -->
<cl i ent-aut henticati on>
<ca-certs>
<inline-definition>
<certificate>
<nane>ldentity Cert |ssuer #1</name>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
<certificate>
<nane>ldentity Cert |ssuer #2</nane>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
</inline-definition>
</ca-certs>
<ee-certs>
<inline-definition>
<certificate>
<nanme>Appl i cati on #1</name>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
<certificate>
<nane>Appl i cati on #2</ nanme>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
</inline-definition>
</ ee-certs>
<r aw publ i c- keys>
<inline-definition>
<publ i c- key>
<nanme>User A</ nane>
<publ i c- key-f or mat >ct : subj ect - publ i c- key-i nf o- f o\
rmat </ publ i c- key-f or mat >
<publ i c- key>BASE64VALUE=</ publ i c- key>
</ public-key>
<publ i c- key>
<nanme>User B</nane>
<publ i c- key-f or mat >ct : subj ect - publ i c- key-i nf o- f o\
rmat </ publ i c- key-f or mat >
<publ i c- key>BASE64VALUE=</ publ i c- key>
</ public-key>
</inline-definition>
</ raw- public-keys>
<tls12-psks/>
<tls13-epsks/>
</client-authentication>

<keepal i ves>
<peer - al | owed-t o- send/ >

</ keepal i ves>
</tls-server>
The foll owi ng configuration exanple uses central -keystore-references
for the server identity and central -truststore-references for client
aut hentication fromthe keystore:
=============== NOTE: '\’ |ine Wrapp| ng per RFC 8792 ================

<l-- The outernost el enent bel ow doesn’t exist in the data nodel. -->
<l-- It simulates if the "grouping" were a "container" instead. -->

<tls-server xmns="urn:ietf:paranms: xn :ns:yang:ietf-tls-server">



<l-- how this server will authenticate itself to the client -->
<server-identity>
<certificate>
<central - keystore-reference>
<asymmetri c- key>rsa-asynmetri c- key</asymretri c- key>
<certificate>ex-rsa-cert</certificate>
</ central - keyst ore-reference>
</certificate>
</ server-identity>

<!-- which certificates will this server trust -->
<cl i ent-authentication>
<ca-certs>
<central -truststore-reference>trusted-client-ca-certs</c\
entral -truststore-reference>
</ ca-certs>
<ee-certs>
<central -truststore-reference>trusted-client-ee-certs</c\
entral -truststore-reference>
</ ee-certs>
<raw- publ i c- keys>
<central -truststore-reference>Raw Public Keys for TLS O\
ients</central -truststore-reference>
</ raw- publi c-keys>
<tlsl12-psks/>
<tls13-epsks/>
</client-authentication>

<keepal i ves>
<peer - al | owed-t o- send/ >
</ keepal i ves>

</tl|s-server>
4.3. YANG Modul e

Thi s YANG nodul e has normati ve references to [ RFC4279], [ RFC5280],

[ RFC6520], [RFC7250], [RFC9640], [RFC9641], and [ RFC9642] and
informative references to [ RFC5056], [RFC5246], [RFC8446], [ RFC9258],
and [ RFC9257].

<CODE BEG@ NS> file "ietf-tls-server @024-10-10. yang"
nmodul e ietf-tls-server {
yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:ietf-tls-server"”;
prefix tlss;

i mport ietf-netconf-acm {
prefix nacm
ref erence
"RFC 8341: Network Configuration Access Control Mdel";

}
import ietf-crypto-types {
prefix ct;
ref erence
"RFC 9640: YANG Data Types and Groupi ngs for Cryptography";
}
inmport ietf-truststore {
prefix ts;
ref erence
"RFC 9641: A YANG Data Model for a Truststore"
}
inmport ietf-keystore {
prefix ks;

ref erence



"RFC 9642: A YANG Data Model for a Keystore";
}
inmport ietf-tls-common {
prefix tlscm;
reference
"RFC 9645: YANG Groupings for TLS Cients and TLS Servers";

}

organi zati on
"I ETF NETCONF ( Networ k Configuration) Wrking G oup";
cont act
"WG List: NETCONF WG |ist <milto:netconf@etf.org>
WG Wb https://datatracker.ietf.org/ wy/ netconf
Aut hor : Kent Watsen <mailto: kent +i et f @vat sen. net >
Aut hor : Jeff Hartley <mailto:intensifysecurity@nmuail.com";
description
"Thi s nodul e defines reusabl e groupings for TLS servers that
can be used as a basis for specific TLS server instances.

The key words ' MUST', ' MUST NOT', ' REQUI RED , 'SHALL’,
"SHALL NOT’, 'SHOULD , ' SHOULD NOT', ' RECOMVENDED |,

" NOT RECOMMENDED , ' MAY’', and ' OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capital s, as shown here

Copyright (c) 2024 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is permtted pursuant to, and
subject to the license terns contained in, the Revised
BSD Li cense set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9645
(https://ww. rfc-editor.org/info/rfc9645); see the RFC
itself for full legal notices.";

revisi on 2024-10-10 {
description
"Initial version.";
ref erence
"RFC 9645: YANG Groupings for TLS Cients and TLS Servers";

}

/] Features

feature tls-server-keepalives {
description
"Per-socket TLS keepalive paraneters are configurable for
TLS servers on the server inplenmenting this feature.";

}

feature server-ident-x509-cert {
description
"Indi cates that the server supports identifying itself
usi ng X. 509 certificates.";
reference
"RFC 5280:
Internet X. 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile";

}

feature server-ident-raw public-key {



description
"Indicates that the server supports identifying itself
usi ng raw public keys.";
ref erence
"RFC 7250:
Usi ng Raw Public Keys in Transport Layer Security (TLS)
and Dat agram Transport Layer Security (DTLS)"

}

feature server-ident-tlsl2-psk {
if-feature "tlscmm:tls12";
description
"Indicates that the server supports identifying itself
using TLS 1.2 PSKs (pre-shared or pairw se symetric keys).";
ref erence
"RFC 4279:
Pre- Shared Key Ci phersuites for Transport Layer Security
(TLS)";

feature server-ident-tlsl3-epsk {

if-feature "tlscmm:tls13";
description

"Indicates that the server supports identifying itself

using TLS 1.3 External PSKs (pre-shared keys).";

ref erence

"RFC 8446:

The Transport Layer Security (TLS) Protocol Version 1.3";

}

feature client-auth-supported {
description
"Indicates that the configuration for how to authenticate
clients can be configured herein. TLS-level client
aut henti cati on may not be needed when client authentication
is expected to occur only at another protocol |ayer.";

}

feature client-auth-x509-cert {
description
"Indi cates that the server supports authenticating clients
usi ng X. 509 certificates.";
ref erence
"RFC 5280:
Internet X. 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile";

}

feature client-auth-raw public-key {
description
"Indicates that the server supports authenticating clients
usi ng raw public keys.";
reference
"RFC 7250:
Usi ng Raw Public Keys in Transport Layer Security (TLS)
and Dat agram Transport Layer Security (DTLS)"

}

feature client-auth-tlsl12-psk {
description
"Indicates that the server supports authenticating clients
usi ng PSKs (pre-shared or pairw se symmetric keys).";
ref erence
"RFC 4279:
Pre-Shared Key Ciphersuites for Transport Layer Security
(TLS)";



}

feature client-auth-tlsl13-epsk {
description
"Indi cates that the server supports authenticating clients
using TLS 1.3 External PSKs (pre-shared keys).";

ref erence
"RFC 8446:
The Transport Layer Security (TLS) Protocol Version 1.3";
}
/'l G oupings

groupi ng tls-server-grouping {
description
"A reusabl e grouping for configuring a TLS server without
any consideration for how underlying TCP sessions are
est abl i shed.

Note that this grouping uses fairly typical descendant
node nanes such that a stack of 'uses’ statements will
have name conflicts. It is intended that the consum ng
data nodel will resolve the issue (e.g., by wapping
the "uses’ statenent in a container called
"tls-server-paraneters’). This nodel purposely does
not do this itself so as to provide maximumflexibility
to consum ng nodels.";
contai ner server-identity {
nacm def aul t -deny-write;
description
"Alocally defined or referenced End-Entity (EE) certificate,
i ncluding any configured internediate certificates, that
the TLS server will present when establishing a TLS
connection in its Certificate nessage, as defined in
Section 7.4.2 of RFC 5246 and Section 4.4.2 of RFC 8446.";
ref erence
"RFC 5246: The Transport Layer Security (TLS) Protoco
Version 1.2
RFC 8446: The Transport Layer Security (TLS) Protoco
Version 1.3
RFC 9642: A YANG Data Mddel for a Keystore";
choi ce auth-type {
mandat ory true;
description
"A choi ce anpngst authentication types, of which one nust
be enabled (via its associated 'feature’) and selected.”;
case certificate {
if-feature "server-ident-x509-cert”;
container certificate {
description
"Specifies the server identity using a certificate.";
uses "ks:inline-or-keystore-end-entity-cert-wth-key-"
+ "groupi ng" {
refine "inline-or-keystore/inline/inline-definition" {
must ' not (public-key-format) or derived-fromor-self’
+ " (public-key-fornmat,’
+ ' "ct:subject-public-
+ 'key-info-format")’;
}
refine "inline-or-keystore/central -keystore/"
+ "central - keystore-reference/ asynmetric-key" {
must 'not(deref(.)/../ks:public-key-format) or ’
+ 'derived-fromor-sel f(deref(.)/../ks:public-key
+ '-format, "ct:subject-public-key-info-format")’;



}
}
case raw private-key {
if-feature "server-ident-raw public-key"
cont ai ner raw private-key {
description
"Specifies the server identity using a raw
private key.";
uses ks:inline-or-keystore-asymetric-key-grouping {
refine "inline-or-keystore/inline/inline-definition" {
must ' not (public-key-format) or derived-fromor-self’
+ ' (public-key-format,’
+ ' "ct:subject-public-
+ "key-info-format")’;
}
refine "inline-or-keystore/central -keystore/"
+ "central - keystore-reference" {
must ' not(deref(.)/../ks:public-key-format) or
+ "derived-fromor-self(deref(.)/../ks:public-key
+ '-format, "ct:subject-public-key-info-format")’;

}
}
}

case tls12-psk {
if-feature "server-ident-tlsl2-psk";
container tlsl12-psk {
description
"Specifies the server identity using a PSK (pre-shared
or pairwi se synmetric key).";
uses ks:inline-or-keystore-symetric-key-grouping;
| eaf id-hint {
type string;
description
"The key ’'psk_identity_hint’ value used in the TLS
" Server KeyExchange’ nessage."”;
ref erence
"RFC 4279: Pre-Shared Key Ci phersuites for
Transport Layer Security (TLS)";

}
}

case tls13-epsk {
if-feature "server-ident-tlsl3-epsk”;
contai ner tlsl13-epsk {
description
"An External Pre-Shared Key (EPSK) is established
or provisioned out of band, i.e., not froma TLS
connection. An EPSK is a tuple of (Base Key,
External ldentity, Hash). EPSKs MJST NOT be
inmported for (D) TLS 1.2 or prior versions.
When PSKs are provisioned out of band, the PSK
identity and the KDF hash algorithmto be used
with the PSK MUST al so be provisioned.

The structure of this container is designed to
satisfy the requirenents in Section 4.2.11 of
RFC 8446, the recomendations from Section 6 of
RFC 9257, and the EPSK input fields detailed in
Section 5.1 of RFC 9258. The base-key is based
upon ' ks:inline-or-keystore-symetric-key-groupi ng
in order to provide users with flexible and
secure storage options.";
ref erence
"RFC 8446: The Transport Layer Security (TLS)
Prot ocol Version 1.3



RFC 9257: Cui dance for External Pre-Shared Key
(PSK) Usage in TLS
RFC 9258: Inporting External Pre-Shared Keys
(PSKs) for TLS 1.3";
uses ks:inline-or-keystore-synmretric-key-groupi ng;
| eaf external-identity {
type string;
mandat ory true;
description
"As per Section 4.2.11 of RFC 8446 and Section 4.1
of RFC 9257, a sequence of bytes used to identify
an EPSK. A label for a pre-shared key established
externally.";
ref erence
"RFC 8446: The Transport Layer Security (TLS)
Protocol Version 1.3
RFC 9257: Cui dance for External Pre-Shared Key
(PSK) Usage in TLS";

}
| eaf hash {
type tlscmm: epsk-support ed- hash;
default "sha-256";
description
"As per Section 4.2.11 of RFC 8446, for EPSKs,
the hash al gorithm MJUST be set when the PSK is
establ i shed; otherw se, default to SHA-256 if
no such algorithmis defined. The server MJST
ensure that it selects a compatible PSK (if any)
and ci pher suite. Each PSK MJUST only be used
with a single hash function.";
ref erence
"RFC 8446: The Transport Layer Security (TLS)
Protocol Version 1.3";

| eaf context {
type string;
description
"As per Section 5.1 of RFC 9258, context MJST
i nclude the context used to deternine the EPSK
if any exists. For exanple, context may include
i nformati on about peer roles or identities
to mtigate Selfie-style reflection attacks.
Since the EPSK is a key derived from an externa
protocol or sequence of protocols, context MJST
i nclude a channel binding for the deriving
protocols (see RFC 5056). The details of this
bi ndi ng are protocol specific and out of scope
for this docunent.";
ref erence
"RFC 9258: Inporting External Pre-Shared Keys
(PSKs) for TLS 1.3";

| eaf target-protocol {

type uint 16;

description
"As per Section 3.1 of RFC 9258, the protoco
for which a PSK is inported for use.";

ref erence
"RFC 9258: Inporting External Pre-Shared Keys

(PSKs) for TLS 1.3";

}
| eaf target-kdf {
type uint 16;
description
"As per Section 3 of RFC 9258, the KDF for
which a PSK is inported for use.";



ref erence
"RFC 9258: Inporting External Pre-Shared Keys
(PSKs) for TLS 1.3";

}
}
}

} // container server-identity
contai ner client-authentication {
if-feature "client-auth-supported";
nacm def aul t -deny-write;
must "ca-certs or ee-certs or raw public-keys or tlsl12-psks
or tlsl13-epsks”;
presence "Indicates that client authentication is supported
(i.e., that the server will request clients send
certificates). |If not configured, the TLS server
SHOULD NOT request that TLS clients provide
aut henti cation credentials.";
description
"Specifies how the TLS server can authenticate TLS clients.
Any conbination of credentials is additive and unordered.

Note that no configuration is required for authentication
based on PSK (pre-shared or pairw se symretric key) as the
the key is necessarily the sane as configured in the
"..lserver-identity’ node.";
contai ner ca-certs {
if-feature "client-auth-x509-cert";
presence "Indicates that Certification Authority (CA)
certificates have been configured. This
statenment is present so the mandatory
descendant nodes do not inply that this node
must be configured.”;
description
"A set of CA certificates used by the TLS server to
authenticate TLS client certificates. A client
certificate is authenticated if it has a valid chain
of trust to a configured CA certificate.";
ref erence
"RFC 9641: A YANG Data Model for a Truststore"
uses ts:inline-or-truststore-certs-grouping;
}
cont ai ner ee-certs {
if-feature "client-auth-x509-cert";
presence "I ndicates that EE certificates have been
configured. This statement is present so the
mandat ory descendant nodes do not inply that
this node must be configured."”;
description
"A set of client certificates (i.e., EE certificates)
used by the TLS server to authenticate
certificates presented by TLS clients. A client
certificate is authenticated if it is an exact
match to a configured client certificate.";
ref erence
"RFC 9641: A YANG Data Model for a Truststore"
uses ts:inline-or-truststore-certs-grouping;
}
cont ai ner raw public-keys {
if-feature "client-auth-raw public-key";
presence "I ndicates that raw public keys have been
configured. This statenment is present so
the mandat ory descendant nodes do not inply
that this node nust be configured.";
description
"A set of raw public keys used by the TLS server to



aut henticate raw public keys presented by the TLS
client. A raw public key is authenticated if it
is an exact match to a configured raw public key.";
ref erence
"RFC 9641: A YANG Data Model for a Truststore”
uses ts:inline-or-truststore-public-keys-grouping {
refine "inline-or-truststore/inline/inline-definition/"
+ "public-key" {
must ' derived-fromor-self(public-key-fornmat,’
+ ' "ct:subject-public-key-info-format")’;
}
refine "inline-or-truststore/central -truststore/"
+ "central -truststore-reference" {
must 'not(deref(.)/../ts:public-key/ts:public-key-
+ 'format[ not (derived-fromor-self(., "ct:subject-
+ "public-key-info-format"))])’;
}
}

}
| eaf tlsl12-psks {

if-feature "client-auth-tlsl2-psk";
type enpty;
description
"Indicates that the TLS server can authenticate TLS clients
usi ng configured PSKs (pre-shared or pairw se symetric
keys).

No configuration is required since the PSK value is the
sane as PSK value configured in the 'server-identity’
node. ";

}
| eaf tlsl13-epsks {

}

if-feature "client-auth-tl sl13-epsk”;

type enpty;

description
"Indicates that the TLS 1.3 server can authenticate TLS
clients using configured External PSKs (pre-shared keys).

No configuration is required since the PSK value is the
same as PSK value configured in the 'server-identity’
node. ";

} // container client-authentication
cont ai ner hell o-parans {
nacm def aul t -deny-write;
if-feature "tl scmm: hel | o- parans"”;
uses tl scmm: hel | o- par anms- gr oupi ng;
description

"Configurabl e parameters for the TLS hell o nessage.";

} // container hell o-parans

cont ai ner keepalives {
nacm def aul t -deny-write;
if-feature "tls-server-keepalives";
description

"Configures the keepalive policy for the TLS server.";

| eaf peer-allowed-to-send {

}

type enpty;
description
"Indicates that the renote TLS client is allowed to send
Hear t beat Request nessages, as defined by RFC 6520,
to this TLS server.";
ref erence
"RFC 6520: Transport Layer Security (TLS) and Dat agram
Transport Layer Security (DTLS) Heartbeat Extension";

cont ai ner test-peer-aliveness {



presence "Indicates that the TLS server proactively tests the
aliveness of the rembte TLS client.";
description
"Configures the keepalive policy to proactively test
the aliveness of the TLS client. An unresponsive
TLS client is dropped after approximately max-wait
* max-attenpts seconds.”;
| eaf max-wait {
type uintl1l6 {
range "1..max";

}
units "seconds";
default "30";

description
"Sets the ampunt of tine in seconds, after which a
TLS-l evel nessage will be sent to test the
aliveness of the TLS client if no data has been
received fromthe TLS client.";
}
| eaf max-attenpts {
type uint8;
default "3";
description
"Sets the maxi num nunber of sequential keepalive
messages that can fail to obtain a response from
the TLS client before assuming the TLS client is
no |l onger alive.";

}

} /] container keepalives
} // grouping tls-server-grouping

}
<CODE ENDS>
Security Considerations

The three | ETF YANG nodul es in this docunent define groupings and
wi Il not be deployed as standal one nodul es. Their security

i nplications may be context dependent based on their use in other
modul es. The designers of nodul es that inport these groupi ng nust
conduct their own analysis of the security considerations.

.1. Considerations for the "iana-tls-cipher-suite-al gs" YANG Mdul e
This section is nodeled after the tenplate defined in Section 3.7.1
of [ RFC8407].

The "iana-tls-cipher-suite-al gs" YANG nodul e defines a data node
that is designed to be accessed via YANG based nmanagenent protocols,
such as NETCONF [ RFC6241] and RESTCONF [ RFCB8040]. These protocols
have nmandatory-to-inplenent secure transport |layers (e.g., Secure
Shell (SSH) [ RFC4252], TLS [RFC8446], and QUI C [ RFC9000]) and
mandat ory-t o-i npl ement nutual aut henticati on.

The Network Configuration Access Control Model (NACM [RFC8341]
provides the nmeans to restrict access for particular users to a
preconfigured subset of all avail able protocol operations and
content.

Thi s YANG nodul e defi nes YANG enumerations, for a public | ANA-
mai nt ai ned regi stry.

YANG enunerations are not security-sensitive, as they are statically
defined in the publicly accessible YANG nodul e. | ANA MAY deprecate
and/ or obsol ete enunerations over time as needed to address security



i ssues found in the al gorithns.

Thi s nodul e does not define any witable nodes, RPCs, actions, or
notifications, and thus the security considerations for such are not
provi ded here.

5.2. Considerations for the "ietf-tls-commbn” YANG Modul e

This section is nodeled after the tenplate defined in Section 3.7.1
of [ RFC8407].

The "ietf-tls-comon" YANG nodul e defines a data nmodel that is
designed to be accessed via YANG based managenent protocols, such as
NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These protocols have
mandat ory-t o-i npl ement secure transport layers (e.g., Secure Shel
(SSH) [RFC4252], TLS [RFC8446], and QUI C [ RFC9000]) and nandat ory-t o-
i mpl ement nutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the means to restrict access for particular users to a
preconfigured subset of all available protocol operations and
content.

Pl ease be aware that this YANG nodul e uses groupi ngs from ot her YANG
modul es that define nodes that may be considered sensitive or

vul nerabl e in network environnents. Please review the Security

Consi derations for dependent YANG nodul es for information as to which
nodes may be considered sensitive or vulnerable in network

envi ronment s.

None of the readabl e data nodes defined in this YANG nodul e are

consi dered sensitive or vulnerable in network environnents. The NACM
"defaul t-deny-all" extension has not been set for any data nodes
defined in this nodul e.

None of the witable data nodes defined in this YANG nodul e are

consi dered sensitive or vulnerable in network environnents. The NACM
"defaul t-deny-wite" extension has not been set for any data nodes
defined in this nodul e.

Thi s nodul e defines the "generate-asymetric-key-pair" RPC that nay,
if the "ct:cleartext-private-keys" feature is enabled and the client
requests it, return the private clear in cleartext form It is NOT
RECOMVENDED for private keys to pass the server’s security perineter.

Thi s nodul e does not define any actions or notifications, and thus
the security considerations for such are not provided here.

5.3. Considerations for the "ietf-tls-client” YANG Mdul e

This section is nodeled after the tenplate defined in Section 3.7.1
of [ RFC8407].

The "ietf-tls-client" YANG nodul e defines a data nmodel that is
designed to be accessed via YANG based managenent protocols, such as
NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These protocols have
mandat ory-t o-i npl ement secure transport layers (e.g., Secure Shel
(SSH) [RFC4252], TLS [RFC8446], and QUI C [ RFC9000]) and nandat ory-t o-
i mpl ement nutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the means to restrict access for particular users to a
preconfigured subset of all available protocol operations and
content.

Pl ease be aware that this YANG nodul e uses groupi ngs from ot her YANG
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modul es that define nodes that may be considered sensitive or

vul nerabl e in network environnents. Please review the Security

Consi derations for dependent YANG nodul es for information as to which
nodes may be considered sensitive or vulnerable in network

envi ronment s.

None of the readabl e data nodes defined in this YANG nodul e are

consi dered sensitive or vulnerable in network environnents. The NACM
"defaul t-deny-all" extension has not been set for any data nodes
defined in this nodul e.

Al the witable data nodes defined by this nodul e may be consi dered
sensitive or vulnerable in some network environments. For instance,
any nodification to a key or reference to a key may dramatically
alter the inplemented security policy. For this reason, the NACM
extension "default-deny-wite" has been set for all data nodes
defined in this nodul e.

Thi s nodul e does not define any RPCs, actions, or notifications, and
thus the security considerations for such are not provided here.

4., Considerations for the "ietf-tls-server" YANG Mdul e

This section is nodeled after the tenmplate defined in Section 3.7.1
of [ RFC8407].

The "ietf-tls-server" YANG nodul e defines a data nodel that is
designed to be accessed via YANG based managenent protocols, such as
NETCONF [ RFC6241] and RESTCONF [ RFC8040]. These protocols have
mandat ory-t o-i npl ement secure transport layers (e.g., Secure Shel
(SSH) [RFC4252], TLS [RFC8446], and QUI C [ RFC9000]) and mandat ory-t o-
i mpl ement nutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular users to a
preconfi gured subset of all avail able protocol operations and
content.

Pl ease be aware that this YANG nodul e uses groupi ngs from ot her YANG
nmodul es that define nodes that nay be considered sensitive or

vul nerabl e in network environnents. Please review the Security

Consi derations for dependent YANG nmodul es for information as to which
nodes may be considered sensitive or vulnerable in network

envi ronments.

None of the readable data nodes defined in this YANG nodule are

consi dered sensitive or vulnerable in network environnents. The NACM
"default-deny-all" extension has not been set for any data nodes
defined in this nodul e.

Pl ease be aware that this nodul e uses the "key" and "private-key"
nodes fromthe "ietf-crypto-types" nodul e [ RFC9640], where sai d nodes
have the NACM extension "default-deny-all" set, thus preventing
unrestricted read access to the cleartext key val ues.

Al the witable data nodes defined by this nodul e may be consi dered
sensitive or vulnerable in sone network environments. For instance,
any nodification to a key or reference to a key nmay dramatically
alter the inplemented security policy. For this reason, the NACM
extensi on "default-deny-wite" has been set for all data nodes
defined in this nodul e.

Thi s nodul e does not define any RPCs, actions, or notifications, and
thus the security considerations for such are not provided here.

| ANA Consi der ati ons
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1. The IETF XM. Registry

I ANA has registered the following four URIs in the "ns" registry of
the "I ETF XML Regi stry" [ RFC3688].

URI: wurn:ietf:params:xm:ns:yang:iana-tls-cipher-suite-algs
Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. namespace.

URI: wurn:ietf:paramnms:xm:ns:yang:ietf-tls-conmon
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanespace

URI: wurn:ietf:paranms:xm:ns:yang:ietf-tls-client
Regi strant Contact: The |ESG
XM: N A; the requested URI is an XM. nanmespace

URI: wurn:ietf:params:xm:ns:yang:ietf-tls-server
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanmespace.

2. The YANG Modul e Nanes Registry

I ANA has registered the follow ng four YANG nodul es in the "YANG
Modul e Nanes" registry [ RFC6020].

nane: iana-tls-cipher-suite-algs

Mai ntained by 1 ANA: Y

nanespace: urn:ietf:parans: xm:ns:yang:iana-tls-cipher-suite-algs
prefix: tlscsa

reference: RFC 9645

name: ietf-tls-comon

Mai ntai ned by 1 ANA: N

nanespace: urn:ietf:parans:xm:ns:yang:ietf-tls-common
prefix: tlscmm

reference: RFC 9645

name: ietf-tls-client

Mai ntai ned by 1 ANA: N

nanespace: urn:ietf:parans:xm:ns:yang:ietf-tls-client
prefix: tlsc

reference: RFC 9645

name: ietf-tls-server

Mai ntai ned by 1 ANA: N

nanespace: urn:ietf:parans:xm:ns:yang:ietf-tls-server
prefix: tlss

reference: RFC 9645

3. Considerations for the "iana-tls-cipher-suite-al gs" YANG Mdul e

This section follows the tenplate defined in Section 4.30.3.1 of
[ RFC84078BI 9] .

I ANA used the script in Appendix A to generate the | ANA-nmi ntai ned
"iana-tls-cipher-suite-algs" YANG nodule. The YANG nodule is
avai l abl e fromthe "YANG Paraneters"” registry [|ANA- YANG PARAMVETERS] .

| ANA has added the following note to the registry:

| New val ues nust not be directly added to the "iana-tls-cipher-

| suite-algs" YANG nodul e. They nust instead be added to the "TLS
| Cipher Suites" registry in the "Transport Layer Security (TLS)

| Parameters" registry group [| ANA-Cl PHER- ALGS] .
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When a value is added to the "TLS G pher Suites" registry, a new
"enuni statenent nust be added to the "iana-tls-cipher-suite-al gs"
YANG nodul e. The "enuni statenent, and substatenents thereof, should
be defined as foll ows:

enum
Replicates a nane fromthe registry.

val ue
Contai ns the decimal value of the I ANA-assigned val ue.

status
Include only if a registration has been deprecated or obsol et ed.
An | ANA "Recomended"” value "N' naps to YANG status "deprecated"
Since the registry is unable to express a | ogical "MJST NOT"
recomendation, there is no mapping to YANG status "obsol ete",
whi ch is unfortunate given the noving of single-DES and
International Data Encryption Al gorithm (I DEA) TLS ci pher suites
to Historic [RFC8996].

description
Contains "Enuneration for the ' TLS FOO algorithni, where
"TLS FOO' is a placeholder for the algorithnms name (e.g.,
"TLS_PSK W TH_AES 256_CBC_SHA")

reference
Replicates the reference(s) fromthe registry with the title of
t he docunent (s) added

Unassi gned or reserved val ues are not present in the nodul e.

When the "iana-tls-cipher-suite-algs" YANG nodul e i s updated, a new
"revision" statement with a unique revision date nmust be added in
front of the existing revision statements. The "revision" nust have
a "description" statement explaining why the the update occurred and
must have a "reference" substatenent that points to the docunent
defining the registry update that resulted in this change. For

i nst ance:

revisi on 2024-10-10 {
description
"This update reflects the update made to the underlying
"Foo Bar’ registry per RFC XXXX. ";
ref erence
"RFC XXXX: Extend the Foo Bar Registry
to Support Sonething Inportant”;

}

| ANA has added the following note to the "TLS Ci pher Suites" registry
under the "Transport Layer Security (TLS) Paraneters" registry group
[ 1 ANA- Cl PHER- ALGS] .

| When this registry is nodified, the YANG nodul e "iana-tl s-ci pher-
| suite-al gs" [|ANA- YANG PARAMETERS] nust be updated as defined in
| RFC 9645
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Appendi x A.  Script to CGenerate | ANA- Mai ntai ned YANG Modul es
This section is not normati ve.

The Python <https://ww. python.org> script contained in this section
was used to create the initial | ANA-maintained "iana-tls-cipher-
suite-al gs" YANG nodul e nmai ntai ned at [ ANA- YANG PARAMETERS] .

Run the script using the command ' python gen-yang-nodul es. py’ to
produce the YANG nodule file in the current directory.

Be aware that the script does not attenpt to copy the "revision"
statements fromthe previous/current YANG nodule. Copying the
revi sion statements nust be done nanually.

<CCDE BEG NS>
=============== NOTE: ’'\\’ |ine \M‘app| ng per RFC 8792 ===============

import re

i mport csv

i mport requests

i mport textwap

i mport requests_cache
fromio inport StringlO
fromdatetine inport datetine

# Metadata for the one YANG nodul e produced by this script
MODULES = [

{
"csv_url": "https://ww.iana.org/assi gnments/tls-paraneters/\
\tls-paraneters-4.csv",
"spaced_name": "cipher-suite",
"hyphenat ed_nane": "cipher-suite”,
"prefix": "tlscsa",



def create_nodul e_begi n(nodul e, f):

# Define tenplate for all four nodul es
PREAMBLE _TEMPLATE="""
modul e i ana-tls-HNAME- al gs {
yang-version 1.1;
nanespace "urn:ietf:parans: xn :ns:yang:i ana-tl s- HNAVE- al gs";
prefix PREFI X;

organi zati on
"Internet Assigned Nunmbers Authority (1ANA)";

cont act
"Postal : | CANN
12025 Waterfront Drive, Suite 300
Los Angeles, CA 90094-2536
United States of Anerica
Tel : +1 310 301 5800
Emai | : <i ana@ ana. or g>";

description
"Thi s nodul e defines enunerations for the cipher suite
algorithms defined in the 'TLS C pher Suites’ registry
under the ’'Transport Layer Security (TLS) Paraneters
registry group maintai ned by | ANA

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is permtted pursuant to, and
subject to the license terns contained in, the Revised
BSD Li cense set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

The initial version of this YANG nodule is part of RFC 9645
(https://ww. rfc-editor.org/info/rfc9645); see the RFC
itself for full legal notices.

Al'l versions of this nodule are published by | ANA
(https://ww. i ana. or g/ assi gnnent s/ yang- paraneters).";

revisi on DATE {
description
"This initial version of the nodule was created using
the script defined in RFC 9645 to reflect the contents
of the SNAME al gorithms registry maintai ned by | ANA ";
ref erence
"RFC 9645: YANG Groupings for TLS Cients and TLS Servers";

}

typedef tls-HNAME-al gorithm {
type enuneration {

# Repl acenents

rep = {
"DATE": datetine.today().strftime(’ %-%n%’ ),
"YEAR': datetine.today().strftime(’ %),
"SNAMVE": nodul e[ "spaced_nane"],
"HNAME": nodul e[ "hyphenat ed_nane"],
"PREFI X": nodul e[ "prefix"]

}

# Do the repl acenent
rep = dict((re.escape(k), v) for k, vinrep.itens())



pattern = re.conpile("|".join(rep. keys()))
text = pattern.sub(lanbda m rep[re.escape(m group(0))], PREAMBL\
\ E_TEMPLATE)

# Wite preanble into the file
f.wite(text)

def create_nodul e_body(nodul e, f):

# Fetch the current CSV file from | ANA
r = requests.get(nodul e["csv_url"])
assert r.status_code == 200, "Could not get

+ nodul e["csv_url "]

# Parse each CSV line

with Stringl (r.text) as csv_file:
csv_reader = csv.DictReader(csv_file)
for rowin csv_reader:

# Skip reserved al gs
if row"Description"].startsw th("Unassigned"):
conti nue

# Ski p unassigned al gs
if ronf"Description"].startswith("Reserved"):
conti nue

# Ensure this is the TLS |line
assert row "Description"].startswith("TLS "), "Unrecognil\
\zed description: '" + row "Description"] + """

# Set the '"refs’ and 'titles’ lists
if rowf "Reference"] == "":
pass # skip when the Reference field is enpty

el se:

# There may be nore than one ref

refs = row "Reference"][1:-1] # renove the '[’ and \
\"]" chars

refs = refs.split("][")

titles =[]

for ref in refs:

# Ascertain the ref’'s title
if ref.startswith("RFC"):

# Fetch the current BIBTEX entry

bi btex_url ="https://datatracker.ietf.org/doc\
\/"+ ref.lower() + "/bibtex/"

r = requests. get(bibtex_url)

assert r.status _code == 200, "Could not GET \
\'" + bibtex_url

# Append to 'titles’ value fromthe "title" \

\line
for itemin r.text.split("\'n")
if "title =" in item
title = re.sub(’" . *{{(.*)}}.*", r'\g<\
V1>, item

if title.startsw th("ECDHE\ _PSK"):
title = re.sub("ECDHE\\\\ _PSK", \
\"ECDHE_PSK", title)
titles.append(re.sub(’.*{{(.*)}}.*" )\
\ r’\g<1>, title))
br eak



el se:
rai se Exception("RFC title not found")

# Insert a space: "RFCI9645" --> "RFC 9645"
i ndex = refs.index(ref)
refs[index] = "RFC " + ref[3:]

elif ref == "I ESG Action 2018-08-16":

# Rewite the ref value
i ndex = refs.index(ref)
refs[index] = "IESG Action"

# Let title be something descriptive
titles.append("l ESG Action 2018-08-16")

elif ref == "draft-irtf-cfrg-aegi s-aead-08":

# Manual |y set the docunent’s title
titles.append("The AEA S Fanily of Authentic\
\ated Encryption Al gorithns")

elif ref:
rai se Exception(f’'ref "{ref}" not found)

el se:
rai se Exception(f'ref mssing: {row’)

# Wite out the enum
f.vvrite(f’ enum {row "Description”"]} {{\n");
if row "Recomended"] == 'N:
f.wite(f’ status deprecated;\n’)
f.wite(f’ description\n’)
description = f’ "Enuneration for the \"{row "D
\escription"]}\’ algorithm™
description = textwap.fill(description, w dth=69, subse\
\ quent _i ndent =" "
f.wite(f'{description}\n’)
f.wite(’ reference\n’)
f.write( ")
if ronf"Reference"] ==""
f.wite(’Mssing in IANAreglstry )
el se:
ref len = len(refs)
for i in range(ref_len):
ref = refs[i]
f.wite(f'{ref}:\n")
title =" "+ titles[i]
if i ==ref _len - 1:
title +="";"
title = textwap.fill(title, w dth=69, subsequen\
\t_indent=" ")
f.wite(f' {title}")
if i !=ref _len - 1:
f.wite('\n ")
f.wite(’\n")
f.wite(’ I\n)

def create_nodul e_end(nodule, f):

# Cl ose out the enuneration, typedef, and nodul e
f.wite(" Ivn")
f.wite(" description\n")



f.wite(f’ "An enumeration for TLS {nodul e["spaced_nanme"]} \
\algorithns.";\n")

f.wite(" }\n")

f.wite(’\n")

f.wite(’}\n")

def create_nodul e( nodul e)

# Install cache for 8x speedup
requests_cache.install _cache()

# Ascertain the yang nodul e’ s nane
yang nodul e name = "iana-tls-" + nodul e[ "hyphenated nane"] + "-a\
\ I gs. yang"

# Create yang nodule file

wi t h open(yang_nodul e_nane, "w') as f:
creat e_nodul e_begi n(nodul e, f)
creat e_nodul e_body(nodul e, f)
creat e_nodul e_end(nodul e, f)

def main():
for modul e i n MODULES:
creat e_nodul e( nodul e)

if nane__ =="__main__":
mai n()
<CODE ENDS>
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