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1. Introduction

Thi s docunent defines three YANG 1.1 [ RFC7950] nodul es to support the
configuration of TCP clients and TCP servers (TCP is defined in

[ RFC9293]). The data nodels defined by these nodul es may be used
directly (e.g., to define a specific TCP client or TCP server) or in
conjunction with the configuration defined for higher |evel protocols
that depend on TCP (e.g., SSH, TLS, etc.). Exanples of higher |eve
prot ocol configuration designed to be used in conjunction with this
configuration are in [ RFC9644] and [ RFC9645].

The nodul es focus on three different types of base TCP paraneters
that matter for TCP-based applications: First, the nodul es cover
fundanental configuration of a TCP client or TCP server application,
such as addresses and port numbers. Second, a reusabl e grouping
enabl es nodi fication of application-specific parameters for TCP
connections, such as use of TCP keepalives. And third, client
configuration for traversing proxies is included as well. 1In each
case, the nodul es have a very narrow scope and focus on a m ni mrum set
of required paraneters

Pl ease be advised that while this docunment presents support for some
TCP proxy techni ques, there are other TCP proxy techniques that are
not part of this docunent but could be added by augnenting the YANG
nodul e.

1.1. Rel ation to O her RFCs

Thi s docunent presents three YANG nodul es [ RFC7950] that are part of
a collection of RFCs that work together to ultimately support the
configuration of both the clients and servers of both the Network
Configuration Protocol (NETCONF) [RFC6241] and RESTCONF [ RFC8040] .

The dependency rel ati onship between the primary YANG gr oupi ngs
defined in the various RFCs is presented in the below diagram In
sonme cases, a docunent mmy define secondary groupings that introduce
dependencies not illustrated in the diagram The labels in the

di agram are shorthand nanmes for the defining RFCs. The citation

ref erences for shorthand names are provi ded bel ow t he di agram

Pl ease note that the arrows in the diagram point fromreferencer to
referenced. For exanple, the "crypto-types" RFC does not have any
dependenci es, whilst the "keystore" RFC depends on the "crypto-types"
RFC.
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| Label in Diagram | Reference |
[ s s sy s s o
| crypto-types | [ RFC9640] |
e e e e e oo o e e e e e e e e oo s +
| truststore | [ RFC9641] |
o e e e e e a oo o e e e e e e oo o +
| keystore | [ RFC9642] |
o e e e e e e oo oo oo o e m e e e e e oo +
| tcp-client-server | RFC 9643 |
e e e e e oo o e e e e e e e e oo s +
| ssh-client-server | [ RFC9644] |
o e e e e e a oo o e e e e e e oo o +
| tls-client-server | [ RFC9645] |
o e e e e e e oo oo oo o e m e e e e e oo +
| http-client-server | [ HTTP- CLI ENT- SERVER] |
e e e e e oo o e e e e e e e e oo s +
| netconf-client-server | [NETCONF-CLIENT-SERVER] |
o e e e e e a oo o e e e e e e oo o +
| restconf-client-server | [RESTCONF-CLI ENT- SERVER] |
o e e e e e e oo oo oo o e m e e e e e oo +

Tabl e 1. Label in Diagramto RFC Mapping
1.2. Specification Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

1.3. Adherence to the NVDA
This docunment is conpliant with the Network Managenent Datastore
Architecture (NVDA) [RFC8342]. It does not define any protocol
accessi bl e nodes that are "config fal se".

1.4. Conventions

Various exanples in this docunent use the XM. [ WBC. REC- xmm - 20081126]
encodi ng. O her encodings, such as JSON [ RFC8259], could
alternatively be used.
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The "ietf-tcp-comopn"” Mdul e

This section defines a YANG 1.1 nodule called "ietf-tcp-comon". A
hi gh-1 evel overview of the nodule is provided in Section 2.1
Exanmples illustrating the nodule’ s use are provided in Section 2.2

("Exanmpl e Usage"). The YANG nodule itself is defined in Section 2. 3.

1. Data Mddel Overview

This section provides an overview of the "ietf-tcp-comon" nodule in
terns of its features and groupings.

1.1. Model Scope

Thi s docunent presents a common "groupi ng" statenent for basic TCP
connection parameters that nmatter to applications. It is "conmon" in
that this grouping is used by both the "ietf-tcp-client"” and "ietf-
tcp-server” nodules. In some TCP stacks, such parameters can al so
directly be set by an application using systemcalls, such as the
sockets API. The base YANG data nodel in this docunment focuses on
nmodel i ng TCP keepalives. This base nodel can be extended as needed.

1. 2. Feat ur es

The following diagramlists all the "feature" statenments defined in
the "ietf-tcp-conmon" nodul e:

Feat ures:
+-- keepal i ves-supported

The di agram above uses syntax that is simlar to but not defined in
[ RFC8340] .

2.1.3. Goupings

The "ietf-tcp-comon"” nodul e defines the foll owi ng "groupi ng”
st atenent :

* tcp-comon- groupi ng

This grouping is presented in the follow ng subsection

2.1.3.1. The "tcp-common-groupi ng" G oupi ng

2

1.

The followi ng tree diagram [ RFC8340] illustrates the "tcp-comon-
groupi ng" groupi ng:

groupi ng tcp-conmmon- gr oupi ng:
+-- keepal i ves! {keepalives-supported}?
+-- idle-tine? ui nt 16
+- - max- probes? uintl6
+-- probe-interval ? uintl16

Comment s:
* The "keepalives" node is a "presence" container so that the

mandat ory descendant nodes do not inply that keepalives nust be
confi gured.

* The "idle-time", "max-probes”, and "probe-interval" nodes have the

common mneani ngs. Pl ease see the YANG nodule in Section 2.3 for
detail s.

4. Protocol - Accessi bl e Nodes



2

2

1.

2

The "ietf-tcp-comon” nodul e defines only "grouping" statenents that
are used by other nodules to instantiate protocol -accessi bl e nodes.
Thus, this nodul e, when inplenented, does not itself define any

pr ot ocol - accessi bl e nodes.

5. CGuidelines for Configuring TCP Keepalives

Net wor k stacks may include keepalives in their TCP inpl enentations,

al though this practice is not universally inplenented. |f keepalives
are included, [RFC9293] nandates that the application MJST be able to
turn themon or off for each TCP connection and that they MJST
default to off.

Keepal i ve nechani sns exist in many protocols. Depending on the
protocol stack, TCP keepalives may only be one out of severa
alternatives. Wich nmechanisn(s) to use depends on the use case and
application requirenents. |If keepalives are needed by an
application, it is RECOWENDED that the |iveness check happens only
at the protocol layers that are neaningful to the application.

A TCP keepal i ve nechani sm SHOULD only be invoked in server
applications that might otherw se hang indefinitely and consune
resources unnecessarily if a client crashes or aborts a connection

during a network failure [RFC9293]. TCP keepalives may consune
significant resources both in the network and in endpoints (e.g.,
battery power). In addition, frequent keepalives risk network

congestion. The higher the frequency of keepalives, the higher the
over head.

G ven the cost of keepalives, parameters have to be configured
careful ly:

* The default idle interval (leaf "idle-tine") is two hours, i.e.,
7200 seconds [RFC9293]. A lower value MAY be configured, but idle
intervals SHOULD NOT be snaller than 15 seconds. Longer idle
intervals SHOULD be used when possi bl e.

*  The maxi mum nunber of sequential keepalive probes that can fai
(l eaf "nmax-probes") trades off responsiveness and robustness
agai nst packet | oss. ACK segnents that contain no data are not
reliably transmitted by TCP. Consequently, if a keepalive
mechanismis inplemented, it MJST NOT interpret failure to respond
to any specific probe as a dead connection [RFC9293]. Typically,
a single-digit nunber should suffice.

* TCP inplenentations may include a paranmeter for the nunber of
seconds between TCP keepalive probes (leaf "probe-interval"). In
order to avoid congestion, the tinme interval between probes MJST
NOT be smaller than one second. Significantly Ionger intervals
SHOULD be used. It is inportant to note that keepalive probes (or
replies) can get dropped due to network congestion. Sending
further probe nmessages into a congested path after a short
interval, wthout backing off timers, could cause harm and result
in a congestion collapse. Therefore, it is essential to pick a
| arge, conservative value for this interval

Exampl e Usage

This section presents an exanple show ng the "tcp-common-groupi ng"
groupi ng popul ated wi th sonme dat a.

<l-- The outernost elenent bel ow doesn’t exist in the data nodel. -->
<l-- It simulates if the "grouping" were a "container" instead. -->

<t cp-conmmon xm ns="urn:ietf:params: xm : ns:yang:ietf-tcp-comon">
<keepal i ves>



<idle-time>7200</idle-time>
<max- pr obes>9</ nax- pr obes>
<probe-i nt erval >75</ pr obe-i nt erval >
</ keepal i ves>
</t cp- common>

2.3.  YANG Modul e
The "ietf-tcp-comon"” YANG nodul e references [ RFC6991] and [ RFC9293].

<CODE BEG NS> file "ietf-tcp-comon@024-10-10. yang"
modul e ietf-tcp-comon {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-tcp-comon";
prefix tcpcm;

organi zati on
"I ETF NETCONF ( Networ k Configuration) Wrking Goup and the
| ETF TCP Mai nt enance and M nor Extensions (TCPM Wrking G oup”;

cont act

"WG Web: https://datatracker.ietf.org/wy/ netconf
https://datatracker.ietf.org/wy/tcpm

WG List: NETCONF WG |ist <milto:netconf@etf.org>
TCPM WG list <mailto:tcpm@etf.org>

Aut hors: Kent Watsen <mmilto: kent +i et f @t sen. net >
M chael Scharf
<mai | t 0o: mi chael . scharf @s-esslingen. de>";

description
"This nodul e define a reusable 'grouping’ that is comon
to both TCP clients and TCP servers. This grouping statenent
is used by both the "ietf-tcp-client’ and 'ietf-tcp-server’
nodul es.

The key words ' MJUST', ' MJST NOT', 'REQUIRED , ' SHALL',
"SHALL NOT', ’'SHOULD , ' SHOULD NOT', ' RECOMMENDED ,

"NOT RECOMMENDED , ' MAY', and 'OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capital s, as shown here

Copyright (c) 2024 | ETF Trust and the persons identified
as authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with
or without nodification, is permtted pursuant to, and
subject to the license ternms contained in, the Revised
BSD License set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9643
(https://www. rfc-editor.org/info/rfc9643); see the RFC
itself for full legal notices.";

revisi on 2024-10-10 {
description
"Initial version.";
ref erence
"RFC 9643: YANG Groupings for TCP Cients and TCP Servers”;

}

/| Features

feature keepalives-supported {



description
"I ndi cates that keepalives are supported.”;

}
/1 G oupings

groupi ng tcp-comon-groupi ng {
description
"A reusabl e grouping for configuring TCP paraneters conmon
to TCP connections as well as the operating systemas a
whol e. ";
cont ai ner keepalives {
if-feature "keepalives-supported”;
presence "I ndicates that keepalives are enabled, aligning to
the requirenent in Section 3.8.4 of RFC 9293 that
states keepalives are off by default.";
description
"Configures the keepalive policy to proactively test the
al i veness of the TCP peer. An unresponsive TCP peer is
dropped after approximately (idle-tinme + nmax-probes *
probe-interval) seconds. Further guidance can be found
in Section 2.1.5 of RFC 9643.";
reference
"RFC 9293: Transm ssion Control Protocol (TCP)";
leaf idle-tine {
type uintl1l6 {
range "1..max";
}
units "seconds";
default "7200";
description
"Sets the anmpbunt of tine after which a TCP-|evel probe
message wWill be sent to test the aliveness of the TCP
peer if no data has been received fromthe TCP peer
Two hours (7200 seconds) is a safe value, per Section
3.8.4 of RFC 9293.";
ref erence
"RFC 9293: Transm ssion Control Protocol (TCP)";
}

| eaf max-probes {
type uint16 {
range "1..max";

}

default "9";

description
"Sets the maxi mum nunber of sequential keepalive probes
that can fail to obtain a response fromthe TCP peer
bef ore assuming the TCP peer is no longer alive.";

| eaf probe-interval {
type uintl1l6 {
range "1..max";

}
units "seconds";
default "75";

description
"Sets the tinme interval between failed probes. The
i nterval SHOULD be significantly | onger than one second
in order to avoid harmon a congested |ink.";

}

} // container keepalives
} /] grouping tcp-comon-groupi ng

}
<CODE ENDS>



3. The "ietf-tcp-client” Modul e

This section defines a YANG 1.1 nodule called "ietf-tcp-client". A
hi gh-1evel overview of the nodule is provided in Section 3.1
Exanples illustrating the nodule’'s use are provided in Section 3.2

("Exanmpl e Usage"). The YANG nodule itself is defined in Section 3.3.
3.1. Data Mddel Overview

This section provides an overview of the "ietf-tcp-client” nmodule in
terms of its features and groupi ngs.

3.1.1. Feat ur es

The following diagramlists all the "feature" statements defined in
the "ietf-tcp-client" nodul e:

Feat ur es:
+-- | ocal - bi ndi ng- supported
+-- tcp-client-keepalives
+-- proxy-connect
+-- socks4-supported {proxy-connect}?
+- - socksda- supported {proxy-connect}?
+-- socks5-supported {proxy-connect}?
+-- socksb5-gss-api {socksb5-supported}?
+-- socksb5-user nane- password {socks5-supported}?

Comment s:

* The "l ocal - bi ndi ng-supported” feature indicates that the server
supports configuring local bindings (i.e., the |local address and
| ocal port) for TCP clients.

* The "tcp-client-keepalives" feature indicates that TCP keepalive
paraneters are configurable for TCP clients on the server
i mpl ementing this feature

* The "proxy-connect" feature indicates the TCP client supports
connecting through TCP proxies.

* The "socks4-supported" feature indicates the TCP client supports
Socks4- based proxies.

* The "socks4a-supported" feature indicates the TCP client supports
Socks4a-based proxies. The difference between Socks4 and Socks4a
is that Socks4a enables the "renote-address” to be specified using
a hostnane, in addition to an | P address.

* The "socksb-supported" feature indicates the TCP client supports
Socks5- based proxi es.

*  The "socksb-gss-api" feature indicates that the server, when
acting as a TCP client, supports authenticating to a SOCKS Version
5 proxy server using Generic Security Service Application Program
Interface (GSS-APlI) credentials.

* The "socksb5-usernanme- password" feature indicates that the server
when acting as a TCP client, supports authenticating to a SOCKS
Version 5 proxy server using "usernane" and "password"
credentials.”

The di agram above uses syntax that is simlar to but not defined in
[ RFC8340] .

3.1.2. Goupings



The "ietf-tcp-client” nodule defines the foll owi ng "groupi ng”
st atenent :

* tcp-client-grouping
This grouping is presented in the follow ng subsection
3.1.2.1. The "tcp-client-groupi ng" G ouping

The followi ng tree diagram [ RFC8340] illustrates the "tcp-client-
groupi ng" groupi ng:

groupi ng tcp-client-grouping:

+-- renote-address i net: host

+-- renote-port? i net: port-nunber
+-- | ocal - addr ess? i net:ip-address
| {I ocal - bi ndi ng- supported}?

+-- local -port? i net: port-nunber

| {I ocal - bi ndi ng- supported}?

+-- proxy-server! {proxy-connect}?

| +-- (proxy-type)

| +--:(socks4) {socks4-supported}?

| | +-- socks4-paraneters

| | +-- renote-address i net:ip-address
| +-- renote-port? i net: port-nunber
| +--:(socks4a) {socks4a-supported}?

| +-- socksda- paraneters

| +-- renote-address i net: host

| | +-- renote-port? i net: port-nunber
| +--:(socks5) {socks5-supported}?

| +-- socksb5-paraneters

| +-- renote-address i net: host
I

I

I

I

|

I

I

I

I

I

+-- renote-port? i net: port-nunber
+-- aut hentication-paraneters!
+-- (auth-type)
+--:(gss-api) {socksb5-gss-api}?
| +-- gss-api
+--: (user nane- passwor d)
{socks5- user nane- passwor d} ?
+-- usernane- password
+-- usernane string
+---Uu ct: password-groupi ng
+---u tcpcm: t cp- conmon- gr oupi ng

Comment s:

* The "renote-address" node, which is mandatory, nmay be confi gured
as an | Pv4 address, an |Pv6 address, or a hostnane.

* The "renpte-port" leaf is defined with neither a "default" nor a
"mandat ory" statenent. YANG nodul es using this groupi ng SHOULD
refine the grouping with a "default" statenment, when the port
nunber is well-known (e.g., a port nunber allocated by | ANA), or
with a "mandatory" statenent, if a port nunber needs to al ways be
configured. The SHOULD can be ignored when the port nunber is
neither well-known nor nmandatory to configure, such as might be
the case when this grouping is used by another grouping.

* The "l ocal -address” node, which is enabled by the "I ocal -bi ndi ng-
supported" feature (Section 3.1.1), may be configured as an | Pv4
address, an | Pv6 address, or a wldcard val ue.

* The "local -port" node, which is enabled by the "l ocal -bi ndi ng-
supported" feature (Section 3.1.1), is not nandatory. |Its default
value is "0", indicating that the operating systemcan pick an
arbitrary port nunber.



* The "proxy-server" node is enabled by a "feature" statenent and,
for servers that enable it, is a "presence" container so that the
descendant "mandatory true" choice node does not inply that the
proxy-server node must be configured. The proxy-server node uses
a "choice" statenment to allow one of several types of proxies to
be configured. The choices presented in this docunment include
Socks4, Socks4a, and Socks5, each enabled by a YANG feature (see
Section 3.1.1). Oher proxy types may be added by future work.

* This grouping uses the "password-groupi ng" grouping discussed in
[ RFC9640] .

* This grouping uses the "tcp-comon-groupi ng" grouping discussed in
Section 2.1.3.1

3.1.3. Protocol - Accessi bl e Nodes

The "ietf-tcp-client” nodul e defines only "grouping" statenents that
are used by other nodules to instantiate protocol -accessi bl e nodes.
Thus, this nodul e, when inplenented, does not itself define any

pr ot ocol - accessi bl e nodes.

3.2. Exanpl e Usage

This section presents two exanpl es showing the "tcp-client-grouping"
groupi ng popul ated with sonme data. This exanple shows a TCP client
configured to not connect via a proxy:

<l-- The outernost elenent bel ow doesn’t exist in the data nodel. -->
<l-- It simulates if the "grouping” were a "container" instead. -->

<tcp-client xm ns="urn:ietf:parans: xnm :ns:yang:ietf-tcp-client">
<r enot e- addr ess>ww. exanpl e. conx/ r enot e- addr ess>
<r enot e- port >8443</ r enpot e- port >
<l ocal - addr ess>192. 0. 2. 2</ | ocal - addr ess>
<l ocal - port >12345</1| ocal - port >
<keepal i ves>
<idle-time>7200</idle-time>
<max- pr obes>9</ nax- pr obes>
<probe-int erval >75</ pr obe-i nt erval >
</ keepal i ves>
</tcp-client>

Thi s exanpl e shows a TCP client configured to connect via a proxy.

<l-- The outernost el enment bel ow doesn’t exist in the data nodel. -->
<l-- It simulates if the "grouping" were a "container" instead. -->

<tcp-client xm ns="urn:ietf:parans: xnm :ns:yang:ietf-tcp-client">
<r enot e- addr ess>ww. exanpl e. conx/ r enot e- addr ess>
<r enot e- port >8443</ renot e- port >
<l ocal - address>192. 0. 2. 2</ | ocal - addr ess>
<l ocal - port>12345</| ocal - port >
<proxy- server >
<socksb5- par anet er s>
<r enot e- addr ess>pr oxy. exanpl e. conx/ r enot e- addr ess>
<r enot e- port >1080</ r enpt e- port >
<aut henti cati on- par anet er s>
<user nane- passwor d>
<user nane>f oobar </ user name>
<cl eart ext - passwor d>secr et </ cl eart ext - passwor d>
</ user name- passwor d>
</ aut henti cati on- par anet er s>
</ socks5- par anet er s>
</ pr oxy-server >



<keepal i ves>
<idle-tine>7200</idle-tine>
<max- pr obes>9</ nax- pr obes>
<probe-int erval >75</ probe-i nterval >
</ keepal i ves>
</tcp-client>

3.3.  YANG Modul e

The "ietf-tcp-client” YANG nodul e references [ SOCKS], [SOCKS 4A]
[ RFC1928], [RFC1929], [RFC2743], [RFC6991], [RFC9293], and [ RFC9640].

<CODE BEG@ NS> file "ietf-tcp-client@024-10-10.yang"
nmodul e ietf-tcp-client {
yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:ietf-tcp-client";
prefix tcpc;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";

}
inmport ietf-crypto-types {
prefix ct;
reference
"RFC 9640: YANG Data Types and G oupi ngs for Cryptography";
}

import ietf-tcp-comon {
prefix tcpcm;
ref erence
"RFC 9643: YANG Groupings for TCP Cients and TCP Servers";

}

organi zati on
"I ETF NETCONF ( Networ k Configuration) Wrking Goup and the
| ETF TCP Mai nt enance and M nor Extensions (TCPM Wrking G oup”;

cont act

"WG Web: https://datatracker.ietf.org/wy/ netconf
https://datatracker.ietf.org/ wy/tcpm

WG List: NETCONF WG |ist <mailto:netconf@etf.org>
TCPM WG list <mailto:tcpm@etf.org>

Aut hors: Kent Watsen <nmilto: kent +i et f @vat sen. net >
M chael Schar f
<mai | t o: m chael . scharf @s-esslingen. de>";

description
"Thi s nodul e defines reusabl e groupings for TCP clients that
can be used as a basis for specific TCP client instances.

The key words ' MJST', ' MJST NOT', 'REQUIRED , 'SHALL',
"SHALL NOT', ' SHOULD , ' SHOULD NOT', ' RECOMMENDED ,

"NOT RECOMMENDED , ' MAY', and 'OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capital s, as shown here

Copyright (c) 2024 | ETF Trust and the persons identified
as authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with
or without nodification, is permtted pursuant to, and
subject to the license ternms contained in, the Revised



BSD License set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9643
(https://www. rfc-editor.org/info/rfc9643); see the RFC
itself for full legal notices."”;

revisi on 2024-10-10 {
description
"Initial version.";
ref erence
"RFC 9643: YANG Groupings for TCP Cients and TCP Servers";

}

/| Features

feature | ocal - bi ndi ng-supported {
description
"Indi cates that the server supports configuring |oca
bindings (i.e., the |ocal address and |ocal port) for
TCP clients.";

}

feature tcp-client-keepalives {
description
"TCP keepalive paraneters are configurable for
TCP clients on the server inplenmenting this feature.";
reference
"RFC 9293: Transm ssion Control Protocol (TCP)";

}

feature proxy-connect {
description
"Indicates the TCP client supports connecting through
TCP proxies.";
}

feature socks4-supported {
i f-feature "proxy-connect";
description
"Indicates the TCP client supports Socks4-based proxies.";
ref erence
"SOCKS Proceedi ngs: 1992 Useni x Security Synposiunt;

}

feature socks4a-supported {
i f-feature "proxy-connect"”;
description
"Indicates the TCP client supports Socks4a-based proxies.";
ref erence
"OQpenSSH nessage:
SOCKS 4A: A Sinple Extension to SOCKS 4 Protoco
<htt ps://ww. openssh. coni t xt/ socks4a. pr ot ocol >";

}

feature socks5-supported {
i f-feature "proxy-connect";
description
"Indicates the TCP client supports Socks5-based proxies.";
ref erence
"RFC 1928: SOCKS Protocol Version 5";

}

feature socksb5-gss-api {
i f-feature "socksb5-supported";



description
"Indi cates that the server, when acting as a TCP client,
supports authenticating to a SOCKS Version 5 proxy server
usi ng GSS- APl credentials.";
ref erence
"RFC 1928: SOCKS Protocol Version 5";
}

feature socks5-usernane- password {
i f-feature "socks5-supported";
description
"Indi cates that the server, when acting as a TCP client,
supports authenticating to a SOCKS Version 5 proxy server
usi ng 'username’ and 'password’ credentials.";
ref erence
"RFC 1928: SOCKS Protocol Version 5";
}

/'l G oupi ngs

groupi ng tcp-client-grouping {
description
"A reusabl e grouping for configuring a TCP client.

Note that this grouping uses fairly typical descendant
node nanes such that a stack of 'uses’ statements will
have nane conflicts. It is intended that the consum ng
data nodel will resolve the issue (e.g., by wapping
the ’uses’ statenment in a container called
"tcp-client-paraneters’). This nodel purposely does
not do this itself so as to provide maximumflexibility
to consum ng nodels.";

| eaf renote-address {
type inet: host;
mandat ory true;
description
"The | P address or hostname of the renote peer to

establish a connection with. If a domain nanme is
configured, then the DNS resol ution shoul d happen on
each connection attenpt. |f the DNS resolution

results in multiple | P addresses, the | P addresses
are tried according to | ocal preference order unti
a connection has been established or until all IP
addresses have failed.";
}
| eaf renote-port {
type inet: port-nunber;
description
"The port nunber of the renote TCP server.";

| eaf | ocal -address {

i f-feature "l ocal - bi ndi ng- supported”;

type inet:ip-address;

description
"The local | P address/interface to bind to for when
connecting to the renote peer. |INADDR ANY ('0.0.0.0") or
| NADDR6_ANY (' 0:0:0:0:0:0:0: 0" a.k.a. "::’) MAY be used to
explicitly indicate the inplicit default, which the server
can bind to any IPv4 or IPv6 address.";

| eaf |ocal-port {
if-feature "l ocal - bi ndi ng- supported”;
type inet: port-nunber;
default "0";
description



"The local IP port number to bind to for when connecting
to the renote peer. The port nunber 0, which is the
default value, indicates that any avail able | ocal port
nunmber may be used.";

}
cont ai ner proxy-server {
i f-feature "proxy-connect"”;
presence "I ndicates that a proxy connection has been
configured. Present so that the nandatory
descendant nodes do not inply that this node
must be configured.”;
choi ce proxy-type {
mandat ory true;
description
"Sel ects a proxy connection protocol.";
case socks4 {
i f-feature "socks4-supported";
cont ai ner socks4-paraneters {
| eaf renote-address {
type inet:ip-address;
mandat ory true;
description
"The | P address of the proxy server.";
}

| eaf renote-port {
type inet: port-nunber;
default "1080";
description
"The | P port number for the proxy server.";
}

description
"Paraneters for connecting to a TCP-based proxy
server using the SOCKS4 protocol.";
ref erence
" SOCKS Proceedi ngs: 1992 Useni x Security Synposiunt;
}
}

case socksda {
i f-feature "socks4a-supported”;
cont ai ner socks4a-paraneters {
| eaf renote-address {
type inet: host;
mandat ory true;
description
"The | P address or hostnanme of the proxy server.";
}

| eaf renote-port {
type inet: port-nunber;
default "1080";
description
"The | P port nunber for the proxy server.";
}

description
"Paranmeters for connecting to a TCP-based proxy
server using the SOCKS4a protocol.";
ref erence
" SOCKS Pr oceedi ngs:
1992 Useni x Security Symposi um
OpenSSH nessage:
SOCKS 4A: A Sinple Extension to SOCKS 4 Protoco
<htt ps://wwv. openssh. coni t xt/ socks4a. prot ocol >";

}

case socks5 {
i f-feature "socks5-supported";
cont ai ner socks5-paraneters {



| eaf renote-address {
type inet:host;
mandat ory true;
description
"The | P address or hostnane of the proxy server.";
}

| eaf renote-port {
type inet: port-nunber;
default "1080";
description
"The | P port number for the proxy server.";
}

cont ai ner authentication-paraneters {

presence "I ndicates that an authentication nmechani sm
has been configured. Present so that the
mandat ory descendant nodes do not inply that
this node nmust be configured.";

description

"A container for SOCKS Version 5 authentication
mechani sns.

A conplete list of nethods is defined at:
<https://wwv. i ana. or g/ assi gnnent s/ socks- et hods>. ";
ref erence
"RFC 1928: SOCKS Protocol Version 5";
choi ce aut h-type {
mandat ory true;
description
"A choi ce anpbngst supported SOCKS Version 5
aut henti cati on mechani snms.";
case gss-api {
if-feature "socksb-gss-api";
contai ner gss-api {
description
"Cont ai ns GSS- APl configuration. Defines
as an enpty container to enable specific
GSS- APl configuration to be augmented in
by future nodul es.”;
ref erence
"RFC 1928: SOCKS Protocol Version 5
RFC 2743: Ceneric Security Service
Application Program | nterface
Version 2, Update 1";

}
}

case usernane- password {
i f-feature "socks5-usernane- password"
cont ai ner user name- password {
| eaf usernane {
type string;
mandat ory true;
description
"The 'usernane’ value to use for client
identification.";
}
uses ct: password-grouping {
description
"The password to be used for client
aut hentication.";
}
description
"Cont ai ns user nane/ password configuration.";
reference
"RFC 1929: Usernane/ Password Aut henti cation
for SOCKS V5";



}
}
}

description

"Paranmeters for connecting to a TCP-based proxy server
usi ng the SOCKS5 protocol.";

ref erence

"RFC 1928: SOCKS Protocol Version 5";
}
}
}

description
"Proxy server settings.";

}

uses tcpcm: t cp-conmon- groupi ng {
refine "keepalives" {
if-feature "tcp-client-keepalives";
description
"An 'if-feature’ statenent so that inplenentations
can choose to support TCP client keepalives.";
}
}
}

}
<CODE ENDS>

4. The "ietf-tcp-server" Modul e

This section defines a YANG 1.1 nodule called "ietf-tcp-server”. A
hi gh-1 evel overview of the nodule is provided in Section 4.1
Exanpl es illustrating the nodule's use are provided in Section 4.2

("Exanmpl e Usage"). The YANG nodule itself is defined in Section 4.3.
4.1. Data Mdel Overview

This section provides an overview of the "ietf-tcp-server” nodule in
terns of its features and groupings.

4.1.1. Feat ur es

The following diagramlists all the "feature" statements defined in
the "ietf-tcp-server" nodul e:

Feat ur es:
+-- tcp-server-keepalives

The di agram above uses syntax that is simlar to but not defined in
[ RFC8340] .

4.1.2. Goupings

The "ietf-tcp-server" nodul e defines the foll owi ng "grouping"
st at enent :

* tcp-server-grouping
This grouping is presented in the follow ng subsection
4.1.2.1. The "tcp-server-groupi ng" G ouping

The followi ng tree diagram [ RFC8340] illustrates the "tcp-server-
groupi ng" groupi ng:

groupi ng tcp-server-groupi ng:
+-- local -bind* [|ocal -address]



| +-- local -address i net:ip-address
| +-- local-port? i net: port-nunber
+---U tcpcm: t cp- common- gr oupi ng

Comrent s:

* The "l ocal - address” node, which is mandatory, may be configured as
an | Pv4 address, an | Pv6 address, or a wldcard val ue.

* The "local-port" leaf is defined with neither a "default" nor a
"mandat ory" statement. YANG nodul es using this groupi ng SHOULD
refine the grouping with a "default" statement, when the port
nunber is well-known (e.g., a port nunber allocated by | ANA), or
with a "mandatory"” statenent, if a port nunber needs to al ways be
configured. The SHOULD can be ignored when the port nunber is
nei ther well-known nor nandatory to configure, such as might be
the case when this grouping is used by another grouping.

* This grouping uses the "tcp-comon-groupi ng" groupi ng discussed in
Section 2.1.3.1

4.1.3. Protocol - Accessi bl e Nodes

The "ietf-tcp-server"” nodul e defines only "grouping" statenents that
are used by other nodules to instantiate protocol -accessi bl e nodes.
Thus, this nodul e, when inplenented, does not itself define any

prot ocol - accessi bl e nodes.

4.2. Exanpl e Usage

This section presents an exanple showi ng the "tcp-server-groupi ng"
groupi ng popul ated with sone data.

<l-- The outernost el enent bel ow doesn’t exist in the data nodel. -->
<l-- It simulates if the "grouping" were a "container" instead. -->

<tcp-server xmns="urn:ietf:paranms: xnm :ns:yang:ietf-tcp-server">
<l ocal - bi nd>
<l ocal - address>192. 0. 2. 2</| ocal - addr ess>
<l ocal - port >49152</1| ocal - port >
</l ocal - bi nd>
<keepal i ves>
<idle-time>7200</idle-time>
<max- pr obes>9</ nax- pr obes>
<probe-i nt erval >75</ pr obe-i nt erval >
</ keepal i ves>
</tcp-server>

4.3. YANG Modul e
The "ietf-tcp-server"” YANG nodul e references [ RFC6991] and [ RFC9293].

<CODE BEG@ NS> file "ietf-tcp-server @024-10-10. yang"
modul e ietf-tcp-server {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-tcp-server";
prefix tcps;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";

}

import ietf-tcp-common {
prefix tcpcm;



ref erence
"RFC 9643: YANG Groupings for TCP Cients and TCP Servers";
}

organi zati on
"I ETF NETCONF ( Networ k Configuration) Wrking Goup and the
| ETF TCP Mai nt enance and M nor Extensions (TCPM Wrking G oup”;

cont act

"WG Web: https://datatracker.ietf.org/wy/ netconf
https://datatracker.ietf.org/wy/tcpm

WG List: NETCONF WG |ist <mailto:netconf@etf.org>
TCPM WG |ist <mailto:tcpm@etf.org>

Aut hors: Kent Watsen <nmmilto: kent +i et f @t sen. net >
M chael Scharf
<mai | t 0o: mi chael . scharf @s-esslingen. de>";

description
"Thi s nodul e defines reusabl e groupings for TCP servers that
can be used as a basis for specific TCP server instances.

Copyright (c) 2024 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is permtted pursuant to, and
subject to the license terns contained in, the Revised
BSD Li cense set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9643
(https://www. rfc-editor.org/info/rfc9643); see the RFC
itself for full legal notices.";

revision 2024-10-10 {
description
"I'nitial version.";
ref erence
"RFC 9643: YANG Groupings for TCP Cients and TCP Servers";
}

!/l Features

feature tcp-server-keepalives {
description
"TCP keepalive paraneters are configurable for
TCP servers on the server inplementing this feature.";
ref erence
"RFC 9293: Transm ssion Control Protocol (TCP)";
}

/1 G oupings

groupi ng tcp-server-groupi ng {
description
"A reusabl e grouping for configuring a TCP server

Note that this grouping uses fairly typical descendant
node nanes such that a stack of ’'uses’ statements wll
have name conflicts. It is intended that the consum ng
data nodel will resolve the issue (e.g., by wapping
the ’uses’ statenment in a container called
"tcp-server-paraneters’). This nodel purposely does
not do this itself so as to provide maximum flexibility
to consum ng nodel s.";



l'ist I ocal-bind {
key "l ocal - address"”;
m n-el enents 1;
description
"Alist of bind (listen) points for this server
instance. A server instance may have multiple
bi nd points to support, e.g., the same port in
different address famlies or different ports
in the sane address famly.";
| eaf | ocal -address {
type inet:ip-address;
description
"The local IP address to listen on for incom ng
TCP client connections. To configure |listening

on all |Pv4 addresses, the value nust be '0.0.0.0
(1 NADDR_ANY). To configure listening on all |Pv6
addresses, the value nmust be '::’ (1 NADDR6_ANY).";

| eaf | ocal-port {
type inet: port-nunber;
description
"The | ocal port nunber to listen on for incom ng TCP
client connections.";
}
}
uses tcpcmm:tcp-comon- groupi ng {
refine "keepalives" {
if-feature "tcp-server-keepalives";
description
"An 'if-feature’ statenent so that inplenentations
can choose to support TCP server keepalives.";
}
}
}

}
<CODE ENDS>
Security Considerations

The three YANG nodul es in this document define groupings and will not
be depl oyed as standal one nmodul es. Their security inplications may
be cont ext-dependent based on their use in other nodules. The

desi gners of nodul es that inport these groupi ngs must conduct their
own anal ysis of the security considerations.

.1. Considerations for the "ietf-tcp-comon" YANG Modul e

This section is nodeled after the tenmplate defined in Section 3.7.1
of [ RFC8407].

The "ietf-tcp-comon” YANG nodul e defines "grouping" statenents that
are designed to be accessed via YANG based nanagenent protocols, such
as NETCONF [ RFC6241] and RESTCONF [ RFC8040]. Both of these protocols
have nmandatory-to-inplenent secure transport |ayers (e.g., Secure
Shel |l (SSH) [RFC4252], TLS [ RFC8446], and QUI C [ RFC9000]) and
mandat ory-t o-i npl ement nutual aut henticati on.

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular users to a
preconfi gured subset of all avail able protocol operations and
content.

Pl ease be aware that this YANG nodul e uses groupi ngs from ot her YANG
nmodul es that define nodes that nay be considered sensitive or

vul nerabl e in network environnents. Please review the security

consi derations for dependent YANG nodul es for information as to which



nodes may be considered sensitive or vulnerable in network
envi ronments.

None of the readable data nodes defined in this YANG nodule are

consi dered sensitive or vulnerable in network environnents. The NACM
"default-deny-all" extension has not been set for any data nodes
defined in this nodul e.

None of the witable data nodes defined in this YANG nodul e are

consi dered sensitive or vulnerable in network environnents. The NACM
"defaul t-deny-wite" extension has not been set for any data nodes
defined in this nodul e.

Thi s nodul e does not define any RPCs, actions, or notifications, and
thus, the security considerations for such are not provided here.

5.2. Considerations for the "ietf-tcp-client" YANG Mdul e

This section is nodeled after the tenmplate defined in Section 3.7.1
of [ RFC8407].

The "ietf-tcp-client" YANG nodul e defines "grouping" statenents that
are designed to be accessed via YANG based nanagenent protocols, such
as NETCONF [ RFC6241] and RESTCONF [ RFC8040]. Both of these protocols
have mandatory-to-inplenent secure transport |ayers (e.g., Secure
Shel |l (SSH) [RFC4252], TLS [ RFC8446], and QU C [ RFC9000]) and
mandat ory-t o-i npl ement nutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the means to restrict access for particular users to a
preconfi gured subset of all avail able protocol operations and
content.

Pl ease be aware that this YANG nodul e uses groupings from ot her YANG
modul es that define nodes that may be considered sensitive or

vul nerabl e in network environnents. Please review the security

consi derations for dependent YANG nodul es for information as to which
nodes may be considered sensitive or vulnerable in network

envi ronments.

One readabl e data node defined in this YANG nodul e nmay be consi dered
sensitive or vulnerable in some network environnments. This node is
as foll ows:

* The "proxy-server/socks5-paraneters/authentication-paraneters/
user name- passwor d/ passwor d* node

The "password" node defined in the "tcp-client-grouping”
grouping is defined using the "password-groupi ng" grouping
presented in [RFC9640]. This grouping enabl es both cleartext
and encrypted passwords to be configured. As the referenced
docunent states, configuration of cleartext passwords is NOT
RECOMMENDED. However, in the case cleartext values are
configured, this node is additionally sensitive to read
operations such that, in normal use cases, it should never be
returned to a client. For this reason, the NACM "defaul t-deny-
all" extension has been applied to it.

None of the witable data nodes defined in this YANG nodule are

consi dered sensitive or vulnerable in network environnments. The NACM
"defaul t-deny-wite" extension has not been set for any data nodes
defined in this nodul e.

Thi s nodul e does not define any RPCs, actions, or notifications, and
thus, the security considerations for such are not provided here.
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3.

1.

2

I mpl enent ati ons are RECOMMVENDED to inplement the "Il ocal -bindi ng-
supported" feature for cryptographically secure protocols so as to
enabl e nore granular ingress/egress firewall rule bases. It is NOT
RECOMVENDED to inplenment this feature for unsecure protocols, as per
[ RFC6056] .

Consi derations for the "ietf-tcp-server"” YANG Mdul e

This section is nodeled after the tenplate defined in Section 3.7.1
of [ RFC8407].

The "ietf-tcp-server"” YANG nodul e defines "grouping" statenents that
are designed to be accessed via YANG based management protocols, such
as NETCONF [ RFC6241] and RESTCONF [ RFC8040]. Both of these protocols
have mandatory-to-inplenent secure transport |layers (e.g., Secure
Shell (SSH) [ RFC4252], TLS [RFC8446], and QUI C [ RFC9000]) and
mandat ory-t o-i npl enent nutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the means to restrict access for particular users to a
preconfigured subset of all available protocol operations and
content.

Pl ease be aware that this YANG nodul e uses groupi ngs from ot her YANG
modul es that define nodes that may be considered sensitive or

vul nerabl e in network environnents. Please review the security

consi derations for dependent YANG nodul es for information as to which
nodes may be considered sensitive or vulnerable in network

envi ronment s.

None of the readabl e data nodes defined in this YANG nodul e are

consi dered sensitive or vulnerable in network environnents. The NACM
"defaul t-deny-all" extension has not been set for any data nodes
defined in this nodul e.

None of the witable data nodes defined in this YANG nodul e are

consi dered sensitive or vulnerable in network environnents. The NACM
"defaul t-deny-wite" extension has not been set for any data nodes
defined in this nodul e.

Thi s nodul e does not define any RPCs, actions, or notifications, and
thus, the security considerations for such are not provided here.

| ANA Consi der ati ons

The | ETF XM. Regi stry
| ANA has registered the followwng URI in the "ns" registry of the
"I ETF XM. Regi stry" [RFC3688].
URI: wurn:ietf:paranms: xm:ns:yang:ietf-tcp-conmon

Regi strant Contact: The | ESG
XM: N A; the requested URI is an XML nanmespace

URI: wurn:ietf:params:xm:ns:yang:ietf-tcp-client
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanmespace.

URI: wurn:ietf:params:xm:ns:yang:ietf-tcp-server
Regi strant Contact: The |ESG

XM.: N A; the requested URI is an XM. nanespace
The YANG Modul e Nanes Registry

I ANA has registered the followi ng three YANG nodules in the "YANG
Modul e Nanmes" registry [ RFC6020].
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Nane: ietf-tcp-common

Nanmespace:
tcpcm
Ref er ence:

Prefi x:

urn:ietf:parans: xm:ns:yang:ietf-tcp-conmmon

RFC 9643

Nane: ietf-tcp-client

Nanmespace:
tcpc
Ref er ence:

Prefi x:

urn:ietf:parans: xm:ns:yang:ietf-tcp-client

RFC 9643

Nane: ietf-tcp-server

Namespace:
tcps
Ref er ence:

Prefi x:

Ref er ences

[ RFC2119]

[ RFC4252]

[ RFC6020]

[ RFC6991]

[ RFC7950]

[ RFC8174]

[ RFC8341]

[ RFC9000]

[ RFC9293]

[ RFC9640]

urn:ietf:params: xm:ns:yang:ietf-tcp-server

RFC 9643
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