I nternet Engineering Task Force (IETF) K. Vatsen
Request for Comments: 9642 WAt sen Net wor ks
Cat egory: Standards Track Cct ober 2024
| SSN: 2070-1721

A YANG Data Model for a Keystore
Abst r act

Thi s docunent presents a YANG nodule called "ietf-keystore" that
enabl es centralized configuration of both symretric and asynmetric
keys. The secret value for both key types nmay be encrypted or

hi dden. Asymetric keys may be associated with certificates.
Notifications are sent when certificates are about to expire.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/infol/rfc9642

Copyri ght Notice

Copyright (c) 2024 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.

Tabl e of Contents

1. Introduction
1.1. Relation to O her RFCs
1.2. Specification Language
1.3. Term nol ogy
1.4. Adherence to the NVDA
1.5. Conventions
2. The "ietf-keystore" Mdul e
2.1. Data Mdel Overview
2.2. Exanple Usage
2.3.  YANG Mbodul e
3. Support for Built-In Keys
4. Encrypting Keys in Configuration
5. Security Considerations
5.1. Security of Data at Rest and in Mtion
5.2. Unconstrained Private Key Usage



5.3. Security Considerations for the "ietf-keystore" YANG Mdul e
6. | ANA Consi derations
6.1. The IETF XM. Registry
6.2. The YANG Modul e Nanes Registry
7. References
7.1. Nornmtive References
7.2. Informative References
Acknowl edgenent s
Aut hor’ s Addr ess

I nt roducti on

Thi s docunent presents a YANG 1.1 [RFC7950] nodule called "ietf-
keystore" that enables centralized configuration of both symmetric
and asymretric keys. The secret value for both key types may be
encrypted or hidden (see [ RFC9640]). Asymmetric keys may be
associ ated with certificates. Notifications are sent when
certificates are about to expire.

The "ietf-keystore" nodul e defines nany "groupi ng" statenents

i ntended for use by other nodules that may inport it. For instance,
there are groupings that define enabling a key to be configured
either inline (wthin the defining data nodel) or as a reference to a
key in the central keystore.

Speci al consi deration has been given for servers that have

crypt ographi ¢ hardware, such as a trusted platform nodule (TPM.
These servers are unique in that the cryptographic hardware hides the
secret key values. Additionally, such hardware is comonly
initialized when manufactured to protect a "built-in" asymretric key
for which its public half is conveyed in an identity certificate
(e.g., an Initial Device Identifier (IDevliD) [Std-802.1AR-2018]
certificate). See how built-in keys are supported in Section 3.

Thi s docunent is intended to reflect existing practices that nmany
server inplenmentations support at the tine of witing. To sinplify
i mpl ement ati on, advanced key formats nmay be sel ectively inpl enmented.

I npl enentations may utilize operating-systemlevel keystore utilities
(e.g., "Keychain Access" on MacOS) and/or cryptographi c hardware
(e.g., TPM5).

.1. Relation to Oher RFCs

Thi s docunent presents a YANG nodul e [ RFC7950] that is part of a
collection of RFCs that work together to ultinmately support the
configuration of both the clients and servers of the Network
Configuration Protocol (NETCONF) [ RFC6241] and RESTCONF [ RFC8040] .

The dependency rel ati onship between the prinmary YANG gr oupi ngs

defined in the various RFCs is presented in the diagrambelow. In
some cases, a docunment may define secondary groupings that introduce
dependencies not illustrated in the diagram The labels in the

di agram are shorthand nanmes for the defining RFCs. The citation
references for the shorthand nanes are provi ded bel ow the di agram

Pl ease note that the arrows in the diagrampoint fromreferencer to
referenced. For exanple, the "crypto-types" RFC does not have any
dependenci es, whilst the "keystore" RFC depends on the "crypto-types"
RFC.
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| crypto-types [ RFC9640] |
T T T +
| truststore | [ RFC9641] |
o e e e e e e e e oo o - S +
| keystore | RFC 9642 |
e e +
| tcp-client-server | [ RFC9643] |
T T T e +
| ssh-client-server | [ RFC9644] |
o e e e e e e e e oo o - S +
| tls-client-server | [ RFC9645] |
e e +
| http-client-server | [HTTP- CLI ENT- SERVER] |
T T +
| netconf-client-server | [NETCONF-CLIENT-SERVER] |
o e e e e e e e e oo o - S +
| restconf-client-server | [ RESTCONF- CLI ENT- SERVER] |
e e +

Table 1: Labels in Diagramto RFC Mapping
1.2. Specification Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

1.3. Term nol ogy

The ternms "client" and "server" are defined in [RFC6241] and are not
redefi ned here.

The term "keystore" is defined in this docunent as a nechani smthat
intends to safeguard secrets.

The nonencl atures "<runni ng>" and "<operational >" are defined in
[ RFC8342] .

The sentence fragnents "augnented" and "augnented in" are used herein
as the past tense verbified formof the "augnent" statenent defined
in Section 7.17 of [RFC7950].

The term "key" may be used to nean one of three things in this
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docunent: 1) the YANG defined "asymetric-key" or "synmmetric-key"
node defined in this docunent, 2) the raw key data possessed by the

af orenenti oned key nodes, or 3) the "key" of a YANG "list" statenent.
Thi s docunent qualifies types '2'" and '3 using "raw key val ue" and
"YANG | i st key" where needed. 1In all other cases, an unqualified

"key" refers to a YANG defined "asynmmetric-key" or "symretric-key"
node.

Adherence to the NVDA

Thi s docunent is conpliant with Network Managenent Datastore
Architecture (NVDA) [RFC8342]. For instance, keys and associ ated
certificates installed during manufacturing (e.g., for an IDevlD
certificate) are expected to appear in <operational> (see Section 3).

Conventi ons

Various exanples in this docunent use "BASE64VALUE=" as a pl acehol der
val ue for binary data that has been base64 encoded (per Section 9.8
of [RFC7950]). This placehol der value is used because rea

base64- encoded structures are often many |lines | ong and hence
distracting to the exanpl e being presented.

Various exanples in this docunent use the XM. [ WBC. REC- xni - 20081126]
encodi ng. O her encodings, such as JSON [ RFC8259], could
alternatively be used.

Various exanples in this docunent contain long |ines that nmay be
fol ded, as described in [ RFC8792].

Thi s docunent uses the adjective "central"™ to the word "keystore" to
refer to the top-level instance of the "keystore-grouping", when the
"central -keystore-supported" feature is enabled. Please be aware
that consumi ng YANG nodul es MAY instantiate the "keystore-grouping"
in other locations. Al such other instances are not the "central"”

i nst ance.

The "ietf-keystore" Mdul e

This section defines a YANG 1.1 [ RFC7950] nodule called "ietf-
keystore". A high-level overview of the nbdule is provided in
Section 2.1. Exanples illustrating the nodule’s use are provided in
Section 2.2. The YANG nodule itself is defined in Section 2.3.

Dat a Model Overview

This section provides an overview of the "ietf-keystore" nmodule in
terns of its features, typedefs, groupings, and protocol -accessible
nodes.

1. Features

The following diagramlists all the "feature" statements defined in
the "ietf-keystore" nodul e:

Feat ur es:
+-- central - keyst ore-supported
+-- inline-definitions-supported

+-- asynmetric- keys
+-- symetric-keys

The di agram above uses syntax that is simlar to but not defined in
[ RFC8340] .

2. Typedefs



The followi ng diagramlists the "typedef" statenments defined in the
"ietf-keystore" nodul e:

Typedef s:
| eaf r ef
+-- central -symetric-key-ref
+-- central -asynmetric- key-ref

The di agram above uses syntax that is simlar to but not defined in
[ RFC8340] .

Comrent s:

* Al

the typedefs defined in the "ietf-keystore" nodul e extend the

base "leafref" type defined in [ RFC7950].

* The leafrefs refer to symretric and asymetric keys in the centra
keystore when this nodul e is inplenmented.

* These typedefs are provided as an aid to consum ng nodul es that
import the "ietf-keystore" nodul e.

2.1.3. Goupings

The "ietf-keystore" nodul e defines the foll ow ng "grouping”
statenents:

* ok X Xk X %

encrypt ed- by- groupi ng

central -asymetric-key-certificate-ref-grouping

i nline-or-keystore-symetric-key-grouping

i nline-or-keystore-asymetric-key-groupi ng

i nline-or-keystore-asymmetric-key-w th-certs-grouping
i nline-or-keystore-end-entity-cert-with-key-grouping
keyst or e- gr oupi ng

Each of these groupings are presented in the foll ow ng subsections.

2.1.3.1.

The "encrypt ed- by-groupi ng" G oupi ng

The followi ng tree diagram[RFC8340] illustrates the "encrypted-by-
groupi ng" groupi ng:

groupi ng encrypt ed- by- groupi ng:

+- -

(encrypt ed- by)
+--:(central -symetric-key-ref)
| {central -keystore-supported, symmetric-keys}?
| +-- symmetric-key-ref? ks:central -symretri c-key-ref
+--:(central -asymmetric-key-ref)
{central -keystore-supported, asymmetric-keys}?
+-- asymmetric-key-ref? ks:central -asymetric-key-ref

Comment s:

* This grouping defines a "choice" statement with options to
reference either a symmetric or an asymetric key configured in
the keystore.

* This grouping is usable only when the keystore nodule is
i mpl emented. Servers defining custom keystore | ocati ons MJST
augrment in alternate "encrypted-by" references to the alternate
| ocati ons.

2.1.3.2.

The "central -asymetric-key-certificate-ref-groupi ng" G ouping

The following tree diagram [RFC38340] illustrates the "central -
asymetric-key-certificate-ref-groupi ng" grouping:



groupi ng central -asymretric-key-certificate-ref-grouping:
+-- asymmetric-key? ks:central -asymetric-key-ref
| {central -keyst ore-supported, asymetric-keys}?
+-- certificate? | eaf r ef

Comrent s:

*

Thi s grouping defines a reference to a certificate in two parts:
the first being the name of the asymretric key the certificate is
associated with, and the second being the name of the certificate
itsel f.

This grouping is usable only when the keystore nodule is

i npl emented. Servers defining customkeystore | ocations can
define an alternate grouping for references to the alternate
| ocati ons.

2.1.3.3. The "inline-or-keystore-symetric-key-groupi ng" G oupi ng

The followi ng tree diagram [ RFC8340] illustrates the "inline-or-
keyst ore-synmetri c- key- groupi ng" groupi ng:

groupi ng inline-or-keystore-synmetric-key-groupi ng:

+-- (inline-or-keystore)
+--:(inline) {inline-definitions-supported}?
| +-- inline-definition
| +---uU ct:symmetric-key-groupi ng
+--:(central -keystore)

{central -keystore-supported, symmetric-keys}?
+-- central - keystore-reference?
ks:central -symretri c-key-ref

Comment s:

*

*

The "inline-or-keystore-symetric-key-grouping" grouping is

provi ded sol ely as conveni ence to consum ng nodul es that wish to
offer an option for a symetric key that is defined either inline
or as a reference to a synmetric key in the keystore.

A "choice" statenent is used to expose the various options. Each
option is enabled by a "feature" statenent. Additional "case"
statements MAY be augnented in if, e.g., there is a need to
reference a symetric key in an alternate | ocation

For the "inline-definition" option, the definition uses the
"symetric-key-groupi ng" grouping discussed in Section 2.1.4.3 of
[ RFC9640] .

For the "central -keystore" option, the "central -keystore-
reference” is an instance of the "synmetric-key-ref" discussed in
Section 2.1.2.

2.1.3.4. The "inline-or-keystore-asymetric-key-groupi ng" G ouping

The followi ng tree diagram [ RFC8340] illustrates the "inline-or-
keyst ore-asymretri c- key-groupi ng" groupi ng:

groupi ng inline-or-keystore-asymetric-key-groupi ng:

+-- (inline-or-keystore)
+--:(inline) {inline-definitions-supported}?
| +-- inline-definition
| +---U ct:asymretric-key-pair-grouping
+--:(central -keystore)

{central -keystore-supported, asymetric-keys}?
+-- central - keystore-reference?



ks:central -asymetric-key-ref

Comment s:

*

*

The "inline-or-keystore-asymretric-key-groupi ng" grouping is
provi ded sol ely as conveni ence to consum ng nodul es that wish to
offer an option for an asymmetric key that is defined either
inline or as a reference to an asymmetric key in the keystore.

A "choice" statenent is used to expose the various options. Each
option is enabled by a "feature" statenent. Additional "case"
statements MAY be augnmented in if, e.g., there is a need to
reference an asymmetric key in an alternate | ocation

For the "inline-definition" option, the definition uses the
"asynmetri c- key- pair-groupi ng" groupi ng discussed in
Section 2.1.4.6 of [RFC9640].

For the "central - keystore" option, the "central -keystore-
reference” is an instance of the "asymetric-key-ref" typedef
di scussed in Section 2.1.2.

2.1.3.5. The "inline-or-keystore-asymetric-key-w th-certs-groupi ng"

G oupi ng

The followi ng tree diagram [ RFC8340] illustrates the "inline-or-
keyst ore-asymretri c-key-w th-certs-groupi ng" grouping:

groupi ng inline-or-keystore-asymetric-key-w th-certs-grouping:
+-- (inline-or-keystore)
+--:(inline) {inline-definitions-supported}?
| +-- inline-definition
| +---u ct:asymretric-key-pair-wth-certs-grouping
+--:(central -keystore)
{central -keystore-supported, asymetric-keys}?
+-- central - keystore-reference?
ks:central -asymetric-key-ref

Comment s:

*

The "inline-or-keystore-asymetric-key-w th-certs-groupi ng"
grouping is provided solely as conveni ence to consunm ng nodul es
that wish to offer an option for an asymetric key that is defined
either inline or as a reference to an asymretric key in the

keyst ore.

A "choice" statenent is used to expose the various options. Each
option is enabled by a "feature" statenent. Additional "case"
statements MAY be augnented in if, e.g., there is a need to
reference an asymmetric key in an alternate | ocation

For the "inline-definition" option, the definition uses the
"asynmetric- key-pair-wth-certs-groupi ng" grouping discussed in
Section 2.1.4.12 of [RFC9640].

For the "central -keystore" option, the "central -keystore-
reference” is an instance of the "asymetric-key-ref" typedef
di scussed in Section 2.1.2.

2.1.3.6. The "inline-or-keystore-end-entity-cert-wth-key-grouping"

G oupi ng

The followi ng tree diagram [ RFC8340] illustrates the "inline-or-
keystore-end-entity-cert-wth-key-grouping" grouping:

groupi ng inline-or-keystore-end-entity-cert-wth-key-grouping:



+-- (inline-or-keystore)

+--:(inline) {inline-definitions-supported}?

| +-- inline-definition

| +---U ct:asymretric-key-pair-wth-cert-grouping

+--:(central -keystore)

{central -keystore-supported, asymetric-keys}?
+-- central -keystore-reference
+---u central -asymretric-key-certificate-ref-grouping

Comment s:

*

The "inline-or-keystore-end-entity-cert-w th-key-groupi ng"
grouping is provided solely as conveni ence to consum ng nodul es
that wish to offer an option for a synmmetric key that is defined
either inline or as a reference to a symmetric key in the

keyst ore.

A "choice" statenent is used to expose the various options. Each
option is enabled by a "feature" statenent. Additional "case"
statenents MAY be augnented in if, e.g., there is a need to
reference a symetric key in an alternate | ocation

For the "inline-definition" option, the definition uses the
"asynmmetric- key-pair-wth-certs-groupi ng" grouping discussed in
Section 2.1.4.12 of [RFC9640].

For the "central -keystore" option, the "central -keystore-
reference" uses the "central -asymetric-key-certificate-ref-
groupi ng" groupi ng di scussed in Section 2.1.3.2.

2.1.3.7. The "keystore-groupi ng" G ouping

The followi ng tree diagram [ RFC8340] illustrates the "keystore-
groupi ng" groupi ng:

groupi ng keyst or e- groupi ng:
+-- asynmmetric-keys {asymmetri c-keys}?
| +-- asymmetric-key* [nane]
| +-- hane string
| +---Uu ct:asymretric-key-pair-wth-certs-grouping
+-- symetric-keys {symetric-keys}?
+-- symetric-key* [namne]
+-- nane string
+---u ct:symetric-key-grouping

Comment s:

*

The "keystore-groupi ng" groupi ng defines a keystore instance as
bei ng composed of synmmetric and asymetric keys. The structure
for the symmetric and asymmetric keys is essentially the sane: a
"list" inside a "container".

For asymetric keys, each "asymetric-key" uses the "asymmetri c-
key-pair-wth-certs-groupi ng" grouping discussed in
Section 2.1.4.12 of [RFC9640].

For symmetric keys, each "symretric-key" uses the "symetric-key-
groupi ng" groupi ng di scussed in Section 2.1.4.3 of [RFC9640].

2.1.4. Pr ot ocol - Accessi bl e Nodes

The followi ng tree diagram[RFC8340] lists all the protocol -
accessi bl e nodes defined in the "ietf-keystore" nodul e without
expandi ng the "groupi ng" statenents:

modul e: ietf-keystore



+--rw keystore {central - keystore-supported}?
+---u keystore-grouping

The followi ng tree diagram[RFC8340] lists all the protocol-
accessi bl e nodes defined in the "ietf-keystore" nodule, with al
"groupi ng" statenments expanded, enabling the keystore’'s ful
structure to be seen.

=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

modul e: ietf-keystore
+--rw keystore {central - keystore-supported}?
+--rw asymetric-keys {asymetric-keys}?
| +--rw asymetric-key* [nane]

+--rw nane string
+--rw public-key-format? i dentityref
+--rw public-key? bi nary
+--rw private-key-format? i dentityref

I
I
|
| +--rw (private-key-type)
| | +--:(cleartext-private-key) {cleartext-private-keys}?
| | | +--rwcleartext-private-key? bi nary
| | +--:(hidden-private-key) {hidden-private-keys}?
| | | +--rw hidden-private-key? enpty
| | +--:(encrypted-private-key) {encrypted-private-keys}?
| | +--rw encrypted-pri vat e- key
| | +--rw encrypt ed- by
| | | +--rw (encrypted- by)
| | | +--:(central -symetric-key-ref)
| | | | {central - keyst or e-support ed, synre\
tric-keys}?
|
I
I
I
etric-keys}

| |  +--rw symetric-key-ref?

| | ks:central -symmetric- key-ref

| +--:(central -asymmetric-key-ref)

| {central - keyst or e-supported, asymi

|
I
I
I
?
| | +--rw asymetric-key-ref?
| | ks:central -asymetric-key-ref
| +--rw encrypt ed-val ue-f or mat identityref
| +--rw encrypt ed-val ue bi nary
+--rw certificates
| +--rwcertificate* [nane]
| +--rw name string
| +--rw cert-data end-entity-cert-cns
| +---n certificate-expiration
| {certificate-expiration-notification}?
| +-- expiration-date yang: date-and-ti ne
+---X generate-csr {csr-generation}?
+---w i nput
| +---w csr-format identityref
| +---wecsr-info csr-info
+--ro out put
+--ro (csr-type)
+--:(pl0-csr)
+--ro pl0-csr? pl0-csr
+--rw symetric-keys {symetric-keys}?
+--rw symmetric- key* [ nane]
+--rw nane string
+--rw key-formt? i dentityref
+--rw (key-type)
+--:(cleartext-symetric-key)
| +--rwcleartext-symetric-key? bi nary
{cleartext-symmetric-keys}?
+--:(hidden-symetric-key) {hidden-symetric-keys}?
| +--rw hidden-symretric-key? enpty
+--:(encrypted-symetric-key)
{encrypt ed-symetric- keys}?
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+--rw encrypted-symetric- key
+--rw encrypt ed- by
| +--rw (encrypted- by)
| +--:(central -symetric-key-ref)
| | {central - keyst or e-support ed, synmre\

tric-keys}?

| | +--rw symretric-key-ref?

| | ks:central -symmetric- key-ref

| +--:(central -asymmetric-key-ref)

| {central - keyst or e-supported, asymi

etric-keys}?

| +--rw asymetric-key-ref?

| ks:central -asymetri c-key-ref
+--rw encrypt ed-val ue-f or mat identityref
+--rw encrypt ed-val ue bi nary

Comrent s:

*

2

Pr ot ocol - accessi bl e nodes are those nodes that are accessi bl e when
the nodule is "inplenented", as described in Section 5.6.5 of
[ RFC7950] .

The protocol -accessi ble nodes for the "ietf-keystore" nmodule are
i nstances of the "keystore-grouping" grouping discussed in
Section 2.1.3.7.

The top-level node "keystore" is additionally constrained by the
feature "central - keystore-supported"

The "keystore-grouping" grouping is discussed in Section 2.1.3.7.
The reason for why "keystore-groupi ng" exists separate fromthe
prot ocol - accessi bl e nodes definition is to enable instances of the
keystore to be instantiated in other |ocations, as nay be needed
or desired by sone nodul es

Exampl e Usage

The exanples in this section are encoded using XM., such as might be
the case when using the NETCONF protocol. Oher encodi ngs MAY be
used, such as JSON when using the RESTCONF pr ot ocol

2

1. A Keystore Instance
The followi ng exanple illustrates keys in <running> Pl ease see
Section 3 for an exanmple illustrating built-in values in

<oper ati onal >.

=============== NOTE: '\’ |ine Wrapp| ng per RFC 8792 ================

<keystore

xm ns="urn:ietf:parans: xm :ns:yang:ietf-keystore"
xmns:ct="urn:ietf:paranms: xm : ns:yang:ietf-crypto-types">

<symmetric- keys>
<symmetri c-key>
<nane>cl eart ext-symretri c- key</ nane>
<key-format >ct: octet-string-key-formt</key-fornmat>
<cl eartext-symretri c- key>BASE64VALUE=</cl eart ext - symretric-\

key>

</ symmretric- key>

<symmetri c-key>
<nane>hi dden- synmet ri c- key</ nane>
<hi dden-symetri c- key/ >

</ symretric- key>

<symmetri c- key>



<name>encrypt ed- symetri c- key</ nane>
<key-format >ct: one-symmetri c- key-f or mat </ key- f or mat >
<encrypt ed-symretri c-key>
<encrypt ed- by>
<asymmetri c- key-r ef >hi dden-asymetri c- key</ asymretri c- k\
ey-ref>
</ encrypt ed- by>
<encrypt ed-val ue-f or nat >ct: cns- envel oped- dat a- f or mat </ enc\
rypt ed- val ue- f or mat >
<encrypt ed- val ue>BASE64VALUE=</ encr ypt ed- val ue>
</ encrypted-symetric-key>
</ symmretric- key>
</ symmretri c- keys>

<asymmetri c- keys>
<asymretric- key>
<name>ssh-r sa- key</ name>
<private-key-format >ct:rsa-private-key-format</private-key-\
f or mat >
<cl eartext-privat e- key>BASE64VALUE=</ cl eart ext - pri vat e- key>
</ asymretric-key>
<asymretric- key>
<name>ssh-rsa-key-w t h-cert </ nane>
<private-key-format >ct:rsa-private-key-format</private-key-\
f or mat >
<cl eartext-privat e- key>BASE64VALUE=</ cl eart ext - pri vat e- key>
<certificates>
<certificate>
<nane>ex-rsa- cert 2</ name>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
</certificates>
</ asymretric-key>
<asymretric- key>
<name>r aw pri vat e- key</ name>
<private-key-format>ct:rsa-private-key-format</private-key-\
f or mat >
<cl eartext-privat e- key>BASE64VALUE=</ cl eart ext - pri vat e- key>
</ asymretric-key>
<asymretric- key>
<nane>r sa- asymet ri c- key</ nanme>
<private-key-format>ct:rsa-private-key-format</private-key-\
f or mat >
<cl eartext-privat e- key>BASE64VALUE=</ cl eart ext - pri vat e- key>
<certificates>
<certificate>
<nane>ex-r sa- cert </ name>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
</certificates>
</ asymretric-key>
<asymretric- key>
<nane>ec-asymetri c- key</ nane>
<private-key-format >ct: ec-private-key-format</private-key-f\
or mat >
<cl eartext-privat e- key>BASE64VALUE=</ cl eart ext - pri vat e- key>
<certificates>
<certificate>
<nane>ex- ec- cert </ name>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
</certificates>
</ asymretric-key>
<asymmretri c- key>
<nane>hi dden- asymmet ri c- key</ nane>
<publ i c- key-f or mat >ct : subj ect - publ i c- key-i nf o- f or mat </ publ i\



2

2

2

2

c-key-

ey-for

ey-ref

f ormat >
<publ i c- key>BASE64VALUE=</ publ i c- key>
<hi dden- pri vat e- key/ >
<certificates>
<certificate>
<nane>buil ti n-i devi d- cert </ nane>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
<certificate>
<name>ny- | devi d- cert </ nanme>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
</certificates>
</ asymretric-key>
<asymmretri c- key>
<nane>encrypt ed-asymetri c- key</ nane>

<private-key-format >ct: one-asymetric-key-format</privat e-k\

mat >
<encrypt ed- pri vat e- key>
<encrypt ed- by>
<symmetri c- key-ref >encrypt ed-synmmetri c- key</ symretri c- k\
>

</ encrypt ed- by>

<encrypt ed-val ue-f or mat >ct : cns- encr ypt ed- dat a- f or mat </ enc\
rypt ed- val ue- f or mat >
<encrypt ed- val ue>BASE64VALUE=</ encr ypt ed- val ue>

</ encrypt ed-privat e- key>
</ asymretric-key>

</ asymretric-keys>

</ keys

tore>

2. A Certificate Expiration Notification

The followi ng exanple illustrates a "certificate-expiration"
notification for a certificate associated with an asymetric key

config

<noti f

ured in the keystore.

========= NOTE: '\’ |ine wapping per RFC 8792

i cation

xm ns="urn:ietf:parans: xm :ns: netconf:notification:1. 0">

<eve

nt Ti me>2018- 05- 25T00: 01: 00Z</ event Ti ne>

<keystore xm ns="urn:ietf:paranms: xm :ns:yang:ietf-keystore">
<asymmetri c- keys>

- dat e>

</

<asymmretri c- key>
<name>hi dden- asymmetri c- key</ nane>
<certificates>
<certificate>
<name>ny- | devi d- cert </ name>
<certificate-expiration>

<expiration-dat e>2018- 08- 05T14: 18: 53- 05: 00</ expi rati on\

</certificate-expiration>
</certificate>
</certificates>
</ asymmretric-key>
asymetri c- keys>

</ keyst ore>
</notification>

3. T

he "Inline or Keystore" G oupings

This section illustrates the various "inline-or-keystore" groupings

defined in the "ietf-keystore" nodul e,

keysto

keyst ore-asymmretri c- key-groupi ng" (Section 2.1.3.4),

re-symretric-key-groupi ng" (Section 2.1.3.3),

specifically the "inline-or-

"inline-or-
"inline-or-



keystore-asymretric-key-w th-certs-grouping” (Section 2.1.3.5), and
"inline-or-keystore-end-entity-cert-wth-key-groupi ng"
(Section 2.1.3.6) groupings.

These exanpl es assune the exi stence of an exanple nodule called "ex-
keyst ore-usage" that has the nanespace "https://exanple.con ns/
exanpl e- keyst or e- usage”.

The ex-keystore-usage nodule is first presented using tree diagrans
[ RFC8340], followed by an instance exanple illustrating all the
"inline-or-keystore" groupings in use, followed by the YANG nodul e
itself.

2.2.3.1.

Tree Diagrans for the "ex-keystore-usage" Mdul e

The following tree diagramillustrates "ex-keystore-usage" w thout
expandi ng the "groupi ng" statenents:

=========== NOTE: '\’ |ine Wrapp| ng per RFC 8792 ================

nmodul e: ex-keyst ore-usage

ng

+--rw keyst ore- usage

+--rw symetri c- key* [ nane]

| +--rw name string
| +---u ks:inline-or-keystore-symetric-key-groupi ng

+--rw asymetric- key* [ nane]

| +--rw nane string
| +---u ks:inline-or-keystore-asymetric-key-grouping

+--rw asymetric-key-wth-certs* [nane]

| +--rw name

| string

| +---u ks:inline-or-keystore-asynmmetric-key-w th-certs-groupi\

+--rw end-entity-cert-with-key* [nane]
+--rw nane
| string
+---u ks:inline-or-keystore-end-entity-cert-wth-key-grouping

The following tree diagramillustrates the "ex-keystore-usage" nodul e
with all "grouping" statenments expanded, enabling the usage's ful
structure to be seen:

=========== NOTE: '\’ |ine Wrapp| ng per RFC 8792 ================

nmodul e: ex-keyst ore-usage

+--rw keyst ore- usage

+--rw symetri c- key* [ nane]
| +--rw name string
+--rw (inline-or-keystore)
+--:(inline) {inline-definitions-supported}?
| +--rwinline-definition
+--rw key-formt? i dentityref
+--rw (key-type)
+--:(cleartext-symetric-key)
| +--rwcleartext-symetric-key? bi nary
{cleartext-symmetric-keys}?
+--: (hi dden-symetri c- key)
| {hi dden-symetri c-keys}?
| +--rw hidden-symretric-key? enpty
+--:(encrypted-symetric-key)
{encrypt ed-symetric- keys}?
+--rw encrypted-symretric- key
+--rw encrypt ed- by
+--rw encrypt ed-val ue-f or mat i dentityref
+--rw encrypt ed-val ue bi nary
+--:(central -keystore)



--TwW
+- -
+- -

--TwW
+- -
+- -

Y —— — —

{central -keystore-supported, symmetric-keys}?
+--rw central - keystore-reference?
ks:central -symretric-key-ref
asymetri c-key* [ name]
rw name string
rw (inline-or-keystore)
+--:(inline) {inline-definitions-supported}?
| +--rwinline-definition

+--rw public-key-format? i dentityref
+--rw public-key? bi nary
+--rw private-key-fornat? i dentityref

I
I
I
| +--rw (private-key-type)
| +--:(cleartext-private-key)
| | {cl eartext-private-keys}?
| |  +--rwcleartext-private-key? bi nary
| +--:(hi dden-private-key) {hidden-private-keys}?
| | +--rw hidden-private-key? enpty
| +--:(encrypted-privat e- key)
| {encrypt ed- pri vat e- keys}?
| +--rw encrypted- privat e- key
| +--rw encrypt ed- by
| +--rw encrypt ed-val ue-f or mat i dentityref
| +--rw encrypt ed-val ue bi nary
+--:(central -keystore)
{central -keystore-supported, asymetric-keys}?
+--rw central - keystore-reference?
ks:central -asymetric-key-ref

asymetric-key-wi th-certs* [ nane]
rw name string
rw (inline-or-keystore)
+--:(inline) {inline-definitions-supported}?
| +--rwinline-definition

+--rw public-key-format? i dentityref
+--rw public-key? bi nary
+--rw private-key-fornat? i dentityref

+--rw (private-key-type)
| +--:(cleartext-private-key)

| {cl eartext-private-keys}?

| | +--rwcleartext-private-key? bi nary

| +--:(hidden-private-key) {hidden-private-keys}?
| | +--rw hidden-private-key? enpty

| +--:(encrypted-private-key)

| {encrypt ed- pri vat e- keys}?

| +--rw encrypted- privat e- key

| +--rw encrypt ed- by

I
I

+--rw encrypt ed-val ue-f or mat i dentityref
+--rw encrypt ed-val ue bi nary
+--rw certificates
| +--rwcertificate* [nane]
| +--rw name string
| +--rw cert-data
| | end-entity-cert-cns
| +---n certificate-expiration
| {certificate-expiration-notification}?
| +-- expiration-date yang: dat e-and-ti ne
+---X generate-csr {csr-generation}?

+---w i nput
| +---w csr-fornmat i dentityref
| +---wecsr-info csr-info
+--r0 out put
+--ro (csr-type)
+--:(pl0-csr)
+--ro plO-csr? pl0-csr
+--:(central -keystore)
{central -keystore-supported, asymetric-keys}?
+--rw central - keystore-reference?



| ks:central -asymetric- key-ref
+--rw end-entity-cert-with-key* [nane]
+--rw nane string
+--rw (inline-or-keystore)
+--:(inline) {inline-definitions-supported}?
| +--rwinline-definition

+--rw public-key-formt? identityref
+--rw public-key? bi nary
+--rw private-key-format? i dentityref

+--rw (private-key-type)
| +--:(cleartext-private-key)
| {cl eartext-private-keys}?
| | +--rwcleartext-private-key? bi nary
| +--:(hidden-private-key) {hidden-private-keys}?
| | +--rw hidden-private-key? enpty
| +--:(encrypted-private-key)
| {encrypt ed- pri vat e- keys}?
| +--rw encrypt ed- pri vat e- key
| +--rw encrypt ed- by
| +--rw encrypt ed-val ue-f or mat identityref
| +--rw encrypt ed-val ue bi nary
+--rw cert-data?
| end-entity-cert-cns
+---n certificate-expiration
| {certificate-expiration-notification}?
| +-- expiration-date yang: dat e-and-ti ne
+---X generate-csr {csr-generation}?
+---w i nput
| +---w csr-fornmat i dentityref
| +---wecesr-info csr-info
+--ro0 out put
+--ro (csr-type)
+--:(pl0-csr)
+--ro pl0-csr? pl0-csr
+--:(central -keystore)
{central -keystore-supported, asymetric-keys}?
+--rw central - keystore-reference
+--rw asymetric-key?
| ks:central -asymetric-key-ref
| {central -keystore-supported, asymetric-keys\

}?

+--rw certificate? | eaf ref
2.2.3.2. Exanmple Usage for the "ex-keystore-usage" Mdule

The foll owi ng exanpl e provides two equival ent instances of each
grouping, the first being a reference to a keystore and the second
being inlined. The instance having a reference to a keystore is
consistent with the keystore defined in Section 2.2.1. The two

i nstances are equivalent, as the inlined instance exanple contains
the sane val ues defined by the keystore instance referenced by its
si bl ing exampl e.

=============== NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ================

<keyst or e- usage
xm ns="htt ps://exanpl e. conl ns/ exanpl e- keyst or e- usage"
xmns:ct="urn:ietf:paranms:xm :ns:yang:ietf-crypto-types">

<l-- The follow ng two equival ent exanples illustrate the -->
<l-- "inline-or-keystore-symetric-key-groupi ng" grouping: -->

<symmetri c- key>
<nane>exanpl e la</name>
<central - keyst ore-reference>cl eart ext-symetric-key</central - key\
store-reference>



</ symmretric- key>

<symmetri c- key>
<nane>exanpl e 1b</name>
<inline-definition>
<key-format >ct: octet-string-key-formt</key-formt >
<cl eartext-symretric- key>BASE64VALUE=</ cl eart ext - synmmetri c- key>
</inline-definition>
</ symretric-key>

<l-- The followi ng two equival ent exanples illustrate the -->
<l-- "inline-or-keystore-asynmetric-key-groupi ng" grouping: -->

<asymmretri c- key>
<nane>exanpl e 2a</ name>
<central - keyst ore-ref erence>rsa-asymetric-key</central - keyst ore\
-reference>
</ asymretri c- key>

<asymmretri c- key>
<nane>exanpl e 2b</ name>
<inline-definition>
<publ i c- key-f or mat >ct : subj ect - publ i c- key-i nf o- f or mat </ publ i c- k\
ey-formt>
<publ i c- key>BASE64VALUE=</ publ i c- key>
<private-key-format >ct:rsa-private-key-format</private-key-for\
mat >
<cl eartext-privat e- key>BASE64VALUE=</ cl eart ext - pri vat e- key>
</inline-definition>
</ asymretri c- key>

<l-- The followi ng two equival ent exanples illustrate the -->
<l-- "inline-or-keystore-asynmetric-key-wth-certs-grouping" -->
<l'-- grouping: o>

<asymmetric-key-with-certs>
<nane>exanpl e 3a</nane>
<central - keystore-reference>rsa-asymmetric-key</central - keystore\
-reference>
</ asymmetric-key-w th-certs>

<asymmetric-key-with-certs>
<nane>exanpl e 3b</nane>
<inline-definition>
<publ i c- key-f or mat >ct : subj ect - publ i c- key-i nf o-f or mat </ publ i c- k\
ey-format>
<publ i c- key>BASE64VALUE=</ publ i c- key>
<private-key-format >ct:rsa-private-key-format</private-key-for\
mat >
<cl eartext-privat e- key>BASE64VALUE=</ c| eart ext - pri vat e- key>
<certificates>
<certificate>
<nanme>a | ocal ly defined cert</name>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
</certificates>
</inline-definition>
</ asymmetric-key-w th-certs>

<l-- The followi ng two equival ent exanples illustrate the -->
<l-- "inline-or-keystore-end-entity-cert-wth-key-grouping" -->
<l-- grouping: -->

<end-entity-cert-wth-key>



<name>exanpl e 4a</nane>
<central - keystore-reference>
<asymmetri c- key>rsa-asynmmetri c- key</asymretri c- key>
<certificate>ex-rsa-cert</certificate>
</ central - keystore-reference>
</end-entity-cert-wth-key>

<end-entity-cert-wth-key>
<nane>exanpl e 4b</nane>
<inline-definition>
<publ i c- key-f or mat >ct : subj ect - publ i c- key-i nf o-f or mat </ publ i c- k\
ey-format>
<publ i c- key>BASE64VALUE=</ publ i c- key>
<private-key-format >ct:rsa-private-key-format</private-key-for\
mat >
<cl eartext-privat e- key>BASE64VALUE=</ c| eart ext - pri vat e- key>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</inline-definition>
</ end-entity-cert-wth-key>

</ keyst or e- usage>
2.2.3.3. The "ex-keystore-usage" YANG Modul e
Following is the "ex-keystore-usage" nodul e’ s YANG definition

nmodul e ex- keyst or e-usage {
yang-version 1.1;
nanespace "https://exanpl e.conl ns/exanpl e-keyst ore-usage";
prefix ex-keystore-usage;

inmport ietf-keystore {
prefix ks;
ref erence
"RFC 9642: A YANG Data Model for a Keystore";

}

organi zati on
"Exanpl e Corporation”;

cont act
"Aut hor: YANG Desi gner <mailto:yang. desi gner @xanpl e. comp";

description
"This exanple nodule illustrates notable groupings defined
inthe "ietf-keystore’ nodule.";

revision 2024-10-10 {
description
"Initial version";
ref erence
"RFC 9642: A YANG Data Model for a Keystore";

}

cont ai ner keystore-usage {
description
"An illustration of the various keystore groupings.";
list symretric-key {
key "nane";
| eaf nane {
type string;
description
"An arbitrary name for this key.";
}
uses ks:inline-or-keystore-symetric-key-grouping;
description



"An symretric key that may be configured locally or be a
reference to a symetric key in the keystore.";
}
list asymmetric-key {
key "nane";
| eaf nane {
type string;
description
"An arbitrary name for this key.";
}
uses ks:inline-or-keystore-asymetric-key-grouping;
description
"An asymetric key, with no certs, that may be confi gured
locally or be a reference to an asymetric key in the
keystore. The intent is to reference just the asymetric
key, not any certificates that may al so be associ ated
with the asymmetric key.";
}
list asymmretric-key-with-certs {
key "nane";
| eaf nane {
type string;
description
"An arbitrary name for this key.";

uses ks:inline-or-keystore-asymmetric-key-w th-certs-grouping;
description
"An asymretric key and its associated certs that may be
configured locally or be a reference to an asymretric
key (and its associated certs) in the keystore.";

list end-entity-cert-wth-key {
key "nane";
| eaf nane {
type string;
description
"An arbitrary name for this key.";

uses ks:inline-or-keystore-end-entity-cert-wth-key-grouping;
description
"An end-entity certificate and its associated asymretric
key that may be configured locally or be a reference
to another certificate (and its associated asymretric
key) in the keystore.";

}
}

2.3.  YANG Modul e
Thi s YANG nodul e has normative references to [ RFC8341] and [ RFC9640].

<CODE BEG NS> file "ietf-keystore@024-10-10.yang"
modul e ietf-keystore {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-keystore"
prefix ks;

i mport ietf-netconf-acm {
prefix nacm
ref erence
"RFC 8341: Network Configuration Access Control Mdel";

}

import ietf-crypto-types {
prefix ct;



ref erence
"RFC 9640: YANG Data Types and Groupi ngs for Cryptography"
}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup";

cont act
"WG Web: https://datatracker.ietf.org/wy/ netconf
WG List: NETCONF WG |ist <nmilto:netconf@etf.org>
Aut hor : Kent Watsen <mailto: kent +i et f @vat sen. net >";

description
"This nodul e defines a 'keystore’ to centralize nmanagenent
of security credentials.

The key words 'MJST', ' MJST NOT', 'REQUIRED , 'SHALL',
"SHALL NOT', 'SHOULD , 'SHOULD NOT', ' RECOMVENDED |,

" NOT RECOMMENDED , ' MAY’, and 'OPTIONAL’' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capitals, as shown here

Copyright (c) 2024 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is pernmitted pursuant to, and
subject to the license ternms contained in, the Revised
BSD License set forth in Section 4.c of the I|ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9642
(https://ww.rfc-editor.org/info/rfc9642); see the RFC
itself for full legal notices.";

revision 2024-10-10 {
description
"Initial version";
reference
"RFC 9642: A YANG Data Model for a Keystore";

}

/****************/

/* Feat ur es */
/****************/

feature central - keystore-supported {
description
"The ’'central - keystore-supported’ feature indicates that
the server supports the central keystore (i.e., fully
i npl ements the 'ietf-keystore’ nodule).";

}

feature inline-definitions-supported {
description
"The "inline-definitions-supported feature indicates that
the server supports locally defined keys.";

}

feature asynmetric-keys {
description
"The "asynmetric-keys’ feature indicates that the server
i mpl ements the /keystore/ asynmetric-keys subtree.";



}

feature symetric-keys {
description
"The ' symmetric-keys feature indicates that the server
i mpl ements the /keystore/ symetric-keys subtree.”;

}

/****************/

/* Typedef s */

/****************/

typedef central -symetric-key-ref {
type leafref {
path "/ks: keystore/ks: symmetri c-keys/ ks: symretri c-key"
+ "/ks: name";
}

description
"This typedef enables nodules to easily define a reference
to a symmetric key stored in the central keystore.";

}

typedef central -asynmetric-key-ref {
type leafref {
path "/ks: keystore/ks: asymretri c-keys/ ks: asymretri c-key"
+ "/ Kks: name";
}

description
"Thi s typedef enables nodules to easily define a reference
to an asymretric key stored in the central keystore.";

}

/*****************/

/* Groupi ngs */

/*****************/

groupi ng encrypt ed- by-groupi ng {
description
"A grouping that defines a 'choice statenment that can be
augnented into the 'encrypted-by’ node, present in the
"symmetri c- key-grouping’ and 'asymmetric-key-pair-groupi ng
groupi ngs defined in RFC 9640, enabling references to keys
in the central keystore.";
choi ce encrypted-by {
nacm def aul t -deny-write;
mandat ory true;
description
"A choi ce anongst other symetric or asynmetric keys.";
case central -symretric-key-ref {
if-feature "central - keystore-supported";
if-feature "symetric-keys";
| eaf symmetric-key-ref {
type ks:central -symetric-key-ref;
description
"ldentifies the symmetric key used to encrypt the
associ ated key.";
}
}
case central -asymetric-key-ref {
if-feature "central - keystore-supported”;
if-feature "asymmetric- keys";
| eaf asymmetric-key-ref {
type ks:central -asynmetric-key-ref;
description
"lIdentifies the asymretric key whose public key
encrypted the associ ated key.";



}
}
}
}

[l *-ref groupings

groupi ng central -asymretric-key-certificate-ref-grouping {
description
"A grouping for the reference to a certificate associated
with an asynmmetric key stored in the central keystore.";
| eaf asymmetric-key {
nacm def aul t -deny-write;
if-feature "central - keystore-supported";
if-feature "asynmetric-keys";
type ks:central -asynmetric-key-ref;
must ' ../certificate’;
description
"A reference to an asynmmetric key in the keystore.";

| eaf certificate {
nacm def aul t -deny-write;
type leafref {
path "/ks: keystore/ks: asymretri c- keys/ ks: asymretri c-key"
+ "[ks:name = current()/../asymetric-key]/"
+ "ks:certificates/ks:certificate/ks: nane";

must '../asymretric-key’;

description
"Areference to a specific certificate of the
asymmetric key in the keystore.";

}
}

/1 inline-or-keystore-* groupings

groupi ng inline-or-keystore-synmetric-key-grouping {
description
"A grouping for the configuration of a symretric key. The
symmetric key nmay be defined inline or as a reference to
a synmetric key stored in the central keystore.

Servers that wish to define alternate keystore | ocations
SHOULD augnent in custom’case’ statenents enabling
references to those alternate keystore | ocations.";
choice inline-or-keystore {
nacm def aul t -deny-write;
mandat ory true;
description
"A choice between an inlined definition and a definition
that exists in the keystore.";
case inline {
if-feature "inline-definitions-supported”;
container inline-definition {
description
"A container to hold the local key definition.";
uses ct:synmetric-key-grouping;
}
}

case central -keystore {
if-feature "central - keystore-supported”;
if-feature "symetric-keys";
| eaf central -keystore-reference {
type ks:central -symetric-key-ref;
description
"Areference to a symmetric key that exists in



the central keystore.";

}
}
}
}

groupi ng inline-or-keystore-asymetric-key-grouping {
description
"A grouping for the configuration of an asymetric key. The
asymetric key may be defined inline or as a reference to
an asymetric key stored in the central keystore.

Servers that wish to define alternate keystore | ocations
SHOULD augnent in custom’case’ statenents enabling
references to those alternate keystore | ocations.";
choice inline-or-keystore {
nacm def aul t -deny-write;
mandat ory true;
description
"A choice between an inlined definition and a definition
that exists in the keystore.";
case inline {
if-feature "inline-definitions-supported”;
container inline-definition {
description
"A container to hold the local key definition.";
uses ct:asymetric-key- pair-grouping;
}
}
case central -keystore {
if-feature "central - keystore-supported”;
if-feature "asymmetric-keys";
| eaf central -keystore-reference {
type ks:central -asynmetric-key-ref;
description
"A reference to an asynmetric key that exists in
the central keystore. The intent is to reference
just the asymmetric key w thout any regard for
any certificates that nay be associated with it.";
}
}
}
}

grouping inline-or-keystore-asymetric-key-w th-certs-grouping {
description
"A grouping for the configuration of an asymetric key and
its associated certificates. The asymmetric key and its
associated certificates may be defined inline or as a
reference to an asymmetric key (and its associ ated
certificates) in the central keystore.

Servers that wish to define alternate keystore | ocations
SHOULD augnent in custom’case’ statements enabling
references to those alternate keystore | ocations.";
choice inline-or-keystore {
nacm def aul t -deny-write;
mandat ory true;
description
"A choice between an inlined definition and a definition
that exists in the keystore.";
case inline {
if-feature "inline-definitions-supported”;
container inline-definition {
description
"A container to hold the local key definition.";



uses ct:asymetric-key-pair-wth-certs-grouping;
}
}

case central -keystore {
if-feature "central - keystore-supported";
if-feature "asynmetric- keys";
| eaf central -keystore-reference {
type ks:central -asynmetric-key-ref;
description
"A reference to an asymmetric key (and all of its
associ ated certificates) in the keystore, when
this module is inplemented.”;

}
}
}
}

groupi ng inline-or-keystore-end-entity-cert-wth-key-grouping {
description
"A grouping for the configuration of an asymetric key and
its associated end-entity certificate. The asymretric key
and its associated end-entity certificate nay be defined
inline or as a reference to an asymetric key (and its
associ ated end-entity certificate) in the central keystore.

Servers that wish to define alternate keystore | ocations
SHOULD augnent in custom’'case’ statenments enabling
references to those alternate keystore | ocations.";
choi ce inline-or-keystore {
nacm def aul t - deny-write;
mandat ory true;
description
"A choice between an inlined definition and a definition
that exists in the keystore.";
case inline {
if-feature "inline-definitions-supported”;
container inline-definition {
description
"A container to hold the local key definition.";
uses ct:asymmetric-key-pair-wth-cert-grouping;
}
}

case central -keystore {
if-feature "central - keystore-supported";
if-feature "asynmetric-keys";
cont ai ner central -keystore-reference {
uses central -asymetric-key-certificate-ref-grouping;
description
"Areference to a specific certificate associated with
an asymetric key stored in the central keystore.";

}
}
}
}

/1 the keystore grouping

groupi ng keystore-grouping {
description
"A grouping definition enables use in other contexts. |f ever
done, inplenentations MJUST augnent new ’'case’ statenents
into the various inline-or-keystore 'choice’ statenents to
supply leafrefs to the nodel -specific location(s).";
contai ner asymmetri c-keys {
nacm def aul t -deny-write;
if-feature "asynmetric- keys";



description
"Alist of asymmetric keys.";
list asymmetric-key {
key "nane";
description
"An asymretric key.";
| eaf nane {
type string;
description
"An arbitrary name for the asynmetric key.";
}

uses ct:asymetric-key-pair-wth-certs-grouping;
}
}

contai ner symetric-keys {
nacm def aul t -deny-write;
if-feature "symetric-keys";
description
"Alist of symetric keys.";
list symretric-key {
key "nane";
description
"A symmetric key.";
| eaf nane {
type string;
description
"An arbitrary nane for the symetric key.";
}

uses ct:symetric-key-grouping;
}

}
}

/*********************************/

/* Pr ot ocol accessi bl e nodes */
/*********************************/

cont ai ner keystore {
if-feature "central - keystore-supported";
description
"A central keystore containing a list of symmetric keys and
a list of asymetric keys.";
nacm def aul t -deny-write;
uses keystore-grouping {
augnment "symmretric-keys/symetric-key/ key-typel/ encrypted-"
+ "symmetric-key/ encrypt ed-symmetri c- key/ encrypt ed- by" {
description
"Augnents in a choice statenent enabling the encrypting
key to be any other symetric or asymretric key in the
central keystore.";
uses encrypted- by-groupi ng;
}
augrment "asymmetric-keys/asymretri c-key/ private-key-type/"
+ "encrypted-privat e-key/ encrypt ed-private-key/"
+ "encrypt ed-by" {
description
"Augnments in a choice statement enabling the encrypting
key to be any other symmetric or asymretric key in the
central keystore.";
uses encrypt ed- by-groupi ng;
}
}
}

}
<CODE ENDS>



3. Support for Built-In Keys

In sone inplenentations, a server nay support keys built into the
server. Built-in keys MAY be set during the manufacturing process or
be dynamically generated the first time the server is booted or a
particul ar service (e.g., Secure Shell (SSH)) is enabl ed.

Built-in keys are "hidden" keys expected to be set by a vendor-
specific process. Any ability for operators to set and/or nodify
built-in keys is outside the scope of this docunent.

The primary characteristic of the built-in keys is that they are
provi ded by the server, as opposed to being configured. As such,
they are present in <operational> (Section 5.3 of [RFC8342]) and
<systenr [ NETMOD- SYSTEM CONFI G, if i npl enented.

The exanmple below illustrates what the keystore in <operational >
m ght look like for a server inits factory default state. Note that
the built-in keys have the "or:origin" annotation value "or:systeni.

=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

<keystore xm ns="urn:ietf:parans: xn :ns:yang:ietf-keystore"
xm ns:ct="urn:ietf:paranms: xn : ns:yang:ietf-crypto-types"
xm ns:or="urn:ietf:parans: xm :ns:yang:ietf-origin"
or:origin="or:intended">
<asymmetri c- keys>
<asymmetric-key or:origin="or:system >
<nane>Manuf act ur er - Gener at ed Hi dden Key</nane>
<publ i c- key-f or mat >ct : subj ect - publ i c- key-i nf o- f or mat </ publ i c- k\
ey-formt>
<publ i c- key>BASE64VALUE=</ publ i c- key>
<hi dden- pri vat e- key/ >
<certificates>
<certificate>
<name>Manuf act urer - Generated | Devl D Cert </ nane>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
</certificates>
</ asymretric-key>
</ asymretric-keys>
</ keyst ore>

The followi ng exanple illustrates how a single built-in key
definition fromthe previ ous exanpl e has been propagated to
<runni ng>:

=============== NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ================

<keystore xm ns="urn:ietf:parans: xm :ns:yang:ietf-keystore"
xm ns:ct="urn:ietf:parans: xm :ns:yang:ietf-crypto-types">
<asymetri c- keys>
<asymmretri c- key>
<nane>Manuf act ur er - Gener at ed Hi dden Key</nane>
<publ i c- key-f or mat >ct : subj ect - publ i c- key-i nf o- f or mat </ publ i c- k\
ey-format >
<publ i c- key>BASE64VALUE=</ publ i c- key>
<hi dden- pri vat e- key/ >
<certificates>
<certificate>
<name>Manuf act ur er - Gener ated | Devl D Cert </ nane>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
<certificate>
<name>Depl oynent - Speci fi ¢ LDevl D Cert </ nane>
<cert - dat a>BASE64VALUE=</ cert - dat a>



</certificate>
</certificates>
</ asymretric-key>
</ asymretric-keys>
</ keyst ore>

After the above configuration is applied, <operational > should appear
as foll ows:

=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

<keystore xm ns="urn:ietf:paranms: xm : ns:yang:ietf-keystore"
xm ns:ct="urn:ietf:parans: xnm : ns:yang:ietf-crypto-types”
xm ns:or="urn:ietf:parans: xm :ns:yang:ietf-origin"
or:origin="or:intended">
<asymetri c- keys>
<asymmetric-key or:origin="or:system >
<nane>Manuf act ur er - Gener at ed Hi dden Key</nane>
<publ i c- key-f or mat >ct : subj ect - publ i c- key-i nf o- f or mat </ publ i c- k\
ey-format>
<publ i c- key>BASE64VALUE=</ publ i c- key>
<hi dden-pri vat e- key/ >
<certificates>
<certificate>
<name>Manuf act ur er - Gener ated | Devl D Cert </ nane>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
<certificate or:origin="or:intended">
<name>Depl oynent - Speci fi ¢ LDevl D Cert </ nane>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
</certificates>
</ asymretric-key>
</ asymretric-keys>
</ keyst ore>

4. Encrypting Keys in Configuration

Thi s section describes an approach that enables both the symretric
and asymretric keys on a server to be encrypted, such that backup/
restore procedures can be used without concern for raw key data being
comprom sed when in transit.

The approach presented in this section is not normative. This
section answers how a configuration containing secrets that are
encrypted by a built-in key (Section 3) can be backed up from one
server and restored on a different server when each server has uni que
primary keys. The APl defined by the "ietf-keystore" YANG nodul e
presented in this docunent is sufficient to support the workfl ow
described in this section.

4.1. Key Encryption Key

The ability to encrypt configured keys is predicated on the existence
of a key encryption key (KEK). There may be any nunber of KEKs in a
server. A KEK, by its nanesake, is a key that is used to encrypt

ot her keys. A KEK MAY be either a symmetric key or an asymetric
key.

If a KEKis a symretric key, then the server MJST provide an APl for
adm nistrators to encrypt other keys wi thout needing to know the
symmetric key's value. |If the KEK is an asymmetric key, then the
server SHOULD provide an APl enabling the encryption of other keys
or, alternatively, assunme the adm nistrators can do so thensel ves
using the asynmmetric key’'s public half.



A server MJST possess access to the KEK, or an APl using the KEK, so
that it can decrypt the other keys in the configuration at runtine.

4.2. Configuring Encrypted Keys
Each time a new key is configured, it SHOULD be encrypted by a KEK

In the "ietf-crypto-types" nodul e [ RFC9640], the format for encrypted
val ues is described by identity statenents derived fromthe
"symetrically-encrypted-val ue-format" and "asymetrical |l y-encrypted-
value-format" identity statements

I mpl enent ati ons of servers inplementing the "ietf-keystore" nodul e
SHOULD provide an APl that sinultaneously generates a key and
encrypts the generated key using a KEK. Thus, the cleartext val ue of
the newy generated key nmay never be known to the administrators
generating the keys. Such an APl is defined in the "ietf-ssh-conmmon"
and "ietf-tls-comon" YANG nodul es defined in [ RFC9644] and

[ RFC9645], respectively.

In case the server inplenmentation does not provide such an API, then
the generating and encrypting steps MAY be perfornmed outside the
server, e.g., by an administrator with special access control rights
(such as an organi zation’s crypto officer).

In either case, the encrypted key can be configured into the keystore
usi ng either the "encrypted-symetric-key" (for symmetric keys) or
the "encrypted-private-key" (for asymetric keys) nodes. These two
nodes contain both the encrypted raw key value as well as a reference
to the KEK that encrypted the key.

4.3. Magrating Configuration to Another Server

When a KEK is used to encrypt other keys, migrating the configuration
to another server is only possible if the second server has the sane
KEK. How the second server cones to have the sanme KEK is discussed
in this section.

I n sone depl oynents, nechani sns outside the scope of this docunent
may be used to nmigrate a KEK from one server to another. That said,
beware that the ability to do so typically entails having access to
the first server; however, in sone scenarios, the first server may no
| onger be operational

I n other deploynents, an organization's crypto officer, possessing a
KEK' s cl eartext value, configures the same KEK on the second server,
presumably as a hidden key or a key protected by access control, so
that the cleartext value is not disclosed to regular adm nistrators.
However, this approach creates high coupling to and dependency on the
crypto officers that does not scale in production environnents.

In order to decouple the crypto officers fromthe regul ar
adm nistrators, a special KEK, called the "primary key" (PK), may be
used.

A PKis comonly a globally unique built-in (see Section 3)
asymmetric key. The private raw key value, due to its long lifetine,
is hidden (i.e., "hidden-private-key"; see Section 2.1.4.5. of

[ RFC9640]). The raw public key value is often contained in an
identity certificate (e.g., IDeviD). How to configure a PK during
the manufacturing process is outside the scope of this docunent.

Assumi ng the server has a PK, the PK can be used to encrypt a "shared
KEK", which is then used to encrypt the keys configured by regul ar
adm ni strators.



Wth this extra level of indirection, it is possible for a crypto
officer to encrypt the same KEK for a nmultiplicity of servers offline
using the public key contained in their identity certificates. The
crypto officer can then safely hand off the encrypted KEKs to regul ar
adm ni strators responsible for server installations, including

m grations.

In order to migrate the configuration froma first server, an

adm nistrator would need to make just a single nodification to the
configuration before loading it onto a second server, which is to
repl ace the encrypted KEK keystore entry fromthe first server with
the encrypted KEK for the second server. Upon doing this, the
configuration (containing many encrypted keys) can be | oaded into the
second server while enabling the second server to decrypt all the
encrypted keys in the configuration

The following diagramillustrates this idea:
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5. Security Considerations
5.1. Security of Data at Rest and in Mdtion

The YANG nodul e defined in this docunent defines a nechanismcalled a
"keystore" that intends to protect its contents from unauthorized
di scl osure and nodi fication

In order to satisfy the expectations of a keystore, it is RECOMVENDED
that server inplenentations ensure that the keystore contents are
encrypted when persisted to non-volatile menmory and that the keystore
contents that have been decrypted in volatile nenory are zeroized
when not in use.

The keystore contents nay be encrypted by either encrypting the
contents individually (e.g., using the "encrypted" value formats) or
usi ng persistence-layer-level encryption. |[|f storing cleartext

val ues (which is NOT RECOMVENDED per Section 3.5 of [RFC9640]), then
persi stence-| ayer-1evel encryption SHOULD be used to protect the data
at rest.

If the keystore contents are not encrypted when persisted, then
server inplenentations MJST ensure the persisted storage is
i naccessi bl e.

5.2. Unconstrained Private Key Usage

Thi s nodul e enabl es the configuration of private keys w thout
constraints on their usage, e.g., what operations the key is allowed
to be used for (such as signature, decryption, or both).

Thi s nodul e al so does not constrain the usage of the associated
public keys other than in the context of a configured certificate
(e.g., an identity certificate), in which case the key usage is
constrained by the certificate.

5.3. Security Considerations for the "ietf-keystore" YANG Mdul e

This section is nodeled after the tenplate defined in Section 3.7.1
of [ RFC8407].

The ietf-keystore YANG nodul e defines a data nodel that is designed
to be accessed via YANG based managenent protocols, such as NETCONF

[ RFC6241] and RESTCONF [ RFC8040]. These protocols have nandatory-to-
i npl ement secure transport |layers (e.g., SSH [RFC4252], TLS

[ RFC8446], and QUI C [ RFC9000]) and mandat ory-to-inpl ement mnut ual

aut henti cati on.

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the means to restrict access for particular users to a
preconfigured subset of all available protocol operations and
content.

Pl ease be aware that this YANG nodul e uses groupi ngs from ot her YANG
modul es that define nodes that may be considered sensitive or

vul nerabl e in network environnents. Please review the Security

Consi derations for dependent YANG nodul es for information as to which
nodes may be considered sensitive or vulnerable in network

envi ronment s.

Sone of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:
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The "cl eartext-symmetric-key" node:
This node, inported fromthe "symretric-key-groupi ng" grouping
defined in [ RFC9640], is additionally sensitive to read operations
such that, in normal use cases, it should never be returned to a
client. For this reason, the NACM extension "default-deny-all"
was applied to it in [ RFC9640].

The "cl eartext-private-key" node:
Thi s node, defined in the "asynmetri c-key-pair-groupi ng" grouping
in [ RFCO640], is additionally sensitive to read operations such
that, in normal use cases, it should never be returned to a
client. For this reason, the NACM extension "default-deny-all" is
applied to it in [RFC9640].

Al the witable data nodes defined by this YANG nodul e, both in the
"grouping" statements as well as the protocol -accessible "keystore"

i nstance, may be considered sensitive or vulnerable in some network
environments. For instance, any nodification to a key or reference
to a key may dramatically alter the inplenmented security policy. For
this reason, the NACM extension "default-deny-wite" has been set for
all data nodes defined in this nodul e.

Thi s YANG nodul e does not define any "rpc" or "action" statenents,
and thus the security considerations for such is not provided here.

Built-in key types SHOULD be hi dden and/or encrypted (not cleartext).
If this is not possible, access control nmechanisns |ike NACM SHOULD
be used to limt access to the key's secret data to only the nost
trusted authorized clients (e.g., belonging to an organization’'s
crypto officer).

| ANA Consi der ati ons

1. The IETF XM. Registry

| ANA has registered the followwng URI in the "ns" registry of the
"I ETF XML Regi stry" [RFC3688].
URI: wurn:ietf:parans:xm:ns:yang:ietf-keystore

Regi strant Contact: The | ESG
XM: N A; the requested URI is an XM. nanmespace

2. The YANG Modul e Nanes Registry

| ANA has registered the foll owing YANG nodul e in the "YANG Mdul e
Nanmes" registry defined in [ RFC6020] .

Nane: ietf-keystore

Mai nt ai ned by 1 ANA: N

Nanmespace: urn:ietf:paranms: xm:ns:yang:ietf-keystore
Prefix: ks

Ref erence: RFC 9642
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