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1. Introduction

Thi s docunent presents a YANG 1.1 [RFC7950] mnodul e defi ni ng
identities, typedefs, and groupi ngs useful to cryptographic
appl i cations.

1.1. Relation to Oher RFCs

Thi s docunent presents a YANG nodul e [RFC7950] that is part of a

collection of RFCs that work together to, ultimately, support the
configuration of both the clients and servers of both the Network
Configuration Protocol (NETCONF) [ RFC6241] and RESTCONF [ RFC8040].

The dependency rel ati onship between the prinmary YANG gr oupi ngs
defined in the various RFCs is presented in the bel ow diagram In
sonme cases, a docunent mmy define secondary groupings that introduce
dependencies not illustrated in the diagram The labels in the

di agram are shorthand nanmes for the defining RFCs. The citation
references for the shorthand nanes are provi ded bel ow t he di agram

Pl ease note that the arrows in the diagrampoint fromreferencer to
referenced. For exanple, the "crypto-types" RFC does not have any
dependenci es, whilst the "keystore" RFC depends on the "crypto-types"
RFC.
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| Label in Diagram | Reference |
[ s b oo s oo oo e
| crypto-types | RFC 9640 |
Fom e oo +
| truststore | [ RFC9641] |
oo oo +

| keystore | [ RFC9642] |



| tcp-client-server | [ RFC9643] |
e e +
| ssh-client-server | [ RFC9644] |
T T T e +
| tls-client-server | [ RFC9645] |
o e e e e e e e e oo o - S +
| http-client-server | [HTTP- CLI ENT- SERVER] |
e e +
| netconf-client-server | [NETCONF-CLI ENT- SERVER] |
T L T e +
| restconf-client-server | [RESTCONF-CLI ENT- SERVER] |
o e e e e e e e e oo o - S +

Table 1: Labels in Diagramto RFC Mappi ng
1.2. Specification Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

1.3. Adherence to the NVDA

Thi s docunent is conpliant with the Network Managenent Datastore
Architecture (NVDA) [RFC8342]. It does not define any protocol -
accessi bl e nodes that are "config fal se".

1.4. Conventions

Various exanples in this docunent use "BASE64VALUE=" as a pl acehol der
val ue for binary data that has been base64 encoded (per Section 9.8
of [RFC7950]). This placehol der value is used because rea

base64- encoded structures are often many lines |ong and hence
distracting to the exanpl e bei ng present ed.

Various exanples in this docunent use the XM. [ WBC. REC- xmi - 20081126]
encodi ng. O her encodings, such as JSON [ RFC8259], could
alternatively be used.

Various exanples in this docunent contain long |ines that may be
fol ded, as described in [ RFC8792].

2. The "ietf-crypto-types" Mdule

This section defines a YANG 1.1 [ RFC7950] nmodule called "ietf-crypto-
types”". A high-level overview of the nmodule is provided in

Section 2.1. Exanples illustrating the nodule’s use are provided in
Section 2.2. The YANG nodule itself is defined in Section 2.3.

2.1. Data Mddel Overview

This section provides an overview of the "ietf-crypto-types" nodul e
interms of its features, identities, typedefs, and groupings.

2.1.1. Feat ur es

The following diagramlists all the "feature" statements defined in
the "ietf-crypto-types"” nodul e:

Feat ur es:
+-- one-synmetric- key-fornmat
+-- one-asymetri c- key-f or mat
+-- symetrical l y-encrypt ed-val ue-f or mat



+-- asynmetrical | y-encrypt ed-val ue-format
+-- cns-envel oped- dat a- f or mat

+-- cns-encrypt ed- dat a- f or mat

+-- pl0-csr-format

+-- csr-generation

+-- certificate-expiration-notification
+-- cl eartext-passwords

+-- encrypt ed- passwor ds

+-- cleartext-symetric-keys

+-- hi dden-symmetri c- keys

+-- encrypted-symetric-keys

+-- cleartext-private-keys

+-- hi dden-privat e- keys

+-- encrypted-private-keys

The di agram above uses syntax that is sinilar to but not the same as
that in [ RFC8340].

2.1.2. Identities

The following diagramillustrates the hierarchical relationship
anongst the "identity" statements defined in the "ietf-crypto-types"
nmodul e:

ldentities:
+-- public-key-format
| +-- subject-public-key-info-format
| +-- ssh-public-key-fornmat
+-- private-key-format
| +-- rsa-private-key-fornmat
| +-- ec-private-key-format
| +-- one-asynmetric-key-format
| {one-asymetric-key-format}?
+-- symetric-key-format
| +-- octet-string-key-format
| +-- one-synmetric-key-fornmat
| {one-symetric-key-format}?
+-- encrypt ed- val ue- f or mat
| +-- symmetrically-encrypted-val ue-fornmat
| {symetrical ly-encrypted-val ue-format}?
| | +-- cms-encrypted-data-format
| {cms-encrypt ed-dat a-f ormat } ?
| +-- asynmmetrically-encrypted-val ue-format
| | {asymmetri cal | y-encrypt ed-val ue-format}?
| +-- cns-envel oped- dat a- f or mat
| {cms- envel oped-dat a-format }?
+-- csr-format
+-- plO-csr-format {plO-csr-format?}

The di agram above uses syntax that is simlar to but not the sane as
that in [ RFC8340].

Comrent s:

* The diagram shows that there are five base identities. The first
three identities are used to indicate the format for the key data,
while the fourth identity is used to indicate the format for
encrypted values. The fifth identity is used to indicate the
format for a certificate signing request (CSR). The base
identities are "abstract", in the object oriented progrann ng
sense, in that they only define a "class" of formats, rather than
a specific format.

* The various ternminal identities define specific encoding formats.
The derived identities defined in this docunent are sufficient for
the effort described in Section 1.1, but by nature of them being



identities, additional derived identities MAY be defined by future

efforts.

* |dentities used to specify uncomon formats are enabl ed by

"feature" statements, allow ng applications to support them when

needed.
2.1.3. Typedefs

The following diagramillustrates the relationship anongst the
"typedef" statements defined in the "ietf-crypto-types" nodul e:

Typedef s:
bi nary
+-- csr-info
+-- cCsr
+-- x509
| +-- trust-anchor-cert-x509
| +-- end-entity-cert-x509
+-- crl
+-- ocsp-request
+-- 0CSsp-response
+-- Ccns
+-- data-content-cns
+-- signed-data-cns
| +-- trust-anchor-cert-cns
| +-- end-entity-cert-cns
+-- envel oped-dat a-cns
+-- di gested-data-cns
+-- encrypt ed-data-cns
+-- aut henti cat ed-dat a-cns

The di agram above uses syntax that is simlar to but not the sane as

that in [ RFC8340].

Comrent s:

* Al the typedefs defined in the "ietf-crypto-types" nodul e extend

the "binary" type defined in [ RFC7950].

* Additionally, all the typedefs define a type for encoding an ASN. 1

[1 TU. X680.2021] structure using DER [I TU. X690. 2021] .

* The "trust-anchor-*" and "end-entity-*" typedefs are syntactically
identical to their base typedefs and only distinguish thenselves

by the expected nature of their content. These typedefs are
defined to facilitate common nodel i ng needs.

2.1.4. & oupings

The "ietf-crypto-types" nodul e defines the foll owi ng "groupi ng"
statenent s:

encr ypt ed- val ue- groupi ng
passwor d- gr oupi ng
synmmetri c- key- gr oupi ng

publ i c- key- groupi ng
privat e- key- gr oupi ng

asymet ri c- key- pai r - groupi ng
certificate-expiration-grouping
trust-anchor-cert-groupi ng
end-entity-cert-grouping

gener at e- csr-groupi ng
asymetric-key-pair-w th-cert-grouping
asymetri c-key-pair-wth-certs-grouping

LR I S T I



Each of these groupings are presented in the foll ow ng subsecti ons.

2.1.4.1. The "encrypted-val ue-groupi ng" G oupi ng

The followi ng tree diagram [ RFC8340] illustrates the "encrypted-
val ue- gr oupi ng" groupi ng:

groupi ng encrypt ed-val ue- groupi ng:
+-- encrypt ed- by

+- - encrypt ed- val ue- f or mat i dentityref
+-- encrypted-val ue bi nary
Comment s:

*

The "encrypted-by" node is an enpty container (difficult to see in
the diagram) that a consumi ng nmodul e MUST augnent key references
into. The "ietf-crypto-types" nmodule is unable to populate this
container as the nodule only defines groupings. Section 2.2.1
presents an exanple illustrating a consum ng nodul e popul ating the
"encrypt ed-by" contai ner.

The "encrypted-val ue" node is the value encrypted by the key
ref erenced by the "encrypted-by" node and encoded in the format
appropriate for the kind of key it was encrypted by.

- |If the value is encrypted by a symmetric key, then the
encrypted value is encoded using the fornmat associated with the
"symetrically-encrypted-value-format" identity.

- If the value is encrypted by an asymmetric key, then the
encrypted value is encoded using the format associated with the
"asymmetrical l y-encrypted-val ue-format" identity.

See Section 2.1.2 for informati on about the "format" identities.

2.1.4.2. The "password-groupi ng" G ouping

This section presents a tree diagram[RFC8340] illustrating the
"passwor d- groupi ng" grouping. This tree diagram does not expand the
internally used "grouping" statenent(s):

groupi hg passwor d- gr oupi ng:
+-- (password-type)
+--:(cl eartext-password) {cleartext-passwords}?
| +-- cleartext-password? string
+--:(encrypted- password) {encrypted-passwords}?
+-- encrypt ed- password
+---u encrypted-val ue- groupi ng

Comrent s:

*

The "password-groupi ng" enabl es the configuration of credentials
needed to authenticate to a rennote system The "ianach:crypt-
hash" typedef from [RFC7317] shoul d be used instead when needi ng
to configure a password to authenticate a | ocal account.

For the referenced "grouping" statenment(s):

- The "encrypted-val ue-groupi ng" grouping is discussed in
Section 2.1.4.1.

The "choice" statenent enables the password data to be cl eartext
or encrypted, as follows:

- The "cl eartext-password" node can encode any cl eartext val ue.



- The "encrypted-password” node is an instance of the "encrypted-
val ue- groupi ng" discussed in Section 2.1.4.1

2.1.4.3. The "symmetric-key-groupi ng" G oupi ng

This section presents a tree diagram[RFC8340] illustrating the
"symetric-key-groupi ng" grouping. This tree diagram does not expand
the internally used "grouping" statenent(s):

groupi ng symetri c-key-groupi ng:

+-- key-format? i dentityref

+-- (key-type)
+--:(cleartext-symetric-key)
| +-- cleartext-symetric-key? bi nary

{cleartext-symmetric-keys}?
+--: (hidden-symetric-key) {hidden-symetric-keys}?
| +-- hidden-symretric-key? enpty
+--:(encrypted-symetric-key) {encrypted-symetric-keys}?
+-- encrypted-symetric-key
+---u encrypt ed-val ue- groupi ng

Comment s:
* For the referenced "grouping" statement(s):

- The "encrypted-val ue-groupi ng" grouping is discussed in
Section 2.1.4.1.

* The "key-format" node is an identity-reference to the "symetric-
key-format" abstract base identity discussed in Section 2.1.2,
enabling the symretric key to be encoded using any of the formats
defined by the derived identities.

* The "choi ce" statenent enables the private key data to be
cleartext, encrypted, or hidden, as follows:

- The "cleartext-symretric-key" node can encode any cl eartext key
val ue.

- The "hidden-synmetric-key" node is of type "enpty" as the rea
val ue cannot be presented via the nanagenent interface.

- The "encrypted-symretric-key" node’s structure is discussed in
Section 2.1.4.1.

2.1.4.4. The "public-key-grouping" G ouping
This section presents a tree diagram[RFC8340] illustrating the
"public-key-groupi ng" grouping. This tree diagram does not expand
any internally used "grouping" statement(s):

groupi ng public-key-groupi ng:

+-- public-key-format i dentityref
+-- public-key bi nary
Comment s:

* The "public-key-format" node is an identity-reference to the
"public-key-format" abstract base identity discussed in
Section 2.1.2, enabling the public key to be encoded using any of
the formats defined by the derived identities.

* The "public-key" node is the public key data in the sel ected
format. No "choice" statenent is used to hide or encrypt the
public key data because it is unnecessary to do so for public
keys.



2.1.4.5. The "private-key-groupi ng" G ouping

This section presents a tree diagram[RFC8340] illustrating the
"private-key-groupi ng" grouping. This tree diagram does not expand
the internally used "grouping" statenment(s):

groupi ng private-key-groupi ng:

+-- private-key-formt? i dentityref

+-- (private-key-type)
+--:(cleartext-private-key) {cleartext-private-keys}?
| +-- cleartext-private-key? bi nary
+--:(hidden-private-key) {hidden-private-keys}?
| +-- hidden-private-key? enpty
+--:(encrypted-private-key) {encrypted-private-keys}?

+-- encrypted-privat e- key
+---U encrypted-val ue- groupi ng

Comment s:
* For the referenced "groupi ng" statenent(s):

- The "encrypted-val ue-groupi ng" grouping is discussed in
Section 2.1.4.1.
* The "private-key-format" node is an identity-reference to the
"private-key-format" abstract base identity discussed in
Section 2.1.2, enabling the private key to be encoded using any of
the formats defined by the derived identities.

* The "choice" statenent enables the private key data to be
cleartext, encrypted, or hidden, as follows:

- The "cleartext-private-key" node can encode any cleartext key
val ue.

- The "hidden-private-key" node is of type "enpty" as the rea
val ue cannot be presented via the nmanagenent interface.

- The "encrypted-private-key" node’s structure is discussed in
Section 2.1.4.1.

2.1.4.6. The "asymmetric-key-pair-groupi ng" G ouping
This section presents a tree diagram[RFC8340] illustrating the
"asynmetric- key-pair-grouping" grouping. This tree diagram does not
expand the internally used "groupi ng" statenent(s):
groupi ng asynmetri c- key- pair-groupi ng:
+---u public-key-grouping
+---Uu private-key-grouping
Conment s:

* For the referenced "grouping" statement(s):

- The "public-key-grouping" grouping is discussed in
Section 2.1.4.4.

- The "private-key-groupi ng" grouping is discussed in
Section 2.1.4.5.

2.1.4.7. The "certificate-expiration-groupi ng" G ouping

This section presents a tree diagram[RFC8340] illustrating the
"certificate-expiration-grouping" grouping:



grouping certificate-expiration-grouping:
+---n certificate-expiration
{certificate-expiration-notification}?
+-- expiration-date yang: dat e-and-ti ne

Comrent s:

* This grouping’s only purpose is to define the "certificate-
expiration" notification statenent, used by the groupings defined
in Sections 2.1.4.8 and 2.1.4.9.

* The "certificate-expiration"” notification enables servers to
notify clients when certificates are nearing expiration

* The "expiration-date" node indicates when the designated
certificate will (or did) expire.

* ldentification of the certificate that is expiring is built into
the notification itself. For an exanple, please see
Section 2.2.3.

2.1.4.8. The "trust-anchor-cert-groupi ng" G ouping

This section presents a tree diagram[RFC8340] illustrating the
"trust-anchor-cert-groupi ng" grouping. This tree diagram does not
expand the internally used "groupi ng" statenent(s):

groupi ng trust-anchor-cert-grouping:
+-- cert-data? trust-anchor-cert-cns
+---u certificate-expiration-grouping

Conment s:
* For the referenced "grouping" statement(s):

- The "certificate-expiration-groupi ng" grouping is discussed in
Section 2.1.4.7.

* The "cert-data" node contains a chain of one or nore certificates
contai ning at nost one self-signed certificate (the "root"
certificate), encoded using a "signed-data-cnms" typedef discussed
in Section 2.1.3.

2.1.4.9. The "end-entity-cert-groupi ng" G ouping

This section presents a tree diagram[RFC8340] illustrating the "end-
entity-cert-grouping" grouping. This tree diagram does not expand
the internally used "grouping"” statenent(s):

groupi ng end-entity-cert-grouping:
+-- cert-data? end-entity-cert-cns
+---u certificate-expiration-grouping

Comment s:
* For the referenced "groupi ng" statenent(s):

- The "certificate-expiration-groupi ng" grouping is discussed in
Section 2.1.4.7.

* The "cert-data" node contains a chain of one or nore certificates
containing at nost one certificate that is not self-signed and
does not have Basic constraint "CA true" (where "CA" neans
Certification Authority), encoded using a "signhed-data-cns"
typedef discussed in Section 2.1.3.



2.1.4.10. The "generate-csr-groupi ng" G ouping

This section presents a tree diagram[RFC8340] illustrating the
"gener at e-csr-groupi ng" grouping:

groupi ng gener at e-csr - groupi ng:
+---Xx generate-csr {csr-generation}?
+---w i nput
| +---w csr-fornmat i dentityref
| +---wecsr-info csr-info
+--r0 out put
+--ro (csr-type)
+--:(pl0-csr)
+--ro plO-csr? pl0-csr

Comrent s:

* This grouping’s only purpose is to define the "generate-csr"”
action statement, used by the groupings defined in Sections
2.1.4.11 and 2.1.4.12.

* This action takes two input paranmeters: a "csr-info" paraneter,
for what content should be in the certificate, and a "csr-format"
paraneter, for what CSR format to return. The action returns the
CSR in the specified format. Both the "csr-info" and "csr" types
are discussed in Section 2.1.3.

* For an exanple, please see Section 2.2.2.
2.1.4.11. The "asymetric-key-pair-w th-cert-groupi ng" G ouping

This section presents a tree diagram[RFC8340] illustrating the
"asynmetric-key-pair-with-cert-groupi ng" grouping. This tree diagram
does not expand the internally used "grouping" statenent(s):

groupi ng asymetri c-key-pair-wth-cert-grouping:
+---u asymetric-key-pair-groupi ng
+---u end-entity-cert-grouping
+---U generate-csr-grouping

Comrent s:

* This grouping defines an asymmetric key with at nobst one
associated certificate, a commonly needed conbi nation in protoco
nodel s.

* For the referenced "grouping" statement(s):

- The "asymmetric-key-pair-groupi ng" grouping is discussed in
Section 2.1.4.6.

- The "end-entity-cert-groupi ng" grouping is discussed in
Section 2.1.4.9.

- The "generate-csr-grouping" grouping is discussed in
Section 2.1.4.10.

2.1.4.12. The "asynmetric-key-pair-w th-certs-groupi ng" G ouping
This section presents a tree diagram[RFC8340] illustrating the
"asynmetric-key-pair-with-certs-grouping" grouping. This tree
di agram does not expand the internally used "grouping" statenment(s):

groupi ng asynmmetri c-key-pair-wth-certs-grouping:
+---u asymetric- key-pai r-groupi ng
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+-- certificates

| +-- certificate* [nane]

| +-- name string
| +---uU end-entity-cert-grouping

+---U generate-csr-groupi ng

Comrent s:

* This grouping defines an asymmetric key with one or nore
associated certificates, a comopnly needed conbination in
configuration nodel s.

* For the referenced "grouping" statement(s):

- The "asymmretric-key-pair-groupi ng" grouping is discussed in
Section 2.1.4.6.

- The "end-entity-cert-grouping" grouping is discussed in
Section 2.1.4.9.

- The "generate-csr-grouping" grouping is discussed in
Section 2.1.4.10.

1.5. Pr ot ocol - Accessi bl e Nodes

The "ietf-crypto-types" nodul e does not contain any protocol -
accessi bl e nodes, but the nodul e needs to be "inpl enented”, as
described in Section 5.6.5 of [RFC7950], in order for the identities
in Section 2.1.2 to be defined.

2. Exanpl e Usage

2.1. The "symmetric-key-grouping", "asymetric-key-pair-with-certs-
groupi ng", and "password-groupi ng" G oupi ngs

The foll owi ng non-normative nmodule is constructed in order to
illustrate the use of the "symetric-key-grouping" (Section 2.1.4.3),
the "asymretric-key-pair-with-certs-grouping" (Section 2.1.4.12), and
the "password-groupi ng" (Section 2.1.4.2) "groupi ng" statenents.

Not abl y, this exanpl e nodul e and associ ated configuration data
illustrates that a hidden private key (ex-hidden-asymretric-key) has
been used to encrypt a symretric key (ex-encrypted-one-synmetric-
based-symmetri c-key) that has been used to encrypt another private
key (ex-encrypted-rsa-based-asymretric-key). Additionally, the
symetric key is also used to encrypt a password (ex-encrypted-
passwor d) .

2.1.1. Exanple Mdule

nmodul e ex-crypto-types-usage {
yang-version 1.1;
nanespace "https://exanpl e.conl ns/ exanpl e-crypto-types-usage";
prefix ectu;

inmport ietf-crypto-types {
prefix ct;
ref erence
"RFC 9640: YANG Data Types and G oupings for Cryptography”;
}

organi zati on
"Exanpl e Corporation”;
cont act
"YANG Desi gner <mailto:yang. desi gner @xanpl e. conmp";



description
"This exanple nodule illustrates the 'symmetric-key-groupi ng
and 'asymetri c- key-groupi ng’ groupings defined in the
"ietf-crypto-types’ nodule defined in RFC 9640.";

revision 2024-10-10 {
description
“Initial version.";
reference
"RFC 9640: YANG Data Types and G oupi ngs for Cryptography";

}

cont ai ner symmetric-keys {
description
"A container of symmetric keys.";
list symretric-key {
key "nane";
description
"A symmetric key.";
| eaf nane {
type string;
description
"An arbitrary name for this key.";
}

uses ct:synmmetric-key-groupi ng {
augnent "key-type/encrypted-symmetric-key/"
+ "encrypted-synmetri c- key/ encrypt ed- by" {
description
"Augnments in a 'choice’ statenent enabling the
encrypting key to be any other symretric or
asymetric key.";
uses encrypt ed- by- groupi ng;
}
}
}
}
cont ai ner asymetric-keys {
description
"A container of asymetric keys.";
list asymmetric-key {
key "nane";
| eaf nane {
type string;
description
"An arbitrary name for this key.";
}

uses ct:asynmetric-key-pair-wth-certs-grouping {
augment "private-key-type/ encrypted-private-key/"
+ "encrypt ed-privat e- key/ encrypt ed- by" {
description
"Augnents in a 'choice’ statenment enabling the
encrypting key to be any other symmetric or
asymetric key.";
uses encrypt ed- by-groupi ng;
}
}

description
"An asymretric key pair with associated certificates.";
}
}

cont ai ner passwords {
description
"A container of passwords.";
list password {
key "nane";
| eaf nane {



type string;
description
"An arbitrary name for this password.";
}

uses ct: password-groupi ng {
augnment "password-type/encrypt ed- password/"
+ "encrypt ed- passwor d/ encrypt ed- by" {
description
"Augnents in a 'choice’ statenment enabling the
encrypting key to be any symmetric or
asymetric key.";
uses encrypt ed- by-groupi ng;
}
}

description
"A password.";
}

}

groupi ng encrypt ed- by-grouping {
description
"A grouping that defines a choice enabling references
to other keys.";
choi ce encrypted-by {
mandat ory true;
description
"A choi ce anobngst other symetric or asymmetric keys.";
case symretric-key-ref {
| eaf symmetric-key-ref {
type leafref {
path "/ectu:symetric-keys/ectu:symretric-key/"
+ "ectu: nanme";
}
description
"Identifies the synmretric key that encrypts this key.";
}
}

case asymetric-key-ref {
| eaf asymmetric-key-ref {
type leafref {
path "/ectu:asynmetric-keys/ectu: asymetric-key/"
+ "ectu: nane";
}
description
"lIdentifies the asymmetric key that encrypts this key.";

2.2.1.2. Tree Diagramfor the Exanple Mdul e
The tree di agram [ RFC8340] for this exanple module is as follows:

nmodul e: ex-crypto-types-usage
+--rw symmetric-keys
|  +--rw symretric-key* [name]
| +--rw name string
| +--rw key-format? i dentityref
| +--rw (key-type)
| +--:(cleartext-symmetric-key)
| | +--rwcleartext-symetric-key? bi nary
| | {cleartext-symmetric-keys}?
| +--:(hidden-symetric-key) {hidden-symetric-keys}?
| | +--rw hidden-symretric-key? enpty



+--:(encrypted-symetric-key) {encrypted-symetric-keys}?
+--rw encrypted-symetric-key
+--rw encrypt ed- by
| +--rw (encrypted-by)
| +--:(symretric-key-ref)

| | +--rw symretric-key-ref? | eaf r ef
| +--:(asymetric-key-ref)

| +--rw asymetric-key-ref? | eaf r ef
+--rw encrypt ed-val ue-f or mat i dentityref
+--rw encrypt ed-val ue bi nary

--rw asymetric-keys
+--rw asymetri c- key* [ nane]
+--rw name string
+--rw public-key-formt? identityref
+--rw public-key? bi nary
+--rw private-key-fornat? i dentityref

+--rw (private-key-type)
| +--:(cleartext-private-key) {cleartext-private-keys}?
| | +--rwcleartext-private-key? bi nary

| +--:(hidden-private-key) {hidden-private-keys}?

| | +--rw hidden-private-key? enpty

| +--:(encrypted-private-key) {encrypted-private-keys}?
| +--rw encrypt ed- pri vat e- key

| +--rw encrypt ed- by

| | +--rw (encrypted- by)

| | +--:(symretric-key-ref)

I
I
I
I
|

| |  +--rw symmetric-key-ref? | eaf r ef
| +--:(asymetric-key-ref)
| +--rw asymetric-key-ref? | eaf r ef
+--rw encrypt ed-val ue-f or mat i dentityref
+--rw encrypt ed-val ue bi nary
+--rw certificates
| +--rwcertificate* [nane]
| +--rw name string
| +--rw cert-data end-entity-cert-cns
| +---n certificate-expiration
| {certificate-expiration-notification}?
| +-- expiration-date yang: dat e-and-ti ne
+---X generate-csr {csr-generation}?

+---w i nput
| +---w csr-fornmat i dentityref
| +---wecesr-info csr-info
+--r0 out put
+--ro (csr-type)
+--:(pl0-csr)
+--ro plO-csr? p10-csr

_—_ Y

+--rw passwords
+--rw passwor d* [ nane]
+--rw name string
+--rw (password-type)
+--:(cl eartext-password) {cleartext-passwords}?
| +--rw cleartext-password? string
+--:(encrypted- password) {encrypted-passwords}?
+--rw encrypt ed- password
+--rw encrypt ed- by
| +--rw (encrypted-by)
| +--:(symretric-key-ref)

| |  +--rw symetric-key-ref? | eaf r ef
| +--:(asymetric-key-ref)

| +--rw asymetric-key-ref? | eaf r ef
+--rw encrypt ed-val ue-f or mat identityref
+--rw encrypt ed-val ue bi nary

2.2.1.3. Usage Exanple for the Exanpl e Mdul e

Finally, the follow ng exanple illustrates various symetric and



asymetric keys as they m ght appear in configuration
=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

<symmetri c-keys
xm ns="https://exanpl e. com ns/ exanpl e-crypt o-types-usage"
xm ns:ct="urn:ietf:parans: xnm :ns:yang:ietf-crypto-types">
<symmetric-key>
<nane>ex- hi dden-symretri c- key</ nane>
<hi dden-symetri c- key/ >
</ symretric- key>
<symmetri c- key>
<name>ex- oct et - stri ng- based- symmetri c- key</ name>
<key-format >ct: octet-string-key-formt</key-fornmat>
<cl eartext-symetric- key>BASE64VALUE=</ cl eart ext -symretri c- key>
</ symretric-key>
<symetri c- key>
<nanme>ex- one-synmetri c- based- symretri c- key</ nane>
<key-f ormat >ct: one-symetri c- key-f or mat </ key- f or mat >
<cl eartext-symetric- key>BASE64VALUE=</ cl eart ext -symretri c-key>
</ symretric-key>
<symmetri c- key>
<name>ex- encrypt ed- one- symmet ri c- based- synmet ri c- key</ name>
<key-f ormat >ct: one-synmmetri c- key-f or mat </ key-f or mat >
<encrypt ed-symretri c-key>
<encrypt ed- by>
<asymmretri c- key-r ef >ex- hi dden-asymet ri c- key</ asynmetri c- key\
-ref>
</ encrypt ed- by>
<encrypt ed-val ue-f ormat >ct: cns- envel oped- dat a- f or mat </ encr ypt e\
d-val ue-for mat >
<encrypt ed- val ue>BASE64VALUE=</ encr ypt ed- val ue>
</ encrypted-symetric-key>
</ symretric-key>
</ symretric- keys>

<asymmetri c- keys
xm ns="htt ps://exanpl e. conl ns/ exanpl e-crypt o-t ypes- usage"
xm ns:ct="urn:ietf:parans: xm :ns:yang:ietf-crypto-types">
<asymretric- key>
<nane>ex- hi dden- asynmetri c- key</ name>
<publ i c- key-format >ct: subj ect - publ i c- key-i nf o-for mat </ publ i c- key\
-format >
<publ i c- key>BASE64VALUE=</ publ i c- key>
<hi dden- pri vat e- key/ >
<certificates>
<certificate>
<name>ex- hi dden-asymetri c- key-cert </ name>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
</certificates>
</ asymretric-key>
<asymmretri c- key>
<nane>ex-rsa- based- asymetri c- key</ nanme>
<publ i c- key-f or mat >ct : subj ect - publ i c- key-i nf o- f or mat </ publ i c- key\
-format >
<publ i c- key>BASE64VALUE=</ publ i c- key>
<private-key-format>ct:rsa-private-key-fornmat</private-key-forna\
t>
<cl eartext-privat e- key>BASE64VALUE=</ c| eart ext - pri vat e- key>
<certificates>
<certificate>
<nane>ex- cert </ name>
<cert - dat a>BASE64VALUE=</ cert - dat a>
</certificate>
</certificates>



</ asymretri c-key>
<asymretric- key>
<nane>ex- one-asymmetri c- based- asymet ri c- key</ nane>
<publ i c- key- f or mat >ct : subj ect - publ i c- key-i nf o- f or mat </ publ i c- key\
-format >
<publ i c- key>BASE64VALUE=</ publ i c- key>
<private-key-format >ct:one-asymretric-key-format</private-key-fo\
r mat >
<cl eartext-privat e- key>BASE64VALUE=</ cl eart ext - pri vat e- key>
</ asymretric-key>
<asymmretri c- key>
<name>ex- encrypt ed-r sa- based- asymetri c- key</ name>
<publ i c- key-f or mat >ct : subj ect - publ i c- key-i nf o- f or mat </ publ i c- key\
-format >
<publ i c- key>BASE64VALUE=</ publ i c- key>
<private-key-format>ct:rsa-private-key-fornmat</private-key-forna\
t>
<encrypt ed- pri vat e- key>
<encrypt ed- by>
<symmetri c- key-ref >ex- encrypt ed- one- symretri c- based- symmetri\
c-key</symmetric- key-ref>
</ encrypt ed- by>
<encrypt ed-val ue-f or mat >ct: cns- encr ypt ed- dat a- f or mat </ encrypt e\
d-val ue-f or mat >
<encr ypt ed- val ue>BASE64VALUE=</ encr ypt ed- val ue>
</ encrypt ed-privat e- key>
</ asymretric-key>
</ asymretric-keys>

<passwor ds
xm ns="https://exanpl e. com ns/ exanpl e-crypt o-types-usage"
xm ns:ct="urn:ietf:parans: xm :ns:yang:ietf-crypto-types">
<passwor d>
<name>ex- cl eart ext - passwor d</ nane>
<cl eart ext - passwor d>super - secr et </ cl eart ext - passwor d>
</ passwor d>
<passwor d>
<nane>ex- encr ypt ed- passwor d</ nane>
<encr ypt ed- passwor d>
<encrypt ed- by>
<symmetri c- key-ref >ex- encrypt ed- one- symet ri c- based- synmetri\
c-key</synmetric- key-ref>
</ encrypt ed- by>
<encrypt ed-val ue-f ormat >ct: cns- encr ypt ed- dat a- f or mat </ encrypt e\
d- val ue-f or mat >
<encrypt ed- val ue>BASE64VALUE=</ encr ypt ed- val ue>
</ encr ypt ed- passwor d>
</ passwor d>
</ passwor ds>

.2.2. The "generate-csr" Action

The foll owing exanple illustrates the "generate-csr" action,
di scussed in Section 2.1.4.10, with the NETCONF pr ot ocol

REQUEST

<rpc nessage-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0"
xm ns:ct="urn:ietf:paranms: xnm :ns:yang:ietf-crypto-types">
<action xm ns="urn:ietf:parans: xm:ns:yang: 1">
<asymmetri c- keys
xm ns="htt ps://exanpl e. conl ns/ exanpl e-crypt o-t ypes- usage" >
<asymmretri c- key>
<nane>ex- hi dden- asynmetri c- key</ name>
<gener at e-csr>



<csr-format >ct: pl0-csr-format</csr-formt>
<csr-inf 0>BASE64VALUE=</ csr-i nf 0>
</ gener at e- csr>

</ asymretric-key>
</ asymretric-keys>
</ action>

</rpc>

RESPONSE

======= NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ================

<rpc-reply nmessage-id="101"

xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >

<pl0-csr xm ns="https://exanpl e.conf ns/ exanpl e-crypto-types-usage"\
>BASE64VALUE=</ p10- csr >
</rpc-reply>

2.2.3. The "certificate-expiration” Notification

The fol

owi ng exanple illustrates the "certificate-expiration”

notification, discussed in Section 2.1.4.7, with the NETCONF

pr ot ocol

======= NOTE: '\’ |ine Wrapp| ng per RFC 8792 ================

<notification
xm ns="urn:ietf:parans: xm :ns: netconf:notification:1. 0">
<event Ti me>2018- 05- 25T00: 01: 00Z</ event Ti me>
<asymmetri c- keys xm ns="https://exanpl e. com ns/ exanpl e-crypto-type\

s- usage"

>

<asymmretri c- key>
<nane>ex- hi dden- asymetri c- key</ nane>
<certificates>

at e>

<certificate>
<name>ex- hi dden-asymetri c- key-cert </ name>
<certificate-expiration>
<expiration-dat e>2018- 08- 05T14: 18: 53- 05: 00</ expi rati on-d\

</certificate-expiration>
</certificate>

</certificates>

</ asymretri c- key>

</asymretric-keys>
</notification>

2.3. YANG

Modul e

Thi s nodul e has normati ve references to [ RFC2119], [ RFC2986],

[ RFC4253], [RFC5280], [RFC5652], [RFC5915], [RFC5958], [RFC6031],

[ RFC6960], [ RFC6991], [RFC7093], [RFC8017], [RFC8174], [RFCB8341], and
[ 1 TU. X690. 2021] .

<CODE BEG@ NS> file "ietf-crypto-types@024-10-10. yang"
modul e ietf-crypto-types {

yang-version 1.1;

nanespace "urn:ietf:parans: xn:ns:yang:ietf-crypto-types"

prefix ct;
import ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991: Common YANG Data Types";
}
i mport ietf-netconf-acm {



prefix nacm
ref erence
"RFC 8341: Network Configuration Access Control Mdel";

}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup”;

cont act
"WG Web: https://datatracker.ietf.org/wy/ netconf
WG List: NETCONF WG |ist <mailto:netconf@etf.org>
Aut hor : Kent Watsen <nmil to: kent +i et f @vat sen. net >";

description
"Thi s nodul e defines common YANG types for cryptographic
appl i cations.

The key words *MJST', ' MJST NOT', 'REQUIRED , ' SHALL',
"SHALL NOT', ’'SHOULD , ' SHOULD NOT', ' RECOMMENDED ,

"NOT RECOMMENDED , ' MAY’', and 'OPTIONAL' in this docunent
are to be interpreted as described in BCP 14 (RFC 2119)
(RFC 8174) when, and only when, they appear in all
capitals, as shown here

Copyright (c) 2024 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with
or without nodification, is permtted pursuant to, and
subject to the license ternms contained in, the Revised
BSD License set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9640
(https://ww. rfc-editor.org/info/rfc9640); see the RFC
itself for full legal notices."”;

revisi on 2024-10-10 {
description
"Initial version.";
ref erence
"RFC 9640: YANG Data Types and Groupi ngs for Cryptography”

}

/****************/

/* Feat ures */
/****************/

feature one-symretric-key-format {
description
"Indi cates that the server supports the
"one-symmetric-key-format’ identity.";

}

feature one-asymetric-key-format {
description
"Indi cates that the server supports the
"one-asymetric-key-format’ identity.";

}

feature symetrically-encrypted-val ue-format {
description
"Indi cates that the server supports the
"symmetricall y-encrypted-val ue-format’ identity.";



feature asymmetrical |l y-encrypted-val ue-format {
description
"Indi cates that the server supports the
"asymetrical |l y-encrypted-value-format’ identity.";

}

feature cns-envel oped-data-format {
description
"Indi cates that the server supports the
' cms-envel oped-data-format’ identity.";

}

feature cns-encrypted-data-format {
description
"Indi cates that the server supports the
"cne-encrypted-data-fornmat’ identity.";

}

feature plO-csr-format {

description

"Indi cates that the server inplenents support

for generating P10-based CSRs, as defined

in RFC 2986.";

ref erence

"RFC 2986: PKCS #10: Certification Request Syntax

Speci fication Version 1.7";

}

feature csr-generation {
description
"Indi cates that the server inplenents the
'generate-csr’ action."”;

}

feature certificate-expiration-notification {
description

"Indi cates that the server inplenents the

"certificate-expiration’ notification.";

}

feature cl eartext-passwords {
description
"Indi cates that the server supports cleartext
passwords. ";

}

feature encrypted-passwords {
description
"Indi cates that the server supports password
encryption.”;

feature cleartext-symetric-keys {
description
"Indi cates that the server supports cleartext
symetric keys.";

}

feature hi dden-symetric-keys {
description
"Indicates that the server supports hidden keys.";
}

feature encrypted-symetric-keys {
description



"Indicates that the server supports encryption
of symmetric keys.";

}

feature cleartext-private-keys {
description
"Indicates that the server supports cleartext
private keys.";

}

feature hidden-private-keys {
description
"Indicates that the server supports hidden keys.";
}

feature encrypted-private-keys {
description
"Indi cates that the server supports encryption
of private keys.";

}

/*************************************************/

/* Base Identities for Key Format Structures */
/*************************************************/

identity symmetric-key-format {
description
"Base key-format identity for symetric keys.";
}

identity public-key-format {
description
"Base key-format identity for public keys.";
}

identity private-key-format ({
description
"Base key-format identity for private keys.";

/****************************************************/
/* Ildentities for Private Key Format Structures */

/****************************************************/

identity rsa-private-key-format {
base private-key-fornmat;
description
"Indicates that the private key value is encoded as

an RSAPrivateKey (from RFC 8017), encoded using ASN. 1

di stingui shed encoding rules (DER), as specified in
ITUT X 690.";
ref erence
"RFC 8017:
PKCS #1: RSA Cryptography Specifications Version
I TUT X 690:
I nformation technology - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER) 02/2021";

}

identity ec-private-key-format {
base private-key-fornmat;
description
"Indicates that the private key value is encoded as
an ECPrivateKey (from RFC 5915), encoded using ASN
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di stingui shed encoding rules (DER), as specified in
ITUT X 690.";
reference
"RFC 5915:
Elliptic Curve Private Key Structure
ITUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER),
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER) 02/2021";

}

identity one-asymetric-key-format {
if-feature "one-asymetric-key-format";
base private-key-fornmat;
description
"Indicates that the private key value is a
Crypt ographi ¢ Message Syntax (CWV5) OneAsynmetri cKey
structure, as defined in RFC 5958, encoded using
ASN. 1 di stingui shed encoding rules (DER), as
specified in ITUT X 690.";
ref erence
"RFC 5958:
Asymret ri ¢ Key Packages
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER) 02/2021";

/***************************************************/
/* Identities for Public Key Format Structures */

/***************************************************/

identity ssh-public-key-formt ({
base public-key-format;
description
"Indicates that the public key value is a Secure Shell (SSH)
public key, as specified in RFC 4253, Section 6.6, i.e.

string certificate or public key format
identifier
byt e[ n] key/certificate data.";
ref erence

"RFC 4253: The Secure Shell (SSH) Transport Layer Protocol";
}

identity subject-public-key-info-format {
base public-key-format;
description
"Indicates that the public key value is a SubjectPublicKeylnfo
structure, as described in RFC 5280, encoded using ASN. 1
di stingui shed encoding rules (DER), as specified in
ITUT X 690.";
ref erence
"RFC 5280:
Internet X. 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER),
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER) 02/2021";



/******************************************************/

/* Identities for Symmetric Key Format Structures */

/******************************************************/

identity octet-string-key-format {
base synmmretric- key-format;
description
"Indicates that the key is encoded as a raw octet string.
The I ength of the octet string MJST be appropriate for
the associated al gorithm s bl ock size.

The identity of the associated algorithmis outside the
scope of this specification. This is also true when
the octet string has been encrypted.”;

}

identity one-synmetric-key-format {
if-feature "one-symetric-key-format";
base synmmretric-key-format;
description
"Indicates that the private key value is a CMS
OneSymmetri cKey structure, as defined in RFC 6031,
encoded using ASN. 1 di stingui shed encodi ng rul es
(DER), as specified in ITUT X 690.";
ref erence
"RFC 6031:
Crypt ographi ¢ Message Syntax (CMS)
Synmetric Key Package Content Type
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER),
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER) 02/2021";

/*************************************************/
/* ldentities for Encrypted Value Structures */

/*************************************************/

identity encrypted-val ue-format {
description
"Base format identity for encrypted val ues.";
}

identity symmetrically-encrypted-val ue-format {
if-feature "symetrically-encrypted-value-format";
base encrypted-val ue-format;
description
"Base format identity for symretrically encrypted
val ues.";

}

identity asymretrically-encrypted-val ue-format {
if-feature "asynmetrical |l y-encrypted-val ue-format";
base encrypted-val ue-format;
description
"Base fornmat identity for asymetrically encrypted
val ues.";

}

identity cns-encrypted-data-format {
if-feature "cns-encrypted-data-format”;
base symmetrical | y-encrypted-val ue-fornat;
description
"Indi cates that the encrypted val ue conforms to
the "encrypted-data-cns’ type with the constraint



that the "unprotectedAttrs’ value is not set.";
ref erence

"RFC 5652:
Crypt ographi ¢ Message Syntax (CMVS)

I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER),
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER) 02/2021";

}

identity cns-envel oped-data-format {
if-feature "cns-envel oped-data-format”;
base asymmetri cal | y- encrypt ed-val ue-f or mat ;
description
"Indi cates that the encrypted value conforms to the
"envel oped-data-cns’ type with the follow ng constraints:

The Envel opedData structure MJST have exactly one
"Recipientinfo'.

If the asymretric key supports public key cryptography
(e.g., RSA), then the 'Recipientlinfo’ nmust be a
"KeyTransReci pientinfo’ with the 'Recipientldentifier’
using a 'subjectKeyldentifier’ with the value set using
"method 1' in RFC 7093 over the recipient’s public key.

O herwise, if the asymmetric key supports key agreenent
(e.g., Elliptic Curve Cryptography (ECC)), then the
"Recipientlinfo’ nust be a ' KeyAgreeRecipientinfo' . The
"OriginatorldentifierOKey value nmust use the
"OriginatorPublicKey' alternative. The
" User Keyi ngMaterial’ val ue nust not be present. There
must be exactly one ' Reci pi ent Encrypt edKeys’ val ue
havi ng the ' KeyAgreeRecipientldentifier’ set to 'rKeyld
with the value set using "method 1' in RFC 7093 over the
recipient’s public key.";
ref erence
"RFC 5652:
Crypt ographi ¢ Message Syntax (CMS)
RFC 7093:
Addi tional Methods for Cenerating Key
Identifiers Val ues
I TUT X 690:
I nformation technology - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER),
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER) 02/2021";

/*********************************************************/
/* Identities for Certificate Signing Request Formats */

/*********************************************************/

identity csr-format ({
description
"A base identity for the certificate signing request
formats. Additional derived identities MAY be defined
by future efforts.”;

}

identity plO-csr-format {
if-feature "plO-csr-format";
base csr-format;
description
"Indicates the Certificati onRequest structure



defined in RFC 2986.";
reference
"RFC 2986: PKCS #10: Certification Request Syntax
Speci fication Version 1.7";

/***************************************************/

/* Typedefs for ASN. 1 structures from RFC 2986 */

/***************************************************/

typedef csr-info {
type binary;
description
"A CertificationRequestlinfo structure, as defined in
RFC 2986, encoded using ASN. 1 distingui shed encodi ng
rules (DER), as specified in ITUT X 690.";
ref erence
"RFC 2986:
PKCS #10: Certification Request Syntax
Specification Version 1.7
I TUT X 690:
Information technology - ASN. 1 encoding rules:
Speci fication of Basic Encoding Rul es (BER),
Canoni cal Encoding Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER) 02/2021";

}

typedef pl0-csr {
type binary;
description
"A CertificationRequest structure, as specified in
RFC 2986, encoded using ASN. 1 distingui shed encodi ng
rules (DER), as specified in ITUT X 690.";
reference
"RFC 2986:
PKCS #10: Certification Request Syntax Specification
Version 1.7
I TUT X 690:
Information technology - ASN 1 encoding rul es:
Speci fication of Basic Encodi ng Rul es (BER)
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER) 02/2021";

}

/***************************************************/

/* Typedefs for ASN. 1 structures from RFC 5280 */

/***************************************************/

typedef x509 {
type binary;
description
"A Certificate structure, as specified in RFC 5280,
encoded using ASN. 1 di stingui shed encodi ng rul es (DER)
as specified in ITUT X 690.";
ref erence
"RFC 5280:
Internet X. 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER),
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER) 02/2021";



typedef crl {
type binary;
description
"A CertificateList structure, as specified in RFC 5280,
encoded using ASN. 1 distinguished encoding rul es (DER)
as specified in ITUT X 690.";
ref erence
"RFC 5280:
Internet X. 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER),
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER) 02/2021";

}

/***************************************************/

/* Typedefs for ASN. 1 structures from RFC 6960 */

/***************************************************/

typedef oscp-request {
type binary;
description
"A OCSPRequest structure, as specified in RFC 6960,
encoded using ASN. 1 di stingui shed encodi ng rul es
(DER), as specified in ITUT X 690.";
ref erence
"RFC 6960:
X. 509 Internet Public Key Infrastructure Online
Certificate Status Protocol - OCSP
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER),
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER) 02/2021";

}

typedef oscp-response {
type binary;
description
"A OCSPResponse structure, as specified in RFC 6960,
encoded using ASN. 1 di stingui shed encodi ng rul es
(DER), as specified in ITUT X 690.";
ref erence
"RFC 6960:
X. 509 Internet Public Key Infrastructure Online
Certificate Status Protocol - OCSP
I TUT X 690:
I nformation technology - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER) 02/2021";

}

/***********************************************/

/* Typedefs for ASN. 1 structures from 5652 */

/***********************************************/

typedef cms {
type binary;
description
"A Contentlnfo structure, as specified in RFC 5652,
encoded using ASN. 1 distinguished encoding rul es (DER)
as specified in ITUT X 690.";
ref erence



"RFC 5652:
Crypt ographi ¢ Message Syntax (CMS)
I TUT X 690:
Information technology - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encoding Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER) 02/2021";

}

typedef data-content-cns {
type cns;
description
"A CM5 structure whose top-nost content type MJST be the
data content type, as described in Section 4 of RFC 5652.";
ref erence
"RFC 5652: Cryptographic Message Syntax (CM5)";
}

typedef signed-data-cns {
type cns;
description
"A CM5 structure whose top-nopst content type MJUST be the
si gned-data content type, as described in Section 5 of
RFC 5652. ";
ref erence
"RFC 5652: Cryptographic Message Syntax (CMB)";
}

typedef envel oped-data-cns {
type cns;
description
"A CMS structure whose top-npst content type MUST be the
envel oped-data content type, as described in Section 6
of RFC 5652.";
reference
"RFC 5652: Cryptographic Message Syntax (CM5)";
}

typedef digested-data-cns {
type cms;
description
"A CM5 structure whose top-nost content type MJUST be the
di gested-data content type, as described in Section 7
of RFC 5652.";
reference
"RFC 5652: Cryptographic Message Syntax (CM5)";
}

typedef encrypted-data-cns {
type cns;
description
"A CM5 structure whose top-nopst content type MUST be the
encrypted-data content type, as described in Section 8
of RFC 5652.";
ref erence
"RFC 5652: Cryptographic Message Syntax (CMB)";
}

typedef aut henticated-data-cnms {

type cns;

description
"A CMS structure whose top-npst content type MJUST be the
aut henti cated-data content type, as described in Section 9
of RFC 5652.";

reference
"RFC 5652: Cryptographic Message Syntax (CM5)";



}

/*********************************************************/

/* Typedefs for ASN. 1 structures related to RFC 5280 */

/*********************************************************/

typedef trust-anchor-cert-x509 {
type x5009;
description
"A Certificate structure that MJST encode a sel f-signed
root certificate.";

}

typedef end-entity-cert-x509 {
type x5009;
description
"A Certificate structure that MJST encode a certificate
that is neither self-signed nor has Basic constraint
CA true.";

}

/*********************************************************/

/* Typedefs for ASN. 1 structures related to RFC 5652 */

/*********************************************************/

typedef trust-anchor-cert-cns {
type si gned-dat a- crs;
description
"A CM5 SignedData structure that MJST contain the chain of
X. 509 certificates needed to authenticate the certificate
presented by a client or end entity.

The CM5 MUST contain only a single chain of certificates.
The client or end-entity certificate MJST only authenticate
to the last intermediate CA certificate listed in the chain.

In all cases, the chain MJST include a self-signed root
certificate. In the case where the root certificate is
itself the issuer of the client or end-entity certificate,
only one certificate is present.

This CM5 structure MAY (as applicable where this type is
used) also contain suitably fresh (as defined by loca
policy) revocation objects with which the device can
verify the revocation status of the certificates.

This CM5 encodes the degenerate form of the SignedData
structure (RFC 5652, Section 5.2) that is comonly used
to dissem nate X. 509 certificates and revocation objects
(RFC 5280).";
ref erence
"RFC 5280:
Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile
RFC 5652:
Crypt ographi ¢ Message Syntax (CMS)";

typedef end-entity-cert-cnms {
type signed-dat a- crrs;
description
"A CMVB SignedData structure that MJST contain the end-entity
certificate itself and MAY contain any nunber
of internediate certificates leading up to a trust
anchor certificate. The trust anchor certificate
MAY be included as well.



The CM5 MUST contain a single end-entity certificate.
The CMS MUST NOT contain any spurious certificates.

This CM5 structure MAY (as applicable where this type is
used) also contain suitably fresh (as defined by loca
policy) revocation objects with which the device can
verify the revocation status of the certificates.

This CM5 encodes the degenerate form of the SignedData
structure (RFC 5652, Section 5.2) that is commonly
used to dissenm nate X 509 certificates and revocation
obj ects (RFC 5280).";

ref erence
"RFC 5280:
Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile
RFC 5652:
Crypt ographi c Message Syntax (CMS)";

/*****************/

/* G oupi ngs */

/*****************/

groupi ng encrypt ed-val ue- groupi ng {
description
"A reusabl e grouping for a value that has been encrypted by
a referenced symretric or asymetric key.";
cont ai ner encrypted-by {
nacm def aul t -deny-write;
description
"An enpty container enabling a reference to the key that
encrypted the value to be augnented in. The referenced
key MUST be a symmetric key or an asymetric key.

A symmetric key MUST be referenced via a | eaf node called
"symmetric-key-ref’. An asymmetric key MJST be referenced
via a |l eaf node called "asymretric-key-ref’.

The | eaf nodes MJUST be direct descendants in the data tree
and MAY be direct descendants in the schema tree (e.g.,
"choice’ /' case’ statenments are all owed but not a
container).";

}
| eaf encrypted-val ue-format ({

type identityref {

base encrypted-val ue-format;
}

mandat ory true;
description
"Identifies the format of the 'encrypted-value’' |eaf.

If "encrypted-by’ points to a symmetric key, then an
identity based on 'symmetrical |l y-encrypt ed-val ue-fornmat’
MUST be set (e.g., 'cns-encrypted-data-fornmat’).

If "encrypted-by’ points to an asynmetric key, then an
identity based on 'asymetrically-encrypted-val ue-formt’
MJUST be set (e.g., 'cns-envel oped-data-format’).";
}
| eaf encrypted-value {
nacm def aul t -deny-write;
type binary;
must ' ../encrypted-by’;



mandat ory true;
description
"The val ue, encrypted using the referenced symmetric
or asymetric key. The value MJST be encoded using
the format associated with the 'encrypted-val ue-format
| eaf.";

}
}

groupi ng passwor d-groupi ng {
description
"A password used for authenticating to a renote system

The ’ianach: crypt-hash’ typedef from RFC 7317 shoul d be
used i nstead when needing a password to authenticate a
| ocal account.";
choi ce password-type {
nacm def aul t - deny-write;
mandat ory true;
description
" Choi ce between password types.";
case cl eartext-password {
if-feature "cl eartext-passwords"”;
| eaf cleartext-password {
nacm def aul t - deny- al |
type string;
description
"The cl eartext value of the password.";
}
}

case encrypted-password {
i f-feature "encrypted-passwords"”;
cont ai ner encrypt ed-password {
description
"A container for the encrypted password val ue.";
uses encrypt ed- val ue-groupi ng;

}
}
}
}

groupi ng symetri c-key-groupi ng {
description
"A symmetric key.";
| eaf key-format {
nacm def aul t -deny-write;
type identityref {
base synmmretric-key-format;
}

description
"Identifies the symmetric key's format. |nplenentations
SHOULD ensure that the incoming symetric key value is
encoded in the specified format.

For encrypted keys, the value is the decrypted key’s
format (i.e., the 'encrypted-value-format’ conveys the
encrypted key's format).";

}
choi ce key-type {
nacm def aul t - deny-write;
mandat ory true;
description
" Choi ce between key types.";
case cleartext-synmmetric-key {
| eaf cleartext-symretric-key {
if-feature "cleartext-symetric-keys";



nacm def aul t - deny- al |

type binary;

must ' ../key-format’;

description
"The binary value of the key. The interpretation of
the value is defined by the 'key-format’ field.";

}

case hidden-symretric-key {
i f-feature "hi dden-symetri c-keys";
| eaf hidden-symetric-key {
type enpty;
must 'not(../key-format)’;
description
"A hidden key is not exportable and not extractabl e;
therefore, it is of type "enpty’ as its value is
i naccessi bl e via managenent interfaces. Though hidden
to users, such keys are not hidden to the server and
may be referenced by configuration to indicate which
key a server should use for a cryptographic operation
How such keys are created is outside the scope of this
nmodul e. *;
}
}

case encrypted-symetric-key {
if-feature "encrypted-symetric-keys";
contai ner encrypted-symretric-key {
must ' ../key-format’;
description
"A container for the encrypted symretric key val ue.
The interpretation of the ’'encrypted-val ue’ node
is via the 'key-format’ node";
uses encrypted-val ue-groupi ng;
}
}
}
}

groupi ng public-key-grouping {
description
"A public key.";
| eaf public-key-formt {
nacm def aul t -deny-write;
type identityref {
base public-key-fornmat;
}
mandat ory true;
description
"ldentifies the public key's format. |npl enentati ons SHOULD
ensure that the incomng public key value is encoded in the
specified format.";

}
| eaf public-key {

nacm def aul t - deny-write;

type binary;

mandat ory true;

description

"The binary value of the public key. The interpretation
of the value is defined by the 'public-key-format’ field.";
}
}

groupi ng private-key-grouping {
description
"A private key.";
| eaf private-key-format {



nacm def aul t -deny-write;
type identityref {

base private-key-fornmat;
}

description
"ldentifies the private key's format. |nplenmentations SHOULD
ensure that the incom ng private key value is encoded in the
specified fornmat.

For encrypted keys, the value is the decrypted key's
format (i.e., the 'encrypted-value-format’ conveys the
encrypted key's format).";
}
choi ce private-key-type {
nacm def aul t -deny-write;
mandat ory true;
description
"Choi ce between key types.";
case cl eartext-private-key {
if-feature "cl eartext-private-keys";
| eaf cleartext-private-key {
nacm def aul t - deny- al |
type binary;
must ' ../private-key-format’;
description
"The value of the binary key. The key's value is
interpreted by the 'private-key-format’ field.";

}

case hidden-private-key {
i f-feature "hidden-private-keys";
| eaf hidden-private-key {
type enpty;
must 'not(../private-key-format)’;
description
"A hidden key. It is of type 'enpty as its value is
i naccessi bl e via managenent interfaces. Though hidden
to users, such keys are not hidden to the server and
may be referenced by configuration to indicate which
key a server should use for a cryptographic operation
How such keys are created is outside the scope of this
modul e. ";
}
}
case encrypted-private-key {
if-feature "encrypted-private-keys";
cont ai ner encrypted-private-key {
must ' ../private-key-format’;
description
"A container for the encrypted asymmetric private key
value. The interpretation of the 'encrypted-val ue
node is via the 'private-key-format’ node";
uses encrypted- val ue- groupi ng;

}
}
}
}

groupi ng asymmetri c- key-pair-grouping {
description
"A private key and, optionally, its associated public key.
I mpl enent ati ons MUST ensure that the two keys, when both
are specified, are a matching pair.";
uses public-key-grouping {
refine "public-key-format" {
mandat ory fal se;



}
refine "public-key" {
mandat ory fal se;
}
}
uses private-key-groupi ng;

}

grouping certificate-expiration-grouping {
description
"A notification for when a certificate is about to expire or
has al ready expired.";
notification certificate-expiration {
if-feature "certificate-expiration-notification";
description
"Anotification indicating that the configured certificate
is either about to expire or has already expired. Wen to
send notifications is an inplenentation-specific decision,
but it is RECOWENDED that a notification be sent once a
month for 3 nmonths, then once a week for four weeks, and
then once a day thereafter until the issue is resol ved.

If the certificate s issuer maintains a Certificate
Revocation List (CRL), the expiration notification MAY
be sent if the CRL is about to expire.";
| eaf expiration-date {
type yang: date-and-ti ne;
mandat ory true;
description
"lIdentifies the expiration date on the certificate.";
}

}
}

groupi ng trust-anchor-cert-grouping {
description
"A trust anchor certificate and a notification for when
it is about to expire or has already expired.";
| eaf cert-data {
nacm def aul t - deny- al |
type trust-anchor-cert-cns;
description
"The binary certificate data for this certificate.";
}
uses certificate-expiration-grouping;

}

groupi ng end-entity-cert-grouping {
description
"An end-entity certificate and a notification for when
it is about to expire or has already expired. |nplenentations
SHOULD assert that, where used, the end-entity certificate
contai ns the expected public key.";
| eaf cert-data {
nacm def aul t - deny- al |
type end-entity-cert-cns;
description
"The binary certificate data for this certificate.";
}
uses certificate-expiration-grouping;

}

groupi ng generate-csr-groupi ng {
description



"Defines the 'generate-csr’ action."”;
action generate-csr {

if-feature "csr-generation”;

nacm def aul t - deny- al |

description
"Cenerates a certificate signing request structure for
the associated asymetric key using the passed subject
and attribute val ues.

This "action' statenent is only avail able when the
associ ated ’'public-key-format’ node’'s value is
" subj ect - publ i c-key-info-format’.";
i nput {
| eaf csr-format {
type identityref {
base csr-format;
}
mandat ory true;
description
"Specifies the format for the returned certificate.";
}

| eaf csr-info {
type csr-info;
mandat ory true;
description
"A CertificationRequestlinfo structure, as defined in
RFC 2986.

Enables the client to provide a fully popul at ed
CertificationRequestinfo structure that the server
only needs to sign in order to generate the conplete
CertificationRequest structure to return in the

‘out put’.

The "Algorithmdentifier’ field contained inside
the ' Subj ect Publ i cKeylnfo' field MJUST be one known
to be supported by the device.";

ref erence
"RFC 2986:
PKCS #10: Certification Request Syntax Specification
RFC 9640:
YANG Dat a Types and G oupi ngs for Cryptography”;
}
out put {

choi ce csr-type {
mandat ory true;
description
"A choi ce anongst certificate signing request formats.
Addi tional formats MAY be augnented into this ’'choice
statenent by future efforts.”;
case pl0-csr {
| eaf pl0-csr {
type pl0-csr;
description
"A CertificationRequest, as defined in RFC 2986.";
}
description
"A CertificationRequest, as defined in RFC 2986.";
ref erence
"RFC 2986:
PKCS #10: Certification Request Syntax Specification
RFC 9640:
YANG Data Types and G oupings for Cryptography";



}
} /] generate-csr-grouping

groupi ng asynmetric-key-pair-wth-cert-grouping {

description

"A private/public key pair and an associated certificate.
I mpl enent ati ons MJUST assert that the certificate contains
the mat ching public key.";

uses asymmetri c-key-pair-groupi ng;

uses end-entity-cert-grouping;

uses gener at e- csr - gr oupi ng;
} /] asymmretric-key-pair-wth-cert-grouping

groupi ng asymmetri c-key-pair-with-certs-grouping {
description
"A private/public key pair and a |list of associated
certificates. Inplementations MJST assert that
certificates contain the matching public key.";
uses asymmetri c-key- pair-grouping;
container certificates {
nacm def aul t -deny-write;
description
"Certificates associated with this asynmetric key.";
list certificate {
key "nane";
description
"Acertificate for this asymmetric key.";
| eaf nane {
type string;
description
"An arbitrary name for the certificate.";
}

uses end-entity-cert-grouping {
refine "cert-data" {
mandat ory true;
}

}
}
} .
uses gener at e- cSr-gr oupi ng;
} /] asymmretric-key-pair-wth-certs-grouping

}

<CODE ENDS>
3. Security Considerations
3.1. No Support for CRWF

Thi s docunent uses PKCS #10 [ RFC2986] for the "generate-csr" action
The use of Certificate Request Message Format (CRMF) [ RFC4211] was
considered, but it was unclear if there was market demand for it. |If
it is desired to support CRMF in the future, a backwards conpatibl e
solution can be defined at that tine.

3.2. No Support for Key Generation

Early revisions of this docunent included "rpc" statenments for
generating symmetric and asymretric keys. These statements were
renoved due to an inability to obtain consensus for how to
generically identify the key algorithmto use. Hence, the solution
presented in this docunent only supports keys to be configured via an
external client.

Separate protocol -specific nodul es can present protocol -specific key-



generating RPCs (e.g., the "generate-asymretric-key-pair" RPC in
[ RFC9644] and [ RFC9645]).

3.3. Unconstrai ned Public Key Usage

Thi s nodul e defines the "public-key-groupi ng" grouping, which enables
the configuration of public keys w thout constraints on their usage,
e.g., what operations the key is allowed to be used for (e.g.,
encryption, verification, or both).

The "asymetri c-key-pair-groupi ng" grouping uses the aforenentioned
"publ i c-key-groupi ng" grouping and carries the same traits.

The "asymetric-key-pair-wth-cert-grouping" grouping uses the

af orenenti oned "asymmretri c- key- pai r-groupi ng" groupi ng, whereby
associ ated certificates MJST constrain the usage of the public key
according to |l ocal policy.

3.4. Unconstrained Private Key Usage

Thi s nodul e defines the "asymmetri c-key- pair-groupi ng" grouping,

whi ch enabl es the configuration of private keys w thout constraints
on their usage, e.dg., what operations the key is allowed to be used
for (e.g., signature, decryption, or both).

The "asymetric-key-pair-wth-cert-grouping" grouping uses the

af orenenti oned "asymmretri c- key- pai r-groupi ng" groupi ng, whereby
configured certificates (e.g., identity certificates) may constrain
the use of the public key according to local policy.

3.5. (Cdeartext Passwords and Keys

The nodul e contained within this docunent enables, only when specific
"feature" statements are enabled, for the cleartext value of
passwords and keys to be stored in the configuration database.
Storing cleartext values for passwords and keys i s NOTI' RECOVMENDED.

3.6. Encrypting Passwords and Keys

The nodul e contained within this docunent enables cleartext passwords
and keys to be encrypted via another key, either synmetric or
asymetric. Both formats use a CMS structure (EncryptedData and
Envel opedDat a, respectively), which allows any encryption algorithm
to be used.

To securely encrypt a password or key with a symmetric key, a proper
bl ock ci pher node, such as an Authenticated Encryption with

Associ ated Data (AEAD) or Cipher Bl ock Chaining (CBC), MJIST be used.
This ensures that a randomInitialization Vector (1V) is part of the
i nput, which guarantees that the output for encrypting the sane
password or key still produces a different unpredictable ciphertext.
Thi s avoids | eaking that sone encrypted keys or passwords are the
same and nakes it rmuch harder to pre-generate rainbow tables to
brute-force attack weak passwords. The El ectroni c Codebook (ECB)

bl ock ci pher nmode MJUST NOT be used.

3.7. Deletion of Ceartext Key Val ues

Thi s nodul e defines storage for cleartext key values that SHOULD be
zeroi zed when deleted so as to prevent the remants of their

persi sted storage | ocations from being anal yzed i n any mneani ngf ul
way.

The cl eartext key values are the "cleartext-symretric-key" node
defined in the "synmetric-key-groupi ng" grouping (Section 2.1.4.3)
and the "cleartext-private-key" node defined in the "asymetric-key-



pai r - groupi ng" grouping (Section 2.1.4.6).
3.8. Considerations for the "ietf-crypto-types" YANG Mdul e

This section is nodeled after the tenplate defined in Section 3.7.1
of [ RFC8407].

The "ietf-crypto-types" YANG nodul e defines "grouping" statenents
that are designed to be accessed via YANG based nanagenent protocols,
such as NETCONF [ RFC6241] and RESTCONF [ RFC8040]. Both of these
protocol s have nmandatory-to-inplement secure transport |ayers (e.g.
Secure Shell (SSH) [ RFC4252], TLS [RFC8446], and QU C [ RFC9000]) and
mandat ory-t o-i npl ement nutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular users to a
preconfigured subset of all avail able protocol operations and
content.

Since the nodule in this docunent only defines groupings, these
considerations are prinmarily for the designers of other nodul es that
use these groupings.

Sone of the readabl e data nodes defined in this YANG nodul e may be
consi dered sensitive or vulnerable in sone network environnents. It
is thus inportant to control read access (e.g., via get, get-config,
or notification) to these data nodes. The follow ng subtrees and
dat a nodes have particular sensitivity/vulnerability:

* The "cl eartext-password" node:

The "cl eart ext-password” node defined in the "password-

groupi ng" grouping is additionally sensitive to read operations
such that, in normal use cases, it should never be returned to
a client. For this reason, the NACM extension "default-deny-
all" has been applied to it.

* The "cleartext-symretric-key" node:

The "cl eartext-synmetric-key" node defined in the "symetric-
key-groupi ng" grouping is additionally sensitive to read
operations such that, in normal use cases, it should never be
returned to a client. For this reason, the NACM extension
"defaul t-deny-all" has been applied to it.

* The "cleartext-private-key" node:

The "cl eartext-private-key" node defined in the "asymetri c-
key- pair-groupi ng" grouping is additionally sensitive to read
operations such that, in normal use cases, it should never be
returned to a client. For this reason, the NACM extension
"default-deny-all" has been applied to it.

* The "cert-data" node:

The "cert-data" node defined in both the "trust-anchor-cert-
groupi ng" and "end-entity-cert-groupi ng" groupings is
additionally sensitive to read operations, as certificates may
provi de insight into which other resources/applications/servers
this particular server communicates with, as well as
potentially divul ge personally identifying information (e.g.,
end-entity certificates). For this reason, the NACM extension
"defaul t-deny-all" has been applied to it.

Al the witable data nodes defined by all the groupings defined in
this nmodul e may be considered sensitive or vulnerable in some network



environments. For instance, even the nodification of a public key or
a certificate can dramatically alter the inplemented security policy.
For this reason, the NACM extension "default-deny-wite" has been
applied to all the data nodes defined in the nodul e.

Sone of the operations in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environments. It is thus
inmportant to control access to these operations. These are the
operations and their sensitivity/vulnerability:

* generate-csr:

This "action" statenent SHOULD only be executed by authorized
users. For this reason, the NACM extension "default-deny-all"
has been applied. Note that NACM uses "default-deny-all" to
protect "rpc" and "action" statenents; it does not define,
e.g., an extension called "default-deny-execute".

For this action, it is RECOMVENDED that inplenmentations assert
channel binding [ RFC5056] so as to ensure that the application
| ayer that sent the request is the sanme as the device

aut henti cated when the secure transport |ayer was established.

4, | ANA Consi der ati ons

4.1. The I ETF XM. Registry

| ANA has registered the following URI in the
"I ETF XML Regi stry" [RFC3688].

ns" registry of the

URI: wurn:ietf:params:xm:ns:yang:ietf-crypto-types
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. namespace.

4.2. The YANG Modul e Nanes Registry

I ANA has registered the foll owing YANG nodule in the "YANG Mdul e
Nanmes" registry [ RFC6020].

Nane: ietf-crypto-types

Nanespace: urn:ietf:params:xm:ns:yang:ietf-crypto-types
Prefix: ct

Ref erence: RFC 9640
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