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I nt roducti on

Providers of Internet content and other services may wish to
custom ze those services based on the geographic |ocation of the user
of the service. This is often done using the source |IP address used
to contact the service, which may not point to a user; see Section 14
of [RFC6269] in particular. Al so, adnministrators of infrastructure
and other services mght wish to publish the locale of said
infrastructure or services. infrastructure and other services m ght
wi sh to publish the locale of their services. [RFC38805] defines

geof eed, a syntax to associ ate geographic locales with | P addresses,
but it does not specify howto find the rel evant geofeed data given
an | P address.

Thi s docunent specifies how to augment the Routing Policy

Speci fication Language (RPSL) [ RFC2725] inetnum class to refer
specifically to geofeed data files and how to prudently use them In
all places inetnum is used, ineténum should al so be assuned

[ RFC4012] .

The reader may find [INETNUM and [I NET6NUM informative, and
certainly nmore verbose, descriptions of the inetnum database
cl asses.

An optional utterly awesone but slightly conplex neans for
aut henti cating geofeed data is al so defined in Section 5.

Thi s docunent obsol etes [ RFC9092]. Changes from [ RFC9092] i ncl ude
the foll ow ng:

* RIPE has inplenmented the geofeed: attribute.

* This docunment allows, but discourages, an inetnum to have both a
geof eed remarks: attribute and a geofeed: attribute.

* The Authentication section (Section 5) has been rewitten to be
nmore fornmal.

* Ceofeed files are only UTF-8 CSV

*  This docunent stresses that authenticating geofeed data is
opti onal

* | P Address Del egati on extensions rmust not use "inherit".

* |f geofeed data are present, geographic location hints in other
data shoul d be ignored.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Ceof eed Fil es



Geofeed files are described in [RFC8805]. They provide a facility
for an | P address resource "owner" to associate those | P addresses to
geogr aphi c | ocal es.

Per [ RFC8805], geofeed files consist of conma-separated val ues (CSV)
in UF-8 text format, not HTM., richtext, or other formats.

Content providers and other parties who wish to |locate an | P address
to a geographic locale need to find the relevant geofeed data. In
Section 3, this docunent specifies howto find the rel evant geofeed
[ RFC8805] file given an | P address.

Geof eed data for large providers with significant horizontal scale
and high granularity can be quite large. The size of a file can be
even larger if an unsigned geofeed file conbines data for nany
prefixes, if dual 1Pv4/1Pv6 spaces are represented, etc.

Geof eed data do have privacy considerations (see Section 7); this
process nmakes bul k access to those data easier

Thi s docunment al so suggests an optional signature to strongly
aut henticate the data in the geofeed files.

inetnum d ass

The original RPSL specifications starting with [RI PE81], [RI PE181],
and a trail of subsequent docunents were witten by the R PE
community. The | ETF standardized RPSL in [ RFC2622] and [ RFC4012].
Since then, it has been nodified and extensively enhanced in the

Regi onal Internet Registry (RIR) comunity, nostly by R PE [ Rl PE-DB].
At the time of publishing this docunment, change control of the RPSL
effectively lies in the operator comunity.

The inetnum database class is specified by the RPSL, as well as
Routing Policy System Security [ RFC2725] and RPSLng [ RFC4012], which
are used by the Regional Internet Registries (RIRs). Each of these
obj ects describes an | P address range and its attributes. The

i netnum objects forma hierarchy ordered on the address space.

ldeally, the RPSL woul d be augnmented to define a new RPSL geof eed
attribute in the inetnum class. Absent inplementation of the
geofeed: attribute in a particular R R database, this docunent
defines the syntax of a Geofeed remarks: attribute, which contains an
HTTPS URL of a geofeed file. The format of the inetnum geofeed
remarks: attribute MJUST be as in this exanple, "remarks: Geofeed ",
where the token "Geofeed " MJST be case sensitive, followed by a URL
that will vary, but it MIST refer only to a single geofeed [ RFC8805]
file.

inetnum 192.0.2.0/24 # exanple
remarks: Ceof eed https://exanpl e. com geof eed

VWil e we | eave gl obal agreement of RPSL nodification to the rel evant
parties, we specify that a proper geofeed: attribute in the inetnum
cl ass MUST be "geofeed:" and MJUST be followed by a single URL that

will vary, but it MJST refer only to a single geofeed [ RFC8805] file

inetnum 192.0.2.0/24 # exanple
geof eed: https://exanpl e. coni geof eed

The URL uses HTTPS, so the WDbPKI provides authentication, integrity,
and confidentiality for the fetched geofeed file. However, the
WebPKI cannot provide authentication of |IP address space assi gnnent.
In contrast, the RPKI (see [RFC6481]) can be used to authenticate IP
space assignnent; see optional authentication in Section 5.



Until all producers of inetnum objects, i.e., the RIRs, state that
they have migrated to supporting a geofeed: attribute, consuners

| ooking at inetnum objects to find geofeed URLs MJUST be able to
consunme both the remarks: and geof eed: forns.

The migration not only inplies that the RIRs support the geofeed:
attribute, but that all registrants have migrated any i netnum
objects fromremarks: to geofeed: attributes.

Any particular inetnum object SHOULD have, at npbst, one geof eed
reference, whether a remarks: or a proper geofeed: attribute when it
is inplemented. As the remarks: form cannot be formally checked by
the RIR, this cannot be formally enforced. A geofeed: attribute is
preferred, of course, if the RIR supports it. |If there is nore than
one type of attribute in the intetnum object, the geofeed: attribute
MUST be used.

For inetnum objects covering the sane address range, a signed
geofeed file MJUST be preferred over an unsigned file. |f none are
signed, or nore than one is signed, the (signed) inethum with the
nmost recent |ast-nodified: attribute MJST be preferred.

If a geofeed file describes multiple disjoint ranges of |P address
space, there are likely to be geofeed references frommultiple
inetnum objects. Files with geofeed references fromnultiple

i netnum objects are not conpatible with the signing procedure in
Section 5.

An unsi gned, and only an unsigned, geofeed file MAY be referenced by
mul tiple inetnum objects and MAY contain prefixes fromnore than one
registry

When fetching, the nost specific inetnum object with a geofeed
ref erence MUST be used.

It is significant that geofeed data may have finer granularity than
the inetnum that refers to them For exanple, an | NETNUM object for
an address range P could refer to a geofeed file in which P has been
subdi vided into one or nmore | onger prefixes.

Fet chi ng Geof eed Dat a

Thi s docunent provides a guideline for how interested parties should
fetch and read geofeed files.

H storically, before [RFC9092], this was done in varied ways, at the
di scretion of the inplementor, often wi thout consistent

aut henti cation, where data were nostly inported fromemail w thout
formal authorization or validation.

To minimze the load on RIRs’ WHO S [ RFC3912] services, the RRR s FTP
[ RFC0959] services SHOULD be used for |arge-scal e access to gather
inetnum objects with geofeed references. This uses efficient bulk
access instead of fetching via brute-force search through the IP
space.

When readi ng data from an unsi gned geofeed file, one MJST ignore data
outside the referring inetnum object’s address range. This is to
avoi d inmporting data about ranges not under the control of the
operator. Note that signed files MJST only contain prefixes within
the referring inethnum’s range as mandated in Section 5

If geofeed files are fetched, other location information fromthe
i netnum MJST be ignored.



G ven an address range of interest, the nost specific inetnum object
with a geofeed reference MIUST be used to fetch the geofeed file. For
exanple, if the fetching party finds the follow ng i netnum objects:

inetnum 192.0.0.0/22 # exanple
remarks: Ceofeed https://exanpl e. com geofeed_1

inetnum 192.0.2.0/24 # exanple
remarks: Ceof eed https://exanpl e. com geof eed_ 2

An application | ooking for geofeed data for 192.0.2.0/29 MJST ignore
data in geofeed_1 because 192.0.2.0/29 is within the nore specific
192.0.2.0/24 inetnum covering that address range and that inetnum
does have a geofeed reference.

H nts in inetnum objects such as country:, geoloc:, etc., tend to be
adm ni strative, and not depl oynent specific. Consider |arge,

possi bly global, providers with headquarters very far from nost of
their deployments. Therefore, if geofeed data are specified, either
as a geofeed: attribute or in a geofeed remarks: attribute, other
geographic hints such as country:, geoloc:, DNS geoloc RRsets, etc.,
for that address range MJST be ignored.

There is open-source code to traverse the RPSL data across all of the
RIRs, collect all geofeed references, and process them

[ GEOFEED- FINDER]. It inplenents the steps above and of all the

Oper ational Considerations described in Section 6, including caching.
It produces a single geofeed file, merging all the geofeed files
found. This open-source code can be run daily by a cron job, and the
output file can be directly used.

RI Rs are convergi ng on Registration Data Access Protocol (RDAP)
support, which includes geofeed data; see [ RDAP-GECFEED]. This
SHOULD NOT be used for bulk retrieval of geofeed data.

Aut henti cati ng Geof eed Data (Optional)

The question arises whether a particul ar geofeed [ RFC8805] data set
is valid, i.e., is authorized by the "owner" of the |IP address space
and is authoritative in sonme sense. The inetnum that points to the
geof eed [ RFC8805] file provides some assurance. Unfortunately, the
RPSL in sone repositories is weakly authenticated at best. An
approach where the RPSL was signed per [RFC7909] woul d be good,

except it would have to be deployed by all RPSL registries, and there
is a fair number of them

The remai nder of this section specifies an optional authenticator for
the geofeed data set that follows "Signed (bject Tenplate for the
Resource Public Key Infrastructure (RPKI)" [RFC6488].

A single optional authenticator MAY be appended to a geofeed

[ RFC8805] file. It is a digest of the nmain body of the file signed
by the private key of the relevant RPKI certificate for a covering
address range. The followi ng format bundl es the rel evant RPKI
certificate with a signature over the geofeed text.

The canonicalization procedure converts the data fromtheir interna
character representation to the UTF-8 [ RFC3629] character encoding,
and the <CRLF> sequence MJST be used to denote the end of each line
of text. A Dblank line is represented solely by the <CRLF> sequence.
For robustness, any non-printable characters MJST NOT be changed by
canonicalization. Trailing blank |lines MJUST NOT appear at the end of
the file. That is, the file nust not end with nultiple consecutive
<CRLF> sequences. Any end-of-file marker used by an operating system
is not considered to be part of the file content. Wen present, such
end-of -file markers MJUST NOT be covered by the digital signature.



If the authenticator is not in the canonical form described above,
then the authenticator is invalid.

Borrowi ng detached signatures from [ RFC5485], after file
canoni cal i zation, the Cryptographic Message Syntax (CM5) [RFC5652] is
used to create a detached DER-encoded signature that is then Base64
encoded with padding (as defined in Section 4 of [RFC4648]) and |ine
wrapped to 72 or fewer characters. The sane digest algorithm MJST be
used for calculating the nessage di gest of the content being signed,
which is the geofeed file, and for calculating the nmessage di gest on
the Signerinfo SignedAttributes [RFC8933]. The message di gest
algorithmidentifier MJST appear in both the CM5 SignedData

Di gest Algorithm dentifiers and the Signerinfo

Di gest Algorithmdentifier [ RFC5652]. The RPKI certificate covering
the geofeed i netnum object’s address range is included in the CMS

Si gnedData certificates field [ RFC5652].

The address range of the signing certificate MJIST cover all prefixes
in the signed geofeed file. |If not, the authenticator is invalid.

The signing certificate MUST NOT include the Autonomous System
Identifier Delegation certificate extension [RFC3779]. If it is
present, the authenticator is invalid.

As with many other RPKI signed objects, the |P Address Del egation
certificate extension MUST NOT use the "inherit" capability defined
in Section 2.2.3.5 of [RFC3779]. If "inherit" is used, the

aut henticator is invalid.

An | P Address Del egati on extension using "inherit" would conplicate
processing. The inplenentation would have to build the certification
path fromthe end entity to the trust anchor, then validate the path
fromthe trust anchor to the end entity, and then the paraneter woul d
have to be renenbered when the validated public key was used to
validate a signature on a CV5 object. Having to remenber things from
certification path validation for use with CM5 object processing
woul d be quite conplex and error-prone. Additionally, the
certificates do not get that nmuch bigger by repeating the

i nformation.

An address range A "covers" address range Bif the range of Bis
identical to or a subset of A "Address range" is used here because
inetnum objects and RPKI certificates need not align on C assless
Inter-Domain Routing (CIDR) [ RFC4632] prefix boundaries, while those
of the lines in a geofeed file do align

The Certification Authority (CA) SHOULD sign only one geofeed file
wi th each generated private key and SHOULD generate a new key pair
for each new version of a particular geofeed file. The CA MJST
generate a new end entity (EE) certificate for each signing of a
particul ar geofeed file. An associated EE certificate used in this
fashion is terned a "one-tine-use" EE certificate (see Section 3 of
[ RFC6487]) .

Identifying the private key associated with the certificate and
getting the departnent that controls the private key (which might be
stored in a Hardware Security Module (HSM) to generate the CVB
signature is left as an exercise for the inplenentor. On the other
hand, verifying the signature has no sinilar conplexity; the
certificate, which is validated in the public RPKI, contains the
needed public key. The RPKI trust anchors for the RIRs are expected
to already be available to the party perform ng signature validation
Val idation of the CM5S signature over the geofeed file involves:

1. pbtaining the signer’s certificate fromthe CM5 SignedDat a



CertificateSet [ RFC5652]. The certificate SubjectKeyldentifier
ext ensi on [ RFC5280] MJST match the SubjectKeyldentifier in the
CVB Signerinfo Signerldentifier [RFC5652]. |If the key
identifiers do not match, then validation MJST fail

2. Validating the signer’s certificate MJST ensure that it is part
of the current [RFC9286] manifest and that all resources are
covered by the RPKI certificate.

3. Constructing the certification path for the signer’s certificate.
Al'l of the needed certificates are expected to be readily
available in the RPKI repository. The certification path MJIST be
valid according to the validation algorithmin [ RFC5280] and the
addi tional checks specified in [RFC3779] associated with the IP
Address Del egation certificate extension and the Autononous

System I dentifier Del egation certificate extension. |f
certification path validation is unsuccessful, then validation
MJUST fail.

4. Validating the CM5 SignedData as specified in [ RFC5652] using the
public key fromthe validated signer’s certificate. |f the
signature validation is unsuccessful, then validation MJST fail

5. Confirmng that the eContent Type object identifier (OD) is id-
ct-geof eedCSVwi t hCRLF (1. 2.840.113549.1.9.16.1.47). This AOD
MUST appear within both the eContent Type in the encapContentlnfo
obj ect and within the Content Type signed attribute in the
signerinfo object (see [RFC6488]).

6. Verifying that the I P Address Del egation certificate extension
[ RFC3779] covers all of the address ranges of the geofeed file.
If all of the address ranges are not covered, then validation
MJUST fail.

Al'l of the above steps MJST be successful to consider the geofeed
file signature as valid.

The authenticator MJST be hidden as a series of "#" comments at the
end of the geofeed file. The follow ng sinple exanple is
cryptographically incorrect:

# RPKI Signature: 192.0.2.0 - 192.0.2.255
M | G wyJKoZI hvcNAQeCol | G DCCBoQCAQVK DTALBgl ghk gBZQVEAGEWDQYLKoZ
| hveNAQKQAS+gggSxM | Er TCCASWIAW BAgl UJ605Q1 PX8r Wb Zwx 3V uWhZu

#
#
# i mYkXpi MKWA4EZqDj | 36M W RDLdgoi j BBcGbi bwy Af GeR46Kk5r aZCOvx GHaxa
# OBPDTXTF | YWANBj RBKAGAZ7yX5x Hf mb8j UXsZJ 7! | eqlS7GBKk=

# End Signature: 192.0.2.0 - 192.0.2.255

A correct and full exanmple is in Appendix A
The CMS signature does not cover the signature |ines.

The bracketing "# RPKI Signature:" and "# End Signature:" MJST be
present as shown in the exanple. The RPKI Signature’'s |P address
range MJUST match that of the geofeed URL in the inetnum that points
to the geofeed file.

Oper ational Considerations

To create the needed i netnum objects, an operator wi shing to
register the location of their geofeed file needs to coordinate with
their Regional Internet Registry (RIR) or National Internet Registry
(NIR) and/or any provider Local Internet Registry (LIR) that has
assigned address ranges to them RIRs/N Rs provide nmeans for
assignees to create and maintain inetnum objects. They also provide
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means of assigning or sub-assigning |IP address resources and all ow ng
the assignee to create WHO S data, including inetnum objects,
thereby referring to geofeed files.

The geofeed files MJST be published via and fetched usi ng HTTPS
[ RFC9110] .

When using data froma geofeed file, one MJST ignore data outside the
referring inetnum object’s inetnum attribute address range.

If and only if the geofeed file is not signed per Section 5, then
multiple inetnum objects MAY refer to the same geofeed file, and the
consumer MUST use only lines in the geofeed file where the prefix is
covered by the address range of the inetnum object’s URL it has
fol | owed.

If the geofeed file is signed, and the signer’'s certificate changes,
the signature in the geofeed file MJST be updat ed.

It is good key hygiene to use a given key for only one purpose. To
dedicate a signing private key for signing a geofeed file, an RPKI
Certification Authority (CA) may issue a subordinate certificate
excl usively for the purpose shown in Appendix A

Harvesting and publishing aggregated geofeed data outside of the RPSL
nmodel should be avoided as it could lead to detailed data of one
aggregatee undesirably affecting the |l ess detailed data of a

di fferent aggregatee. Moreover, publishing aggregated geofeed data
prevents the reader of the data from perform ng the checks descri bed
in Sections 4 and 5.

At the time of publishing this docunment, geol ocation providers have
bul k WHO S data access at all the RIRs. An anonym zed version of
such data is openly available for all RIRs except ARIN, which
requires an authorization. However, for users w thout such

aut hori zation, the same result can be achieved with extra RDAP
effort. There is open-source code to pass over such data across al
RIRs, collect all geofeed references, and process them

[ GEOFEED- FI NDER] .

To prevent undue | oad on RPSL and geof eed servers, entity-fetching
geof eed data using these nechani snms MJUST NOT do frequent real-tine

| ookups. Section 3.4 of [RFC8805] suggests use of the HITP Expires
header [ RFC9111] to signal when geofeed data should be refetched. As
the data change very infrequently, in the absence of such an HTTP
Header signal, collectors SHOULD NOT fetch nore frequently than
weekly. It would be polite not to fetch at magic tines such as

m dni ght UTC, the first of the nonth, etc., because too many others
are likely to do the sane.

Privacy Consi derations

[ RFC8805] geof eed data nmay reveal the approximate |ocation of an IP
address, which mght in turn reveal the approximate |ocation of an
i ndi vidual user. Unfortunately, [RFC8805] provides no privacy

gui dance on avoi ding or aneliorating possible damage due to this
exposure of the user. In publishing pointers to geofeed files as
described in this docunent, the operator should be aware of this
exposure in geofeed data and be cautious. All the privacy

consi derations of Section 4 of [RFC8805] apply to this docunent.

Where [ RFC8805] provided the ability to publish |ocation data, this
docunent nakes bul k access to those data readily available. This is
a goal, not an accident.

| mpl enent ati on Status
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11.

11.

At the time of publishing this docunment, the geofeed: attribute in
i net num obj ects has been inplenented in the RIPE and APNI C dat abases.

Regi strants in databases that do not yet support the geofeed:
attribute are using the remarks: attribute, or equivalent.

At the time of publishing this docunent, the registry data published
by ARIN are not the sanme RPSL as that of the other registries (see

[ RFC7485] for a survey of the WHO S Tower of Babel). Therefore, when
fetching fromARI N via FTP [ RFC0959], WHO S [ RFC3912], the RDAP

[ RFC9082], etc., the "NetRange" attribute/key nmust be treated as
"inetnun, and the "Conment" attribute nust be treated as "renarks”

[rpki-client] can be used to authenticate a signed geofeed file.
Security Considerations

It is generally prudent for a consunmer of geofeed data to al so use
other sources to cross-validate the data. Al the security
consi derations of [RFC8805] apply here as well.

The consuner of geofeed data SHOULD fetch and process the data
thenselves. Inporting data sets produced and/or processed by a
third-party places significant trust in the third-party.

As nentioned in Section 5, sone RPSL repositories have weak, if any,
aut hentication. This allows spoofing of inetnum objects pointing to
mal i ci ous geofeed files. Section 5 suggests an unfortunately conpl ex
met hod for stronger authentication based on the RPKI.

For exanple, if an inetnum for a w de address range (e.g., a /16)
points to an RPKI-signed geofeed file, a custoner or attacker could
publ i sh an unsigned equal or narrower (e.g., a /24) inethum in a
WHO S registry that has weak authorization, abusing the rule that the
nmost -speci fic i netnum object with a geofeed reference MIST be used.

If signatures were mandatory, the above attack would be stym ed, but
of course that is not happeni ng anytinme soon.

The RPSL providers have had to throttle fetching fromtheir servers
due to too-frequent queries. Usually, they throttle by the querying
I P address or block. Simlar defenses will likely need to be

depl oyed by geofeed file servers.

| ANA Consi der ati ons

In the SM Security for SIMME CM5 Content Type
(1.2.840.113549.1.9.16.1) in the Structure of Managenment | nformation
(SM) Nunbers (M B Mdul e Registrations) registry group (located at
<https://ww. i ana. or g/ assi gnnent s/ sm - nunbers/>), the reference for
this registration has been updated to this docunent:

B e el el 1)
| Decimal | Description | Reference

[ S ety s el el
| 47 | id-ct-geofeedCSWwi thCRLF | RFC 9632

R I T I +

Table 1: From SM Security for S/M ME Mdul e
Identifier (1.2.840.113549.1.9.16.1)
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Appendi x A.  Exanpl e

Thi s appendi x provi des an exanple, including a trust anchor, a
Certificate Revocation List (CRL) signed by the trust anchor, a CA
certificate subordinate to the trust anchor, a CRL signed by the CA
an end entity certificate subordinate to the CA for signing the
geof eed, and a detached si gnature.

The trust anchor is represented by a self-signed certificate. As
usual in the RPKI, the trust anchor has authority over all |Pv4
address bl ocks, all |Pv6 address bl ocks, and all Autononmous System
(AS) nunbers.

————— BEG N CERTI FI CATE- - - - -

M | EQTCCAy ngAW BAgl UEggycNoFVR] AuN' Fw7 URuODEZNAWDQYJ KoZI hvc NAQEL
BQAWFTETMBEGALUEAX MKZXhhbXBsZS10YTAe FnwOy Mz ASMTky MDIVZ Mz | aFw0z Mz AS
MTYy MDIVE Mz | alVBUx Ez ARBgNVBAMT CnivA YWLwb GUt dGEwggEi MAOGCSqGSI h3DQEB
AQUAA4| BDWAWIgEKAOI BAQDQr R+g/ i 4JyObVURTp1JpGWvR3v Py E5f DKFPQV7r w
MLAMY cnews6U021 zVOX50i v5nSE RX5UxsbR+vwPBMceQyDgS51 exFi vaf B/ Vj f

DT2gX/ U sLL9QCeaSCh7ToJSLj nt pa0D9i z7f ul 3hdxRj pMVEZi E/ r eX9/ ynmdpW E
dgOF6+TOWGZELm Pel j | 50ZwnLHCf t kN aaYk1li PNj Nni HYl G Clj SpABnoZyT]j

sgrwLE2F1f | RkVKWASgToq/ D5v9voXaYYaxXUNIJb4H 5wenRuvT50 n6PXh70r MYy
F5yzLs96yt xqg5gGX9kabVnvx FUSnHf PaOr hl wf TInl j AgMBAAG ggGHM | Bgz Ad
BgNVHUAEFgQUM_1SXb7SelL| W LG BXSBguZCDI wHWYDVROj BBgwFoAUWL1SXb7S
eLl WLG @BXSBguzCDl wbwYDVROTAQH BAUWAWEB/ z AOBg NVH@BBAF 8EBAMCAQYW



GAYDVROgAQH BAAWDDAKBggr BgEFBQC QA CBuQYI KwYBBQUHAQs EgawwgakwPg Y

KwYBBQUHMAgGVhJ zeWsj G 8vcenBr aShl eGFt cGx| Ll dC9yZXBvc?2l 0b3J5L2V4
YWLwb GUt d GEubWZ0MDUGCCs GAQUFBz ANhi | odHRwezovL3JyZHAuZXhhbXBsZS5u
ZXQvbmB0aWzpY2F0aVWuLnht bDAWBggr BgEFBQcwBYYkcnNsbmvbLY 9y c G pLimv4
YWLwh GUubmVOL3J1 ¢ zaXRvcnkvMCc GCCs GAQUFBWEHAQH BBgwHj AJBAI AATAD
AWEAMAK EAgACVANMDAQAWM QY1 KwYBBQUHAQYBAF 8EE) AQoA4WDDAKAGEAAgUAY /[ /

/ zANBgkghki GOWOBAQs FAAOCAQEAa9eL YOQAMI ZA yOzbpt a5wgcOUQV/ yR70/ 0
1zkEZaSavKBt 191 MK6AXZur x1T5j yj | wG7bEt ZZThj t H2nmBOV5kc2t sFj Sq/ yp7N
JBcl MHVd3t Xse9l f 3anXYF4bxRI ci r 11 XI AbYN+Eo1U3i 5qJ O+f xouzt 7Mer k2Di h
nsenTeXKzN7t f muCYZZHCC8vi CoJWIH+0LURMATI QApZsUJ8sFA4TABr r RImA/ Ed5
vOCTBbgqTx7yg0+Var FLPdnj Ygt poCIqwE2C1UpX15r ZSal VuGxXt bwXd/ cHEg5vF
WsQTs MeMQFEUa6hki cD& xLTUdhckBgnCGoF2nl Zi i 5f 1BTWAg==

————— END CERTI FI CATE- - - - -

The CRL is issued by the trust anchor.

----- BEG N X509 CRL-----

M | Bj j BAAQEBMAOGCSqGSI b3 DQEBOWMUANMBUX Ez ARBgNVBAMI Cniv4A YW wb GUt d GEX
DT zMDky Mz ELNTUz OFoXDTI zMTAy Me ELNTUz OFqgLz At MB8GALUd I wQYMBaAFMC9
U 2+0ni yFuyzo00OVOgYLmyy MAo GA1Ud FAQDAg EEMAOGCSq GSI b3DQEBOWMUAA4| B
AQCNgQU+Ng3WCAyY/ pHt Lohe AQt Ng32WAs KPNi Ey L+Qal n0t URUs Wz Og4 1bnmoPz Q
NDQoRMXe9my ohAVRe0Cn M7 AO7HOE Sf j wbaoouPXGTt f wEomHG2CYk+2UlbvxgzZy A
Elc5TvyhkabFMO0+857wgx RP+ht 9NVOI MX6k UFI EOOW3SELVAd9oNNRBWKQ Xj 1huM
6Sf 26va2alt nC5zP01hN+EY3S9T5T1gcgPGBcqRWKoXIJEbRzCr Lsb/ TM 5¢Mpl j e
AHZoBoj VAnMVL1Al H BnGAQ 0+XgaJOaxHvl gJa8i X8QamKghp+o6sv/ at Y2QDDRE
Yj g/ Vr BVKu5VsDY2Lr 29Hsz A

————— END X509 CRL-----

The CA certificate is issued by the trust anchor. This certificate
grants authority over one | Pv4 address block (192.0.2.0/24) and two
AS nunbers (64496 and 64497).

————— BEG N CERTI FI CATE- - - - -

M | E7DCCA9SgAW BAgl UcyCz S10hdf G65kbRq7t 0QAvRDLkWDQYJKoZI hvc NAQEL
BQAWFTETMBEGALUEAX MKZXhhbXBs ZS10YTAe FwOy Mz A5SM MKNTULMz haFwOy NDAS
M | x NTUL Mz haVDivik MT Av Bg NVBAMIKDNBQO Uy QOVGNEZCM FCNOQx MUUz RTEANEVG
QFFM k3@ M3Nzg2NDI wggEi MAOGCSqGSI b3DQEBAQUAAAI BDWAWggEKAOI BAQDC
zz1qwTxC2ocwbsr gqp8kt n2Xy YKI 8ri BVuql Xwf ef TxsR2YFpgz9vk YUd5Az9EVEG?
6wWad yZbt mhK63eEeaqbKz2GHub467498BXeVr YysO+Yul GgCEYKznNDZ4j 5aabbo
j 5+4/ zOQuvvBHESxQdOf 8br 61 KIwgeRVB+f n7 796 HNPBOaqgD7Zj 9NRCLXj bBODCgJ
I i H6r XMKR860f gl | 9V2nRj esvhdKYgkGhG f 9r vxVpLJ/ 6zdr u5CE9yeuJZ591 +n
YH r 6PzdJ4Q7yKr JX8qD6A60] 4+bi aU4MI72Kpsj hQNTTqF/ HRwi ON54GDaknEwE
TnJQ@HgLIDYqwmOy KW j j AgMBAAG ggl UM | CEDAdBgNVHQAEFgQUOs 4s70+y G30R
4+CGE78Hi | 7N3hk| wHWYDVROj BBgWFOAUWM_1SXb7SeLl W LG Q5 XSBguZCDI wbwYD
VROTAQH BAUWAWEB/ z AOBgNVH@BBAf 8 EBAMCAQYWGAYDVROgAQH BA4AWDDAKBgQgr

BgEFBQc OAj BDBgNVHRBEPDAGMDI gNgAOhj Jyc3l uYzovL3JIwa2kuzXhhbXBsZS5u
ZXQuemVwb3Npd@yeS9l eGt ¢ Gxl LXRhLmNy bDBOBggr Bg EFBQC BAQRCVEAWPG Y

KwYBBQUHMAKGVhJ zeWsj G 8vcnBr aShl eGFt cGxl Lkl dC9yZXBvc2l 0b3J5L2V4
YWiLwb GUt dGEUY2VyM G5Bggr BgEFBQec BOWSBr DCBqTA+Bggr BgEFBQcwCoYy cnNS
bmvBLYy9yc & pLnivAYWLwb GUUbnVOL3Jl c@zaXRvenkvZXhhbXBsZS1j YS5t ZnQw
NQY! KwYBBQUHVA2 GKWhOdHBz O 8vcenJkc C5l eGRt cGxl Lkl dCOub3RpZm j YXRp
b24ueGls MDAGCCs GAQUFBz AFhi Ryc3l uYzovL3Jwa2kuzZXhhbXBsZS5uzZXQvcnmvw
b3Npd @y e S8wHwWYI KwYBBQUHAQC BAf 8 EEDAOVAWEAgABMAYDBADAAAI Wi QY1 KwYB
BQUHAQyBAf 8EEj AQo A4WDDAKAgMA+/ ACAWD7 8 TANBgk ghki GOwWOBAQs FAACCACEA
ar | r ZWh22wkFnP+hVj hdg3l sKHB6F QdMIUROU2Dy ZTWbL6C+Hy GAH32pi 5nR/ QLX
FAf dgALaB7r 68t QTGLI W6bd j T+BqUPJIniZcj 56x3cBLJI | t xwFat Tl oypj Ft 3cl s
xFCuuD9J2i Bxc60dTKi 6u0mhQ D+COndxkbe8XXW% 851 Hrls6r YbpGgi MW BC80
qqAz n"BHGROVNKUEVHhOOEY! Ydi AvyFcrj 7Q Di RIL5TDOySVd9pWker DzhgwEll aZ
r pHck+l kKYTS7j TD++6v32HG62CGdsnr yOQUk 3aUlr Lb3k S8vzaGhr gHpGPi dOHAOx
ZS| 1A0l Mpp5nZ7/ h9aWs+A==

————— END CERTI FI CATE- - - - -

The CRL is issued by the CA

----- BEG N X509 CRL-----
M | Br TCBI gl BATANBgkghki GOwOBAQs FADAZ MIEWLWYDVQQDEY gz QUNFMKNFRj RG



Q | xQ dEMITFFMDUx ODRFRKMKRTI 5NOI zNzc4N Qy Fwoy Mz ASM MkNTULMz haFwOy
Mz EwM MKNTULMz hao CBWL TAf BgNVHSMECDAW)BQGzi zvT71 bf RH 4YTvweKXs3eG
Q@ AKBgNVHRQEAW BATANBgkghki GOWOBAQs FAACCAQEACWCNz cAogbM:UL1kBY65
YhL950nBgAcuc99pD4i 9¢1Bnmva 7bXU3cJqlLa0z628CnNOkBbcHy gl HBJ90A/ aYD
Byhxsj zKk7j xt M2l | TpEvCEqvnGLSVi hgS3hONA+sgWiHGL3Rhcj 6hVsi +j 9GENC
T6F9nplmxbl 3i 2xhgeDIGLlpr yvHOhWKh7yJi YS8I t NEal | XDT3szK/ J9wnPj ukTR
5M Ti KOP3TCFuj awb307r | T5SPPgkMsei CdwDgt 6gj mvécows+r M NHSRa+GOvi Sd
gXl j VDf JvF4t KHw59Jc2aFnSG X1/ 1 TDNi Nf XYpUYFCcsqgxk Yf 8FOuO7 At bRmTF
2W==

The end entity certificate is issued by the CA. This certificate
grants signature authority for one |IPv4 address bl ock (192.0.2.0/24).
Signature authority for AS nunbers is not needed for geofeed data
signatures, so no AS nunbers are included in the end entity
certificate.

----- BEG N CERTI FI CATE- - - - -

M | EVj CCAz6gAWM BAgl UJ605Q PX8r Won¥tZwx 3W uMT hZv AWDQYJKoZI hvc NAQEL
BQAWME Ex MC8 GA1 UEAX Mo MDFDRTJ DRUYORK | y MUl 3RDEX RTNFMTIgORUZDMUUy OTdC
Mz c30DYOM AeFwOy Mz ASM MKNTULMz haFwOy NDA3MT k x NTUL Mz ha VDIV MT Av Bg NV
BAMTKDk x NDY1 Mk Ez Gk QL MUMK NDQy Nj Ax OTg4 0Dl GNUMDNUFCRj A1MDEx CDcwggEi
MAOGCSqGSI b3DQEBAQUAAAI BDWAWGgEKA0I BAQCY c TQr Ob/ gB2WBi 3Ki 8PhA/ DEW
yi i 2TgGo9pgCwMI sl Rl 6Zb/ k+aSi WAP9k Sczl cQgt PCVwr 62hTQZCl owBNOBLOC
KO/ 5k1i midi 5qdM3nvKswivBCnoR11vB8pQFw uZnr 5xphXRvE+nmzuJVLgu2Vlupm
BXuW oeymudh6WN +GDj wPXO3Ri XBej Br OFNXhaFLe08y4DPf r/ S/ t XJOBnv Qz Qp
t mbPLYt & pr Yud5l i FFqqP94UelLpl Sf Xd36AKGzqTFCcc3EWDI 5UFELIMFLI noEog
gt oLoKABt 0l KOFGKe/ EgeaBdW.e469ddC9r (X t 5Sw6g6cnxGraYDdl EB34zr AgMVB
AAG ggFgM | BXDAdBgNVHQAEFgQUKUZSo7 1RWUQMAZI | n1xFq/ BToYcwHWYDVRO]
BBgwWFoAUGs 4s70+y G30R4+GE78Hi | 7N3hk| wDg YDVROPAQH BAQDAge AVBg GA1 Ud
I AEB/ wQOVAWMACG Y1 KwYBBQUHDg I wYQYDVROf BFowMDBW FSgUoZQecnNSbmivBLYy 9y
cQ pLmvAYWLwb GUubmVOL3Jl cPzaXRvcenkvMOFDRTJIDRUYORKI y MUl 3RDEX RTNF
MIgORUZDMUUy OTdCMz ¢ 30DYOM 5] cmmabAYl KwYBBQUHAQEEYDBe MFWGCCs GAQUF
Bz AChl Byc3l uYzovL3JIwa2kuzZXhhbXBsZS5uzZXQvcmvwb3Npd @y e S8z QUNFIVK NF
R RGQ | xQ dEMIFFM)Ux ODRFRkMKRTI 5NOI zNzc 4Ny QLN cj Af Bggr BgEFBQXB
BWEB/ wQQVAAWDAQCAAEWBg VEAMAAA] ANBgk ghki GOwW0OBAQs FAACCAQEAI xt 25FUe
e0+uCi dTH+4p7At 3u2ncgHcGIsag3UcoPj cE/ | 1JgQJIRu9Ti MAi NB1C/7Lbdd131g
Ml i L5GBPACF Knf KUPR6S1V8suq6ZT1KQRyLIX+EPgDN2r b/ i j i 0TOK6RKPNBAG
| XVLj t h4x/ uulAAV54GLEhDAPQCS! Urbi nt L/ Hx1MLx2pt N/ +j SHD3XUXd3x 13yi
s6u758nNbA7ND40INNGGEINGQyDchL4l Qzl hyl MNC+bKUi yy MHz 3MgoVAKI | B861 W
Ucv72Mekqg+i 46T/ w3RnaGn4x7RAJct VIVWW3e5YM FnQuuaGOs0Qcox W Bi 4W Eg
8f K1f d/ f 6f ] Z9w==

————— END CERTI FI CATE- - - - -

The end entity certificate is displayed belowin detail. For
brevity, the other two certificates are not.

0 1110: SEQUENCE {
4 830: SEQUENCE ({

8 3 [0] {

10 1: | NTEGER 2
2 }

13 20: | NTEGER
: 27 AD 39 40 83 D7 F2 B5 B9 9B 86 70 C7 75 B2 B9
: 6E E1 66 FO

35 13:  SEQUENCE {

37 9: OBJECT | DENTI FI ER
: sha256W t hRSAEncryption (1 2 840 113549 1 1 11)
48 0: NULL

: }
50 51:  SEQUENCE {

52 49: SET {

54  47: SEQUENCE {

56 3: OBJECT | DENTI FI ER conmonNanme (2 5 4 3)
61 40: Printabl eString

" 3ACE2CEF4FB21B7D11E3E184EFCLE297B3778642’



103
105
120

135
137
139
141
146

188
192
194

205

207
212
216

477

482
486
490
492

497
499

521
523

528
530
532

13:
13:
51:
49:
47:

40:

271:
266:
257:

352:
348:
29:

22:
20:

24:

20:

}
}

}

SEQUENCE {
UTCTi me 23/ 09/ 2023 15: 55: 38 GMT
UTCTi me 19/ 07/ 2024 15: 55: 38 GMT

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER conmonName (2 5 4 3)
PrintableString
' 914652A3BD51C144260198889F5CA5ABF053A187’

}
}

}
SEQUENCE {
SEQUENCE ({
OBJECT | DENTI FI ER
rsaEncryption (1 2 840 113549 1 1 1)
NULL

}
BIT STRING encapsul ates {
SEQUENCE ({
| NTEGER

00 B2 71 34 2B 39 BF EA 07 65 B7 8B 72 A2 FO
40 FC 31 16 CA 28 B6 4E 01 A8 F6 98 02 CO EF
BO 84 48 E9 96 FF 93 E6 92 89 65 8F F6 44 9C
57 10 82 D3 C2 57 OA FA DA 14 DO 64 22 28 OO
74 04 BD 1C 2B 4F F9 93 58 A6 25 D8 B9 A9 D3
9E F2 AC G0 CF 02 9E 84 75 D6 FO 7C A5 01 70
E6 66 AF 9C 69 85 74 6F 13 E9 B3 B8 95 4B 82
95 D6 EA 66 05 7B 96 96 87 B2 9A E7 61 E9 65
F8 60 E3 CO F5 CE DD 18 97 05 E8 C1 AC El1 4D
16 85 2D ED 3C CB 80 CF 7E BF D2 FE D5 C9 38
BB 43 34 29 B6 66 CF 2D 8B 46 7E 9A D8 BB 8E
88 51 6A A8 FF 78 51 E2 E9 21 27 D7 77 7E 80
6C EA 4C 50 9C 73 71 16 F6 5E 54 14 4D 4C 14
67 A0 4A 20 AA DA OB A0 A0 01 B7 42 24 38 51
78 2F C4 81 E6 81 75 62 DE E3 AF 5D 74 2F 6B
FB 79 C3 A8 3A 72 6C 46 F9 A6 03 74 81 01 DF

EB
I NTECER 65537

}
}
}
[3]
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
subj ect Keyldentifier (2 5 29 14)
OCTET STRING encapsul ates {
OCTET STRI NG

F8
65
CE
13
37
AE
ED
89
5E
19
65
28
B9
8A
41
8C

91 46 52 A3 BD 51 C1 44 26 01 98 88 9F 5C 45 AB

FO 53 Al 87
}

}
SEQUENCE {
OBJECT | DENTI FI ER
aut horityKeyldentifier (2 5 29 35)
OCTET STRING encapsul ates {
SEQUENCE {
[ 0]

3A CE 2C EF 4F B2 1B 7D 11 E3 E1 84 EF C1 E2 97

B3 77 86 42
}



554
556
561
564
566

570
572
577
580
582
584
586

596
598

603
605
607
609
611
613

695
697

707
709
711
713

723

805
807

817
820
822
824
826
830
832

24:

14:
12:
10:

90:
88:
86:

82:
80:

108:

96:

92:

80:

NAEROR

}

}
SEQUENCE {
OBJECT | DENTI FI ER keyUsage (2 5 29 15)
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 7 unused bits
"1’B (bit 0)

}
SEQUENCE {
OBJECT | DENTIFIER certificatePolicies (2 5 29 32)
BOOLEAN TRUE
OCTET STRING encapsul ates {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
resourceCertificatePolicy (1 36 155 7 14 2)

}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
cRLDi stributionPoints (2 5 29 31)
OCTET STRING encapsul ates {
SEQUENCE {
SEQUENCE {
[0] {
[0] {
6

"rsync://rpki.exanpl e. net/repository/ 3ACE
' 2CEFAFB21B7D11E3E184EFC1E297B3778642. crl’

}
}
}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
authoritylnfoAccess (1 36 1557 11)
OCTET STRING encapsul ates {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
calssuers (1 36 155 7 48 2)
[ 6]
"rsync: //rpki.exanpl e. net/repository/3ACE
' 2CEF4FB21B7D11E3E184EFCLE297B3778642. cer’
}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
i pAddrBlocks (1 36 1557 17)
BOOLEAN TRUE
OCTET STRING encapsul ates {
SEQUENCE ({
SEQUENCE {
OCTET STRING 00 01
SEQUENCE {
BI T STRI NG
’’010000000000000000000011' B

}



838 13: SEQUENCE ({
840 9: OBJECT | DENTI FI ER
: sha256W t hRSAEncryption (1 2 840 113549 1 1 11)
851 0: NULL
: }
853 257: BIT STRING
: 97 1B 76 E4 55 1E 7B 4F AE OA 27 53 1F EE 29 EC
0B 77 BB 69 DC 80 77 06 4E C6 A0 DD 47 28 3E 37
04 FC 8D 49 81 02 51 BB D4 E2 33 88 8D 07 50 BB
2D B7 5D D7 7D 60 31 D9 62 2F 91 90 DC FE 10 7C
A9 DF 92 E3 D1 E9 2D 55 F2 CB AA E9 94 F5 29 04
72 2C 9C 7E 10 F8 03 37 6A DB FE 28 E2 D1 33 8A
E9 12 8F 34 17 46 95 75 4B 8E D8 78 C7 FB AE D4
EE 15 E7 81 8B 12 10 CO 3D 00 BC 21 49 B9 8A 7B
4B FC 7C 75 33 5C 76 A6 D3 7F FA 3E 47 OF 75 D4
5D DD F1 D7 7C A2 B3 AB BB E7 CO DB 03 B3 43 E3
42 4D 84 61 B9 24 D1 90 80 37 21 2F 82 10 CC 88
72 94 C3 42 F9 B2 94 8B 2C 8C 1F 3D CC AA 85 40
92 52 01 F3 A2 16 51 CB FB D8 C7 A4 AB E8 B8 E9
3F FO DD 19 DA 1A 7E 31 ED 10 09 72 D5 49 5B 0D
DE E5 83 2B 16 74 1C BA E6 86 3A CD 10 72 8C 56
EC 18 B8 5B B1 20 F1 F2 B5 7D DF DF E9 F8 D9 F7

}

To all ow reproduction of the signature results, the end entity
private key is provided. For brevity, the other two private keys are
not .

M | EpQ BAAKCAQEASNEOKznt 6gdl t 4t yovDAQPwx Fsoot k4BgPaYAs Dv Zb CESOMWV
/ 5Pnkol | j / ZEnMbXEl LTW cK+t oU0GQ KMATAASIOHCE P+ZNYpi XYuanTN57yr VMDP
Ap6Eddbwf KUBcK7nmzZg+caYVObxPps7i VS4Lt | dbqZgV7l paHsprnYel | i f hg48D1
zt 0Yl wXowazhTV4AWhS3t PMUAZ 36/ Ov7Vy TgZuOMIKbZney2LRn6a2LuQzZYhRaqj /

eFH 6SEn13d+gChs6kxnHNXxFvZe VBRNTBS5Z6BKI Kr aC6CgAbdCIDhRi ngvx| Hm
gXVi 3uOv XXQvaOH7ec CoOnJsRvmmA3SBAd+Mew DAQABA0I BAQCY BOFe MuKBbRo
18akKj FGSPEoZi 53sr | z5bvUgl i 92TBLez7ZnzL6l yn260J+5t h+l CHGO dgl hXi o
pl 50C5Yc9TFbbl b/ ECOsuCuugKFj Z8CD3GVsHoz XKJeMMH 05YZXQ ORj 6UnwT0z

ol / JE5pI GUCI gsXX6t z9s5BP3I UAVVQHsV6+VEVKLXQ@BwW / 1vl L8O CNO36EVOGE]

mpkwny gPj f ECT9wbW0yn3j xJb36+M @ j UP280NI Vn/ | KoPZRXnqchEbuuCl651
| saFSqti ThmaWzt vCH | Dg+6/ dcMucnilj | ReYWW f dHf j pl | | VPve9c/ OmpVEQVF
t 3Ar Wt 5A0GBANs4764yHxodntt LI E7G7I / t f 9bPAKKUI Yw4R4By EocuqMCAy hnt

MPCf OFLOQet 710OWCK| P2L/ 7EKUe9yx 7G5 KmKAHY6] § vcRkvGsl 61 WFOs@Bpl26M
YOhm&Ez MJ t sdhAi MrOWKzj vidWgf MgghQe+Pnj j SVkgTt +7Bxpl uGBAv Ao GBANBg
26FF5cDLpi xQd3ZalYXsOgguwCaw3Pl vi 7vUZRpa/ zBVELEt yOebf akkl RAWNND71

nE+l AZwxm+29PTDONqCFE91t eyzj nQaLObkkAdJi FuVV3i cLOG0399Fr nJbKensm
FGSI i +3KxChCNI JJf g\W q4bEOQi 0AM dGhYXzl YQFAoGBAMSt uDI36KDU+hI S6wWu6
Q2TPSf ZhF/ zPo3pCWQ78/ Db+Zdw4l Ei qoBA7FANPVLg9Y/ HBUTx9r / veqe7hPCo
Ok 7Npl zSnKTHKkc5Xf Z60Zn90LFoKba40alk XoJdWEU2YRCaU Ae9F6/ Rog6PHYz

VLE5gscRbuOXChLKkN+z7bg5bA0GBAKDs bDEb/ dbgbyaAYpmihH2s dRSkphg7Ni we
DNmBqWa1J6Zwl+MB71 6(BnaRREUULI AVQqWHVLr / ROBQBENTJI1Uc5/ gFe T2 XXUgkf

t aMKv61t uyj ZK3sTnznVhOHf zUpW EhWiCEUB+ZYVdn052ZGn2A75Rdr | LL2+9Dc
PvDXVubRA0GAdgXeSWLxuzZXz| 8r saKr @G TYaXnOWaZi eULSL5vVe8nK257UDgZ
E3ng2j 5XPTUW i +aNGFEJGRoNt cQv 0600 sFZUnu52sqq9mAV/YZNh1TB5aP8X+pV
i FcZOLUv QECNBPA+YQK5FULLr Al IMOGTYBRDNVnUl OL2xf CYxb7FzV6Y=

————— END RSA PRI VATE KEY- --- -

The signing of "192.0.2.0/24,US, WA, Seattle," (term nated by CR and
LF) yields the follow ng detached CMS signature.



RPKI Signature: 192.0.2.0/24

M | GQAYJKoZI hveNAQcCol | GMITCCBI 0CAQWKDTALBgl ghk gBZQVEAgEWDQYLKoZ
I hve NAQGKQAS+gggRaM | EVj CCAz6gAW BAgl UJ605Q PX8r WormtZwx 3W uW hZv
AWDQYJKoZI hvc NAQEL BQAWVE Ex MCB GAT1 UEAX Mb MDFDRTJ DRUYORK I y MUl 3RDEXR
TNFMIgORUZDMUUy OTdCMz c30DYOM AeFwOy Mz ASM MKNTULMz haFwOy NDA3MTk x
NT UL Mz haVDivk MT Av Bg NVBAMTI KDk x NDY 1 vk Ez Gk QL MUMK NDQy Nj Ax OTg4 0Dl GNUM
ONUFCR} A1MDExODcwggEi MAOGCSqGSI b3DQEBAQUAA4I BDWAWIgEKAOI BAQCYcT
Q b/ gB2WBi 3Ki 8PhA/ DEWi i 2TgGo9pgCwMI s| Rl 6Zb/ k+aSi WAWP9k Sczl c Qg
t PCVWr 62hTQZCl owBNOBLOc KO/ 5k1i midi 5qdMBnvKswivBCnoR11vB8pQFwr uZm
r 5xphXRvE+nmzuJVLgu2V1upnBXuW oeynmudh6WA +GDj wPXO3Ri XBej Br OFNXha
FLe08y4DPfr/ S/t XJOBn7 Qz Qot mbPLYt & pr Yu45l i FFqgP94UelLpl Sf Xd36AKG
zqTFCcc3EWAI 5UFELMFLI noEogqt oLoKABt 0l KOFGKeC/ EgeaBdW.e469ddC9r Q
ft 5weg6cmxGraYDdl EB34zr AgMBAAG ggFgM | BXDAdBgNVHQAEFgQUKUZS071R
WUQMZi | n1xFq/ BToYcwHWYDVROj BBgwF0AUOs4s70+y G30R4A+GE78Hi | 7N3hKI
wDg YDVROPAQH BAQDAge AMBgGALUdI AEB/ wQOVAWACY Y1 KwYBBQUHDg I wYQYDVR
0f BFowWDBW FSgUoZQcnNsbmvBLY 9y c G pLnvAYWLwbob GUubmV/OL3Jl c@zaXRvc
nkvM)FDRTJDRUYORK| y MJI 3RDEX RTNFMTIg0RUZDMJUy OTdCMz c 30DYOM 5) ¢ mwwv
bAYI KwYBBQUHAQEEYDBe MFWGCCs GAQUFBz AChl Byc3l uYzovL3Jwa2kuZXhhbXB
SZS5uZXQvemvnb3Npd Py eS8z QUNFMKNFR] RGQ | xQ dEMTFFM Ux ODRFRK Mk RT
I 5NOI zNzc4N QyLmN cj Af Bggr BgEFBQc BBWEB/ WQQVAAWDAQCAAEWBY VEAVAAA
j ANBgkghki GOWOBAQs FAACCAQEAI xt 25FUee0+uCi dTH+4p7At 3u2ncgHcGTsag
3UcoPj cE/ 1 1JgQIRu9Ti M4i NB1C7Lbdd131gMil i L5GRBPAQ Knf kuPR6S1V8su
g6ZT1KQRYLIX+EPGDN2r b/ i j i 0OTOK6RKPNBAG XVLj t hdx/ uulAV54GLEhDAPQ
C8l Unbi nt L/ Hx1MLx2pt N/ +j 5HD3XUXd3x13yi s6u758nbA7ND40J NhGG5JINGQY
DchL41 Qzl hyl MNC+bKU yyMHz 3MjoVAKI | B861 Wcv72Mekq+i 46T/ w3RnaGn4x
7TRAJct VIVWW3e5YM FnQcuuaGOs 0Qcox W Bi 4WF Eg8f K1f d/ f 6f ] 29z GCAaowggG
mMAgEDgBSRRI Kj vVVHBRCYBN i f XEW 8FChhz ALBgl ghkgBZQVEAgGgaz AaBgkghk
i GOWOBCQVWK DQYLK0ZI hvc NAGk QASSWHAYJKoZI hve NAQGk FMBXDTI zMDky Mz ELN
TUz OFowLwYJKoZl hveNACQKEMSI El Cvi 8p5S8ckg2wTRhDBQzG j j yqs5T6Il +4vt
BHy pf c EWWMAOGCSgGSI b3DQEBAQUABI | BAKZND7 pKdVdf pB6zaJN89wTt +sXd0i o
OWULMc+06gRIFt 3SWmKNW2nYPr DbocJ+Q r DMaxbp4Qet JOMX n1+AYAS8v5j PDO
4a63U4/ m2D3wsSnQs DPOI UvkngRzf nS66HgHgi OVdHBOU+OnMEJugHNTLX0dknb
L3zwxyDJTHdo+dMBOUWOXdcj wpsPM3xqg57EXj 5EI K5Jbar dX( r sysAnEdkt UY
oyay GNbbQel ANYJc OmuHhSXAr R+qqzvNP2VDRqqKECpd65YWFSngl VM BH2MBP
D2F0p3sdnidl e GAZVWAERVB4 AXOLPUFDNdhant 4 Xpl wql oAi g7xi Lnvj 8qu5Cc=
End Signature: 192.0.2.0/24

HHEFHFFHFFHFHFHFHFRHFEHFHFHFH R HFEHFEHFHFH R FEHFRHFH
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