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I ntroduction

| Pv6 [ RFC8200] source nodes use Routing headers to specify the path
that a packet takes to its destination(s). The |IETF has defined
several Routing Types; see [IANA-RT]. This docunent defines two new
Routing Types. Collectively, they are called the Conpact Routing
Header (CRH). Individually, they are called CRH 16 and CRH 32

The CRH allows | Pv6 source nodes to specify the path that a packet
takes to its destination. The CRH can be encoded in relatively few
bytes. The followi ng are reasons for encoding the CRH in as few
byt es as possi bl e:

* Many forwarders based on Application-Specific Integrated Circuits
(ASI Cs) copy headers from buffer nmenory to on-chip nenory. As
header sizes increase, so does the cost of this copy.

* Because Path MIU Discovery (PMIUD) [ RFC8201] is not entirely
reliable, many 1 Pv6 hosts refrain from sending packets |larger than
the IPv6 mninmumlink MU (i.e., 1280 bytes). When packets are
smal |, the overhead inposed by | arge Routing headers is excessive.

Thi

s docunent describes an experinent with the foll ow ng purposes:
* To denpnstrate that the CRH can be inpl enented and depl oyed

* To denponstrate that the security considerations described in this
docunent can be addressed with ACLs

* To encourage replication of the experinent
Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

The Conpact Routing Header (CRH)



Both CRH versions (i.e., CRH 16 and CRH 32) contain the foll ow ng
fields:

*  Next Header, as defined in [ RFC8200]
* Hdr Ext Len, as defined in [ RFC8200]

* Routing Type, as defined in [RFC8200] (CRH 16 value is 5, and
CRH 32 value is 6.)

*  Segnents Left, as defined in [ RFC8200]
* type-specific data, as described in [ RFC3200]

In the CRH, the type-specific data field contains a |ist of CRH
Segnent ldentifiers (CRH SIDs). Each CRH SID identifies an entry in
the CRH Forwarding I nformation Base (CRH-FIB) (Section 4). Each CRH
FIB entry identifies an interface on the path that the packet takes
to its destination.

CRH SIDs are listed in reverse order. So, the first CRH SIDin the
list represents the final interface in the path. Because CRH SIDs
are listed in reverse order, the Segnments Left field can be used as
an index into the CRHSIDIist. 1In this docunent, the "current CRH
SID' is the CRH SID list entry referenced by the Segnments Left field.

The first CRH SIDin the path is omtted fromthe list unless there
is some reason to preserve it. See Appendix A for an exanpl e.

In the CRH 16 (Figure 1), each CRH SID is encoded in 16 bits. 1In the
CRH 32 (Figure 2), each CRH SID is encoded in 32 bits.

In all cases, the CRH MJUST end on a 64-bit boundary. So, the type-
specific data field MJST be padded with zeros if the CRH woul d
ot herwi se not end on a 64-bit boundary.
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Figure 1: CRH 16
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Figure 2: CRH 32
4. The CRH Forwarding | nformati on Base (CRH FIB)

Each CRH SID identifies a CRHFIB entry.



Each CRHFIB entry contai ns:

* An | Pv6 address

* A topol ogi cal function

* Arguments for the topol ogical function (optional)

The |1 Pv6 address can be a d obal Unicast Address (GUA), a Link-Loca
Uni cast (LLU) address, or a Unique Local Address (ULA). When the

I Pv6 address is the final address in a path, it can also be a
mul ti cast address.

The topol ogi cal function specifies how the processi ng node forwards
the packet to the interface identified by the | Pv6 address. The
foll owi ng are exanpl es:

* Forward the packet through the | east-cost path to the interface
identified by the I1Pv6 address (i.e., |oose source routing).

* Forward the packet through a specified interface to the interface
identified by the IPv6 address (i.e., strict source routing).

Sone topol ogi cal functions require paraneters. For example, a
topol ogi cal function mght require a paraneter that identifies the
interface through which the packet is forwarded.

The CRHFI B can be popul ated by:

* An operator, using a Command Line Interface (CLI)

* A controller, using the Path Conputation El enent Commruni cation
Prot ocol (PCEP) [RFC5440] or the Network Configuration Protocol
(NETCONF) [ RFCB241]

* A distributed routing protocol, such as those defined in
[ 1 SOL0589- Second- Edi tion], [RFC5340], and [ RFC4271]

The above-nenti oned nmechani sns are not defined here and are beyond
the scope of this docunent.

Processi ng Rul es
The foll owi ng rul es descri be CRH processing:

* |f Hdr Ext Len indicates that the CRHis larger than the
i mpl ementati on can process, discard the packet and send an | CMPv6
[ RFC4443] Parameter Problem Code 0, nessage to the Source
Address, pointing to the Hdr Ext Len field.

* Conpute L, the mininmumCRH | ength (Section 5.1).

* |f Lis greater than Hdr Ext Len, discard the packet and send an
| CMPv6 Parameter Problem Code 6, nessage to the Source Address,
pointing to the Segnents Left field.

* Decrenent Segnents Left

* Search for the current CRH SIDin the CRHFIB. 1In this docunent,
the "current CRH SID' is the CRH SID list entry referenced by the
Segnents Left field

* |f the search does not return a CRHFIB entry, discard the packet
and send an | CMPv6 Paraneter Problem Code 0, nessage to the
Source Address, pointing to the current SID
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* |f Segnents Left is greater than O and the CRH FIB entry contains
a nmulticast address, discard the packet and send an | CMPv6
Par anet er Probl em Code 0, nessage to the Source Address, pointing
to the current SID. (This prevents packet storns.)

* Copy the IPv6 address fromthe CRH-FIB entry to the Destination
Address field in the | Pv6 header

* Submt the packet, its topological function, and its paraneters to
the 1 Pv6 nodul e.

| NOTE: By default, the |IPv6 nodul e determ nes the next hop and
| forwards the packet. However, the topol ogical function may

| elicit another behavior. For exanple, the |Pv6 nodul e may

| forward the packet through a specified interface.

Conputing M ni mum CRH Length

The al gorithm described in this section accepts the foll ow ng CRH
fields as its input paraneters:

* Routing Type (i.e., CRH 16 or CRH 32)
*  Segnents Left

It yields L, the minimum CRH I ength. The mninum CRH length is
measured in 8-octet units, not including the first 8 octets.

<CODE BEGQ NS>
swi tch(Routing Type) {
case CRH 16:
if (Segnents Left <= 2)
return(0)
si dsBeyondFi rst Wrd = Segnents Left - 2;
si dPerWord = 4;
case CRH 32:
if (Segnents Left <= 1)
return(0)
si dsBeyondFi rst Wrd = Segnents Left - 1
si dsPerWord = 2;
case default:
ret ur n( OxFF) ;
}

words = sidsBeyondFirstWrd div sidsPerWrd;
i f (sidsBeyondFirstWrd nod sidsPerWrd)
wor ds++;

r et ur n( wor ds)
<CODE ENDS>

Mutability

In the CRH, the Segments Left field is nutable. Al remaining fields
are imut abl e.

Applications and CRH SI Ds

A CRH contains one or nmore CRH SIDs. Each CRH SID is processed by
exactly one CRH configured router whose one address matches the
packet Destination Address.

Therefore, a CRH SIDis not required to have domai n-w de
significance. Applications can allocate CRH SIDs so that they have
ei ther domai n-wi de or node-local significance.
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10.

Oper ational Considerations

PI NG and Traceroute [ RFC2151] both operate correctly in the presence
of the CRH. TCPDUMP and Wreshark have been extended to support the
CRH.

PI NG and Traceroute report 16-bit CRH SIDs for CRH 16 and 32-bit CRH
SIDs for CRH-32. It is reconmended that the experinental versions of
PI NG use the textual representations described in Section 9.

Textual Representations
A 16-bit CRH SID can be represented by four |owercase hexadeci ma

digits. Leading zeros SHOULD be omtted. However, the all-zeros CRH
SID MUST be represented by a single 0. The foll owi ng are exanpl es:

*  beef
*  eef
* 0

A 16-bit CRH SID al so can be represented in dotted-deci mal notation.
The foll owi ng are exanpl es:

* 192.0

* 192.51

A 32-bit CRH SID can be represented by four |owercase hexadeci ma
digits, a colon (:), and another four |owercase hexadeciml digits.
Leadi ng zeros MJST be omtted. The follow ng are exanpl es:

* dead: beef

*  ead: eef

* ! beef

*  bpeef:

A 32-bit CRH SID can also be represented in dotted-deci mal notation.
The foll owi ng are exanpl es:

* 192.0.2.1
* 192.0.2.2
* 192.0.2.3

Security Considerations
In this docunment, one node trusts another only if both nodes are
operated by the sane party. A node determ nes whether it trusts
anot her node by examning its |IP address. In nany networks,
operators nunber their nodes using a snmall nunber of prefixes. This
facilitates identification of trusted nodes.
A node can encounter security vulnerabilities when it processes a
Routi ng header that originated on an untrusted node [ RFC5095].
Theref ore, nodes MJST depl oy ACLs that discard packets containing the
CRH when both of the followi ng conditions are true:

* The Source Address does not identify an interface on a trusted
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node.
* The Destination Address identifies an interface on the |ocal node.
The above-nenti oned ACLs do not protect the node from attack packets
that contain a forged (i.e., spoofed) Source Address. |In order to
mtigate this risk, nodes MAY al so discard packets containing the CRH
when all of the followi ng conditions are true:
* The Source Address identifies an interface on a trusted node.

* The Destination Address identifies an interface on the |ocal node.

* The packet does not pass an Enhanced Feasi bl e-Path Uni cast Reverse
Pat h Forwardi ng (EFP-uRPF) [RFC8704] check.

The EFP-uRPF check elinminates sone, but not all, packets with forged
Source Addresses. Therefore, a network operator that deploys CRH
MUST i mpl enent ACLs on each of its edge nodes. The ACL discards
packets whose Source Address identifies an interface on a trusted
node.
The CRH is conpatible with end-to-end | Pv6 Authentication Header (AH)
[ RFC4302] processing. This is because the source node cal cul ates the
Integrity Check Value (ICV) over the packet as it arrives at the
desti nation node.

Experimental Results
Parties participating in this experinent should publish experinmenta
results within one year of the publication of this docunent.
Experimental results should address the foll ow ng:
* Effort required to depl oy

- Was depl oynment incremental or network-w de?

- Was there a need to synchroni ze configurations at each node, or
coul d nodes be configured i ndependent!|y?

- Did the deploynent require a hardware upgrade?
- Did the CRH SIDs have donmai n-wi de or node-|ocal significance?
* Effort required to secure
*  Performance inpact
* FEffectiveness of risk mitigation with ACLs
* Cost of risk mitigation with ACLs
* Mechani smused to popul ate the CRHFIB
* Scal e of depl oynent
* |Interoperability
- Did you deploy two interoperable inplenmentations?
- Did you experience interoperability probl ens?

- Did inmplenentations generally inplenent the sanme topol ogica
functions with identical argunents?

- Were topological function semantics identical on each



i npl ement ati on?

* Effectiveness and sufficiency of Operations, Adm nistration, and
Mai nt enance (OAM nechani sns

- Did PING work?

- Did Traceroute work?

- Did Wreshark work?

- Did TCPDUWP wor k?
12. | ANA Consi derations

| ANA has registered the following in the "Routing Types" subregistry
within the "Internet Protocol Version 6 (lIPv6) Parameters" registry:

B oot sy ety
| Value | Description | Reference |
=4 —————————————{———————————+
| 5 | CRH 16 | RFC 9631 |
+----- - I i I +
| 6 | CRH 32 | RFC 9631 |
+------- F-- - - - - - F--- - - - +
Table 1
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Appendi x A.  CRH Processi ng Exanpl es

Thi s appendi x denonstrates CRH processing in the follow ng scenari os:

* The CRH SID list contains one entry for each segment in the path

(Appendi x A 1).

* The CRH SID list omits the first entry in the path (Appendix A 2).

Figure 3 provides a reference topology that is used in all exanples,

and Table 2 describes two entries that

| Node: S | | Node: 11
| Loopback: |--------------- | Loopback:
| 2001: db8: : a| | 2001: db8: :
|
| __________
| | Node: D
————————————————————— | Loopback:

| 2001: db8: :

appear in each node’s CRH FI B.

| | Node: 12 |
[ommmm o | Loopback: |
1] | 2001: db8: : 2|



Fi gure 3: Reference Topol ogy

B bl S ool e
| SID| I1Pv6 Address | Forwardi ng Method

[ ool oo oo e s sl
| 2 | 2001:db8::2 | Least-cost path |
+----- F-- - - - - - i I I S +
| 11 | 2001:db8::b | Least-cost path |
+----- I I I IR R +

Tabl e 2: Node Sl Ds
A.1l. The CRH SID list contains one entry for each segnent in the path.

In this exanple, Node S sends a packet to Node Dvia |12, and |2
appears in the CRH segnent |ist.

o e e e e e e e e e e e e e o m o o e e e o +
| Source Address = 2001:db8::a | Segments Left =1

o m e e e e e e e e mee oo s o e e o s +
| Destination Address = 2001:db8::2 | SID0] = 11 |
o m m e e e e e e e e e e e eo oo s o e e e oo +
I | SID1] =2 I
o e e e e e e e e e e e e e o m o o e e e o +

T T S RIS +
| Source Address = 2001:db8::a | Segnents Left = 0 |
o e e e e e e e e e e e e e o m o o e e e o +
| Destination Address = 2001:db8::b | SID0] = 11 |
O S TRy +
I | SID1] =2 I
T T T r ey I +

Tabl e 4. Packet Travels froml2 to D
A.2. The CRHSIDIlist onits the first entry in the path.

In this exanple, Node S sends a packet to Node D via |12, and |2 does
not appear in the CRH segnent |ist.

o e e e e e e e e e e e e oo oo o e e e e oo +
| Source Address = 2001:db8::a | Segnents Left =1

S o e e oo s +
| Destination Address = 2001:db8::2 | SID0] = 11 |
o e e e e e e e e e e mmmemao - o e e e e oo oo +

S o e e oo s +
| Source Address = 2001:db8::a | Segnents Left =0

o e e e e e e e e e e mmmemao - o e e e e oo oo +
| Destination Address = 2001:db8::b | SID O] = 11 |
o e e e e e e e e e e e e oo oo o e e e e oo +

Tabl e 6: Packet Travels froml2 to D
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