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I ntroduction
Thi s docunent updates "Cryptographic Message Syntax (CM5)" [ RFC5652].

The CMS envel oped-data content type [RFC5652] and the CMVB

aut henti cat ed- envel oped-data content type [ RFC5083] support both key
transport and key agreenent algorithnms to establish the key used to
encrypt and decrypt the content. |In recent years, cryptographers
have been specifying Key Encapsul ati on Mechani sm (KEM al gorithms,

i ncludi ng quantum secure KEM al gorithms. This docunent defines
conventions for the use of KEM algorithns for the CVS envel oped-data
content type and the CMS aut henti cat ed- envel oped-data content type.

A KEM al gorithmis a one-pass (store-and-forward) nechanism for
transporting random keying material to a recipient using the
recipient’s public key. This neans that the originator and the
reci pients do not need to be online at the sane tine. The
recipient’s private key is needed to recover the random keyi ng
material, which is then treated as a pairw se shared secret (ss)
bet ween the originator and recipient.

The KEMReci pientinfo structure defined in this docunent uses the

pai rwi se shared secret as an input to a key derivation function (KDF)
to produce a pairw se key-encryption key (KEK). Then, the pairw se
KEK is used to encrypt a content-encryption key (CEK) or a content-
aut henti cat ed-encryption key (CAEK) for that recipient. Al of the
reci pients receive the sane CEK or CAEK

In this environnent, security depends on three things. First, the
KEM al gorithm nust be secure agai nst adaptive chosen ci phertext
attacks. Second, the key-encryption algorithmnust provide
confidentiality and integrity protection. Third, the choices of the
KDF and t he key-encryption algorithmneed to provide the sane | eve
of security as the KEM al gorithm

A KEM al gorithm provi des three functions:

KeyGen() -> (pk, sk):
Generate the public key (pk) and a private key (sk).

Encapsul ate(pk) -> (ct, ss):
G ven the recipient’s public key (pk), produce a ciphertext (ct)
to be passed to the recipient and shared secret (ss) for the
originator.

Decapsul ate(sk, ct) -> ss
G ven the private key (sk) and the ciphertext (ct), produce the
shared secret (ss) for the recipient.

To support a particular KEM al gorithm the CMS origi nator MJST
i mpl ement the KEM Encapsul ate() function

To support a particular KEM al gorithm the CMS recipient MJST
i mpl ement the KEM KeyGen() function and the KEM Decapsul at e()
function. The recipient’s public key is usually carried in a
certificate [ RFC5280].
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1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. ASN.1

CMVB val ues are generated using ASN. 1 [ X 680], which uses the Basic
Encodi ng Rul es (BER) and the Distingui shed Encodi ng Rul es (DER)
[ X. 690] .

3. CMS Version Nunbers

As described in Section 1.3 of [RFC5652], the major data structures

i nclude a version nunber as the first itemin the data structure.

The version nunber is intended to avoid ASN. 1 decode errors. Sone

i npl ementati ons do not check the version nunber prior to attenpting a
decode, and then if a decode error occurs, the version nunber is
checked as part of the error-handling routine. This is a reasonable
approach; it places error processing outside of the fast path. This
approach is also forgiving when an incorrect version nunber is used
by the origi nator

Whenever the structure is updated, a higher version nunber will be
assi gned. However, to ensure nmaxi numinteroperability, the higher
versi on nunmber is only used when the new syntax feature is enpl oyed.
That is, the |l owest version nunber that supports the generated syntax
is used.

KEM Processi ng Overvi ew

KEM al gorithms can be used with three CV5S content types: the

envel oped-data content type [ RFC5652], the authenticated-data content
type [ RFC5652], or the authenticated-envel oped-data content type

[ RFC5083]. For sinplicity, the term nol ogy associated with the

envel oped-data content type will be used in this overview.

The originator randomy generates the CEK (or the CAEK), and then all
reci pients obtain that key as an encrypted object within the
KEMReci pi entInfo encryptedKey field explained in Section 3. Al

reci pients use the originator-generated symmetric key to decrypt the
CM5 nessage

A KEM al gorithm and a key derivation function are used to securely
establish a pairwi se symmetric KEK, which is used to encrypt the
ori gi nator-generated CEK (or the CAEK).

I n advance, each recipient uses the KEM KeyGen() function to create a
key pair. The recipient will often obtain a certificate [RFC5280]
that includes the newWwy generated public key. Wether the public key
is certified or not, the newy generated public key is made avail abl e
to potential originators.

The originator establishes the CEK (or the CAEK) using these steps:
1. The CEK (or the CAEK) is generated at random
2. For each recipient:

* The recipient’s public key is used with the KEM Encapsul at e()

function to obtain a pairw se shared secret (ss) and the
ci phertext for the recipient.



* The key derivation function is used to derive a pairw se
symmetric KEK, fromthe pairwise ss and other data that is
optionally sent in the ukmfield.

* The KEK is used to encrypt the CEK for this recipient.

3. The CEK (or the CAEK) is used to encrypt the content for al
recipients.

The reci pient obtains the CEK (or the CAEK) using these steps:

1. The recipient’s private key and the ciphertext are used with the
KEM Decapsul ate() function to obtain a pairw se ss.

2. The key derivation function is used to derive a pairw se
symretric KEK, fromthe pairwi se ss and other data that is
optionally sent in the ukmfield.

3. The KEK is used to decrypt the CEK (or the CAEK).
4. The CEK (or the CAEK) is used to decrypt the content.
KEM Reci pi ent | nformation

Thi s docunent defines KEMReci pientinfo for use with KEM al gorithns.
As specified in Section 6.2.5 of [RFC5652], recipient information for
addi ti onal key managenent techniques is represented in the

O herReci pientInfo type. Each key nanagenent technique is identified
by a unique ASN. 1 object identifier

The object identifier associated with KEMReci pientinfo is:

id-ori OBJECT IDENTIFIER ::= { iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) 13 }

id-ori-kem OBJECT IDENTIFIER ::= { id-ori 3}
The KEMReci pientlinfo type is:

KEMReci pi entInfo ::= SEQUENCE {
versi on CMSVersion, -- always set to O
rid Recipientldentifier,
kem KEMAI gorit hm dentifi er,
kenct OCTET STRI NG
kdf KeyDerivationAl gorithmdentifier,
kekLengt h | NTEGER (1..65535),
ukm [0] EXPLICIT UserKeyi ngvaterial OPTI ONAL
wrap KeyEncryptionAl gorithm dentifier,
encrypt edKey Encrypt edKey }

The fields of the KEMRecipientlnfo type have the foll ow ng nmeani ngs:

version is the syntax version nunber. The version MJST be 0. The
CVBVersion type is described in Section 10.2.5 of [RFC5652].

rid specifies the recipient’s certificate or key that was used by
the originator with the KEM Encapsul ate() function. The

Reci pientldentifier provides two alternatives for specifying the
recipient’s certificate [RFC5280], and thereby the recipient’s
public key. The recipient’s certificate MJIST contain a KEM public
key. Therefore, a recipient X 509 version 3 certificate that
contains a key usage extension MJST assert the keyEnci phernent

bit. The issuerAndSerial Nunber alternative identifies the
recipient’s certificate by the issuer’s distinguished name and the
certificate serial nunmber; the subjectKeyldentifier alternative
identifies the recipient’s certificate by a key identifier. Wen
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KEMAI gorit hm dentifier

an X. 509 certificate is referenced, the key identifier matches the

X. 509 subjectKeyldentifier extension value. Wen other

certificate formats are referenced, the docunents that specify the
certificate format and their use with the CVS must include details

on matching the key identifier to the appropriate certificate
field. For recipient processing, inplenentations MJST support
both of these alternatives for specifying the recipient’s
certificate. For originator processing, inplenmentations MJST
support at |east one of these alternatives.

kemidentifies the KEM al gorithm and any associ ated paraneters,
used by the originator. The KEMAl gorithm dentifier is described
in Section 4.

kentt is the ciphertext produced by the KEM Encapsul ate() function

for this recipient.

kdf identifies the key derivation function, and any associ at ed
paraneters, used by the originator to generate the KEK. The

KeyDerivationAl gorithnm dentifier is described in Section 10.1.6 of
[ RFC5652] .

kekLength is the size of the KEK in octets. This value is one of

the inputs to the key derivation function. The upper bound on the

integer value is provided to make it clear to inplenenters that
support for very large integer values is not needed.

I mpl enent ati ons MJUST confirmthat the value provided is consistent
with the key-encryption algorithmidentified in the wap field
bel ow.

ukmis optional user keying material. Wen the ukmvalue is
provided, it is used as part of the info structure described in
Section 5 to provide a context input to the key derivation
function. For exanple, the ukm val ue could include a nonce,

application-specific context information, or an identifier for the

originator. A KEM al gorithm may pl ace requirements on the ukm
value. Inplenentations that do not support the ukmfield SHOULD
graceful ly discontinue processing when the ukmfield is present.

Note that this requirenent expands the original purpose of the ukm

described in Section 10.2.6 of [RFC5652]; it is not limted to
bei ng used with key agreenent al gorithns.

wap identifies a key-encryption algorithmused to encrypt the
CEK. The KeyEncryptionAlgorithnm dentifier is described in
Section 10.1.3 of [RFC5652].

encryptedKey is the result of encrypting the CEK or the CAEK (the
cont ent - aut henti cat ed-encrypti on key, as discussed in [ RFC5083])
with the KEK. EncryptedKey is an OCTET STRI NG
KEM Al gorithm I dentifier
The KEMAI gorithm dentifier type identifies a KEM algorithmused to
establish a pairwise ss. The details of establishment depend on the
KEM al gorithm used. A key derivation function is used to transform
the pairwi se ss value into a KEK
c:= Algorithmdentifier{ KEMALGCORITHM {...} }
Key Derivation
Thi s section describes the conventions of using the KDF to conpute
the KEK for KEMRecipientinfo. For sinplicity, the term nol ogy used
in the HKDF specification [ RFC5869] is used here.

Many KDFs internally enploy a one-way hash function. When this is



the case, the hash function that is used is indirectly indicated by
the KeyDerivationAl gorithmdentifier. Qher KDFs internally enpl oy
an encryption algorithm Wen this is the case, the encryption that
is used is indirectly indicated by the
KeyDerivati onAl gorithm dentifier.

The KDF inputs are as foll ows:

IKMis the input keying material. It is a symetric secret input
to the KDF. The KDF may use a hash function or an encryption
algorithmto generate a pseudorandom key. The algorithmused to
derive the IKMis dependent on the algorithmidentified in the
KeyDeri vati onAl gorithm dentifier

L is the length of the output keying material in octets. L is
identified in the kekLength of the KEMRecipientlnfo. The value is
dependent on the key-encryption algorithmused; the key-encryption
algorithmis identified in the KeyEncrypti onAl gorithmdentifier.

info is contextual input to the KDF. The DER-encoded
CVBORI f or KEMX herInfo structure is created fromel enents of the
KEMReci pi entInfo structure. CMSORIfor KEMX herlnfo is defined as:

CVBORI f or KEMO her I nfo :: = SEQUENCE {
wrap KeyEncryptionAl gorithm dentifier,
kekLengt h | NTEGER (1..65535),
ukm [0] EXPLICIT User Keyi ngMaterial OPTI ONAL }

The CMSORI f or KEMX herInfo structure contains the follow ng:

wap identifies a key-encryption algorithm the output of the key
derivation function will be used as a key for this al gorithm

kekLength is the length of the KEK in octets; the output of the
key derivation function will be exactly this size.

ukmis optional user keying material; see Section 3.
The KDF output is as follows:

OKMis the output keying material with the exact length of L
octets. The OKMis the KEK that is used to encrypt the CEK or the
CAEK.

An acceptabl e KDF MJUST accept an IKM L, and info as inputs. An
acceptabl e KDF MAY al so accept a salt input value, which is carried
as a paraneter to the KeyDerivationAl gorithm dentifier if present.
Al of these inputs MJST influence the output of the KDF.

6. ASN. 1 Mdul es
This section provides two ASN. 1 nodul es [ X. 680]. The first ASN. 1
modul e is an extension to the Al gorithm nformation-2009 nodul e
di scussed in [RFC5912]; it defines the KEM ALGORI THM CLASS. The
second ASN. 1 nodul e defines the structures needed to use KEM
algorithms with CVB [ RFC5652].

The first ASN. 1 nodul e uses EXPLICI T tagging, and the second ASN. 1
nmodul e uses | MPLICIT taggi ng.

Both ASN. 1 nmodul es follow the conventions established in [ RFC5911],
[ RFC5912], and [ RFC6268] .

6.1. KEMAl gorithm nformation-2023 ASN. 1 Mdul e

<CODE BEG NS>



KEMAI gori t hm nf or mat i on- 2023
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- kemAl gori t hm nf or mati on-2023(109) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS ALL;
| MPORTS
Par amOpt i ons, PUBLI C- KEY, SM ME- CAPS
FROM Al gorit hm nf ormati on- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nformation-02(58) } ;

-- KEM ALGORI THM
-- Describes the basic properties of a KEM al gorithm
-- Suggested prefix for KEM al gorithm objects is: kema-

-- & d - contains the ODidentifying the KEM al gorithm

-- &Value - if present, contains a type definition for the kentt;
-- if absent, inplies that no ASN.1 encoding is

-- performed on the kentt val ue

-- &Parans - if present, contains the type for the algorithm
-- paraneters; if absent, inplies no paraneters

-- @&paranPresence - paraneter presence requirenent

--  &PublicKeySet - specifies which public keys are used with

-- this algorithm

-- &UKkm- if absent, type for user keying materi al

--  &uknPresence - specifies the requirenents to define the UKM
-- field

-- &smneCaps - contains the object describing howthe S/M M
-- capabilities are presented.

-- Exanpl e:

-- kema-kemrsa KEM ALGORI THM : : = {

-- | DENTI FI ER i d- kem rsa

-- PARAMS TYPE RsaKenPar anet ers ARE opti onal
-- PUBLI C- KEYS { pk-rsa | pk-rsa-kem}

-- UKM ARE opti onal

-- SM ME- CAPS { TYPE Generi cHybri dPar aneters
-- | DENTI FI ED BY id-rsa-kem}

-}
KEM ALGORI THM : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Val ue OPTI ONAL,
&Par ans OPTI ONAL,

&par anPr esence ParanmOpti ons DEFAULT absent,
&Publ i cKey Set PUBLI G- KEY OPTI ONAL,

&Ukm OPTI ONAL,
&uknPr esence Par amOpt i ons DEFAULT absent,
&sm neCaps SM ME- CAPS OPTI ONAL

} WTH SYNTAX {
| DENTI FI ER &i d
[ VALUE &Val ue]
[ PARAMS [ TYPE &Paranms] ARE &par anPresence]
[ PUBLI C- KEYS &Publ i cKeySet ]
[ UKM [ TYPE &Ukm ARE &uknPresence]
[ SM ME- CAPS &smi neCaps]
}

END
<CODE ENDS>



6.2. CMs-KEMReci pi ent | nfo-2023 ASN. 1 Mdul e

<CCDE BEG NS>
CMS- KEMReci pi ent | nf 0- 2023
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0)
i d- nod- cns-kenri-2023(77) }

DEFINITIONS IMPLICI T TAGS :: =
BEG N
-- EXPORTS ALL;
| MPORTS
OTHER- RECI PI ENT, CMsVersion, Recipientldentifier,
Encrypt edKey, KeyDerivati onAl gorithmdentifier,
KeyEncrypti onAl gorithm dentifier, UserKeyinghaterial
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- RFC 6268
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) sminme(16) nodul es(0)
i d- nod- cns-2009(58) }
KEM ALGORI THM
FROM KEMAI gori t hm nf or mati on-2023 -- RFC 9629

{ iso(l) identified-organization(3) dod(6) internet(1)

security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- kemAl gori t hm nf or mati on-2023(109) }
Al gorithmdentifier{}
FROM Al gorithm nformati on-2009 -- RFC 5912

{ iso(1l) identified-organization(3) dod(6) internet(1)

security(5) nechani sns(5) pkix(7) id-nmd(0)
i d- nod- al gorithm nformation-02(58) } ;

-- O herRecipientlnfo Types (ori-)

SupportedQ her Reci pl nfo OTHER- RECI PI ENT ::= { ori-KEM

ori - KEM OTHER- RECI PI ENT :: = {
KEMReci pi entI nfo | DENTI FI ED BY id-ori-kem}

id-ori OBJECT IDENTIFIER ::= { iso(1l) menber-body(2) us(840)

rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) 13 }
id-ori-kem OBJECT IDENTIFIER ::= { id-ori 3}

-- KEMReci pi entlnfo

KEMReci pi entInfo ::= SEQUENCE {
versi on CMSVersion, -- always set to O
rid Recipientldentifier,
kem KEMAI gorithm dentifier,
kenct OCTET STRI NG
kdf KeyDerivationAl gorithm dentifier,
kekLength | NTEGER (1..65535),
ukm [0] EXPLICI T User Keyi ngMat eri al OPTI ONAL,
wrap KeyEncryptionAl gorithm dentifier,
encrypt edKey EncryptedKey }

KEMAl gSet KEM ALGORITHM ::= { ... }

KEMAl gorithm dentifier ::=
Al gorithm dentifier{ KEM ALGORI THM {KEMAI gSet} }



-- CMSORI f or KEMX her I nfo

CVBORI f or KEMX her I nfo :: = SEQUENCE {
wrap KeyEncryptionAl gorithm dentifier,
kekLength | NTEGER (1..65535),
ukm [0] EXPLICIT User Keyi nghat erial OPTI ONAL }

END
<CODE ENDS>

Security Consi derations

The security considerations discussed in [ RFC5652] are applicable to
thi s docunent.

To be appropriate for use with this specification, the KEM al gorithm
MUST explicitly be designed to be secure when the public key is used
many tines. For exanple, a KEMalgorithmw th a single-use public
key is not appropriate, because the public key is expected to be
carried in a long-lived certificate [ RFC5280] and used over and over
Thus, KEM al gorithnms that offer indistinguishability under adaptive
chosen ciphertext attack (I ND- CCA2) security are appropriate. A
common design pattern for obtaining | ND-CCA2 security with public key
reuse is to apply the Fujisaki-Ckamoto (FO transform[FQ or a
variant of the FO transform [HHK].

The KDF SHOULD of fer at |least the security |evel of the KEM

The choi ce of the key-encryption algorithmand the size of the KEK
SHOULD be made based on the security level provided by the KEM The
key-encryption algorithmand the KEK SHOULD of fer at |east the
security level of the KEM

KEM al gorithms do not provide data origin authentication; therefore,
when a KEM al gorithmis used with the authenticated-data content
type, the contents are delivered with integrity from an unknown
source.

I mpl enent ati ons MJST protect the KEM private key, the KEK, and the

CEK (or the CAEK). Conpromise of the KEM private key may result in
the disclosure of all contents protected with that KEM private key.
However, comprom se of the KEK, the CEK, or the CAEK may result in

di scl osure of the encrypted content of a single nessage.

The KEM produces the KM input value for the KDF. This | KM val ue
MUST NOT be reused for any other purpose. Likew se, any random val ue
used by the KEM al gorithmto produce the shared secret or its
encapsul ati on MJUST NOT be reused for any other purpose. That is, the
originator MJUST generate a fresh KEM shared secret for each recipient
in the KEMReci pientlnfo structure, including any random val ue used by
the KEM al gorithmto produce the KEM shared secret. In addition, the
ori gi nator MJUST discard the KEM shared secret, including any random
val ue used by the KEM al gorithmto produce the KEM shared secret,
after constructing the entry in the KEMReci pientinfo structure for
the corresponding recipient. Sinmlarly, the recipient MJST discard
the KEM shared secret, including any random val ue used by the KEM
algorithmto produce the KEM shared secret, after constructing the
KEK from the KEMReci pi entlnfo structure.

I mpl enent ati ons MJUST randomly generate content-encryption keys,

cont ent - aut henti cat ed-encrypti on keys, and nessage-aut hentication
keys. Also, the generation of KEM key pairs relies on random
nunbers. The use of inadequate pseudorandom nunber generators
(PRNGs) to generate these keys can result in little or no security.
An attacker may find it nuch easier to reproduce the PRNG environnent



that produced the keys, searching the resulting small set of
possibilities, rather than brute-force searching the whol e key space.
The generation of quality random nunbers is difficult. [RFC4086]

of fers inportant guidance in this area

If the cipher and key sizes used for the key-encryption al gorithm and
the content-encryption algorithmare different, the effective
security is determ ned by the weaker of the two algorithns. |[If, for
exanple, the content is encrypted with AES-CBC using a 128-bit CEK
and the CEK is wapped with AES- KEYWRAP using a 256-bit KEK, then at
nmost 128 bits of protection is provided.

If the cipher and key sizes used for the key-encryption al gorithm and
the content-authenticated-encryption algorithmare different, the
effective security is determ ned by the weaker of the two al gorithns.
If, for exanmple, the content is encrypted with AES-GCM using a
128-bit CAEK and the CAEK is w apped with AES- KEYWRAP using a 192-bit
KEK, then at npbst 128 bits of protection is provided.

If the cipher and key sizes used for the key-encryption al gorithm and
the nessage-authentication algorithmare different, the effective
security is deternmined by the weaker of the two algorithns. |[If, for
exampl e, the content is authenticated with HVAC SHA256 using a
512-bit message-aut hentication key and the nessage-aut hentication key
is wapped with AES-KEYWRAP using a 256-bit KEK, then at nobst 256
bits of protection is provided.

I mpl enenters should be aware that cryptographic algorithns, including
KEM al gorithms, beconme weaker with time. As new cryptoanal ysis
techni ques are devel oped and conputing capabilities advance, the work
factor to break a particular cryptographic algorithmw || be reduced.
As a result, cryptographic algorithminplenentations should be

nmodul ar, allowing new algorithns to be readily inserted. That is,

i mpl ementers should be prepared for the set of supported al gorithns
to change over tine.

I ANA Consi derati ons
For KEMRecipientinfo as defined in Section 3, | ANA has assigned the

following ODin the "SM Security for SSMM Oher Recipient Info
Identifiers (1.2.840.113549.1.9.16.13)" registry:

B ool sl el
| Decimal | Description | References

R ety ety b p—pg—p———————
| 3 | id-ori-kem | RFC 9629 |
Fo-m e - - I i I +

Table 1

For the ASN. 1 nodul e defined in Section 6.1, | ANA has assigned the
following ODin the "SM Security for PKIX Mdule Identifier"
registry (1.3.6.1.5.5.7.0):

[ ety S —_—(—————————————————————————_————_ _lpppp—p—p—_—(———— L
| Decimal | Description | References

[ bl e sl Lty
| 109 | id-nod-kemAl gorithm nfornmation-2023 | RFC 9629 |
S o m e e e e e e e e e e e T +

Table 2

For the ASN. 1 nodul e defined in Section 6.2, | ANA has assigned the
following ODin the "SM Security for SIMME Mdule Identifier
(1.2.840.113549.1.9.16.0)" registry:
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