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I nt roducti on

Many wi dely depl oyed RTP [ RFC3550] topol ogies [ RFC7667] used in
nodern voi ce and video conferencing systens include a centralized
conmponent that acts as an RTP switch. |t receives voice and vi deo
streans from each participant, which may be encrypted using Secure
Real -time Transport Protocol (SRTP) [ RFC3711] or extensions that

provi de participants with private media [ RFC8871] via end-to-end
encryption where the switch has no access to nedia decryption keys.
The goal is to provide a set of streans back to the participants,

whi ch enable themto render the right nmedia content. For exanmple, in
a sinple video configuration, the goal will be that each participant
sees and hears just the active speaker. 1In that case, the goal of
the switch is to receive the voice and video streans from each
participant, determ ne the active speaker based on energy in the

voi ce packets, possibly using the client-to-m xer audio | evel RTP
header extension [RFC6464], and sel ect the correspondi ng video stream
for transmi ssion to participants; see Figure 1.

In this docunment, an "RTP switch" is used as shorthand for the terns
"switching RTP m xer", "source projecting mddl ebox", "source
forwardi ng unit/m ddl ebox" and "video switching Multipoint Contro
Unit (MCU)", as discussed in [ RFC7667].

+---+ Fom e e e oo - + +---+
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Figure 1. RTP Switch

In order to properly support the switching of video streans, the RTP
switch typically needs sone critical information about video franes
in order to start and stop forwardi ng streans.

* Because of inter-frame dependencies, it should ideally swtch
vi deo streans at a point where the first frame fromthe new
speaker can be decoded by recipients without prior frames, e.g.,
switch on an intra-frame.

* |In many cases, the switch may need to drop franmes in order to
realize congestion control techniques, and it needs to know which
franes can be dropped with nminimal inmpact to video quality.

* For scalable streans with dependent |ayers, the switch nmay need to
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selectively forward specific layers to specific recipients due to
reci pi ent bandwi dth or decoder limts.

Furthernore, it is highly desirable to do this in a payl oad format-
agnostic way that is not specific to each different video codec.

Most nodern video codecs share common concepts around frane types and
other critical information to nmake this codec-agnostic handling
possi bl e.

It is also desirable to be able to do this for SRTP wi thout requiring
the video switch to decrypt the packets. SRTP will encrypt the RTP
payl oad format contents; consequently, this data is not usable for
the switching function wi thout decryption, which may not even be
possible in the case of end-to-end encryption of private nedia

[ RFC8871] .

By providing nmeta-information about the RTP streans outside the
encrypted medi a payl oad, an RTP switch can do codec-agnostic

sel ective forwarding without decrypting the payload. This docunent
specifies the necessary neta-information in an RTP header extension

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Vi deo Frame Marking RTP Header Extension

Thi s specification uses RTP header extensions as defined in

[ RFC8285]. A subset of nmeta-infornmation fromthe video streamis
provi ded as an RTP header extension to allow an RTP switch to do
generic selective forwardi ng of video streans encoded with
potentially different video codecs.

The Video Frane Marking RTP header extension is encoded using the
one- byte header or two-byte header as described in [ RFC8285]. The
one- byte header format is used for exanples in this docunent. The
two-byte header format is used when ot her two-byte header extensions
are present in the same RTP packet since mxing one-byte and two-byte
extensions is not possible in the same RTP packet.

This extension is only specified for Source (not Redundancy) RTP
Streanms [ RFC7656] that carry video payloads. It is not specified for
audi o payl oads, nor is it specified for Redundancy RTP Streams. The
(separate) specifications for Redundancy RTP Streams often include
provi sions for recovering any header extensions that were part of the
original source packet. Such provisions can be followed to recover
the Video Frane Marki ng RTP header extension of the original source
packet. Source packet frame markings may be useful when generating
Redundancy RTP Streans; for exanple, the | (Independent Frame) and D
(Di scardabl e Franme) bits, defined in Section 3.1, can be used to
generate extra or no redundancy, respectively, and redundancy schenes
with source blocks can align source block boundaries wth independent
franme boundaries as nmarked by the | bit.

A frame, in the context of this specification, is the set of RTP
packets with the same RTP tinestanp froma specific RTP
Synchroni zati on Source (SSRC). A frame within a layer is the set of
RTP packets with the sane RTP tinestanp, SSRC, Tenporal-layer ID
(TID), and Layer ID (LID).

Long Extension for Scal able Streans



The foll owi ng RTP header extension is RECOWENDED for scal able
streams. It MAY al so be used for non-scal able streans, in which case
the TID, LID, and TLOPICIDX MJST be O or onmitted. The ID is assigned
per [ RFC8285]. The length is encoded as foll ows:

* L=2 to indicate 3 octets of data when nothing is onitted,

* L=1 for 2 octets when TLOPICIDX is omtted, or

* L=0 for 1 octet when both the LID and TLOPICI DX are onitted.
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| ID=? | L=2 |S|E!I|DB TID| LID | TLOPI CI DX |
T S S L i i SEE S SEp i S S S S AR Tk S ey
or
S s S S S S S
| I1D=?| L=1 |S|EI|DB TID| LID | (TLOPICI DX omitted)
T T T i S i Sl S SRR SUp S S}
or
T S R L Tn SRS
| ID=?| L=0 |S|E!I|DB TID| (LI Dand TLOPICIDX omntted)
I S S T S S S S

The following information is extracted fromthe nedia payl oad and
sent in the Video Frane Marking RTP header extension.

S: Start of Franme (1 bit)
MJUST be 1 in the first packet in a frame within a | ayer;
ot herwi se, MJST be 0.

E: End of Franme (1 bit)
MJUST be 1 in the last packet in a frame within a | ayer; otherw se,
MUST be 0. Note that the RTP header marker bit MAY be used to
infer the | ast packet of the highest enhancenent |ayer in payl oad
formats with such semanti cs.

I: Independent Franme (1 bit)
MJUST be 1 for a frame within a |ayer that can be decoded
i ndependent of tenporally prior franes, e.g., intra-frame, VPX
keyframe, H. 264 |nstantaneous Decodi ng Refresh (IDR) [RFC6184], or
H. 265 IDR / O ean Random Access (CRA) / Broken Link Access (BLA) /
Random Access Point (RAP) [ RFC7798]; otherwi se, MJST be 0. Note
that this bit only signals tenporal independence, so it can be 1
in spatial or quality enhancenent |ayers that depend on tenporally
co-located layers but not temporally prior franes.

D: Discardable Frane (1 bit)
MUST be 1 for a frame within a | ayer the sender knows can be
di scarded and still provide a decodabl e nedia stream otherw se,
MJUST be O.

B: Base Layer Sync (1 bit)
VWhen the TIDis not 0, this MIST be 1 if the sender knows this
frame within a layer only depends on the base tenporal |ayer;
otherwi se, MJUST be 0. Wen the TIDis 0 or if no scalability is
used, this MJST be O.

TID: Tenporal -layer ID (3 bits)
ldentifies the tenporal |ayer/sub-layer encoded, starting with O
for the base layer and increasing with higher tenporal fidelity.
If no scalability is used, this MJST be 0. It is inplicitly 0 in
the short extension format.

LI D: Layer 1D (8 bits)



Ildentifies the spatial and quality | ayer encoded, starting with O
for the base |l ayer and increasing with higher fidelity. [If no
scalability is used, this MJST be 0 or omtted to reduce |ength.
Wien the LIDis omtted, TLOPICIDX MJUST al so be omitted. It is
implicitly O in the short extension format or when onitted in the
| ong extension format.

TLOPI CI DX: Tenporal Layer 0 Picture Index (8 bits)
When the TIDis 0 and the LIDis 0, this is a cyclic counter
| abel i ng base |l ayer frames. Wen the TIDis not O or the LIDIis
not 0, the indication is that a dependency on the given index,
such that this frame within this | ayer depends on the frame with
this label in the layer with a TID O and LID 0. |If no scalability
is used, or the cyclic counter is unknown, TLOPICI DX MJST be
omtted to reduce length. Note that 0 is a valid index value for
TLOPI CI DX.

The layer information contained in the TID and LI D convey usefu
aspects of the layer structure that can be utilized in selective
f orwar di ng.

Wthout further information about the layer structure, these TIDLID
identifiers can only be used for relative priority of |ayers and
inmplicit dependencies between | ayers. They convey a |layer hierarchy
with TID=0 and LID = 0 identifying the base |ayer. Higher val ues
of TID identify higher tenporal layers with higher frame rates

Hi gher values of LID identify higher spatial and/or quality |ayers

wi th higher resolutions and/or bitrates. Inplicit dependencies

bet ween | ayers assunme that a layer with a given TID/ LI D MAY depend on
a layer or layers with the same or lower TID/ LID, but they MJST NOT
depend on a layer or layers with higher TID LID

Wth further information, for exanple, possible future RTCP source
description (SDES) itens that convey full layer structure
information, it may be possible to map these TIDs and LIDs to
specific absolute frame rates, resolutions, bitrates, and explicit
dependenci es between | ayers. Such additional |ayer information may
be useful for forwarding decisions in the RTP switch but is beyond
the scope of this docunment. The relative layer information is stil
useful for many sel ective forwardi ng decisions, even w thout such
addi tional |ayer infornmation.

.2. Short Extension for Non-Scal abl e Streans

The foll owi ng RTP header extension is RECOWENDED for non-scal abl e

streans. It is identical to the shortest formof the extension for
scal abl e streans, except the last four bits (B and TID) are repl aced
wi th zeros. It MAY al so be used for scal able streans if the sender

has limted or no information about streamscalability. The IDis
assi gned per [RFCB8285]; the length is encoded as L=0, which indicates
1 octet of data.

0 1
0123456789012345
e
| I1D=?| L=0 |S|EI|DOO0 0 0]
S S S o

The following information is extracted fromthe nedia payl oad and
sent in the Video Frame Marking RTP header extension

S: Start of Frame (1 bit)
MUST be 1 in the first packet in a franme; otherw se, MJST be 0.

E: End of Franme (1 bit)
MJUST be 1 in the last packet in a frame; otherw se, MJST be O.
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SHOULD match the RTP header nmarker bit in payload formats with
such semantics for marking end of frane.

I: Independent Frane (1 bit)
MUST be 1 for frames that can be decoded i ndependent of tenporally
prior frames, e.g., intra-frame, VPX keyframe, H 264 |DR
[ RFC6184], or H. 265 | DR/ CRA/ BLA/ | RAP [ RFC7798]; ot herw se, MJST be
0.

D: Discardable Frane (1 bit)
MJUST be 1 for frames the sender knows can be di scarded and still
provi de a decodabl e nedia stream otherw se, MJST be O.

The remaining (4 bits)
These are reserved/fixed val ues and not used for non-scal abl e
streans; they MJST be set to zero upon transni ssion and ignored
upon reception.

LI D Mappi ngs for Scal able Streans

This section maps the specific Layer ID (LID) information contained
in specific scalable codecs to the generic LID and TID fiel ds.

Not e that non-scal able streans have no LID information; thus, they
have no mappi ngs.

1. VP9 LID Mapping
The VP9 [ RFC9628] Spatial-layer ID (SID, 3 bits) and Tenporal -1 ayer

ID (TID, 3 bits) in the VP9 payl oad descriptor are mapped to the
generic LID and TID fields in the header extension as shown in the

following figure.

0 1 2 3

01234567890123456789012345678901
e T o S S I i S SR S T T T S IR S S A
| ID=? | L=2 |S|EI|DB TID|0]0]0]0J0] SID| TLOPI CI DX |
e T I S e T S S

The S bit MUST match the B bit in the VP9 payl oad descri ptor.
The E bit MJST match the E bit in the VP9 payl oad descri ptor.

The | bit MJST match the inverse of the P bit in the VP9 payl oad
descri ptor.

The D bit MJST be 1 if the refresh_frame_flags bits in the VP9
payl oad unconpressed header are all 0; otherwise, it MJST be O.

The B bit MJUST be 0 if the TIDis O; if the TIDis not 0, it MJST
match the U bit in the VP9 payl oad descriptor.

| Note: when using tenporally nested scalability structures as

| recomended in Section 3.5.2, the B bit and VP9 U bit will

| always be 1 if the TIDis not O since it is always possible to
| switch up to a higher tenporal |ayer in such nested structures.

The TID, SID, and TLOPICI DX MJST match the correspondi ngly naned
fields in the VP9 payl oad descriptor, with SID aligned in the |east
significant 3 bits of the 8-bit LIDfield and zeros in the nobst
significant 5 hits.

2. H265 LI D Mapping

The H265 [ RFC7798] layer ID (6 bits), and TID (3 bits) fromthe
Net wor k Abstracti on Layer (NAL) unit header are mapped to the generic



LID and TID fields in the header extension as shown in the follow ng
figure.

0 1 2 3

01234567890123456789012345678901
e T o S S I i S SR S T T T S IR S S A
| ID=? | L=2 |S|EI|DB TID|O|Ol layer ID | TLOPI CI DX |
e T I S T i St SUR A s S S R

The S and E bits MJST match the correspondingly naned bits in
PACI : PHES: TSCI payl oad structures.

The | bit MJST be 1 when the NAL unit type is 16-23 (inclusive) or
32-34 (inclusive), or an aggregation packet or fragnentation unit
encapsul ati ng any of these types; otherwise, it MUST be 0. These
ranges cover intra (I RAP) frames as well as critical paranmeter sets
(Video Paraneter Set (VPS), Sequence Paraneter Set (SPS), Picture
Par amet er Set (PPS)).

The D bit MJUST be 1 if either:
* the payload’'s NAL unit header’s NRI field is 0, or

* the payload is an aggregati on packet or fragmentation unit
encapsul ating only NAL units with NRI = 0.

Gt herwi se, it MJST be O.
The NRI = 0 condition signals non-reference frames.

The B bit cannot be deternmined reliably fromsinple inspection of
payl oad headers; therefore, it is determ ned by inplenentation-
specific neans. For exanple, internal codec interfaces nmay provide
information to set this reliably.

The TID and | ayer I D MIST match the correspondingly named fields in
the H265 NAL unit header, with layer ID aligned in the | east
significant 6 bits of the 8-bit LIDfield and zeros in the nost
significant 2 bits.

3.3.3. H264 Scal abl e Video Coding (SVC) LID Mpping
The foll owi ng shows H264- SVC [ RFC6190] Layer encoding information (3
bits for spatial/dependency |ayer (DID), 4 bits for quality |ayer
(QD), and 3 bits for tenporal |ayer) napped to the generic LID and
TID fiel ds.

The S, E, |, and D bits MJST match the correspondi ngly named bits in
Payl oad Content Scal ability Information (PACSI) payl oad structures.

The | bit MJST be 1 when the NAL unit type is 5, 7, 8, 13, 15, or an
aggregation packet or fragnentation unit encapsul ating any of these
types; otherwise, it MIST be 0. These ranges cover intra (IDR)
franes as well as critical paraneter sets (SPS/PPS variants).

The D bit MJST be 1 if either:

* the payload’'s NAL unit header’s NRI field is 0, or

* the payload is an aggregati on packet or fragmentation unit
encapsul ating only NAL units with NRI = 0.

O herwi se, it MJUST be O.

The NRI = 0 condition signals non-reference frames.



The B bit cannot be deternmined reliably fromsinple inspection of
payl oad headers; therefore, it is determ ned by inplenentation-
specific neans. For exanple, internal codec interfaces nmay provide
information to set this reliably.

0 1 2 3

01234567890123456789012345678901
T T i i Sl S S S SURV A S S S R A
| I1D=? | L=2 |S|EI|DB TID|Of DDD| QD | TLOPI CI DX |
T S T 2 St S L e T T S S S S i NS St S

3.3.4. H264 Advanced Vi deo Codi ng (AVC) LI D Mappi ng

The foll owi ng shows the header extension for H264 (AVC) [ RFC6184]
that contains only tenporal |ayer information.

The S bit MJST be 1 when the tinmestanp in the RTP header differs from
the tinmestanp in the prior RTP sequence nunber fromthe sane SSRC;
ot herwi se, it MJST be O.

The E bit MJUST match the Mbit in the RTP header.

The | bit MJST be 1 when the NAL unit type is 5, 7, or 8, or an
aggregation packet or fragnmentation unit encapsul ati ng any of these
types; otherwise, it MJIST be 0. These ranges cover intra (IDR)
franes as well as critical paraneter sets (SPS/ PPS).

The D bit MJST be 1 if either:

* the payload’'s NAL unit header’s NRI field is 0, or

* the payload is an aggregation packet or fragmentation unit
encapsul ating only NAL units with NRI = 0.

O herwi se, it MJST be O.

The NRI = 0 condition signals non-reference franes.

The B bit cannot be deternined reliably fromsinple inspection of
payl oad headers; therefore, it is determ ned by inplenentation-
specific neans. For exanple, internal codec interfaces nmay provide

information to set this reliably.

0 1 2 3
01234567890123456789012345678901

T T S S e T o S U S SUp S SEp S SR S i
| ID=? | L=2 |S|EI|D Bl TID|O0|O0O]O0]O0]O0]O0]O0]O0| TLOPI CI DX |
e S A S S U S S S S N S S S S S S S S S

3.3.5. VP8 LID Mappi ng

The foll owi ng shows the header extension for VP8 [ RFC7741] that
contains only tenporal |ayer information.

The S bit MJST match the correspondingly naned bit in the VP8 payl oad
descriptor when PID=0; otherwi se, it MJST be O.

The E bit MJST match the Mbit in the RTP header.

The | bit MJST match the inverse of the P bit in the VP8 payl oad
header .

The D bit MJST match the N bit in the VP8 payl oad descri ptor.

The B bit MJST match the Y bit in the VP8 payl oad descri ptor.



| Note: when using tenporally nested scalability structures as

| recomended in Section 3.5.2, the B bit and VP8 Y bit wll

| always be 1 if the TIDis not 0 since it is always possible to
| switch up to a higher tenporal layer in such nested structures.

The TI D and TLOPI Cl DX MUST match the correspondi ngly named fields in
the VP8 payl oad descri ptor.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S
| I1D=?| L=2 |S|EI|DB TID]|O0|O0|O0|O0]O0]0]O0]O| TLOPI CI DX |
R S S S S S S S S S S A S S S S S T S S S S S

3.3.6. Future Codec LID Mapping

The RTP payl oad format specification for future video codecs SHOULD
i nclude a section describing the LI D mappi ng and TI D mappi ng for the
codec.

3.4. Signaling Information

The URI for declaring this header extension in an extmap attribute is
"urn:ietf:parans:rtp-hdrext:framemarking”. |t does not contain any
extension attributes.

An exanple attribute line in SDP:
a=extmap: 3 urn:ietf:parans:rtp-hdrext:framemarking
3.5. Usage Considerations

The header extension values MJST represent what is already in the RTP
payl oad.

When an RTP switch needs to discard received video franmes due to
congestion control considerations, it is RECOWENDED that it drop:

* frames marked with the D bit set, or

* frames with the highest values of TID and LID (which indicate the
hi ghest tenporal and spatial/quality enhancenent |ayers) since
those typically have fewer dependencies on themthan | ower |ayers.

When an RTP switch wants to forward a new video streamto a receiver,
it is RECOWENDED to select the new video streamfromthe first
switching point with the I bit set in all spatial layers and forward
the video streamfromthat point on. An RTP switch can request that
a medi a source generate a switching point by sending an RTCP Ful |
Intra Request (FIR) as defined in [RFC5104], for exanple.

3.5.1. Relation to Layer Refresh Request (LRR)

Recei vers can use the Layer Refresh Request (LRR) [ RFC9627] RTCP

f eedback message to upgrade to a higher layer in scal able encodings.
The TID LID values and formats used in LRR nessages MJUST correspond
to the same values and formats specified in Section 3.1.

Because frame marking can only be used with tenporally nested
streans, tenporal-layer refreshes requested with an LRR nessage are
unnecessary for frame-marked streams. Oher refreshes can be
detected based on the | bit being set for the specific spatial

| ayers.

3.5.2. Scalability Structures
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The LID and TID information is nost useful for fixed scalability
structures, such as nested hierarchical tenporal |ayering structures,
where each tenporal layer only references |ower tenporal |ayers or
the base tenporal layer. The LID and TID information is |ess useful,
or even not useful at all, for complex, irregular scalability
structures that do not conformto common, fixed patterns of inter-

| ayer dependencies and referencing structures. Therefore, it is
RECOMVENDED to use LID and TID information for RTP switch forwarding
decisions only in the case of tenporally nested scalability
structures, and it is NOT RECOMMENDED for other (nmore conplex or
irregular) scalability structures.

Security and Privacy Considerations

In "The Secure Real -tinme Transport Protocol (SRTP)" [RFC3711], RTP
header extensions are authenticated and optionally encrypted

[ RFC9335]. When unencrypted header extensions are used, sone

met adata i s exposed and visible to m ddl eboxes on the network path,
whil e encrypted nedia data and netadata in encrypted header

ext ensions are not exposed.

The primary utility of this specification is for RTP switches to make
proper nedia forwarding decisions. RTP switches are the SRTP peers
of endpoints, so they can access encrypted header extensions, but not
end-to-end encrypted private nedi a payl oads. O her m ddl eboxes on
the network path can only access unencrypted header extensions since
they are not SRTP peers.

RTP endpoints that negotiate this extension should consider whether

* this video franme marki ng netadata needs to be exposed to the SRTP
peer only, in which case the header extension can be encrypted; or

* other m ddl eboxes on the network path also need this netadata, for
exanple, to optim ze packet drop decisions that mninize nmedia
quality inpacts, in which case the header extension can be
unencrypted, if the endpoint accepts the potential privacy |eakage
of this netadata.

For exanple, it would be possible to deternine keyframes and their
frequency in unencrypted header extensions. This information can
often be obtained via statistical analysis of encrypted data. For
exanpl e, keyframes are usually nmuch |arger than other frames, so
frane size alone can leak this in the absence of any unencrypted

nmet adata. However, unencrypted netadata provides a reliable signa
rather than a statistical probability; so endpoints should take that
into consideration to balance the privacy | eakage ri sk agai nst the
potential benefit of optimzed nedia delivery when deci di ng whet her
to negotiate and encrypt this header extension

I ANA Consi derations
Thi s docunent defines a new extension URI listed in the "RTP Conpact
Header Extensions" registry of the "Real -Time Transport Protoco
(RTP) Paraneters" registry group, according to the follow ng data:
Extension URI: urn:ietf:parans:rtp-hdrext:framenarking

Description: Frame marking information for video streans
Contact: nrzanaty@i sco. com

Ref erence: RFC 9626
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