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I ntroduction

[ RFC7432] and [ RFC8365] specify the protocols and procedures for

Et hernet VPNs (EVPNs). For Broadcast, Unknown Unicast, or Milticast
(BUM traffic, provider/underlay tunnels are used to carry the BUM
traffic. Several kinds of tunnel technol ogi es can be used as
specified in [ RFC7432] and [ RFC8365], and this docunment specifies the
protocol s and procedures to use Bit Index Explicit Replication (BIER)
[ RFC8279] as provider tunnels for EVPN BUMtraffic.

BIER is an architecture that provides optimal multicast forwarding
through a "nulticast domain" without requiring internediate routers
to maintain any per-flow state or to engage in an explicit tree-
bui | di ng protocol.

The EVPN BUM procedures specified in [ RFC7432] and extended in

[ RFC9572], [RFC9251], and [ CMCAST- ENHANCEMENTS] are nuch aligned with
Mul ticast VPN (MVPN) procedures [RFC6514], and an EVPN Broadcast
Domain (BD) corresponds to a VPN in M/PN. As such, this docunment is
al so very nuch aligned with [ RFC8556], which specifies M/PN with
BIER.  For terseness, sonme background, terns, and concepts are not
repeated here. Additionally, some text is borrowed verbatimfrom

[ RFC8556] .

.1. Term nol ogy

ES: Ethernet Segnent

ESI: Ethernet Segnent Identifier
BFR: Bit-Forwardi ng Router

BFIR Bit-Forwarding | ngress Router
BFER  Bit-Forwardi ng Egress Router

BFR-Prefix: An IP address that uniquely identifies a BFR and is
routable in a Bl ER domai n.

CS: A mlticast source address identifying a multicast source
| ocated at an EVPN custoner site. "C" stands for "Custoner-".

CG A nulticast group address used by an EVPN custoner.

C-flow A custonmer nulticast flow Each Cflowis identified by the
ordered pair (source address, group address), where each address
is in the custoner’s address space. The identifier of a
particular Gflowis usually witten as (CS, CGG. Sets of
C-flows can be denoted by the use of the "C-*" wildcard (see
[ RFC6625]), e.g., (C*, CGO.

P-tunnel: A nulticast tunnel through the network of one or nore
service providers used to transport Cflows. "P-" stands for



"Provi der-".

I MET A-D Route: Inclusive Milticast Ethernet Tag Auto-Di scovery
route. Carried in BGP Update nessages, these routes are used to
advertise the "default" P-tunnel for a particular BD.

SMET A-D Route: Selective Miulticast Ethernet Tag Auto-Di scovery
route. Carried in BGP Update nessages, these routes are used to
advertise the C-flows that the advertising Provider Edge (PE) is
interested in.

PMSI:  Provider Multicast Service Interface [ RFC6513]. A conceptual
interface used by a PE to send custonmer nmulticast traffic to all
or sone PEs in the sane VPN

| - PVBI I ncl usi ve PMSI. For all PEs in the same VPN
S-PMSI:  Sel ective PMSI. For sonme of the PEs in the sane VPN

I-PMSI A-D Route: Inclusive PMSI Auto-Discovery route used to
advertise the tunnels that instantiate an |-PNMSI.

S-PMSI A-D Route: Selective PMSI Auto-Discovery route used to
advertise that particular CGflows are bound to (i.e., are
traveling through) particular P-tunnels.

PTA: PMBI Tunnel Attribute. A BGP attribute used to identify a
particul ar P-tunnel.

VXLAN:  Virtual eXtensible Local Area Network [RFC7348]

NVGRE: Network Virtualization Using Generic Routing Encapsul ation
[ RFC7637]

GENEVE: Ceneric Network Virtualization Encapsul ati on [ RFC8926]
VNI :  VXLAN Network ldentifier
VSID: Virtual Subnet Identifier

RSVP- TE P2MP:  Resource Reservation Protocol for Point-to-Miltipoint
TE Label Swi tched Paths (LSPs) [RFC4875]

nmLDP P2MP: Ml tipoint Label Distribution Protocol extensions for
Poi nt-to-Mil tipoint LSPs [ RFC6388]

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. Use of the PMSI Tunnel Attribute

[ RFC7432] specifies that Inclusive Milticast Ethernet Tag (I MET)
routes carry a PMSI Tunnel Attribute (PTA) to identify the particul ar
P-tunnel to which one or nore BUMfl ows are being assigned, which is
the sane as specified in [ RFC6514] for MVPN. [RFC8556] specifies the
encodi ng of the PTA for the use of BIER with MVPN. Mich of that
specification is reused for the use of BIER with EVPN, and nuch of
the text below is borrowed verbatimfrom [ RFC8556].

The PTA contains the follow ng fields:



* Tunnel Type. The same codepoi nt Ox0B that | ANA has assigned for
Bl ER for MVPN [ RFC8556] is used for EVPN as wel |

*  Tunnel ldentifier. This field contains three subfields for BlIER
The text below is exactly as in [ RFC8556].

1. The first subfield is a single octet, containing a Bl ER sub-
dommi n-id (see [RFC8279]). This indicates that packets sent
on the PMSI will be sent on the specified Bl ER sub-donain.
How t hat sub-domain is chosen is outside the scope of this
docunent .

2. The second subfield is a two-octet field containing the BFR-id
in the sub-domain identified in the first subfield of the
router that is constructing the PTA

3. The third subfield is the BFR-Prefix (see [RFC8279]) of the
router (a BFIR) that is constructing the PTA. The BFR-Prefix
will either be a /32 IPv4 address or a /128 | Pv6 address.

Whet her the address is IPv4 or IPv6 can be inferred fromthe
total length of the PTA

The BFR-Prefix need not be the sanme |P address that is carried
in any other field of the x-PM5I A-D route, even if the BFIR
is the originating router of the x-PVMsl A-D route.

* MPLS Label. For EVPN-MPLS [ RFC7432], this field contains an
upstream assi gned MPLS label. It is assigned by the BFIR
Constraints on how the originating router selects this |abel are
di scussed in Section 2.3. For EVPN- VXLAN NVGRE/ GENEVE [ RFC8365]
[ RFC7348] [RFC7637] [ RFC8926], this field is a 24-bit VN/VSID of
gl obal significance

* Flags. Wen the tunnel type is BIER two of the flags in the PTA
Flags field are nmeaningful. Details about the use of these flags
can be found in Section 2. 2.

- Leaf Info Required per Flow (LI R pF) [ RFC8534]
- Leaf Info Required (LIR

Note that if a PTA specifying "BIER' is attached to an | MET, S PMS
A-D, or per-region |I-PMSI A-D route, the route MJUST NOT be

di stributed beyond the boundaries of a BIER domain. That is, any
routers that receive the route nust be in the same BIER domain as the
originator of the route. |If the originator is in nore than one BIER
domai n, the route nmust be distributed only within the BIER donain in
which the BFR-Prefix in the PTA uniquely identifies the originator.
As with all MVPN routes, the distribution of these routes is
controll ed by the provisioning of Route Targets.

1. | P-Based Tunnel and Bl ER PHP

When VXLAN NVGRE/ GENEVE is used for EVPN, by default, the outer IP
header (and UDP header in the case of VXLAN GENEVE) is not included
in the Bl ER payl oad, except when it is known a priori that BIER
Penul ti mate Hop Popping (PHP) [BIER-PHP] is used in the BlI ER domain
and the encapsul ation (after the BIER header is popped) between the
Bl ER Penulti mate Hop and the egress PE does not have a way to

i ndi cate the next header is VXLAN NVGRE/ GENEVE. In that case, the
full VXLAN NVGRE/ GENEVE encapsul ati on MJST be used. In the outer IP
header, a well-known IP nulticast address (224.0.0.122 in the case of
I Pv4 or FF02:0:0:0:0:0:0:14 in the case of IPv6) is used as the
destination address, and the egress PEs MUST be set up to receive and
process packets addressed to the destination address. The address is
used for all BDs, and the inner VXLAN NVGRE/ GENEVE header wi |l be
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used to identify BDs.
2. Explicit Tracking

When using BIER to transport an EVPN BUM data packet through a BlIER
domai n, an ingress PE functions as a BFIR (see [RFC8279]). The BFIR
must deternmine the set of BFERs to which the packet needs to be
delivered. This can be done in either of two ways as described in
the following two sections.

2.1. Using | MET/ SMET Rout es
Both I MET and SMET routes provide explicit tracking functionality.

For an inclusive PMslI, the set of BFERs (egress PES) includes the
originators of all IMET routes for a BD. For a selective PMSI, the
set of BFERs (egress PEs) includes the originators of corresponding
SMET routes.

The SMET routes do not carry a PTA. \Wien an ingress PE sends traffic
on a selective tunnel using BIER, it uses the upstream assigned | abe
that is advertised in its | MET route.

VWhen only selective forwarding is used for all flows and without
tunnel segnentation, SMET routes are used w thout the need for S-PMS
A-D routes. O herwise, the procedures in the follow ng section

appl y.

2.2.2. Using S-PMSI/Leaf A-D Routes

There are two cases where S-PMSI/Leaf A-D routes are used as
di scussed in the following two sections.

2.2.2.1. Selective Forwarding Only for Some Fl ows

Wth the SMET procedure, a PE advertises a SMET route for each (C S
CGQ or (G*, GG state that it learns on its Attachment Crcuits
(ACs), and each SMET route is tracked by every PE in the sane BD. It
may be desired that SMET routes are not used in order to reduce the
burden of explicit tracking.

In this case, nost nmulticast traffic will follow the |-PNMS
(advertised via the I MET route) and only sone flows will follow
S-PMSIs. To achieve that, S-PMSI/Leaf A-D routes can be used, as
specified in [ RFC9572] .

The rules specified in Sections 2.2.1 and 2.2.2 of [RFC8556] apply.

2.2.2.2. Tunnel Segnentation

Anot her case where S-PMSI/Leaf A-D routes are necessary i s tunne
segnmentation, which is also specified in [RFC9572] and further
clarified in [ CMCAST- ENHANCEMENTS] for segnentation with SMET routes.
This is only applicable to EVPN-MPLS

The rul es specified in Section 2.2.1 of [ RFC8556] apply.
Section 2.2.2 of [RFC8556] does not apply, because like in MVPN, the
LI R-pF flag cannot be used with segnmentation

2.2.2.3. Applicability of Additional M/PN Specifications

As with the MWPN case, "Use of the PMSI Tunnel Attribute in Leaf A-D
Rout es"” (Section 3 of [RFC8556]) appli es.

Notice that [RFC8556] refers to procedures specified in [ RFC6625] and
[ RFC8534]. Those two docunents were specified for MPN but apply to



IP multicast payload in EVPN as wel|.
2.3. MPLS Label in the PTA

Rules in Section 2.1 of [RFC8556] apply, EXCEPT the follow ng three
bullets (they do NOT apply to EVPN) in that section

* |f the two routes do not have the sane Address Fanmily ldentifier
(AFl) value, then their respective PTAs MJST contain different
MPLS | abel values. This ensures that when an egress PE receives a
data packet with the given | abel, the egress PE can infer fromthe
| abel whether the payload is an | Pv4 packet or an | Pv6 packet.

* |f the BFIR is an ingress PE supporting MVPN extranet [RFC7900]
functionality, and if the two routes originate fromdifferent VRFs
on this ingress PE, then the respective PTAs of the two routes
MUST contain different MPLS | abel val ues.

* |f the BFIRis an ingress PE supporting the "Extranet Separation"
feature of MVPN extranet (see Section 7.3 of [RFC7900]), and if
one of the routes carries the "Extranet Separation" extended
community but the other does not, then the respective PTAs of the
two routes MUST contain different MPLS | abel val ues.

3. Miltihoming Split Horizon

For EVPN-MPLS, [RFC7432] specifies the use of ESI labels to identify
the ES fromwhich a BUM packet originates. A PE receiving that
packet fromthe core side will not forward it to the same ES. The
procedure works for both Ingress Replication (IR) and RSVP-TE/ nliDP
P2MP tunnel s, using downstream and upstream assi gned ESI | abels,
respectively. For EVPN- VXLAN NVGRE/ GENEVE, [ RFC8365] specifies |loca
bi as procedures, where a PE receiving a BUM packet fromthe core side
knows the ingress PE due to encapsul ation; therefore, the PE does not
forward the packet to any multihom ng ESes that the ingress PE is on
This is because the ingress PE already forwarded the packet to those
ESes, regardl ess of whether the ingress PE is a Designated Forwarder
for those ESes.

Wth BIER, the |ocal bias procedure still applies for EVPN

VXLAN NVGRE/ GENEVE, as the BFIR-id in the BIER header identifies the
ingress PE. For EVPN-MPLS, ESI |abel procedures also still apply,
though two upstream assigned | abels will be used (one for identifying
the BD and one for identifying the ES) -- the sanme as in the case of
using a single P2MP tunnel for nultiple BDs. The BFIR-id in the BIER
header identifies the ingress PE that assigned those two | abels.

4, Dat a Pl ane

Li ke MVPN, the EVPN application plays the role of the "multicast flow
overlay" as described in [ RFC8279].

4.1. Encapsul ation and Transni ssion

A BFIR could be either an ingress PE or a P-tunnel segnentation
point. The procedures are slightly different as described bel ow.

4.1.1. At a BFIR That Is an Ingress PE

To transmit a BUM data packet, an ingress PE first determines the
route matched for transm ssion and routes for tracking | eaves
according to the follow ng rules.

1. |If selective forwarding is not used or is not an |IP nulticast
packet after the Ethernet header, the IMET route originated for
the BD by the ingress PE is the route matched for transm ssion.



Leaf-tracking routes are all other received | MET routes for the
BD.

2. Oherwise, if selective forwarding is used for all |IP multicast
traffic based on SMET routes, the IMET route originated for the
BD by the ingress PE is the route matched for transm ssion
Recei ved SMET routes for the BD, whose source and destination
address fields match the packet’s source and destination IP
address, are |leaf-tracking routes.

3. Oherwise, the route matched for transm ssion is the S-PMSI A-D
route originated by the ingress PE for the BD, whose source and
destination address fields match the packet’s source and
destination I P address and have a PTA specifying a valid tunne
type that is not "no tunnel info". Leaf-tracking routes are
determ ned as follows:

a. |If the match for the transm ssion route carries a PTA that
has the LIR flag set but does not have the LIR pF flag set,
the routes matched for tracking are Leaf A-D routes whose
Route Key field is identical to the NLRI of the S-PMSl A-D
route.

b. If the match for the transm ssion route carries a PTA that
has the LIR pF flag, the leaf-tracking routes are Leaf A-D
routes whose Route Key field is derived fromthe NLR of the
S-PMSI A-D route according to the procedures described in
Section 5.2 of [RFC8534].

Note that in both cases, SMET routes may be used in lieu of Leaf
A-D routes, as a PE may omit the Leaf A-D route in response to an
S-PMSI A-Droute with the LIR or LIR pF bit set if a SVET route
with the correspondi ng Tag, Source, and Goup fields is already

originated [RFCO572]. In particular, in the second case above,
even though the SMET route does not have a PTA attached, it is
still considered a Leaf A-D route in response to a w ldcard

S-PMSI A-Droute with the LIR pF bit set

4. O herwise, the route matched for transm ssion and | eaf-tracking
routes are deternmined as in rule 1.

If no route is matched for transm ssion, the packet is not forwarded
onto a P-tunnel. If the tunnel that the ingress determ nes to use
based on the route matched for transm ssion (and considering
interworking with PEs that do not support certain tunnel types per

procedures in [ RFC9251]) requires |leaf tracking (e.g., Ingress
Replication, RSVP-TE P2MP tunnel, or BIER) but there are no | eaf-
tracking routes, the packet will not be forwarded onto a P-tunne
ei ther.

The following text assunes that BIER is the deternined tunnel type.
The ingress PE pushes an upstream assi gned ESI |abel per [RFC7432] if
the following conditions are all nmet:

* The packet is received on a multihomed ES
* It is EVPN-MPLS
* The ESI |abel procedure is used for split horizon

The MPLS | abel fromthe PTA of the route matched for transm ssion is
then pushed onto the packet’s | abel stack for EVPN-MPLS. For EVPN-

VXLAN NVGRE/ GENEVE, a VXLAN NVGRE/ GENEVE header is prepended to the

packet with the VNI/VSID set to the value in the PTA's Label field,

and then an | P/ UDP header is prepended if needed (e.g., for PHP

pur poses).



Then, the packet is encapsulated in a Bl ER header and forwarded
according to the procedures of [RFC8279] and [ RFC8296].

Specifically, see "lInposing and Processing the Bl ER Encapsul ati on"
(Section 3 of [RFC8296]). The Proto field in the BIER header is set
to 2 in the case of EVPN-MPLS, 7/8/9 in the case of EVPN VXLAN NVGRE/
GENEVE (Section 5) when an | P header is not used, or 4/6 if an IP
header is used for EVPN VXLAN NVGRE/ GENEVE.

To create the proper BIER header for a given packet, the BFI R nust
know all the BFERs that need to receive that packet. This is
determned fromthe set of |eaf-tracking routes.

4.1.2. At a BFIR That |Is a P-Tunnel Segnentation Point

In this case, the encapsul ation for the upstream segnent of the
P-tunnel includes (anobng other things) a label that identifies the
x-PMsl or IMET A-Droute that is the match for reception on the
upstream segnent. The segnentation point re-advertised the route
into one or nore downstreamregi ons. Each instance of the re-
advertised route for a downstreamregi on has a PTA that specifies the
tunnel for that region. For any particular downstreamregion, the
route matched for transm ssion is the re-advertised route, and the

| eaf-tracking routes are determined as follows, if needed, for the
tunnel type:

* If the route matched for transmssion is an x-PMSI route, it mnust
have the LIR flag set in its PTA, and the |leaf-tracking routes are
all the matching Leaf A-D and SMET routes received in the
downst ream r egi on.

* |If the route matched for transmission is an | MET route, the |eaf-
tracking routes are all the I MET routes for the sane BD received
in the downstream region

If the downstream region uses BIER, the packet is forwarded as
follows: the upstream segmentation’s encapsul ation is renmoved and the
above-nentioned | abel is swapped to the upstream assigned |abel in
the PTA of the route matched for transm ssion, and then a Bl ER header
is inposed as in Section 4.1.1

4.2. Disposition

The sane procedures in Section 4.2 of [RFC8556] are followed for
EVPN- MPLS, except for some EVPN specifics that are discussed in the
followi ng two subsections of this document.

For EVPN- VXLAN NVCGRE/ GENEVE, the only differences are that the

payl oad is VXLAN NVCRE/ GENEVE (with or without an |IP header) and the
VNI/VSID field in the VXLAN NVGRE/ GENEVE header is used to determ ne
the correspondi ng BD.

4.2.1. At a BFER That |Is an Egress PE

Once the corresponding BD is determ ned fromthe upstream assi gned

| abel or VNI/VSID, EVPN forwarding procedures per [RFC7432] or

[ RFC8365] are followed. |In the case of EVPN-MPLS, if there is an
inner label in the |label stack follow ng the Bl ER header, that inner

| abel is considered the upstream assigned ESI |abel for split-horizon
pur poses.

4.2.2. At a BFER That |Is a P-Tunnel Segnentation Point
This is only applicable to EVPN-MPLS. The sane procedures in

Section 4.2.2 of [RFC8556] are foll owed, subject to multihom ng
procedures specified in [ RFCO572].
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1.

| ANA Consi

der ati ons

Per this docunment, | ANA has registered the followi ng three values in
the "BI ER Next Protocol Identifiers" registry:

[ bbbl oo e s s ooy oo e pu ey o}

| Value | Description | Reference

F =4 - ——————————{———————————+

| 7 | Payload is VXLAN encapsul ated | RFC 9624

| | (no I P/UDP header) | |

N o m e e e e e e e e e N +

| 8 | Payload is NVGRE encapsul ated | RFC 9624

| | (no I P header) | |

oo - Fom oo U +

| 9 | Payload is GENEVE encapsul ated | RFC 9624

| | (no I P/UDP header) | |

N o m e e e e e e e e e N +
Table 1. BIER Next Protocol ldentifiers Registry

I ANA has al so assigned an | Pv4 and an | Pv6 nulticast address for the

case di scus

The fol | ow
Bl ock (224.

Addr ess(es)

sed in Section 2.1.

ng entry has been added to the "Local Network Control
0.0.0 - 224.0.0.255 (224.0.0/24))" registry for |Pv4:

1 224.0.0.122

Description: Network Virtualization Overlay (NVO BUM Traffic

Ref er ence

The foll ow
Addr esses"

Addr ess(es)

RFC 9624

ng entry has been added to the "Link-Local Scope Milticast
registry for |Pv6:

: FF02:0:0:0:0:0:0: 14

Description: Network Virtualization Overlay (NVO BUM Traffic

Ref er ence

RFC 9624

Security Considerations

Thi s docunent is about using BIER as provider tunnels for EVPN. It
is very simlar to using BIER as MVPN provider tunnels and does not
i ntroduce additional security inplications beyond what have been

di scussed i
usi ng BIER

Ref er ences
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