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I nt roducti on

Thi s docunent specifies an abstract Application Programm ng Interface
(API) that describes the interface conponent of the high-Ieve
Transport Services Architecture defined in [ RFC9621]. A Transport
Servi ces System supports asynchronous, atomic transm ssion of
Messages over transport protocols and network paths dynamically
selected at runtine, in environments where an endpoint selects from
mul ti ple network paths and potential transport protocols.

Applications that adopt this APl will benefit froma w de set of
transport features that can evolve over time. This protocol -
i ndependent APl ensures that the system providing the APl can
optinmize its behavi or based on the application requirements and



networ k conditions, without requiring changes to the applications.
This flexibility enables faster deploynment of new features and
protocol s and can support applications by offering racing and

fall back mechani snms, which otherwi se need to be separately

i mpl erented in each application. Transport Services |nplenmentations
are free to take any desired formas long as the APl specification in
this document is honored; a non-prescriptive guide to inplenenting a
Transport Services Systemis avail able (see [ RFC9623]).

The Transport Services System derives specific path and Protoco

Sel ection Properties and supported transport features fromthe

anal ysis provided in [ RFC8095], [RFC8923], and [RFC8922]. The
Transport Services APl enables an inplenentation to dynamically
choose a transport protocol rather than statically binding
applications to a protocol at conpile tine. The Transport Services
APl al so provides applications with a way to override transport

sel ection and instantiate a specific stack, e.g., to support servers
wishing to listen to a specific protocol. However, forcing a choice
to use a specific Protocol Stack is discouraged for general use
because it can reduce portability.

.1. Terninology and Notation

The Transport Services APl is described in terns of:

* (Objects with which an application can interact;

* Actions the application can performon these objects;

* EBvents, which an object can send to an application to be processed
asynchronously; and

*  Paraneters associated with these actions and events.

The foll owi ng notations, which can be conbined, are used in this
docunent :

* An action that creates an object:
oj ect := Action()
* An action that creates an array of objects:
[]Object := Action()
* An action that is perforned on an object:
hj ect . Action()
* An object sends an event:
Obj ect -> Event <>
* An action takes a set of paraneters; an event contains a set of
paraneters. Action and event paraneters whose nanes are suffixed

with a question mark are optional

Action(paranD, paraml?, ...)
Event <par an0, paranml?, ...>

hj ects that are passed as paraneters to actions use call-by-val ue
behavi or. Actions not associated with an object are actions on the
APl ; they are equivalent to actions on a per-application globa

cont ext .

Events are sent to the application or application-supplied code



(e.g., Framers; see Section 9.1.2) for processing; the details of
event interfaces are specific to the platformor inplenentation and
can be inplenmented using other forms of asynchronous processing, as
idiomatic for the inplenenting platform

We al so nake use of the follow ng basic types:

Bool ean: Instances take the value true or false.
Integer: |Instances take integer val ues.

Nurmeric: Instances take real nunber val ues.
String: Instances are represented in UTF-8.

| P Address: An |IPv4 address [RFC791] or |Pv6 address [ RFC4291].

Enunmeration: A famly of types in which each instance takes one of a
fixed, predefined set of values specific to a given enunerated

t ype.

Tupl e: An ordered grouping of multiple value types, represented as a
comma- separated list in parentheses, e.g., (Enumeration,
Preference). Instances take a sequence of values, each valid for
the correspondi ng val ue type.

Array: Denoted []Type, an instance takes a value for each of zero or
nmore el ements in a sequence of the given Type. An array can be of
fixed or variable | ength.

Set: An unordered grouping of one or nore different val ues of the
same type

For gui dance on how t hese abstract concepts can be inplenented in
| anguages i n accordance with | anguage-specific design patterns and
pl atform features, see Appendi x A

.2. Specification of Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Overvi ew of the APl Design

The design of the APl specified in this document is based on a set of
principles, thenselves an el aboration on the architectural design
principles defined in [RFC9621]. The APl defined in this docunent
provi des:

* A Transport Services Systemthat can offer a variety of transport
protocol s, independent of the Protocol Stacks that will be used at
runtime. To the degree possible, all comon features of these
Protocol Stacks are made available to the application in a
transport-independent way. This enables applications witten for
a single APl to make use of transport protocols in terns of the
features they provide.

* Aunified APl to datagram and streamoriented transports, allow ng
the use of a commopn APl for Connection establishment and cl osing.

*  Message-orientation, as opposed to streamorientation, using
appl i cation-assisted franing and defram ng where the underlying
transport does not itself provide the required fram ng



* Asynchronous Connection establishnment, transm ssion, and
reception. This allows concurrent operations during establishnent
and event-driven application interactions with the transport
| ayer.

* Selection between alternate network paths, using additiona
i nformati on about the networks over which a Connection can operate
(e.g., Provisioning Domain (PvD) information [ RFC7556]) where
avai | abl e.

* Explicit support for transport-specific features to be applied,
when that particular transport is part of a chosen Protocol Stack

* Explicit support for security properties as first-order transport
features.

* Explicit support for configuration of cryptographic identities and
transport Security Paraneters persistent across nultiple
Connect i ons.

* Explicit support for nultistreamng and nultipath transport
protocol s, and the grouping of related Connections into Connection
Groups through "cloning" of Connections (see Section 7.4). This
function allows applications to take full advantage of new
transport protocols supporting these features.

APl Sunmmary

An application primarily interacts with this APl through two objects:
Preconnecti ons and Connections. A Preconnection object (Section 6)
represents a set of Properties and constraints on the sel ection and
configuration of paths and protocols to establish a Connection with
an Endpoint. A Connection object represents an instance of a
transport Protocol Stack on which data can be sent to and/or received
froma Renmpote Endpoint (i.e., a logical connection that, depending on
the kind of transport, can be bidirectional or unidirectional, and
that can use a stream protocol or a datagram protocol). Connections
are presented consistently to the application, irrespective of

whet her the underlying transport is connectionless or connection
oriented. Connections can be created from Preconnections in three
ways:

* initiating the Preconnection (i.e., creating a Connection fromthe
Preconnection, actively opening, as in a client; see Initiate in
Section 7.1),

* |istening on the Preconnection (i.e., creating a Listener based on
the Preconnection, passively opening, as in a server; see Listen
in Section 7.2), or

* a rendezvous for the Preconnection (i.e., peer-to-peer Connection
establi shment; see Rendezvous in Section 7.3).

Once a Connection is established, data can be sent and received on it
in the formof Messages. The APl supports the preservation of
Message boundaries via both explicit Protocol Stack support and
application support through a Message Framer that finds Message
boundaries in a stream Messages are received asynchronously through
event handlers registered by the application. Errors and other
notifications also happen asynchronously on the Connection. It is
not necessary for an application to handle all events; some events
can have i npl enentati on-specific default handl ers.

The application SHOULD NOT assune that ignoring events (e.g., errors)
i s always safe.



3.1. Usage Exanples

The foll owi ng usage exanples illustrate how an application night use
the Transport Services APl to act as:

* a server, by listening for incom ng Connections, receiving
requests, and sending responses; see Section 3.1.1

* aclient, by connecting to a Renpbte Endpoint using Initiate,
sendi ng requests, and receiving responses; see Section 3.1.2.

* a peer, by connecting to a Renpte Endpoi nt using Rendezvous while
simul taneously waiting for incom ng Connections, sending Messages,
and receiving Messages; see Section 3.1.3.

The exanples in this section presune that a transport protocol is
avai |l abl e between the Local and Renote Endpoints and that this
protocol provides reliable data transfer, preservation of data
ordering, and preservation of Message boundaries. In this case, the
application can choose to receive only conpl ete Messages.

If none of the avail able transport protocols provide preservation of
Message boundaries, but there is a transport protocol that provides a
reliable ordered byte-stream an application could receive this byte-
stream as partial Messages and transformit into application-|ayer
Messages. Alternatively, an application mght provide a Message
Framer, which can transform a sequence of Messages into a byte-stream
and vice versa (Section 9.1.2).

3.1.1. Server Exanple

This is an exanple of how an application mght listen for incomng
Connections using the Transport Services APlI, receive a request, and
send a response.

Local Specifier := NewLocal Endpoi nt ()
Local Specifier. Wthlnterface("any")
Local Specifier. WthService("https")

Transport Properties : = NewlransportProperties()
Transport Properties. Require(preserveMsgBoundari es)
/'l Reliable data transfer and preserve order are required by default

SecurityParaneters : = NewSecurityParaneters()
SecurityParaneters. Set(serverCertificate, myCertificate)

/1 Specifying a Renpte Endpoint is optional when using Listen
Preconnecti on : = NewPreconnection(Local Specifi er,
Transport Properties,
Securi tyPar anet ers)
Li stener := Preconnection. Listen()
Li stener -> Connecti onRecei ved<Connecti on>

/1 Only receive conplete nessages in a Conn. Recei ved handl er
Connecti on. Recei ve()

Connection -> Recei ved<nessageDat aRequest, nessageCont ext >
/l---- Receive event handler begin ----

Connecti on. Send( nessageDat aResponse)

Connection. C ose()

/1 Stop listening for incom ng Connections



/1 (this exanple supports only one Connecti on)
Li stener. Stop()
//---- Receive event handler end ----

3.1.2. dient Exanple

This is an exanpl e of how an application m ght open two Connecti ons
to a renote application using the Transport Services APl, send a
request, and receive a response for each of the two Connections. The
code designated with corments as "Ready event handler" could, for
exanpl e, be inplenented as a call back function. This function would
receive the Connection that it expects to operate on ("Connection"
and "Connection2" in the exanple) handed over using the variable name
"C.

Renot eSpeci fi er : = NewRenot eEndpoi nt ()
Renot eSpeci fi er. Wt hHost Narme( " exanpl e. cont')
Renot eSpeci fier. WthServi ce("https")

Transport Properties := NewlransportProperties()
Transport Properties. Require(preserve-nsg- boundari es)
/1l Reliable data transfer and preserve order are required by default

SecurityParaneters : = NewSecurityParamneters()
Trust Cal | back : = NewCal | back({

/1 Verify the identity of the Renbte Endpoint and return the result
1}

SecurityParameters. Set Trust Verificati onCal | back(Trust Cal | back)

/1 Specifying a Local Endpoint is optional when using Initiate
Preconnecti on : = NewPreconnecti on( Renot eSpeci fier,

Transport Properties,

Securi tyPar anet ers)

Connection := Preconnection.lnitiate()
Connection2 : = Connection. C one()

Connection -> Ready<>
Connection2 -> Ready<>

/l---- Ready event handler for any Connection C begin ----
C. Send( nessageDat aRequest)

/1 Only receive conpl ete nmessages
C. Recei ve()
/l---- Ready event handler for any Connection C end ----

Connection -> Recei ved<nessageDat aResponse, nessageCont ext >
Connection2 -> Recei ved<nessageDat aResponse, nessageCont ext >

/1l Close the Connection in a Receive event handl er
Connection. C ose()
Connection2. d ose()

A Preconnection serves as a tenplate for creating a Connection via
initiating, listening, or via rendezvous. Once a Connection has been
created, changes nade to the Preconnection that was used to create it
do not affect this Connection. Preconnections are reusable after
being used to create a Connection, whether or not this Connection was
cl osed. Hence, in the above exanple, it would be correct for the
client to initiate a third Connection to the exanpl e.com server by
continuing as foll ows:

/l.. carry out adjustnents to the Preconnection, if desired
Connection3 := Preconnection.lnitiate()



3.1.3. Peer Exanple

This is an exanple of how an application mght establish a Connection
with a peer using Rendezvous, send a Message, and receive a Message.

/1 Configure |ocal candidates: a port on the Local Endpoint

/1 and via a Session Traversal Utilities for NAT (STUN) server
Host Candi dat e : = NewLocal Endpoi nt ()

Host Candi dat e. Wt hPort (9876)

St unCandi dat e : = NewLocal Endpoi nt ()
St unCandi dat e. Wt hSt unSer ver (address, port, credentials)

Local Candi dates = [ Host Candi date, StunCandi dat e]

TransportProperties :=// ...Configure transport properties
SecurityParaneters =// ...Configure security properties
Preconnecti on : = NewPreconnecti on(Local Candi dat es,

[1, // No renmpte candi dates yet
Transport Properties,
Securi tyPar anet ers)

/'l Resolve the Local Candi dates. The Preconnecti on. Resol ve()
/1 call resolves both | ocal and renote candi dates; however

/'l because the renpte candi dates have not yet been specified,
/1l the ResolvedRenote list returned will be enpty and i s not
/] used.

Resol vedLocal , Resol vedRenot e = Preconnecti on. Resol ve()

/1 Application-specific code goes here to send the Resol vedLoca
/1 list to the peer via sone out-of-band signaling channel (e.g.,
/1 in a SIP nessage).

/1 Application-specific code goes here to recei ve Renot eCandi dat es
/1l (type []RenoteEndpoint, a |list of RenoteEndpoint objects) from
/1l the peer via the signaling channel

/1 Add renote candidates and initiate the rendezvous:
Preconnecti on. AddRenot e( Renot eCandi dat es)
Preconnecti on. Rendezvous()

Preconnecti on -> RendezvousDone<Connecti on>

[l---- RendezvousDone event handler begin ----
Connect i on. Send( messageDat aRequest )
Connecti on. Recei ve()

//---- RendezvousDone event handler end ----

Connection -> Recei ved<nessageDat aResponse, nessageCont ext >

/1 1If new Renote Endpoint candi dates are received fromthe

/'l peer over the signaling channel -- for exanple, if using
/1 Trickle Interactive Connectivity Establishnent (ICE) --

/1 then add themto the Connection:

Connect i on. AddRenot e( NewRenot eCandi dat es)

/1l On a PathChange event, resolve the Local Endpoint ldentifiers to
/1l see if a new Local Endpoint has becone available and, if

/1l so, send to the peer as a new candidate and add to the

/1 Connecti on:

Connection -> Pat hChange<>

[Il---- PathChange event handl er begin ----



Resol vedLocal , Resol vedRenote = Preconnecti on. Resol ve()
i f Resol vedLocal has changed
/1 Application-specific code goes here to send the
/'l Resol vedLocal list to the peer via the signaling channe

/1 Add the new Local Endpoints to the Connection
Connecti on. AddLocal ( Resol vedLocal )
[l---- PathChange event handler end ----

/'l Close the Connection in a Receive event handl er
Connecti on. C ose()

4. Transport Properties

Each application using the Transport Services APl declares its
preferences for how the Transport Services Systemis to operate.
This is done by using Transport Properties, as defined in [ RFC9621],
at each stage of the lifetine of a Connection

Transport Properties are divided into Sel ection, Connection, and
Message Properties.

Sel ection Properties (see Section 6.2) can only be set during
preestablishnent. They are only used to specify which paths and

Prot ocol Stacks can be used and are preferred by the application.
Calling Initiate on a Preconnection creates an outbound Connection,
and the Sel ection Properties renmain readable fromthe Connection but
becone i mutable. Selection Properties can be set on Preconnecti ons,
and the effect of Selection Properties can be queried on Connections
and Messages.

Connection Properties (see Section 8.1) are used to inform decisions
made during establishment and to fine-tune the established
Connection. They can be set during preestablishment and can be
changed later. Connection Properties can be set on Connections and
Preconnecti ons; when set on Preconnections, they act as an initial
default for the resulting Connections.

Message Properties (see Section 9.1.3) control the behavior of the
sel ected Protocol Stack(s) when sending Messages. Message Properties
can be set on Messages, Connections, and Preconnections; when set on
the latter two, they act as an initial default for the Messages sent
over those Connections.

Not e that configuring Connection Properties and Message Properties on
Preconnections is preferred over setting themlater. Early

speci fication of Connection Properties allows their use as additiona
input to the selection process. Protocol-specific Properties, which
enabl e configuration of specialized features of a specific protoco
(see Section 3.2 of [RFC9621]), are not used as input to the

sel ection process; they only support configuration if the respective
prot ocol has been sel ect ed.

4.1. Transport Property Nanes

Transport Properties are referred to by nanes, represented as case-
insensitive strings. These nanes serve two purposes:

* Alow ng different conponents of a Transport Services
I mpl enentation to pass Transport Properties (e.g., between a
| anguage frontend and a policy nanager) or to enable a Transport
Services I nplenentation to represent Properties retrieved froma
file or other storage to the application

* Making the code of different Transport Services |nplenentations



|l ook simlar. Wile individual progranm ng | anguages ni ght
preclude strict adherence to the nam ng convention of representing
Property names as case-insensitive strings (for instance, by
prohibiting the use of hyphens in synbols), users interacting with
multiple inplementations will still benefit fromthe consistency
resulting fromthe use of visually simlar synbols.

Transport Property names are hierarchically organized in the form
[ <Nanespace>. | <Pr opert yNane>.

* The optional Nanmespace conponent and its trailing dot character
(".") MIST be onmitted for well-known generic Properties, i.e., for
Properties that are not specific to a protocol

* Protocol -specific Properties MJST use the protocol acronym as the
Nanespace (e.g., a Connection that uses TCP could support a TCP-
specific Transport Property, such as the TCP User Ti nmeout val ue,
in a Protocol -specific Property called tcp.userTi neout Val ue (see
Section 8.2)).

* Vendor-specific or inplenentation-specific Properties MJST be
pl aced in a Nanespace starting with the underscore character ("_")
and SHOULD use a string identifying the vendor or inplenentation.

* For | ETF protocols, the name of a Protocol-specific Property MJST
be specified in an RFC fromthe | ETF Stream (after | ETF Revi ew
[ RFC8126]). An |IETF protocol Namespace does not start with an
underscore character ("_").

Nanespaces for each of the keywords provided in the "Protoco

Nunbers” registry (see <https://ww.iana. org/assi gnments/ protocol -
nunbers/>) are reserved for Protocol -specific Properties and MJST NOT
be used for vendor-specific or inplenentation-specific Properties.
Ternms |isted as keywords, as in the "Protocol Nunbers" registry,
SHOULD be avoi ded as any part of a vendor-specific or inplenentation-
specific Property nane.

Though Transport Property nanmes are case insensitive, it is
recomrended to use canel Case to inprove readability. |Inplenentations
may transpose Transport Property names into snake_case or Pascal Case
to blend into the | anguage environnent.

4.2. Transport Property Types

Each Transport Property has one of the basic types described in
Section 1. 1.

Most Sel ection Properties (see Section 6.2) are of the Enumeration
type, and they use the Preference Enuneration, which takes one of
five possible values (Prohibit, Avoid, No Preference, Prefer, or
Require) denoting the level of preference for a given Property during
prot ocol selection.

5. Scope of the APl Definition

Thi s docunent defines a | anguage- and pl atformindependent APl of a
Transport Services System G ven the wi de variety of |anguages and
| anguage conventions used to wite applications that use the
transport layer to connect to other applications over the Internet,
this i ndependence makes this APl necessarily abstract.

There is no interoperability benefit in tightly defining how the API
is presented to application programrers across diverse platforns.
However, nmintaining the "shape" of the abstract APl across different
pl atforns reduces the effort for programrers who learn to use the
Transport Services APl to then apply their know edge to another



platform That said, inplenentations have significant freedomin
presenting this APl to programmers, bal ancing the conventions of the
protocol with the shape of the API. W nake the follow ng
recommendat i ons:

* Actions, events, and errors in inplenmentations of the Transport
Servi ces APl SHOULD use the nanes assigned to themin this
docunent, subject to capitalization, punctuation, and ot her
typographi ¢ conventions in the | anguage of the inplenentation,
unl ess the inplenmentation itself uses different names for
substantially equival ent objects for networking by convention

* Transport Services Systens SHOULD i npl ement each Sel ection
Property, Connection Property, and MessageContext Property
specified in this docunent. These features SHOULD be i npl enent ed
even when, in a specific inplenentation, it will always result in
no operation, e.g., there is no action when the APl specifies a
Property that is not available in a transport protocol inplenented
on a specific platform For exanple, if TCP is the only
underlying transport protocol, the Message Property nmsgOrdered can
be inplenented (trivially, as a no-op) as disabling the
requirenent for ordering will not have any effect on delivery
order for Connections over TCP. Simlarly, the nsgLifetine
Message Property can be inplenmented but ignored, as the
description of this Property (Section 9.1.3.1) states that "it is
not guaranteed that a Message will not be sent when its Lifetine
has expired".

* I nplenentations can use other representations for Transport
Property names, e.g., by providing constants, but should provide a
straightforward mappi ng between their representation and the
Property names specified here.

Pr eest abl i shnrent Phase

The preestablishment phase allows applications to specify Properties
for the Connections that they are about to make or to query the API
about potential Connections they coul d nake.

A Preconnection object represents a potential Connection. It is a
passi ve object (a data structure) that nmerely nmaintains the state
that describes the Properties of a Connection that mght exist in the
future. This state comprises Local Endpoint and Renpte Endpoi nt

obj ects that denote the Endpoints of the potential Connection (see
Section 6.1), the Selection Properties (see Section 6.2), any
preconfigured Connection Properties (Section 8.1), and the Security
Paranmeters (see Section 6.3):

Preconnecti on : = NewPreconnection([] Local Endpoi nt,
[ ] Renot eEndpoi nt ,
Transport Properties,
Securi t yPar anet ers)

At | east one Local Endpoint MJST be specified if the Preconnection is
used to Listen for incom ng Connections, but the list of Loca

Endpoi nts MAY be enpty if the Preconnection is used to Initiate
connections. |If no Local Endpoint is specified, the Transport
Services Systemw || assign an epheneral |ocal port to the Connection
on the appropriate interface(s). At |east one Renpte Endpoi nt MJST
be specified if the Preconnection is used to Initiate Connections,

but the list of Renpte Endpoints MAY be enpty if the Preconnection is
used to Listen for incom ng Connections. At |east one Local Endpoint
and one Renote Endpoint MJUST be specified if a peer-to-peer
Rendezvous is to occur based on the Preconnection

If nmore than one Local Endpoint is specified on a Preconnection, then



the application is indicating that all of the Local Endpoints are
eligible to be used for Connections. For exanple, their Endpoint
Identifiers mght correspond to different interfaces on a mnultihoned
host or their Endpoint Identifiers might correspond to |oca
interfaces and a STUN server that can be resolved to a server-

refl exive address for a Preconnection used to nake a peer-to-peer
Rendezvous.

If nmore than one Renpte Endpoint is specified on the Preconnecti on,
the application is indicating that it expects all of the Renote
Endpoints to offer an equival ent service and that the Transport

Servi ces System can choose any of them for a Connection. For
exanpl e, a Renote Endpoint m ght represent various network interfaces
of a host, or a server-reflexive address that can be used to reach a
host, or a set of hosts that provide equival ent |ocal bal anced

servi ce.

In nmost cases, it is expected that a single Renote Endpoint will be
specified by name, and a later call to Initiate on the Preconnection
(see Section 7.1) will internally resolve that nane to a |ist of

concrete Endpoint ldentifiers. Specifying nultiple Renpote Endpoints
on a Preconnection allows applications to override this for nore
detail ed control

If Message Framers are used (see Section 9.1.2), they MIST be added
to the Preconnection during preestablishnent.

6.1. Specifying Endpoints
The Transport Services APl uses the Local Endpoint and Renote
Endpoi nt objects to refer to the Endpoints of a Connection
Endpoi nts can be created as either renpote or | ocal

Renot eSpeci fi er : = NewRenot eEndpoi nt ()
Local Specifier := NewLocal Endpoi nt ()

A single Endpoint object represents the identity of a network host.
That Endpoi nt can be nore or |ess specific, depending on which
Endpoint ldentifiers are set. For exanple, an Endpoint that only
specifies a hostnane can, in fact, finally correspond to severa
different | P addresses on different hosts.

An Endpoi nt object can be configured with the follow ng identifiers:

*  Host Nane (string):

Renot eSpeci fi er. Wt hHost Narme( " exanpl e. cont')

* Port (a 16-bit unsigned Integer):

Renot eSpeci fier. Wt hPort (443)

* Service (an identifier string that maps to a port; either a
service name associated with a port nunber (from
<https://wwv. i ana. or g/ assi gnnent s/ servi ce- nanes- port - nunbers/>) or
a DNS SRV service nane to be resol ved)

Renot eSpeci fier. WthServi ce("https")

* | P address (an IPv4 or I Pv6 address type; note that the exanples
here show the human-readable formof the |IP addresses, but the
functions can take a binary encodi ng of the addresses):

Renot eSpeci fi er. Wt hl PAddr ess(192. 0. 2. 21)

Renot eSpeci fi er. Wt hl PAddr ess(2001: db8: 4920: e29d: a420: 7461: 7073: a)



* Interface identifier (which can be a string name or other
platformspecific identifier), e.g., to qualify link-loca
addresses (see Section 6.1.2 for details):

Local Specifier. Wthlnterface("en0")

The Resol ve action on a Preconnection can be used to obtain a |ist of
avai l abl e | ocal interfaces.

Note that an | Pv6 address specified with a scope zone ID (e.qg.,
fe80::2001: db8%n0) is equivalent to WthlPAddress with an unscoped
address and Wthinterface together.

Applications creating Endpoint objects using WthHost Nane SHOULD
provide Fully Qualified Domain Nanes (FQ@Ns). Not providing an FQDN
will result in the Transport Services |nplenmentation needing to use
DNS search domains for name resolution, which mght lead to

i nconsi stent or unpredictable behavior

The design of the API MJUST NOT permit an Endpoint object to be
configured with nultiple Endpoint Identifiers of the sane type. For
exanpl e, an Endpoi nt object cannot specify two | P addresses. Two

separate | P addresses are represented as two Endpoint objects. If a
Preconnection specifies a Renpote Endpoint with a specific |IP address
set, it will only establish Connections to that IP address. If, on

the ot her hand, a Renote Endpoint specifies a hostnanme but no
addresses, the Transport Services |nplenentation can perform nanme
resolution and attenpt using any address derived fromthe origina
host name of the Renote Endpoint. Note that nultiple Renote Endpoints
can be added to a Preconnection, as discussed in Section 7.5.

The Transport Services Systemresolves nanmes internally, when the
Initiate, Listen, or Rendezvous action is called to establish a
Connection. Privacy considerations for the timng of this resolution
are given in Section 13.

The Resol ve action on a Preconnection can be used by the application
to force early binding when required, for exanple, with sone Network
Address Transl ator (NAT) traversal protocols (see Section 7.3).

6.1.1. Using Miulticast Endpoints

To use multicast, a Preconnection is first created with the Local or
Renot e Endpoint Ildentifier specifying the Any-Source Milticast (ASM
or Source-Specific Milticast (SSM group and destination port nunber.
This is then followed by a call to either Initiate, Listen, or
Rendezvous, dependi ng on whether the resulting Connection is to be
used to send Messages to the nulticast group, receive Messages from
the group, or both send and receive Messages (as is the case for an
ASM gr oup) .

Note that the Transport Services APl has separate specifier calls for
mul ticast groups to avoid introducing filter Properties for single-
source multicast and seeks to avoid confusion that can be caused by
overl oadi ng the unicast specifiers.

Calling Initiate on that Preconnection creates a Connection that can
be used to send Messages to the multicast group. The Connection
object that is created will support Send but not Receive. Any
Connections created this way are send-only and do not join the

mul ticast group. The resulting Connection will have a Local Endpoint
identifying the local interface to which the Connection is bound and
a Renote Endpoint identifying the multicast group

The following APl calls can be used to configure a Preconnection



before calling Initiate:

Renot eSpeci fier. Wt hMul ti cast G oupl P( G oupAddr ess)
Renot eSpeci fi er. Wt hPort (Port Nunber)
Renot eSpeci fi er. Wt hHopLi mi t (HopLinit)

Calling Listen on a Preconnection with a nulticast group address
specified as the Renote Endpoint Identifier will trigger the
Transport Services Inplenentation to join the multicast group to
recei ve Messages. This Listener will create one Connection for each
Renot e Endpoi nt sending to the group, with the Local Endpoi nt
Ildentifier specified as a group address. The set of Connection
objects created forns a Connection G oup. The receiving interface
can be restricted by passing it as part of the Local Specifier or
queried through the MessageContext on the Messages received (see
Section 9.1.1 for further details).

Speci fying WthHopLimt sets the Time To Live (TTL) field in the
header of |Pv4 packets or the Hop Count field in the header of |Pv6
packets.

The following APl calls can be used to configure a Preconnection
before calling Listen:

Local Specifier. Wt hSi ngl eSourceMul ti cast G oupl P( G oupAddr ess,

Sour ceAddr ess)
Local Speci fi er. Wt hAnySour ceMul ti cast Groupl P( Gr oupAddr ess)
Local Specifier. WthPort (Port Nunber)

Cal li ng Rendezvous on a Preconnection with an ASM group address as
the Renote Endpoint ldentifier will trigger the Transport Services
I npl enentation to join the nulticast group and al so indicates that
the resulting Connection can be used to send Messages to the

mul ti cast group. The Rendezvous action will return both:

1. a Connection that can be used to send to the group and that acts
the sanme as a Connection returned by calling Initiate with a
mul ti cast Renote Endpoi nt and

2. a Listener that acts as if Listen had been called with a
mul ti cast Renote Endpoint.

Cal l'i ng Rendezvous on a Preconnection with an SSM group address as
the Local Endpoint ldentifier results in an EstablishmentError.

The following APl calls can be used to configure a Preconnection
before calling Rendezvous:

Renot eSpeci fier. Wt hMul ti cast G oupl P( G oupAddr ess)

Renot eSpeci fi er. Wt hPort (Port Nunber)

Renot eSpeci fier. Wt hHopLi mi t (HopLinit)

Local Speci fi er. Wt hAnySourceMul ti cast Groupl P(Gr oupAddr ess)
Local Specifier. WthPort (Port Nurmber)

Local Specifier. Wt hHopLi mt (HopLi mt)

See Section 6.1.5 for nore exanpl es.
.1.2. Constraining Interfaces for Endpoints

Note that this APl has nultiple ways to constrain and prioritize
Endpoi nt candi dat es based on the network interface:

* Specifying an interface on a Renote Endpoint qualifies the scope
zone of the Renote Endpoint, e.g., for link-local addresses.

* Specifying an interface on a Local Endpoint explicitly binds all



candi dates derived fromthis Endpoint to use the specified
interface.

* Specifying an interface using the interface Sel ection Property
(Section 6.2.11) or indirectly via the pvd Sel ection Property
(Section 6.2.12) influences the sel ection anong the avail abl e
candi dat es.

Wil e specifying an interface on an Endpoint restricts the candi dates
avai l abl e for Connection establishment in the preestablishnent phase,
the Selection Properties prioritize and constrain the Connection

est abl i shment .

6.1.3. Protocol -Specific Endpoints

An Endpoi nt can have an alternative definition when using different
protocols. For exanple, a server that supports both TLS/ TCP and QUIC
coul d be accessible on two different port nunbers, dependi ng on which
protocol is used.

To scope an Endpoint to apply conditionally to a specific transport
protocol (such as defining an alternate port to use when QU Cis

sel ected, as opposed to TCP), an Endpoint can be associated with a
protocol identifier. Protocol identifiers are objects or Enumeration
val ues provided by the Transport Services APl that will vary based on
whi ch protocols are inplenented in a particular system

Al t er nat eRenpt eSpeci fier. Wt hProt ocol (QU C)

The foll owi ng exanpl e shows a case where exanpl e.com has a server
running on port 443 with an alternate port of 8443 for QU C. Both
endpoi nts can be passed when creating a Preconnection

Renot eSpeci fi er : = NewRenot eEndpoi nt ()
Renot eSpeci fi er. Wt hHost Narme( " exanpl e. cont')
Renot eSpeci fi er. Wt hPort (443)

QUI CRenot eSpeci fi er : = NewRenpt eEndpoi nt ()
QUI CRenot eSpeci fi er. Wt hHost Nane( " exanpl e. cont')
QUI CRenot eSpeci fier. Wt hPort (8443)
QUI CRenot eSpeci fier. Wt hProt ocol (QUI O
Renot eSpecifiers := [ RenoteSpecifier, QU CRenoteSpecifier ]
6.1.4. Endpoint Exanples
The foll owi ng exanpl es of Endpoi nts show conmon usage patterns.
Speci fy a Renote Endpoi nt using a hostnanme exanpl e.com and a service
nane https, which tells the systemto use the default port for HITPS
(443):
Renot eSpeci fi er : = NewRenot eEndpoi nt ()
Renot eSpeci fi er. Wt hHost Nane( " exanpl e. coni')
Renot eSpeci fier. WthService("https")
Speci fy a Renote Endpoint using an | Pv6 address and renote port:
Renot eSpeci fi er : = NewRenot eEndpoi nt ()
Renot eSpeci fi er. Wt hl PAddr ess(2001: db8: 4920: e29d: a420: 7461: 7073: a)
Renot eSpeci fi er. Wt hPort (443)
Speci fy a Renote Endpoint using an | Pv4 address and renote port:

Renot eSpeci fi er : = NewRenot eEndpoi nt ()
Renot eSpeci fi er. Wt hl PAddress(192. 0. 2. 21)



Renot eSpeci fi er. Wt hPort (443)

Speci fy a Local Endpoint using a |ocal interface nane and no | ocal
port to let the system assign an epheneral |ocal port:

Local Specifier := NewLocal Endpoi nt ()
Local Specifier. Wthlnterface("en0")

Speci fy a Local Endpoint using a |ocal interface nane and | ocal port:

Local Specifier := NewLocal Endpoi nt ()
Local Specifier. Wthlnterface("en0")
Local Specifier. WthPort (443)

As an alternative to specifying an interface nane for the Loca
Endpoi nt, an application can express nore fine-grained preferences
using the interface Selection Property; see Section 6.2.11. However,
if the application specifies Selection Properties that are
inconsistent with the Local Endpoint, this will result in an error
once the application attenpts to open a Connection

Speci fy a Local Endpoint using a STUN server:

Local Specifier := NewLocal Endpoi nt ()
Local Specifier. Wt hStunServer (address, port, credentials)

6.1.5. Milticast Exanples
The foll owi ng exanpl es show how nul ti cast groups can be used.

Join an ASM group in receive-only node, bound to a known port on a
named | ocal interface:

Renot eSpeci fi er : = NewRenot eEndpoi nt ()

Local Specifier := NewLocal Endpoi nt ()

Local Specifi er. Wt hAnySour ceMul ti cast G oupl P(233. 252. 0. 0)
Local Specifier. WthPort (5353)

Local Specifier. Wthlnterface("en0")

TransportProperties : =

SecurityPar aneters =

Preconnection : = NewPreconnecti on(Local Specifi er,
Renot eSpeci fier,
Transport Properties,
SecurityProperties)

Li stener := Preconnection. Listen()

Join an SSM group in receive-only node, bound to a known port on a
named | ocal interface

Renot eSpeci fi er : = NewRenot eEndpoi nt ()

Local Specifier := NewLocal Endpoi nt ()

Local Specifi er. Wt hSi ngl eSourceMul ti cast Groupl P(233. 252. 0.0,
198. 51. 100. 10)

Local Specifier. WthPort (5353)

Local Specifier. Wthlnterface("en0")

Transport Properties
SecurityParaneters

Preconnection : = NewPreconnection(Local Specifi er,
Renot eSpeci fier,



Transport Properties,
SecurityProperties)
Li stener := Preconnection. Listen()

Create an SSM group as a sender

Renot eSpeci fi er : = NewRenot eEndpoi nt ()

Renot eSpeci fier. Wt hMul ti cast G oupl P(233. 251. 240. 1)
Renot eSpeci fi er. Wt hPort (5353)

Renot eSpeci fier. Wt hHopLi mi t (8)

Local Specifier := NewLocal Endpoi nt ()
Local Specifier. Wt hl PAddress(192. 0. 2. 22)
Local Specifier. Wthinterface("en0")

TransportProperties : =

SecurityParaneters =

Preconnecti on : = NewPreconnection(Local Specifi er,
Renot eSpeci fier,
Transport Properties,
SecurityProperties)

Connection := Preconnection.lnitiate()

Joi

n an ASM group as both a sender and a receiver

Renot eSpeci fi er : = NewRenot eEndpoi nt ()

Renot eSpeci fier. Wt hMil ti cast G oupl P(233. 252. 0. 0)
Renot eSpeci fi er. Wt hPort (5353)

Renot eSpeci fier. Wt hHopLi mit (8)

Local Specifier := NewLocal Endpoi nt ()

Local Speci fi er. Wt hAnySourceMul ti cast Groupl P(233. 252. 0. 0)
Local Speci fier. Wt hl PAddress(192.0. 2. 22)

Local Specifier. WthPort (5353)

Local Specifier. Wthlnterface("en0")

Transport Properties
SecurityParaneters

Preconnecti on : = NewPreconnection(Local Specifi er,
Renot eSpeci fier,
Transport Properties,
SecurityProperties)

Connection, Listener := Preconnection. Rendezvous()

Speci fying Transport Properties

A Preconnection object holds Properties reflecting the application’s
requi renents and preferences for the transport. These include

Sel ection Properties for selecting Protocol Stacks and paths, as well
as Connection Properties and Message Properties for configuration of
the detail ed operation of the selected Protocol Stacks on a per-
Connection and per-Message | evel

The protocol (s) and path(s) selected as candi dates during

establi shnent are determined and configured using these Properties.
Since there could be paths over which sonme transport protocols are
unabl e to operate, or Renote Endpoints that support only specific
net wor k addresses or transports, transport protocol selection is
necessarily tied to path selection. This could involve choosing
between nultiple local interfaces that are connected to different
access networKks.

When additional information (such as PvD information [ RFC7556]) is



avai | abl e about the networks over which an Endpoint can operate, this
can informthe selection between alternate network paths. Path

i nformati on can include the Path MIU (PMIU), the set of supported
Differentiated Services Code Points (DSCPs), expected usage, cost,
etc. The usage of this information by the Transport Services System
is generally independent of the specific nechani smor protocol used
to receive the information (e.g., zero-conf, DHCP, or |Pv6 Router
Advertisenments (RAs)).

Most Sel ection Properties are represented as Preferences, which can
take one of five val ues:

[S lemsfomms ool oo
| Preference | Effect |
[ bl s e e oo s s s s s s s e s e e s s s e
| Require | Select only protocol s/ paths providing

| | the Property; otherw se, fail |
Fomm e oo - o e e e e e e e e e e e e e e e e e e e e memao o +
| Prefer | Prefer protocol s/paths providing the |
| | Property; otherw se, proceed |
Fom ek o m m e e e e e e e e e e e e e e e eeee— oo +
| No | No preference |
| Preference | |
Fomm e oo - o e e e e e e e e e e e e e e e e e e e e memao o +
| Avoid | Prefer protocol s/paths not providing |
| | the Property; otherw se, proceed

Fom ek o m m e e e e e e e e e e e e e e e eeee— oo +
| Prohibit | Select only protocol s/paths not |
| | providing the Property; otherw se, fail |
Fomm e oo - o e e e e e e e e e e e e e e e e e e e e memao o +

Table 1. Selection Property Preference Levels

The i npl enentati on MUST ensure an outcone that is consistent with al
application requirenents expressed using Require and Prohibit. Wile
pref erences expressed using Prefer and Avoid influence protocol and
path selection as well, outcomes can vary, even given the same

Sel ection Properties, because the avail abl e protocols and paths can
differ across systens and contexts. However, inplenentations are
RECOMVENDED to seek to provide a consistent outconme to an
application, when provided with the sane set of Selection Properties.

Note that application preferences can conflict with each other. For
exanple, if an application indicates a preference for a specific path
by specifying an interface, but also a preference for a protocol, a
situation might occur in which the preferred protocol is not

avail abl e on the preferred path. |In such cases, applications can
expect Properties that determ ne path selection to be prioritized
over Properties that determ ne protocol selection. The Transport
Servi ces System SHOULD determine the preferred path first, regardl ess
of protocol preferences. This ordering is chosen to provide

consi stency across inplenentations; this is based on the fact that it
is nmore conmon for the use of a given network path to determ ne cost
to the user (i.e., an interface type preference m ght be based on a
user’s preference to avoid being charged nore for a cellular data

pl an).

Sel ection and Connection Properties, as well as defaults for Message
Properties, can be added to a Preconnection to configure the

sel ection process and to further configure the eventually selected
Protocol Stack(s). They are collected into a TransportProperties
obj ect to be passed into a Preconnection object:

Transport Properties := NewlransportProperties()

I ndi vi dual Properties are then set on the TransportProperties object.



Setting a Transport Property to a val ue overrides the previous val ue
of this Transport Property.

Transport Properties. Set (property, val ue)

To aid readability, inplenentations MAY provi de additiona

conveni ence functions to sinplify the use of Selection Properties:
see Appendix B.1 for exanples. In addition, inplenentations MAY
provide a nechanismto create TransportProperties objects that are
preconfigured for common use cases, as outlined in Appendix B.?2.

Transport Properties for an established Connection can be queried via
the Connection object, as outlined in Section 8.

A Connection gets its Transport Properties by either being explicitly
configured via a Preconnection, being configured after establishnent,
or inheriting themfroman antecedent via cloning; see Section 7.4
for nmore details.

Section 8.1 provides a list of Connection Properties, while Selection
Properties are listed in the subsections below. Selection Properties
are only considered during establishment and cannot be changed after
a Connection is established. At this point, Selection Properties can
only be read to check the Properties used by the Connection. Upon
readi ng, the Preference type of a Selection Property changes into
Bool ean, where:

* true nmeans that the selected Protocol Stack supports the feature
or uses the path associated with the Selection Property, and

* false neans that the Protocol Stack does not support the feature
or use the path.

I mpl enent ati ons of Transport Services Systens could alternatively use
the Require and Prohibit Preference values to represent true and

fal se, respectively. Oher types of Selection Properties remain
unchanged when they are nmade avail able for reading after a Connection
i s established.

An inpl enentation of the Transport Services APl needs to provide
sensi bl e defaults for Selection Properties. The default values for
each Property bel ow represent a configuration that can be inpl enented
over TCP. If these default values are used and TCP is not supported
by a Transport Services System then an application using the default
set of Properties might not succeed in establishing a Connection
Using the sanme default values for independent Transport Services
Systens can be beneficial when applications are ported between
different inplementations/platforms, even if this default could I ead
to a Connection failure when TCP is not available. |[If default val ues
ot her than those suggested bel ow are used, it is RECOVMENDED to
clearly docunment any differences

6.2.1. Reliable Data Transfer (Connection)
Nane: reliability
Type: Preference
Default: Require
This Property specifies whether the application needs to use a
transport protocol that ensures that all data is received at the
Renote Endpoint in order, without [oss or duplication. Wen reliable

data transfer is enabled, this also entails being notified when a
Connection is closed or aborted.
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2.2. Preservation of Message Boundaries
Nane: preserveMsgBoundaries
Type: Preference
Default: No Preference

This Property specifies whether the application needs or prefers to
use a transport protocol that preserves Message boundari es.

2.3. Configure Per-Message Reliability
Nanme: perMsgReliability
Type: Preference
Default: No Preference
This Property specifies whether an application considers it useful to
specify different reliability requirenents for individual Messages in
a Connecti on.
2.4. Preservation of Data Ordering
Nanme: preserveOrder
Type: Preference
Default: Require
This Property specifies whether the application wishes to use a
transport protocol that can ensure that data is received by the
application at the Renpte Endpoint in the sane order as it was sent.
2.5. Use 0-RTT Session Establishnent with a Safely Repl ayabl e Message
Nanme: zeroRtt Msg
Type: Preference
Default: No Preference
This Property specifies whether an application would |like to supply a
Message to the transport protocol before Connection establishnent,
which will then be reliably transferred to the Renote Endpoi nt before
or during connection establishnent. This Message can potentially be
received multiple tines (i.e., multiple copies of the Message data
could be passed to the Renmote Endpoint). See also Section 9.1.3.4.
2.6. Miltistream Connections in a Goup
Nanme: nultistream ng
Type: Preference
Default: Prefer
This Property specifies whether the application would prefer nultiple
Connections within a Connection Group to be provided by streanms of a
singl e underlying transport connection, where possible.

2.7. Full Checksum Coverage on Sending

Narme: ful | Checksuntend



Type: Preference
Default: Require

This Property specifies the application’s need for protection agai nst
corruption for all data transmitted on this Connection. Disabling
this Property could enable the application to influence the sender
checksum coverage after Connection establishnment (see

Section 9.1.3.6).

6.2.8. Full Checksum Coverage on Recei ving
Nane: full ChecksunRecv
Type: Preference
Default: Require
This Property specifies the application’s need for protection agai nst
corruption for all data received on this Connection. Disabling this
Property could enabl e the application to influence the required
m ni mum r ecei ver checksum coverage after Connection establishnent
(see Section 8.1.1).
6.2.9. Congestion Control
Nane: congestionContr ol
Type: Preference
Default: Require
This Property specifies whether or not the application would |ike the
Connection to be congestion controlled. Note that if a Connection is
not congestion controlled, an application using such a Connection
SHOULD itsel f perform congestion control in accordance with [ RFC2914]
or use a circuit breaker in accordance with [RFC8084], whichever is
appropriate. Al so note that reliability is usually conbined with
congestion control in protocol inplenmentations rendering "reliable
but not congestion controlled", a request that is unlikely to
succeed. |If the Connection is congestion controlled, performng
addi ti onal congestion control in the application can have negative
performance inplications.
6.2.10. Keep-Alive Packets
Nanme: keepAlive
Type: Preference
Default: No Preference
This Property specifies whether or not the application wuld like the
Connection to send keep-alive packets. Note that if a Connection
determ nes that keep-alive packets are being sent, the application
itself SHOULD avoi d generating additional keep-alive Messages. Note
that, when supported, the systemw || use the default period for
generation of the keep-alive packets. (See also Section 8.1.4.)
6.2.11. Interface Instance or Type
Nanme: interface
Type: Set of (Preference, Enuneration)

Default: Enpty (not setting a Preference for any interface)



This Property allows the application to select any specific network
interfaces or categories of interfaces it wants to Require, Prohibit,
Prefer, or Avoid. Note that marking a specific interface as Require
strictly limts path selection to that single interface, and often
leads to less flexible and resilient Connection establishnent.

In contrast to other Selection Properties, this Property is a set of
tuples of (enunerated) interface identifier and Preference. 1t can

either be inplemented directly as such or be inplenented to nmake one
Preference avail able for each interface and interface type avail able
on the system

The set of valid interface types is specific to the inplenmentation or
system For exanple, on a nobile device, there could be W-Fi and
Cellular interface types avail able; whereas, on a desktop conputer
W-Fi and Wred Ethernet interface types mght be available. An

i mpl ement ati on should provide all types that are supported on the

| ocal systemto allow applications to be witten generically. For
exanple, if a single inplenentation is used on both nobile devices
and desktop devices, it ought to define the Cellular interface type
for both systens, since an application mght wish to always prohibit
Cel lul ar.

The set of interface types is expected to change over tine as new
access technol ogi es becone available. The taxonony of interface
types on a given Transport Services Systemis inplenmentation

speci fic.

Interface types SHOULD NOT be treated as a proxy for properties of
interfaces, such as netered or unnetered network access. |If an
application needs to prohibit netered interfaces, this should be
specified via Provisioning Domain attributes (see Section 6.2.12) or
anot her specific Property.

Note that this Property is not used to specify an interface scope
zone for a particular Endpoint. Section 6.1.2 provides details about
how to qualify endpoi nt candi dates on a per-interface basis.

6.2.12. Provisioning Donmain | nstance or Type
Nanme: pvd
Type: Set of (Preference, Enuneration)
Default: Enpty (not setting a Preference for any PvD)

Simlar to interface (see Section 6.2.11), this Property allows the
application to control path selection by selecting which specific PvD
or categories of PvDs it wants to Require, Prohibit, Prefer, or
Avoid. Provisioning Domai ns define consistent sets of network
properties that might be nore specific than network interfaces

[ RFC7556] .

As with interface, this Property is a set of tuples of (enumerated)
PvD identifier and Preference. It can either be inplenented directly
as such or be inplenented to nmake one Preference avail able for each
interface and interface type avail able on the system

The identification of a specific PvDis specific to the

i mpl ementation or system [RFC3801] defines how to use an FQDN to
identify a PvD when advertised by a network, but systens m ght al so
use other locally relevant identifiers such as string nanes or
Integers to identify PvDs. As with requiring specific interfaces,
requiring a specific PvD strictly limts the path sel ection



Categories or types of PvDs are also defined to be specific to the

i npl ementation or system These can be useful to identify a service
that is provided by a PvD. For exanple, if an application wants to
use a PvD that provides a Voice-Over-I1P (VolP) service on a Cellular
network, it can use the relevant PvD type to require a PvD that
provides this service, without needing to | ook up a particul ar
instance. Wiile this does restrict path selection, it is broader
than requiring specific PvD instances or interface instances and
shoul d be preferred over these options.

6.2.13. Use Tenporary Local Address
Nane: useTenporarylLocal Address
Type: Preference

Default: Avoid for Listeners and Rendezvous Connections; Prefer for
ot her Connecti ons

This Property allows the application to express a preference for the
use of tenporary |ocal addresses, sonetines called "privacy"
addresses [RFC8981]. Tenporary addresses are generally used to
prevent |inking connections over tine when a stable address,
sometines called a "permanent” address, is not needed. There are
some caveats to note when specifying this Property. First, if an
application requires the use of tenporary addresses, the resulting
Connection cannot use |Pv4 because tenporary addresses do not exi st
in |Pvd4. Second, tenporary |ocal addresses night involve trading off
privacy for performance. For instance, tenporary addresses (e.g.,

[ RFC8981]) can interfere with resunpti on nechani sns that some
protocols rely on to reduce initial |atency.

6.2.14. Miltipath Transport
Name: multipath
Type: Enumeration

Default: Disabled for Connections created through Initiate and
Rendezvous; Passive for Listeners

This Property specifies whether, and how, applications want to take
advant age of transferring data across nultiple paths between the same
end hosts. Using nmultiple paths allows Connections to migrate

bet ween i nterfaces or aggregate bandwi dth as availability and
performance properties change. Possible values are as follows:

Di sabl ed: The Connection will not use nultiple paths once
establi shed, even if the chosen transport supports using multiple
pat hs.

Active: The Connection will negotiate the use of multiple paths if

the chosen transport supports it.

Passive: The Connection will support the use of nultiple paths if
the Renote Endpoint requests it.

The policy for using nultiple paths is specified using the separate
mul ti pat hPolicy Property; see Section 8.1.7. To enable the peer
Endpoint to initiate additional paths toward a | ocal address other
than the one initially used, it is necessary to set the
advertisesAltaddr Property (see Section 6.2.15).

Setting this Property to Active can have privacy inplications. It
enabl es the transport to establish connectivity using alternate paths
that mght result in users being |linkable across the nultiple paths,



even if the advertisesAltaddr Property (see Section 6.2.15) is set to
fal se.

Note that this Property has no correspondi ng Sel ection Property of
type "Preference". Enuneration values other than Disabled are
interpreted as a preference for choosing protocols that can make use
of multiple paths. The Disabled value inplies a requirenent not to
use nultiple paths in parallel but does not prevent choosing a
protocol that is capable of using nmultiple paths, e.g., it does not
prevent choosing TCP but prevents sending the MP_CAPABLE option in
the TCP handshake.

6.2.15. Advertisenment of Alternative Addresses
Nanme: adverti sesAl taddr
Type: Bool ean
Default: false
This Property specifies whether alternative addresses, e.g., of other
interfaces, ought to be advertised to the peer Endpoint by the
Protocol Stack. Advertising these addresses enabl es the peer
Endpoint to establish additional connectivity, e.g., for Connection
m gration or using multiple paths.
Note that this can have privacy inplications because it might result
in users being |inkable across the multiple paths. Al so, note that
setting this to fal se does not prevent the local Transport Services
System from _establishing_ connectivity using alternate paths (see
Section 6.2.14); it only prevents _proactive advertisenent_ of
addr esses.

6.2.16. Direction of Comunication
Nane: direction
Type: Enuneration
Default: Bidirectiona

This Property specifies whether an application wants to use the
Connection for sending and/or receiving data. Possible values are as

fol |l ows:
Bi directional: The Connection nust support sending and receiving
dat a.

Uni directional send: The Connection must support sending data, and
the application cannot use the Connection to receive any data.

Unidirectional receive: The Connection nust support receiving data,
and the application cannot use the Connection to send any data.

Si nce uni directional conmunication can be supported by transports
of fering bidirectional conmunication, specifying unidirectiona
conmmuni cati on m ght cause a Protocol Stack that supports
bi di rectional conmuni cation to be sel ected.

6.2.17. Notification of ICVMP Soft Error Message Arriva
Nane: softErrorNotify

Type: Preference

Def aul t: No Preference



This Property specifies whether an application considers it useful to
be informed when an I CVP error nessage arrives that does not force
term nation of a connection. Wen set to true, received ICVMP errors
are available as SoftError events; see Section 8.3.1. Note that even
if a protocol supporting this Property is selected, not all |CwW
errors will necessarily be delivered, so applications cannot rely
upon receiving them [ RFC8085].

6.2.18. Initiating Side Is Not the First to Wite
Nane: activeReadBef oreSend
Type: Preference
Default: No Preference

The nbst comon client-server conmmuni cation pattern involves the
client actively opening a Connection, then sending data to the
server. The server |listens (passive open), reads, and then answers.
This Property specifies whether an application wants to diverge from
this pattern by either:

1. actively opening with Initiate, imrediately foll owed by readi ng
or

2. passively opening with Listen, inmediately followed by witing.

This Property is ignored when establishing connections using
Rendezvous. Requiring this Property limts the choice of mappings to
underlying protocols, which can reduce efficiency. For exanple, it
prevents the Transport Services System from nappi ng Connections to
Stream Control Transm ssion Protocol (SCTP) streans, where the first
transmtted data takes the role of an active open signal

6.3. Specifying Security Paranmeters and Cal | backs

Most Security Paraneters, e.g., TLS ciphersuites, local identity and
private key, etc., can be configured statically. Qhers are

dynani cally configured during Connection establishnent. Security
Paraneters and cal | backs are partitioned based on their place in the
lifetime of Connection establishment. Sinmilar to Transport
Properties, both paraneters and cal |l backs are inherited during
cloning (see Section 7.4).

Thi s docunent specifies an abstract API, which could appear to
conflict with the need for Security Paraneters to be unanbi guous.

The Transport Services System SHOULD provi de reasonabl e, secure
defaults for each enunerated Security Paraneter, such that users of
the systemonly need to specify paraneters required to establish a
secure connection (e.g., serverCertificate or clientCertificate).
Speci fying Security Paraneters from enunerated values (e.g., specific
ci phersuites) mght constrain which transport protocols can be

sel ected during Connection establishment.

Security Parameters are specified in the preestablishment phase and
are created as foll ows:

SecurityParaneters : = NewSecurityParaneters()

Specific parameters are added using a call to Set on the
SecurityPar anet ers.

As with the rest of the Transport Services APl, the exact nanes of
paraneters and/ or values of Enunerations (e.g., ciphersuites) used in
the Security Parameters are specific to the systemor inplementation



and ought to be chosen to follow the principle of |east surprise for
users of the platfornilanguage environnent in question

For Security Paranmeters that are Enunerations of known val ues, such
as TLS ciphersuites, inplenmentations are responsible for exposing the
set of values they support. For Security Paraneters that are not
simpl e val ue types, such as certificates and keys, inplenentations
are responsi ble for exposing types appropriate for the platforn

| anguage environnent.

Applications SHOULD use common safe defaults for values such as TLS
ci phersuites whenever possible. However, as discussed in [ RFC8922],
many transport security protocols require specific Security
Parameters and constraints fromthe client at the tinme of
configuration and actively during a handshake.

The set of Security Paranmeters defined here is not exhaustive, but
illustrative. |nplenentations SHOULD expose an equi valent to the
paraneters listed belowto allow for sufficient configuration of
Security Parameters, but the details are expected to vary based on
platform and i npl ementation constraints. Applications MJST be able
to constrain the security protocols and versions that the Transport
Services Systemw || use.

Representation of Security Paraneters in inplenmentations ought to
paral |l el that chosen for Transport Property nanes as suggested in
Section 5.

Connections that use Transport Services SHOULD use security in
general . However, for conpatibility with endpoints that do not
support transport security protocols (such as a TCP endpoi nt that
does not support TLS), applications can initialize their Security
Paranmeters to indicate that security can be disabled or

opportunistic. |If security is disabled, the Transport Services
Systemwi |l not attenpt to add transport security automatically. If
security is opportunistic, it will allow Connections w thout
transport security, but it will still attenpt to use unauthenticated

security if avail able.

SecurityParaneters : = NewDi sabl edSecurityParaneters()
SecurityParaneters : = NewOpportunisticSecurityParameters()
.3.1. Allowed Security Protocols

Nane: all owedSecurityProtocols

Type: Inplenentation-specific Enunmeration of security protocol nanes
and/ or versions

Default: Inplenentation-specific best available security protocols
This Property allows applications to restrict which security
protocol s and security protocol versions can be used in the Protoco
Stack. Applications MJST be able to constrain the security protocols
used by this or an equival ent nechanism in order to prevent the use
of security protocols with unknown or weak security properties.
SecurityParaneters. Set (al |l onedSecurityProtocols, [ tls_1 2, tls 1 31])
.3.2. Certificate Bundles
Nanmes: serverCertificate, clientCertificate

Type: Array of certificate objects



Default: Enpty array

One or nore certificate bundles identifying the Local Endpoint as a
server certificate or a client certificate. Miltiple bundles may be
provided to allow sel ection anong di fferent Protocol Stacks that may
require differently formatted bundles. The formand format of the
certificate bundle are inplementation specific. Note that if the
private keys associated with a bundle are not available, e.g., since
they are stored in Hardware Security Mdul es (HSMs), handshake
cal | backs are necessary. See below for details.

SecurityParaneters. Set(serverCertificate, myCertificateBundle[])
SecurityParaneters. Set(clientCertificate, myCertificateBundle[])

6.3.3. Pinned Server Certificate
Nane: pinnedServerCertificate
Type: Array of certificate chain objects
Default: Enpty array
Zero or nore certificate chains to use as pinned server certificates,
such that connecting will fail if the presented server certificate
does not match one of the supplied pinned certificates. The form and
format of the certificate chain are inplenentation specific.
SecurityParanet ers. Set (pi nnedServer Certificate, yourCertificateChain[])
6.3.4. Application-Layer Protocol Negotiation
Nanme: al pn
Type: Array of strings
Default: Automatic sel ection
Application-Layer Protocol Negotiation (ALPN) val ues: used to
i ndi cate which application-layer protocols are negotiated by the
security protocol layer. See [ALPN] for a definition of the ALPN
field. Note that the Transport Services System can provi de ALPN
val ues automatically based on the protocols being used, if not
explicitly specified by the application
SecurityParaneters. Set(al pn, ["h2"])
6.3.5. Goups, Ciphersuites, and Signature Al gorithns
Nanes: supportedG oup, ciphersuite, signatureAl gorithm
Types: Arrays of inplenentation-specific Enunerations
Default: Automatic selection
These are used to restrict what cryptographic paraneters are used by
underlying transport security protocols. Wen not specified, these
al gorithms shoul d use known and safe defaults for the system
SecurityParanet ers. Set (supportedG oup, secp256r1)
SecurityParaneters. Set (ci phersuite, TLS AES 128 GCM SHA256)
SecurityParaneters. Set (signatureAl gorithm ecdsa_secp256r1_sha256)
6.3.6. Session Cache Options

Narmes: maxCachedSessi ons, cachedSessi onlLi f eti meSeconds



Type: |Integer
Default: Automatic sel ection

These values are used to tune session cache capacity and lifetinme and
can be extended to include other policies.

Securi tyPar anet ers. Set (maxCachedSessi ons, 16)
SecurityParanet ers. Set (cachedSessi onLi f eti meSeconds, 3600)

6.3.7. Pre-Shared Key
Nane: preSharedKey
Type: Key and identity (platformspecific)
Default: None

Used to install pre-shared keying material established out of band.
Each instance of pre-shared keying material is associated with sone
identity that typically identifies its use or has sonme protocol -
specific neaning to the Renote Endpoint. Note that the use of a pre-
shared key will tend to select a single security protocol and,
therefore, directly select a single underlying Protocol Stack. A
Transport Services APl could express None in an environment-typica
way, e.g., as a Union type or special value.

SecurityPar anet ers. Set (preShar edKey, key, nyldentity)
6.3.8. Connection Establishnent Call backs

Security decisions, especially pertaining to trust, are not static.
Once configured, paraneters can also be supplied during Connection
establishnent. These are best handled as client-provided cal | backs.
Cal | backs bl ock the progress of the Connection establishnent, which
di stinguishes themfromother events in the Transport Services
System How cal | backs and events are inplenented is specific to each
i mpl ementation. Security handshake cal |l backs that could be invoked
during Connection establishnent include:

*  Trust verification callback: Invoked when a Renpte Endpoint’s
trust nust be verified before the handshake protocol can conti nue.
For exanple, the application could verify an X 509 certificate as
described in [ RFC5280] .

Trust Cal | back : = NewCal | back({
/!l Handl e the trust and return the result
})

SecurityParaneters. Set Trust Veri fi cati onCal | back( Trust Cal | back)

* |dentity challenge callback: Invoked when a private key operation
is required, e.g., when local authentication is requested by a
Renot e Endpoi nt.

Chal | engeCal | back : = NewCal | back({
/1 Handl e the chal |l enge
1}

SecurityParameters. SetldentityChall engeCal | back( Chal | engeCal | back)
7. Establishing Connections

Bef ore a Connection can be used for data transfer, it needs to be
established. Establishnment ends the preestablishnment phase; all
transport Properties and cryptographi c paranmeter specification nust
be conmpl ete before establishnent, as these will be used to sel ect
Candi date Paths and Protocol Stacks for the Connection



Establ i shment can be active, using the Initiate action; passive,
using the Listen action; or sinultaneous for peer-to-peer
connections, using the Rendezvous action. These actions are
described in the subsections bel ow

.1. Active Open: Initiate

Active open is the action of establishing a Connection to a Renote
Endpoi nt presuned to be listening for inconm ng Connection requests.
Active open is used by clients in client-server interactions. Active
open is supported by the Transport Services APl through the Initiate
acti on:

Connection := Preconnection.lnitiate(tinmeout?)

The tineout paraneter specifies howlong to wait before aborting
active open. Before calling Initiate, the caller nust have popul at ed
a Preconnection object with a Renote Endpoint object to identify the
Endpoi nt, optionally a Local Endpoint object (if not specified, the
systemw || attenpt to determ ne a suitable Local Endpoint), as wel
as all Properties necessary for candi date sel ection

The Initiate action returns a Connection object. Once Initiate has
been call ed, any changes to the Preconnecti on MUST NOT have any
effect on the Connection. However, the Preconnection can be reused,
e.g., to Initiate another Connection

Once Initiate is called, the Candidate Protocol Stack(s) can cause
one or nore candi date transport-|layer connections to be created to
the specified Renote Endpoint. The caller could inmediately begin
sendi ng Messages on the Connection (see Section 9.2) after calling
Initiate; note that any data marked as "safely replayable" that is
sent while the Connection is being established could be sent nultiple
times or using nultiple candidates.

The foll owi ng events can be sent by the Connection after Initiate is
cal | ed:

Connection -> Ready<>

The Ready event occurs after Initiate has established a transport-

| ayer connection on at |east one usable Candi date Protocol Stack over
at | east one Candidate Path. No Receive events (see Section 9.3)

wi Il occur before the Ready event for Connections established using
Initiate.

Connection -> Establishnment Error <reason?>
An Est abli shment Error occurs when

* the set of transport Properties and Security Paraneters cannot be
fulfilled on a Connection for initiation (e.g., the set of
avai | abl e paths and/or Protocol Stacks meeting the constraints is
enpty) or reconciled with the Local and/or Renote Endpoints,

* a Renpte Endpoint ldentifier cannot be resolved, or

* no transport-layer connection can be established to the Renote
Endpoint (e.g., because the Renote Endpoint is not accepting
connections, the application is prohibited from opening a
Connection by the operating system or the establishnent attenpt
has timed out for any other reason).

Connection establishnent and transmi ssion of the first Message can be
conbined in a single action (Section 9.2.5).
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Passi ve Open: Listen

Passive open is the action of waiting for Connections from Renote
Endpoi nts, commonly used by servers in client-server interactions.
Passi ve open is supported by the Transport Services APl through the
Li sten action and returns a Listener object:

Li stener := Preconnection. Listen()

Before calling Listen, the caller nust have initialized the
Preconnection during the preestablishment phase with a Local Endpoi nt
object, as well as all Properties necessary for Protocol Stack

sel ection. A Renpote Endpoint can optionally be specified, to
constrai n what Connections are accept ed.

The Listen action returns a Listener object. Once Listen has been
call ed, any changes to the Preconnection MJST NOT have any effect on
the Listener. The Preconnection can be di sposed of or reused, e.g.,
to create another Listener.

Li stener. Stop()

Li stening continues until the gl obal context shuts down or until the
Stop action is performed on the Listener object.

Li stener -> Connecti onRecei ved<Connecti on>
The Connecti onRecei ved event occurs when

* a Renote Endpoint has established or cloned (e.g., by creating a
new streamin a nmulti-streamtransport; see Section 7.4) a
transport-layer connection to this Listener (for connection-
oriented transport protocols), or

* the first Message has been received fromthe Renote Endpoint (for
connectionl ess protocols or streanms of a multi-stream ng
transport) causing a new Connection to be created.

The resulting Connection is contained within the Connecti onRecei ved
event and is ready to use as soon as it is passed to the application
via the event.

Li st ener. Set NewConnect i onLi mt (val ue)

If the caller wants to rate-linit the nunber of inbound Connections
that will be delivered, it can set a cap using Set NewConnectionLimt.
This mechanismallows a server to protect itself from being drained
of resources. Each tine a new Connection is delivered by the
Connecti onRecei ved event, the value is automatically decremnented.
Once the val ue reaches zero, no further Connections will be delivered
until the caller sets the linmt to a higher value. By default, this
value is Infinite. The caller is also able to reset the value to
Infinite at any point.

Li stener -> Establishment Error<reason?>

An EstablishnmentError occurs when

* the Properties and Security Paraneters of the Preconnection cannot
be fulfilled for listening or cannot be reconciled with the Loca

Endpoi nt (and/or Rempte Endpoint, if specified),

* the Local Endpoint (or Renpbte Endpoint, if specified) cannot be
resol ved, or

* the application is prohibited fromlistening by policy.



Li stener -> Stopped<>
A Stopped event occurs after the Listener has stopped |istening.
7.3. Peer-to-Peer Establishnent: Rendezvous

Si nul t aneous peer-to-peer Connection establishnent is supported by
t he Rendezvous action:

Preconnecti on. Rendezvous()

A Preconnection object used in a Rendezvous MJST have both the Loca
Endpoi nt candi dates and the Renote Endpoi nt candi dates specifi ed,
along with the Transport Properties and Security Paraneters needed
for Protocol Stack selection before the Rendezvous action is
initiated.

The Rendezvous action |istens on the Local Endpoint candidates for an
i ncom ng Connection fromthe Renpte Endpoint candidates, while al so
simul taneously trying to establish a Connection fromthe Loca
Endpoi nt candi dates to the Renmote Endpoi nt candi dates.

If there are nultiple Local Endpoints or Renote Endpoints configured,
then initiating a Rendezvous action will cause the Transport Services
I npl enentation to systematically probe the reachability of those
endpoi nt candi dates foll owi ng an approach such as that used in
Interactive Connectivity Establishnent (1CE) [ RFC8445].

If the endpoints are suspected to be behind a NAT, and the Loca
Endpoi nt supports a nmethod of discovering NAT bi ndi ngs, such as STUN
[ RFC8489] or Traversal Using Relays around NAT (TURN) [ RFC8656], then
the Resol ve action on the Preconnection can be used to di scover such
bi ndi ngs:

[1Local Endpoi nt, [] RenoteEndpoint := Preconnection. Resol ve()

The Resolve action returns |lists of Local Endpoints and Renote
Endpoi nts that represent the concrete addresses, |ocal and server
reflexive, on which a Rendezvous for the Preconnection will listen
for incomng Connections and to which it will attempt to establish
Connecti ons.

Note that the set of Local Endpoints returned by Resolve m ght or

m ght not contain infornmation about all possible |ocal interfaces,
dependi ng on how t he Preconnection is configured. The set of
avail abl e I ocal interfaces can al so change over tine, so care needs
to be taken when using stored interface nanes.

An application that uses Rendezvous to establish a peer-to-peer
Connection in the presence of NATs will configure the Preconnection
object with at | east one Local Endpoint that supports NAT bi nding

di scovery. It will then Resolve the Preconnection and pass the
resulting Iist of Local Endpoint candidates to the peer via a
signaling protocol, for exanple, as part of an |ICE exchange [ RFC3445]
within SIP [ RFC3261] or WbRTC [ RFC7478]. The peer will then, via
the sane signaling channel, return the Renote Endpoi nt candi dates.
The set of Renote Endpoint candidates is then configured on the
Preconnecti on:

Preconnecti on. AddRenot e( [ ] Renpt eEndpoi nt)

Once the application has added both the Local Endpoint candi dates and
the Renmote Endpoint candidates retrieved fromthe peer via the
signaling channel to the Preconnection, the Rendezvous action is
initiated and causes the Transport Services |nplenentation to begin



connectivity checks.

I f successful, the Rendezvous action returns a Connection object via
a RendezvousDone event:

Preconnecti on -> RendezvousDone<Connecti on>

The RendezvousDone event occurs when a Connection is established with
the Renote Endpoint. For connection-oriented transports, this occurs
when the transport-layer connection is established; for
connectionless transports, it occurs when the first Message is
received fromthe Renote Endpoint. The resulting Connection is
contained within the RendezvousDone event and is ready to use as soon
as it is passed to the application via the event. Changes nade to a
Preconnection after Rendezvous has been called MJUST NOT have any

ef fect on existing Connections.

An Est abli shment Error occurs when

* the Properties and Security Paraneters of the Preconnection cannot
be fulfilled for rendezvous or cannot be reconciled with the Loca
and/ or Renote Endpoints,

* the Local Endpoint or Renote Endpoint cannot be resol ved,

* no transport-layer connection can be established to the Renote
Endpoi nt, or

* the application is prohibited fromrendezvous by policy.
Preconnecti on -> Establi shnent Error <reason?>

.4. Connection G oups

Connection Groups can be created using the C one action
Connection : = Connection.d one(framer?, connectionProperties?)

Calling Cone on a Connection yields a Connection Goup containing
two Connections: the parent Connection on which C one was called and
a resulting cloned Connection. The new Connection is actively
opened, and it will locally send a Ready event or an

Establi shmentError event. Calling Cone on any of these Connections
adds anot her Connection to the Connection Group. Connections in a
Connection Group share all Connection Properties except connPriority
(see Section 8.1.2), and these Connection Properties are entangl ed:
changi ng one of the Connection Properties on one Connection in the
Connection Group automatically changes the Connection Property for

all others. For example, changing connTi meout (see Section 8.1.3) on
one Connection in a Connection Group will automatically nake the sane
change to this Connection Property for all other Connections in the
Connection Group. Like all other Properties, connPriority is copied
to the new Connection when calling Cone, but, in this case, a |ater
change to the connPriority on one Connection does not change it on
the ot her Connections in the sane Connection G oup

The optional connectionProperties paranmeter all ows passing Transport
Properties that control the behavior of the underlying stream or
connection to be created, e.g., Protocol-specific Properties to
request specific streamlIDs for SCTP or QU C

Message Properties set on a Connection also apply only to that
Connecti on.

A new Connection created by O one can have a Message Franer assigned
via the optional framer paranmeter of the Cone action. |If this



paraneter is not supplied, the stack of Message Franers associ ated
with a Connection is copied to the cloned Connection when calling
Clone. Then, a cloned Connection has the same stack of Message
Framers as the Connection fromwhich they are cloned, but these
Framers can internally maintain per-Connection state.

It is also possible to check which Connections belong to the sane
Connection Group. Calling G oupedConnections on a specific
Connection returns a set of all Connections in the sanme group

[1Connection := Connection. GroupedConnecti ons()

Connections will belong to the sane group if the application
previously called Clone. Passive Connections can al so be added to
the sane group, e.g., when a Listener receives a new Connection that
is just a new stream of an al ready-active nmulti-streamn ng protoco

i nstance.

If the underlying protocol supports nulti-streaming, it is natural to
use this functionality to inplenment Clone. 1In that case, Connections
in a Connection Group are nultiplexed together, giving themsimlar
treatment not only inside Endpoints, but also across the end-to-end

I nternet path.

Note that calling Cone can result in on-the-wire signaling, e.g., to
open a new transport connection, depending on the underlying Protoco
Stack. Wen Clone |leads to the opening of nultiple such connecti ons,
the Transport Services Systemw ||l ensure consistency of Connection
Properties by uniformy applying themto all underlying connections
in a group. Even in such a case, it is possible for a Transport
Services Systemto inplenment prioritization within a Connection G oup
(see [TCP- COUPLI NG and [ RFC8699]).

Attenpts to clone a Connection can result in a C oneError
Connection -> C oneError<reason?>

A ConeError can also occur later, after C one was successfully
called. In this case, it inforns the application that the Connection
that sends the CloneError is no |onger a part of any Connection
Group. For exanple, this can occur when the Transport Services
systemis unable to inplenent entangl enent (a Connection Property was
changed on a different Connection in the Connection Goup, but this
change coul d not be successfully applied to the Connection that sends
the C oneError).

The connPriority Connection Property operates on Connections in a
Connection Group using the same approach as that used in

Section 9.1.3.2: when allocating avail able network capacity anong
Connections in a Connection G oup, sends on Connections with
nunerically lower priority values will be prioritized over sends on
Connections that have nunerically higher priority values. Capacity
wi Il be shared anong these Connections according to the connSchedul er
Property (Section 8.1.5). See Section 9.2.6 for nore details.

7.5. Addi ng and Renovi ng Endpoi nts on a Connection

Transport protocols that are explicitly nultipath-aware are expected
to automatically manage the set of renote endpoints that they are
comruni cating with and the paths to those endpoints. A Pat hChange
event, described in Section 8.3.2, will be generated when the path
changes.

However, in sonme cases, it is necessary to explicitly indicate to a
Connection that a new Renote Endpoi nt has becone avail able for use or
indicate that a Renmote Endpoint is no |onger available. This is npst



common in the case of peer-to-peer connections using Trickle |ICE
[ RFC8838] .

The AddRenote action can be used to add one or nobre new Renpte
Endpoints to a Connection

Connect i on. AddRenot e( [ ] Renot eEndpoi nt)

Endpoints that are already known to the Connection are ignored. A
call to AddRenote nekes the new Renote Endpoints available to the
Connection, but whether the Connection nmakes use of those Endpoints
wi || depend on the underlying transport protocol

Simlarly, the RenoveRenote action can be used to tell a Connection
to stop using one or nore Renote Endpoints:

Connecti on. RemoveRenot e( [ ] Renot eEndpoi nt)

Renovi ng all known Renote Endpoints can have the effect of aborting
the connection. The effect of renoving the active Renote Endpoint(s)
depends on the underlying transport: nultipath-aware transports night
be able to switch to a new path if other reachabl e Renote Endpoints
exi st or the connection m ght abort.

Simlarly, the AddLocal and RenovelLocal actions can be used to add
and renove Local Endpoints to or froma Connection

Managi ng Connecti ons

During preestablishment and after establishment, Preconnections or
Connections can be configured and queried using Connection
Properties, and asynchronous infornmation could be avail abl e about the
state of the Connection via SoftError events.

Connection Properties represent the configuration and state of the
sel ected Protocol Stack(s) backing a Connection. These Connection
Properties can be generic (applying regardless of transport protocol)
or specific (applicable to a single inplenentation of a single
transport Protocol Stack). GCeneric Connection Properties are defined
in Section 8. 1.

Prot ocol -specific Properties are defined in a way that is specific to
the transport or inplementation to permt nore specialized protoco
features to be used. Too nuch reliance by an application on

Pr ot ocol -specific Properties can significantly reduce the flexibility
of a Transport Services Systemto nmake appropriate sel ection and
configuration choices. Therefore, it is RECOMWENDED that Generic
Connection Properties be used for properties common across different
protocol s and that Protocol -specific Connection Properties are only
used where specific protocols or properties are necessary.

The application can set and query Connection Properties on a per-
Connection basis. Connection Properties that are not read-only can
be set during preestablishment (see Section 6.2), as well as on
Connections directly using the SetProperty action

Error Code : = Connection. Set Property(property, val ue)

If an error is encountered in setting a Property (for exanple, if the
application tries to set a TCP-specific Property on a Connection that
is not using TCP), the application MIST be inforned about this error
via the ErrorCode object. Such errors MJST NOT cause the Connection
to be term nated. Note that changi ng one of the Connection
Properties on one Connection in a Connection Goup will also change
it for all other Connections of that group; see Section 7.4.



At any point, the application can query Connection Properties.

Connecti onProperties := Connection. GetProperties()
val ue : = ConnectionProperties. Get (property)
i f ConnectionProperties. Has(bool ean_or _preference_property) then..

Dependi ng on the status of the Connection, the queried Connection
Properties will include different information

* The Connection state, which can be one of the foll ow ng:
Establ i shing, Established, Cosing, or C osed (see
Section 8.1.11.1).

* \Wether the Connection can be used to send data (see
Section 8.1.11.2). A Connection cannot be used for sending if the
Connection was created with the Sel ection Property direction set
to Unidirectional receive or if a Message nmarked as Final was sent
over this Connection. See also Section 9.1.3.5.

* \Whether the Connection can be used to receive data (see
Section 8.1.11.3). A Connection cannot be used for receiving if
the Connection was created with the Selection Property direction
set to Unidirectional send or if a Message nmarked as Final was
received (see Section 9.3.3.3). The latter is only supported by
certain transport protocols, e.g., by TCP as a hal f-cl osed
connecti on.

* For Connections that are Established, Cosing, or C osed:
Connection Properties (Section 8.1) of the actual protocols that
were selected and instantiated, and Sel ection Properties that the
application specified on the Preconnection. Selection Properties
of type "Preference"” will be exposed as Bool ean val ues indicating
whet her or not the Property applies to the selected transport.
Note that the instantiated Protocol Stack night not nmatch al
Prot ocol Selection Properties that the application specified on
the Preconnecti on.

* For Connections that are Established: Transport Services
I npl enent ati ons ought to provide informati on concerning the
pat h(s) used by the Protocol Stack. This can be derived from
| ocal PvD infornmation, neasurenents by the Protocol Stack, or
ot her sources. For example, a Transport Services Systemthat is
configured to receive and process PvD information [ RFC7556] coul d
al so provide network configuration information for the chosen
pat h(s).

.1. Generic Connection Properties

Generic Connection Properties are defined i ndependently of the chosen
Protocol Stack; therefore, they are available on all Connecti ons.

Many Connection Properties have a correspondi ng Sel ection Property

that enabl es applications to express their preference for protocols
providing a supporting transport feature.

.1.1. Required Mninmm Corruption Protection Coverage for Receiving

Name: recvChecksumnlen

Type: Integer (non-negative) or Full Coverage

Default: Full Coverage

If this Property is an Integer, it specifies the m ni mum nunber of

bytes in a received Message that need to be covered by a checksum A
recei ving Endpoint will not forward Messages that have | ess coverage



to the application. The application is responsible for handling any
corruption within the non-protected part of the Message [ RFC8085]. A
special value of 0 neans that a received packet night also have a
zero checksum field, and the enunerated val ue Full Coverage neans
that the entire Message needs to be protected by a checksum An

i mpl ementation is supposed to express Full Coverage in an

envi ronment -typi cal way, e.g., as a Union type or special value.

8.1.2. Connection Priority
Name: connPriority
Type: Integer (non-negative)
Default: 100

This Property is a non-negative Integer representing the priority of
this Connection relative to other Connections in the sanme Connection
G oup. A nunerically lower value reflects a higher priority. 1t has
no effect on Connections not part of a Connection Group. As noted in
Section 7.4, this Property is not entangl ed when Connections are
cloned, i.e., changing the priority on one Connection in a Connection
Group does not change it on the other Connections in the sane
Connection Group. No guarantees of a specific behavior regarding
Connection Priority are given; a Transport Services System could
ignore this Property. See Section 9.2.6 for nore details.

8.1.3. Tinmeout for Aborting Connection
Nane: connTi neout
Type: Nuneric (positive) or Disabled
Default: Disabled

If this Property is Numeric, it specifies howlong to wait before
deciding that an active Connection has failed when trying to reliably
deliver data to the Renpte Endpoint. Adjustnments to this Property
will only take effect if the underlying stack supports reliability.

If this Property has the enunerated value Disabled, it neans that no
timeout is scheduled. A Transport Services APl coul d express

Di sabled in an environnment-typical way, e.g., as a Union type or
speci al val ue.

8.1.4. Tinmeout for Keep-Alive Packets
Nane: keepAliveTi neout
Type: Nuneric (positive) or Disabled
Default: Disabled

A Transport Services APl can request a protocol that supports sending
keep-alive packets (Section 6.2.10). |If this Property is Numeric, it
specifies the maxi mum |l ength of time an idle Connection (one for

whi ch no transport packets have been sent) ought to wait before the
Local Endpoint sends a keep-alive packet to the Renpte Endpoint.
Adjustnents to this Property will only take effect if the underlying
stack supports sending keep-alive packets. (Quidance on setting this
val ue for connectionless transports is provided in [RFC8085]. A

val ue greater than the Connection tinmeout (Section 8.1.3) or the
enunerated val ue Disabled will disable the sending of keep-alive
packets. A Transport Services APl could express Disabled in an
environnment -typi cal way, e.g., as a Union type or special val ue.

8.1.5. Connection Goup Transm ssion Schedul er



8.

1.

Nanme: connSchedul er
Type: Enuneration
Default: Weighted Fair Queueing (see Section 3.6 of [RFC8260])

This Property specifies which scheduler is used anong Connecti ons
within a Connection Group to apportion the avail able capacity
according to Connection priorities (see Sections 7.4 and 8.1.2). A
set of schedulers is described in [ RFC8260].

6. Capacity Profile

Nane: connCapacityProfile

Type: Enumeration

Default: Default Profile (Best Effort)

This Property specifies the desired network treatment for traffic
sent by the application and the trade-offs the application is
prepared to nake in path and protocol selection to receive that
desired treatnment. When the capacity profile is set to a value other
than Default, the Transport Services System SHOULD sel ect paths and
configure protocols to optim ze the trade-off between del ay, del ay
variation, and efficient use of the available capacity based on the
capacity profile specified. Howthis is realized is inplenentation
specific. The capacity profile MAY al so be used to set markings on
the wire for Protocol Stacks supporting this action. Reconmendations
for use with DSCPs are provided bel ow for each profile; note that
when a Connection is nultiplexed, the guidelines in Section 6 of

[ RFC7657] apply.

The following values are valid for the capacity profile:

Default: The application provides no information about its expected
capacity profile. Transport Services Systens that nmap the
requested capacity profile to per-connection DSCP signaling SHOULD
assign the DSCP Default Forwardi ng Per Hop Behavi or (PHB)

[ RFC2474] .

Scavenger: The application is not interactive. 1t expects to send
and/ or receive data w thout any urgency. This can, for exanple,
be used to select Protocol Stacks with scavenger transni ssion
control and/or to assign the traffic to a lower-effort service.
Transport Services Systenms that map the requested capacity profile
to per-connection DSCP signaling SHOULD assign the DSCP "Less than
best effort"” PHB [ RFC8622].

Low Latency/Interactive: The application is interactive and prefers
loss to latency. Response tinme SHOULD be optim zed at the expense
of delay variation and efficient use of the avail able capacity
when sending on this Connection. The Low Latency/Interactive
val ue of the capacity profile can be used by the systemto disable
the coal escing of nmultiple small Messages into | arger packets
(Nagl e al gorithm (see Section 4.2.3.4 of [RFC1122])); to prefer
i medi at e acknowl edgenent fromthe peer Endpoi nt when supported by
the underlying transport; and so on. Transport Services Systens
that map the requested capacity profile to per-connecti on DSCP
signaling wthout multiplexing SHOULD assi gn a DSCP Assured
Forwardi ng (AF41, AF42, AF43, and AF44) PHB [ RFC2597]. Inelastic
traffic that is expected to conformto the configured network
service rate could be napped to the DSCP Expedited Forwardi ng PHBs
[ RFC3246] or PHBs as discussed in [ RFC5865].



Low Lat ency/ Non-Interactive: The application prefers loss to |atency
but is not interactive. Response tine SHOULD be optim zed at the
expense of delay variation and efficient use of the avail able
capacity when sending on this Connection. Transport system
i mpl ementations that map the requested capacity profile to per-
connecti on DSCP signaling wthout multiplexing SHOULD assign a
DSCP Assured Forwardi ng (AF21, AF22, AF23, and AF24) PHB
[ RFC2597] .

Constant-Rate Streamng: The application expects to send/receive
data at a constant rate after Connection establishnent. Delay and
del ay variation SHOULD be mininized at the expense of efficient
use of the available capacity. This inplies that the Connection
mght fail if the path is unable to maintain the desired rate. A
transport can interpret this capacity profile as preferring a
circuit breaker [RFC8084] to a rate-adaptive congestion
controller. Transport systeminpl enentations that map the
requested capacity profile to per-connection DSCP signaling
wi t hout nul tipl exi ng SHOULD assign a DSCP Assured Forwardi ng
(AF31, AF32, AF33, and AF34) PHB [ RFC2597].

Capaci ty- Seeki ng: The application expects to send/receive data at
the maxinumrate allowed by its congestion controller over a
relatively long period of tine. Transport Services Systens that
map the requested capacity profile to per-connection DSCP
signaling without nultiplexing SHOULD assi gn a DSCP Assured
Forwardi ng (AF11, AF12, AF13, and AF14) PHB [ RFC2597] per
Section 4.8 of [RFC4594].

The capacity profile for a selected Protocol Stack may be nodified on
a per-Message basis using the nsgCapacityProfil e Message Property;
see Section 9.1.3.8.

.1.7. Policy for Using Multipath Transports
Nanme: rmultipathPolicy

Type: Enuneration

Defaul t: Handover

This Property specifies the local policy for transferring data across
mul ti pl e paths between the same end hosts if the nultipath Property
is not set to Disabled (see Section 6.2.14). Possible values are as
foll ows:

Handover: The Connection ought only to attenpt to mgrate between
different paths when the original path is |ost or becones
unusable. The thresholds used to declare a path unusable are
i mpl ement ati on specific.

Interactive: The Connection ought only to attenpt to mninize the
latency for interactive traffic patterns by transnitting data
across multiple paths when this is beneficial. The goal of
mnimzing the latency will be bal anced agai nst the cost of each
of these paths. Depending on the cost of the |ower-latency path,
the scheduling m ght choose to use a higher-latency path. Traffic
can be schedul ed such that data nay be transmitted on nultiple
paths in parallel to achieve a |ower latency. The specific
scheduling algorithmis inplenmentation specific.

Aggregate: The Connection ought to attenpt to use nmultiple paths in
parall el to nmaximnize avail abl e capacity and possi bly overcone the
capacity limtations of the individual paths. The actual strategy
is inmplementation specific.



Note that this is a local choice: the Rempte Endpoint can choose a
different policy.

8.1.8. Bounds on Send or Receive Rate
Nane: m nSendRate / m nRecvRate / nmaxSendRate / nmaxRecvRat e

Type: Nuneric (positive) or Unlimted / Nuneric (positive) or
Unlimted / Nuneric (positive) or Unlimted / Nuneric (positive)
or Unlimted

Default: Unlimited / Unlimted / Unlinmted / Unlimted

Nuneric val ues of these Properties specify an upper-bound rate that a
transfer is not expected to exceed (even if flow control and
congestion control allow higher rates) and/or a | ower-bound
application-layer rate bel ow which the application does not deemit
will be useful. These rate values are neasured at the application

| ayer, i.e., do not consider the header overhead from protocols used
by the Transport Services System The values are specified in bits
per second and assuned to be neasured over one-second tine intervals.
For exanple, specifying a naxSendRate of X bits per second neans
that, fromthe noment at which the Property value is chosen, not nore
than X bits will be sent in any followi ng second. The enunerated
value Unlimted indicates that no bound is specified. A Transport
Services APl could express Unlimted in an environnment-typical way,
e.g., as a Union type or special value.

8.1.9. Goup Connection Limt
Nane: groupConnLim t
Type: Nuneric (positive) or Unlinmted
Default: Unlinmted

If this Property is Nunmeric, it controls the nunber of Connections
that can be accepted froma peer as new nenbers of the Connection’s
group. Similar to Set NewConnectionLimt, this linmts the nunber of
Connecti onRecei ved events that will occur, but constrained to the
group of the Connection associated with this Property. For a multi-
streamng transport, this limts the nunber of allowed streams. A
Transport Services APl could express Unlimted in an environnent -
typical way, e.g., as a Union type or special value.

8.1.10. |Isolate Session
Nane: isol at eSessi on
Type: Bool ean
Default: false

When set to true, this Property will initiate new Connections using
as little cached information (such as session tickets or cookies) as
possi bl e from previ ous Connections that are not in the sane
Connection Group. Any state generated by this Connection will only
be shared with Connections in the same Connection Goup. Coned
Connections will use saved state fromw thin the Connection G oup
This is used for separating Connection Contexts as specified in
Section 4.2.3 of [RFC9621].

Note that this does not guarantee that information will not |eak
because inpl enmentations might not be able to fully isolate all caches
(e.g., RIT estinmates). Note that this Property coul d degrade
Connecti on performance.



8.1.11. Read-Only Connection Properties

The foll owi ng generic Connection Properties are read-only, i.e., they
cannot be changed by an application.

8.1.11.1. Connection State
Name: connState
Type: Enumeration
This Property provides information about the current state of the
Connection. Possible values are Establishing, Established, d osing,
or Closed. For nore details on Connection state, see Section 11.
8.1.11.2. Can Send Data
Nanme: canSend

Type: Bool ean

This Property can be queried to | earn whether the Connection can be
used to send dat a.

8.1.11.3. Can Receive Data
Narme: canRecei ve
Type: Bool ean

This Property can be queried to | earn whether the Connection can be
used to receive data.

8.1.11.4. WMaxi mum Message Size Before Fragnentation or Segnentation
Nane: singul ar Transm ssi onMsgMaxLen
Type: Integer (non-negative) or Not applicable

This Property, if applicable, represents the maxi mum Message si ze
that can be sent wi thout incurring network-Ilayer fragnentation at the
sender. It is specified as a nunber of bytes and is | ess than or
equal to the maxi num Message Size on Send. It exposes a readable
value to the application based on the Maxi num Packet Size (MPS). The
val ue of this Property can change over tinme (and can be updated via
Dat agr am Packeti zati on Layer Path MIU Di scovery ( DPLPMIUD)

[ RFC8899]). This value allows a sending stack to avoid unwanted
fragmentation at the network | ayer or segnmentation by the transport

| ayer before choosing the Message size and/or after a SendError
occurs indicating an attenpt to send a Message that is too large. A
Transport Services APl coul d express Not applicable in an

envi ronment -typi cal way, e.g., as a Union type or special val ue

(e.g., 0).
8.1.11.5. W©Maxi mum Message Size on Send
Nanme: sendMsgMaxlLen
Type: Integer (non-negative)
This Property represents the maxi num Message size that an application
can send. It is specified as the nunber of bytes. A value of 0

i ndi cates that sending is not possible.

8.1.11.6. Maxi mum Message Size on Receive



Nanme: recvMsghMaxLen
Type: Integer (non-negative)

This Property represents the maxi mum Message size that an application
can receive. It is specified as the nunber of bytes. A value of O
i ndicates that receiving is not possible.

8.2. TCP-Specific Properties: User Tineout Option (UTO

These Properties specify configurations for the TCP User Ti neout
Option (UTO. This is a TCP-specific Property that is only used in
the case that TCP beconmes the chosen transport protocol. It is
useful only if TCP is inplenented in the Transport Services System
Pr ot ocol -specific options could al so be defined for other transport
prot ocol s.

These Properties are included here because the feature Suggest
timeout to the peer is part of the mnimal set of Transport Services
[ RFC8923], where this feature was categorized as "functional". This
means that when a Transport Services Systemoffers this feature, the
Transport Services APl has to expose an interface to the application
O herwi se, the inplenentation m ght violate assunptions by the
application, which could cause the application to fail.
Al of the below Properties are optional (e.g., it is possible to
specify tcp.userTi meout Val ue as true but not specify a
tcp. user Ti meout Val ue value; in this case, the TCP default wll be
used). These Properties reflect the APl extension specified in
Section 3 of [RFC5482].

8.2.1. Advertised User Tineout
Nane: tcp.userTi meout Val ue
Type: Integer (positive)
Default: the TCP default
This time value is advertised via the TCP User Tinmeout Option (UTO
[ RFC5482] to the Rempte Endpoint, which can use it to adapt its own
connTi neout (see Section 8.1.3) val ue.

8.2.2. User Timeout Enabled
Nane: tcp.userTi meout Enabl ed
Type: Bool ean
Default: false

This Property controls whether the TCP UTO is enabled for a
connection. This applies to both sending and recei ving.

8.2.3. Tinmeout Changeable
Nane: tcp.userTi meout Changeabl e
Type: Bool ean
Default: true
This Property controls whether the TCP connTi neout (see

Section 8.1.3) can be changed based on a UTO received fromthe renote
peer. This Bool ean becones fal se when connTi meout (see



Section 8.1.3) is used.
8.3. Connection Lifecycle Events

During the lifetime of a Connection there are events that can occur
when confi gur ed.

8.3.1. Soft Errors

Asynchronous introspection is al so possible, via the SoftError event.
This event informs the application about the recei pt and contents of
an |CWP error nessage related to the Connection. This will only
happen if the underlying Protocol Stack supports access to soft
errors; however, even if the underlying stack supports it, there is
no guarantee that a soft error will be signal ed

Connection -> SoftError<>
8.3.2. Path Change

This event notifies the application when at |east one of the paths
underlying a Connection has changed. Changes occur on a single path
when the PMIU changes as well as when nmultiple paths are used and
pat hs are added or rempved, the set of Local Endpoints changes, or a
handover has been perforned.

Connection -> Pat hChange<>
9. Data Transfer

Data is sent and received as Messages, which allows the application
to comuni cate the boundaries of the data being transferred.

9.1. Messages and Franers

Each Message has an optional MessageContext, which allows adding
Message Properties, to identify Send events related to a specific
Message or to inspect netadata related to the Message sent. Franers
can be used to extend or nodify the Message data with additiona
informati on that can be processed at the receiver to detect Message
boundari es.

9.1.1. Message Contexts

Usi ng the MessageContext object, the application can set and retrieve
met adat a of the Message, including Message Properties (see

Section 9.1.3) and fram ng netadata (see Section 9.1.2.2).

Therefore, a MessageCont ext object can be passed to the Send action
and is returned by each event related to Send and Recei ve.

Message Properties can be set and queried using the MessageCont ext:

MessageCont ext . add( property, val ue)
PropertyVal ue : = MessageCont ext . get (property)

These Message Properties can be generic Properties or Protocol -
specific Properties.

For MessageContexts returned by Send events (see Section 9.2.2) and
Recei ve events (see Section 9.3.2), the application can query
i nformati on about the Local and Renpte Endpoint:

Renot eEndpoi nt : = MessageCont ext . Get Renpt eEndpoi nt ()
Local Endpoi nt : = MessageCont ext . Get Local Endpoi nt ()

9.1.2. Message Framers



Al t hough nost applications communi cate over a network using well -
fornmed Messages, the boundaries and netadata of the Messages are
often not directly comunicated by the transport protocol itself.

For exanple, HITP applications send and receive HTTP Messages over a
byte-stream transport, requiring that the boundaries of HITP Messages
be parsed fromthe stream of bytes.

Message Framers all ow extending a Connection’s Protocol Stack to
define how to encapsul ate or encode out bound Messages and how to
decapsul ate or decode inbound data into Messages. Message Franers
al | ow Message boundaries to be preserved when using a Connection

obj ect, even when using byte-streamtransports. This is designed
based on the fact that many of the application protocols in use at
the tinme of witing evolved over TCP, which does not provide Message
boundary preservation; because many of these protocols require
Message boundaries to function, each application-layer protocol has
defined its own fram ng.

To use a Message Framer, the application adds it to its Preconnection
object. Then, the Message Franer can intercept all calls to Send or
Recei ve on a Connection to add Message semantics, in addition to
interacting with the setup and teardown of the Connection. A Franer
can start sending data before the application sends data if the

fram ng protocol requires a prefix or handshake (see [RFC9329] for an
exanpl e of such a fram ng protocol).

Initiate() Send() Recei ve() C ose()

R ST Vemmmm - - - Fomm - V----- +
Connection
S T ocmmnaaan AT SpRpRp . +
I I I I
| Femm e e e + |
| | Messages | |
| R + |
I I I I
S SRR Vemoooanns Focmmnaaann Veonno +
Franer (s)
ISl SRR S T AT Hoomm- +
I I I I
| R + |
| | Byte-stream | |
| S + |
I I I I
R Y e V----- +
Transport Protocol Stack |
T +

Figure 1. Protocol Stack Showi ng a Message Franer

Note that while Message Framers add the nost val ue when pl aced above
a protocol that otherw se does not preserve Message boundaries, they
can al so be used with datagram or nessage-based protocols. In these
cases, they add a transformation to further encode or encapsul ate and
can potentially support packing nultiple application-|layer Messages
into individual transport datagrans.

The APl to inplenment a Message Framer can vary, depending on the
i mpl ement ati on; gui dance on i npl enenti ng Message Framers can be found
in [ RFC9623] .

9.1.2.1. Adding Message Framers to Preconnections

The Message Framer object can be added to one or nore Preconnections



to run on top of transport protocols. Miltiple Framers can be added
to a Preconnection; in this case, the Franers operate as a framng
stack, i.e., the last one added runs first when franm ng out bound
Messages, and | ast when parsing i nbound data.

The foll owi ng exanpl e adds a basic HITP Message Framer to a
Preconnecti on:

framer := NewHTTPMessageFr aner ()
Preconnecti on. AddFr aner (franer)

Si nce Message Franers pass from Preconnection to Listener or
Connection, addition of Framers nust happen before any operation that
m ght result in the creation of a Connection.

9.1.2.2. Fram ng Metadata

When sendi ng Messages, applications can add Franer-specific
Properties to a MessageContext (Section 9.1.1) with the add acti on.
To avoid naming conflicts, the Property names SHOULD be prefixed with
a Nanespace referencing the Franer inplenentation or the protocol it
i npl ements as described in Section 4.1.

Thi s mechani sm can be used, for exanple, to set the type of a Message
for a TLV format. The Namespace of values is custom for each uni que
Message Franer.

messageCont ext : = NewMessageCont ext ()
messageCont ext . add(franer, key, val ue)
Connecti on. Send( messageDat a, messageCont ext)

When an application receives a MessageContext in a Receive event, it
can also look to see if a value was set by a specific Message Franer.

messageCont ext . get (framer, key) -> val ue

For exanple, if an HITP Message Franer is used, the values could
correspond to HITP headers:

htt pFramer : = NewHTTPMessageFr aner ()

ﬁéésageCont ext := NewiessageCont ext ()
messageCont ext . add( htt pFramer, "accept”, "text/htm")

9.1.3. Message Properties

Applications needing to annotate the Messages they send with extra
information (for exanple, to control how data is schedul ed and
processed by the transport protocols supporting the Connection) can
include this information in the MessageContext passed to the Send
action. For other uses of the MessageContext, see Section 9.1.1.

Message Properties are per-Message, not per-Send, if partial Messages
are sent (Section 9.2.3). Al data blocks associated with a single
Message share Properties specified in the MessageContexts. For
exanple, it would not nake sense to have the beginning of a Message
expire and then allow the end of the Message to still be sent.

A MessageCont ext object contains netadata for the Messages to be sent
or received.

nmessageData := "hell 0"

messageCont ext : = NewMessageCont ext ()
messageCont ext . add( par anet er, val ue)

Connecti on. Send( messageDat a, messageCont ext)



The sinpler formof Send, which does not take any MessageContext, is
equi val ent to passing a default MessageContext w thout addi ng any
Message Properties.

If an application wants to overri de Message Properties for a specific
Message, it can acquire an enpty MessageContext object and add all
desired Message Properties to that object. It can then reuse the
same MessageCont ext object for sending nultiple Messages with the
same Properti es.

Properties can be added to a MessageContext object only before the
context is used for sending. Once a MessageContext has been used
with a Send action, further nodifications to the MessageCont ext

obj ect do not have any effect on this Send action. Message
Properties that are not added to a MessageCont ext object before using
the context for sending will either take a specific default val ue or
be configured based on Sel ection or Connection Properties of the
Connection that is associated with the Send action. This
initialization behavior is defined per Message Property bel ow.

The Message Properties could be inconsistent with the properties of
the Protocol Stacks underlying the Connection on which a given
Message is sent. For exanple, a Protocol Stack nmust be able to
provide ordering if the nmsgOrdered Property of a Message is enabl ed.
Sendi ng a Message with Message Properties inconsistent with the

Sel ection Properties of the Connection yields an error.

If a Message Property contradicts a Connection Property, and if this
per - Message behavi or can be supported, it overrides the Connection
Property for the specific Message. For exanple, if reliability is
set to Require and a protocol w th configurable per-Mssage
reliability is used, setting nsgReliable to false for a particular
Message will allow this Message to be sent without any reliability
guarantees. Changing the nsgReliabl e Message Property is only

possi bl e for Connections that were established enabling the Sel ection
Property perMsgReliability. |If the contradicting Message Property
cannot be supported by the Connection (such as requiring reliability
on a Connection that uses an unreliable protocol), the Send action
will result in a SendError event.

The Message Properties in the follow ng subsections are supported.
9.1.3.1. Lifetine

Nane: rmsgLifetine

Type: Numeric (positive)

Default: Infinite

The Lifetinme specifies how long a particular Message can wait in the
Transport Services Systembefore it is sent to the Renpte Endpoint.
After this tine, it is irrelevant and no | onger needs to be
(re-)transmitted. This is a hint to the Transport Services System --
it is not guaranteed that a Message will not be sent when its

Li feti me has expired.

Setting a Message's Lifetinme to Infinite indicates that the
application does not wish to apply a tinme constraint on the

transm ssion of the Message, but it does not express a need for
reliable delivery; reliability is adjustable per Message via the

per MsgReliability Property (see Section 9.1.3.7). The type and units
of Lifetine are inplenentation specific.

9.1.3.2. Priority



Nane: nsgPriority
Type: Integer (non-negative)
Default: 100

This Property specifies the priority of a Message, relative to other
Messages sent over the same Connection. A nunerically |ower val ue
represents a higher priority.

A Message with priority 2 will yield to a Message with priority 1,
which will yield to a Message with priority 0, and so on. Priorities
can be used as a sender-side scheduling construct only or be used to
specify priorities on the wire for Protocol Stacks supporting
prioritization.

Note that this Property is not a per-Message override of
connPriority; see Section 8.1.2. The priority Properties m ght
interact, but they can be used independently and be realized by
di fferent nechani sns; see Section 9.2.6.

9.1.3.3. Odered
Nanme: nsgOrdered
Type: Bool ean

Default: the queried Bool ean value of the Sel ection Property
preserveOrder (Section 6.2.4)

The order in which Messages were submitted for transm ssion via the
Send action will be preserved on delivery via Receive events for all
Messages on a Connection that have this Message Property set to true.

If false, the Message is delivered to the receiving application

wi t hout preserving the ordering. This Property is used for protocols
that support preservation of data ordering (see Section 6.2.4) but

al | ow out-of -order delivery for certain Messages, e.g., by

mul ti pl exi ng i ndependent Messages onto different streans.

If it is not configured by the application before sending, this
Property’s default value will be based on the Sel ection Property
preserveOrder of the Connection associated with the Send acti on.

9.1.3.4. Safely Replayabl e
Nane: safel yRepl ayabl e
Type: Bool ean
Default: false

If true, safelyReplayable specifies that a Message is safe to send to
the Renote Endpoint nore than once for a single Send action. It

mar ks the data as safe for certain O-RTT establishment techniques,
where retransm ssion of the O-RTT data coul d cause the renpte
application to receive the Message nmultiple tines.

For protocols that do not protect against duplicated Messages, e.g.,
UDP, all Messages need to be marked as "safely replayable" by
enabling this Property. To enable protocol selection to choose such
a protocol, safel yRepl ayable needs to be added to the
TransportProperties passed to the Preconnection. |f such a protocol
was chosen, disabling safel yRepl ayabl e on individual Messages MJST
result in a SendError.



9.1.3.5. Fina
Nane: fina
Type: Bool ean
Default: false

If true, this indicates a Message is the last that the application
will send on a Connection. This allows underlying protocols to
indicate to the Renote Endpoint that the Connection has been
effectively closed in the sending direction. For exanple, TCP-based
Connections can send a FIN once a Message nmarked as Final has been
conpl etely sent, indicated by marki ng endO Message. Protocols that
do not support signaling the end of a Connection in a given direction
will ignore this Property.

A Final Message nust always be sorted to the end of a list of
Messages. The final Property overrides connPriority, nsgPriority,
and any other Property that would reorder Messages. |f another
Message is sent after a Message marked as Final has already been sent
on a Connection, the Send action for the new Message will cause a
SendError event.

9.1.3.6. Sending Corruption Protection Length
Nane: nmsgChecksunlien
Type: Integer (non-negative) or Full Coverage
Default: Full Coverage

If this Property is an Integer, it specifies the mninmmlength of
the section of a sent Message, starting frombyte 0, that the
application requires to be delivered without corruption due to | ower-
|l ayer errors. It is used to specify options for sinple integrity
protection via checksums. A value of 0 neans that no checksum needs
to be calcul ated, and the enunerated val ue Full Coverage neans that
the entire Message needs to be protected by a checksum Only Ful
Coverage i s guaranteed: any other requests are advisory, which may
result in Full Coverage being applied.

9.1.3.7. Reliable Data Transfer (Message)
Nane: msgReliabl e
Type: Bool ean

Default: the queried Bool ean value of the Sel ection Property
reliability (Section 6.2.1)

When true, this Property specifies that a Message should be sent in
such a way that the transport protocol ensures that all data is
recei ved by the Renote Endpoint. Changing the nmsgReliable Property
on Messages is only possible for Connections that were established
enabling the Selection Property perMsgReliability. Wen this is not
the case, changing nsgReliable will generate an error.

Disabling this Property indicates that the Transport Services System
coul d di sable retransm ssions or other reliability mechanisns for
this particular Message, but such disabling is not guaranteed.

If it is not configured by the application before sending, this
Property’'s default value will be based on the Sel ection Property
reliability of the Connection associated with the Send action



9.1.3.8. Message Capacity Profile Override
Nane: msgCapacityProfile
Type: Enumeration

Default: inherited fromthe Connection Property connCapacityProfile
(Section 8.1.6)

Thi s enunerated Property specifies the application’s preferred trade-
offs for sending this Message; it is a per-Message override of the
connCapacityProfil e Connection Property (see Section 8.1.6). If it
is not configured by the application before sending, this Property’s
default value will be based on the Connection Property
connCapacityProfile of the Connection associated with the Send
action.

9.1.3.9. No Network-Layer Fragmentation
Nane: noFragnentation
Type: Bool ean
Default: false

This Property specifies that a Message shoul d be sent and received

wi t hout network-|ayer fragnentation, if possible. It can be used to
avoi d network-| ayer fragnmentation when transport segnentation is
preferred.

This only takes effect when the transport uses a network |ayer that
supports this functionality. Wen it does take effect, setting this
Property to true will cause the sender to avoi d network-|ayer source
fragmentation. Wen using IPv4, this will result in the Don’t
Fragment (DF) bit being set in the |IP header.

Attenpts to send a Message with this Property that result in a size
greater than the transport’s current estinmate of its naxi num packet
size (singul arTransm ssi onMsghMaxLen) can result in transport
segnmentati on when permitted or in a SendError.

| Note: noSegmentation is used when it is desired to send a
| Message within a single network packet.

9.1.3.10. No Segnentation
Nane: noSegnentation
Type: Bool ean
Default: false

When set to true, this Property requests that the transport |ayer not
provi de segnentati on of Messages | arger than the maxi mum size
permtted by the network | ayer and that it avoid network-Iayer source
fragnentati on of Messages. Wien running over |Pv4, setting this
Property to true will result in a sending Endpoint setting the Don't
Fragment bit in the | Pv4 header of packets generated by the transport
| ayer.

An attenpt to send a Message that results in a size greater than the
transport’s current estinmate of its maxi num packet size

(si ngul ar Transm ssi onMsgMaxLen) will result in a SendError. This
only takes effect when the transport and network | ayers support this
functionality.
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2. Sending Data

Once a Connection has been established, it can be used for sending
Messages. By default, Send enqueues a conpl ete Message and takes
optional per-Message Properties (see Section 9.2.1). Al Send
actions are asynchronous and deliver events (see Section 9.2.2).
Sendi ng partial Messages for streaming |arge data is al so supported
(see Section 9.2.3).

Messages are sent on a Connection using the Send action:
Connecti on. Send( messageDat a, nmessageCont ext ?, endOf Message?)

where nessageData is the data object to send and nessageCont ext

al | ows addi ng Message Properties, identifying Send events related to
a specific Message or inspecting netadata related to the Message sent
(see Section 9.1.1).

The optional endOf Message paraneter supports partial sending and is
described in Section 9.2.3.

2.1. Basic Sending

The nost basic form of sending on a Connection involves enqueuing a
single Data block as a conplete Message with default Message
Properti es.

messageData := "hell 0"
Connecti on. Send( messageDat a)

The interpretation of a Message to be sent is dependent on the

i npl ementation and on the constraints on the Protocol Stacks inplied
by the Connection’s transport properties. For exanple, a Message
could be the payload of a single datagramfor a UDP connecti on.

Anot her exanpl e woul d be an HTTP Request for an HTTP Connecti on.

Sone transport protocols can deliver arbitrarily sized Messages, but
ot her protocols constrain the naxi mum Message size. Applications can
query the Connection Property sendMsgMaxLen (Section 8.1.11.5) to

determ ne the maxi num si ze allowed for a single Message. If a
Message is too large to fit in the Maxi num Message Size for the
Connection, the Send will fail with a SendError event

(Section 9.2.2.3). For exanple, it is invalid to send a Message over
a UDP connection that is larger than the avail abl e dat agram sendi ng
si ze.

2.2. Send Events

Li ke all actions in the Transport Services APlI, the Send action is
asynchronous. There are several events that can be delivered in
response to sending a Message. Exactly one event (Sent, Expired, or
SendError) will be delivered in response to each call to Send.

Note that, if partial Send calls are used (Section 9.2.3), there wll
still be exactly one Send event delivered for each call to Send. For
exanple, if a Message expired while two requests to Send data for
that Message are outstanding, there will be two Expired events

del i ver ed.

The Transport Services APl should allow the application to correl ate
a Send event to the particular call to Send that triggered the event.
The manner in which this correlation is indicated is inplenentation
speci fic.

9.2.2.1. Sent



Connection -> Sent <messageCont ext >

The Sent event occurs when a previous Send action has conpl eted,
i.e., when the data derived fromthe Message has been passed down or
t hrough the underlying Protocol Stack and is no |onger the
responsibility of the Transport Services API. The exact disposition
of the Message (i.e., whether it has actually been transmtted, noved
into a buffer on the network interface, noved into a kernel buffer,
and so on) when the Sent event occurs is inplenentation specific.

The Sent event contains a reference to the Message Context of the
Message to which it applies.

Sent events allow an application to obtain an understandi ng of the
anmount of buffering it creates. That is, if an application calls the
Send action nultiple tines without waiting for a Sent event, it has
created nore buffer inside the Transport Services System than an
application that always waits for the Sent event before calling the
next Send acti on.

9.2.2.2. Expired
Connection -> Expired<nessageCont ext >

The Expired event occurs when a previous Send action expired before
completion, i.e., when the Message was not sent before its Lifetime
(see Section 9.1.3.1) expired. This is separate from SendError, as
it is an expected behavior for partially reliable transports. The
Expired event contains a reference to the MessageContext of the
Message to which it applies.

9.2.2.3. SendError
Connection -> SendError<nmessageCont ext, reason?>

A SendError occurs when a Message was not sent due to an error
condition: an attenpt to send a Message that is too large for the
system and Protocol Stack to handle, sonme failure of the underlying
Protocol Stack, or a set of Message Properties not consistent with
the Connection’'s transport properties. The SendError contains a
reference to the MessageContext of the Message to which it applies.

9.2.3. Parti al Sends

It is not always possible for an application to send all data
associated with a Message in a single Send action. The Message data
m ght be too large for the application to hold in nenory at one tine
or the Iength of the Message m ght be unknown or unbounded.

Partial Message sending is supported by passing an endOf Message

Bool ean paraneter to the Send action. This value is always true by
default, and the sinpler forns of Send are equivalent to passing true
for endOf Message.

The foll owi ng exanpl e sends a Message in two separate calls to Send:

messageCont ext : = NewMessageCont ext ()
messageCont ext . add( par anet er, val ue)
messageData : = "hel"

endOf Message : = fal se

Connecti on. Send( nessageDat a, nessageCont ext, endOf Message)

messagebData := "l o"
endOf Message : = true
Connecti on. Send( nmessageDat a, nmessageCont ext, endOf Message)



Al data sent with the same MessageContext object will be treated as
bel onging to the sane Message and will constitute an in-order series
until the endO Message is marked.

.2.4. Batching Sends

To reduce the overhead of sending multiple small Messages on a
Connection, the application could batch several Send actions
together. This provides a hint to the systemthat the sendi ng of
these Messages ought to be coal esced when possible and that sending
any of the batched Messages can be del ayed until the |ast Message in
the batch is enqueued.

The semantics for starting and ending a batch can be inplenentation
specific but need to allow nultiple Send actions to be enqueued.

Connection. Start Bat ch()
Connect i on. Send( messageDat a)
Connecti on. Send( messageDat a)
Connecti on. EndBat ch()

.2.5. Send on Active Qpen: InitiateWthSend

For application-layer protocols where the Connection initiator also
sends the first Message, the InitiateWthSend acti on conbi nes
Connection initiation with a first Message sent:

Connection := Preconnection.InitiateWthSend(nessageDat a,
messageCont ext ?,
ti meout ?)

Whenever possible, a nessageContext should be provided to declare the
Message passed to InitiateWthSend as "safely replayabl e" using the
saf el yRepl ayabl e Property. This allows the Transport Services System
to make use of O-RTT establishnment in case this is supported by the
avai l abl e Protocol Stacks. Wen the selected stack or stacks do not
support transmitting data upon connection establishnment,
InitiateWthSend is identical to Initiate foll owed by Send.

Neit her partial sends nor send batching are supported by
InitiateWthSend.

The events that are sent after InitiateWthSend are equivalent to
those that would be sent by an invocation of Initiate foll owed

i medi ately by an invocation of Send, with the caveat that a send
failure that occurs because the Connection could not be established
will not result in a SendError separate fromthe EstablishnentError
signaling the failure of Connection establishnent.

.2.6. Priority and the Transport Services API

The Transport Services APl provides two Properties to allow a sender
to signal the relative priority of data transnission: nmsgPriority
(see Section 9.1.3.2) and connPriority (see Section 8.1.2). These
Properties are designed to allow the expression and inplenentation of
a wide variety of approaches to transmission priority in the
transport and application layers, including those that do not appear
on the wire (affecting only sender-side transm ssion scheduling) as
wel|l as those that do (e.g., [RFC9218]). A Transport Services System
gi ves no guarantees about how its expression of relative priorities
will be realized

The Transport Services APl does order connPriority over nsgPriority.
In the absence of other externalities (e.g., transport-layer flow
control), a priority 1 Message on a priority O Connection will be
sent before a priority O Message on a priority 1 Connection in the



same group.
9.3. Receiving Data

Once a Connection is established, it can be used for receiving data
(unless the direction Property is set to unidirectional send). As
with sending, the data is received in Messages. Receiving is an
asynchronous operation in which each call to Receive enqueues a
request to receive new data fromthe Connection. Once data has been
received, or an error is encountered, an event will be delivered to
conmpl ete any pendi ng Receive requests (see Section 9.3.2). |If
Messages arrive at the Transport Services System before Receive
requests are issued, ensuing Receive requests will first operate on
these Messages before awaiting any further Messages

9.3.1. Enqueui ng Receives

Recei ve takes two paraneters to specify the length of data that an
application is willing to receive, both of which are optional and
have default values if not specified.

Connecti on. Recei ve(m nl nconpl et eLengt h?, maxLengt h?)

By default, Receive will try to deliver conplete Messages in a single
event (Section 9.3.2.1).

The application can set a minlnconpl eteLength value to indicate the
smal | est partial Message data size in bytes to be delivered in
response to this Receive. By default, this value is Infinite, which
means that only conpl ete Messages shoul d be delivered. See

Sections 9.3.2.2 and 9.1.2 for nore information on howthis is
acconplished. If this value is set to sone snaller value, the
associ ated Receive event will be triggered only:

1. when at least that nmany bytes are avail abl e,
2. the Message is conplete with fewer bytes, or
3. the systemneeds to free up nenory.

Applications SHOULD al ways check the length of the data delivered to
the Receive event and not assume it will be as |long as

m nl nconpl eteLength in the case of shorter conpl ete Messages or
menory i ssues.

The maxLength argunent indicates the maxi mum size of a Message in
bytes that the application is currently prepared to receive. The
default value for maxLength is Infinite. |[If an incom ng Message is

| arger than the mninumof this size and the maxi num Message size on
receive for the Connection’s Protocol Stack, it will be delivered via
Recei vedPartial events (Section 9.3.2.2).

Not e that maxLength does not guarantee that the application wll
receive that many bytes if they are avail able; the Transport Services
APl could return ReceivedPartial events with | ess data than naxLength
according to inplenentation constraints. Note also that maxLength
and ninlnconpl eteLength are intended only to nanage buffering and are
not interpreted as a receiver preference for Message reordering.

9.3. 2. Recei ve Events

Each call to Receive will be paired with a single Receive event.
This allows an application to provide backpressure to the Protoco
Stack when it is tenporarily not ready to receive Messages. For
exanple, an application that will later be able to handle multiple
Recei ve events at the same time can nake nultiple calls to Receive



wi thout waiting for, or processing, any Receive events. An
application that is tenporarily unable to process received events for
a connection could refrain fromcalling Receive or could del ay
calling it. This would lead to a buildup of unread data, which, in
turn, could result in backpressure to the sender via a transport
protocol’s flow control.

The Transport Services APl should allow the application to correl ate
a Receive event to the particular call to Receive that triggered the
event. The manner in which this correlation is indicated is

i mpl emrent ati on specific.

9.3.2.1. Received
Connection -> Recei ved<nessageData, nessageContext >

A Received event indicates the delivery of a conplete Message. It
contains two objects: the received bytes as nessageData and the
met adata and Properties of the received Message as nessageCont ext .

The nessageData val ue provi des access to the bytes that were received
for this Message, along with the length of the byte array. The
messageCont ext value is provided to enable retrieving netadata about
the Message and referring to the Message. The MessageCont ext object
is described in Section 9.1.1.

See Section 9.1.2 regarding how to handl e Message framing in
situations where the Protocol Stack only provides a byte-stream
transport.

9.3.2.2. Recei vedParti al

Connection -> ReceivedParti al <nessageDat a, nessageCont ext,
endOf Message>

If a conplete Message cannot be delivered in one event, one part of
the Message can be delivered with a ReceivedPartial event. To
continue to receive nore of the sane Message, the application nust
i nvoke Receive again.

Mul tiple invocations of ReceivedPartial deliver data for the sane
Message by passing the same MessageContext until the value of the
endOf Message Property is delivered or a ReceiveError occurs. All
partial blocks of a single Message are delivered in order without
gaps. This event does not support delivering non-contiguous partial
Messages. For exanple, if Message A is divided into three pieces
(A1, A2, and A3), Message B is divided into three pieces (Bl, B2, and
B3), and preserveOrder is not Require, the ReceivedPartial could
deliver themin a sequence |like this: Al, Bl, B2, A2, A3, B3. This
i s because the MessageContext allows the application to identify the
pi eces as belonging to Message A and B, respectively. However, a
sequence |ike Al, A3 will never occur.

If the mnlnconpl eteLength in the Receive request was set to be
Infinite (indicating a request to receive only conpl ete Messages),
the ReceivedPartial event could still be delivered if one of the
following conditions is true:

* the underlying Protocol Stack supports Message boundary
preservation and the size of the Message is larger than the
buffers available for a single Message;

* the underlying Protocol Stack does not support Message boundary
preservation and the Message Franmer (see Section 9.1.2) cannot
determine the end of the Message using the buffer space it has
avail abl e; or



* the underlying Protocol Stack does not support Message boundary
preservation and no Message Framer was supplied by the
appl i cation.

Note that, in the absence of Message boundary preservation or a
Message Framer, all bytes received on the Connection will be
represented as one | arge Message of indeterm nate |ength.

In the followi ng exanple, an application only wants to receive up to
1000 bytes at a tine froma Connection. |[|f a 1500-byte Message
arrives, it would receive the Message in two separate ReceivedParti al
events.

Connecti on. Recei ve(1, 1000)

/1l Receive the first 1000 bytes; Message is inconplete
Connection -> Recei vedParti al <nessageDat a(1000 bytes),
messageCont ext, fal se>

Connecti on. Recei ve(1, 1000)

/1l Receive the last 500 bytes; Message is now conplete
Connection -> Recei vedParti al <messageDat a( 500 bytes),
messageCont ext, true>

9.3.2.3. ReceiveError
Connection -> Recei veError<messageCont ext, reason?>
A Recei veError occurs when:

* data is received by the underlying Protocol Stack that cannot be
fully retrieved or parsed, and

* it is useful for the application to be notified of such errors.

For exanple, a ReceiveError can indicate that a Message (identified
via the nessageContext value) that was being partially received
previously, but had not conpl eted, encountered an error and will not
be conpleted. This can be useful for an application, which mght
wish to use this error as a hint to renove previously received
Message parts frommenory. As another exanple, if an incom ng
Message does not fulfill the recvChecksunlien Property (see

Section 8.1.1), an application can use this error as a hint to inform
the peer application to adjust the nsgChecksunlien Property (see
Section 9.1.3.6).

In contrast, internal protocol reception errors (e.g., loss causing
retransmssions in TCP) are not signaled by this event. Conditions
that irrevocably lead to the ternination of the Connection are
signal ed usi ng ConnectionError (see Section 10).

9.3.3. Receive Message Properties

Each MessageContext could contain netadata fromprotocols in the
Protocol Stack; which netadata is available is Protocol Stack
dependent. These are exposed through additional read-only Message
Properties that can be queried fromthe MessageCont ext object (see
Section 9.1.1) passed by the Receive event. The netadata values in
the followi ng subsections are support ed.

9.3.3.1. Property Specific to UDP and UDP-Lite: ECN

When avail abl e, Message netadata carries the value of the Explicit
Congestion Notification (ECN) field. This information can be used



for 1 ogging and debugging as well as building applications that need
access to informati on about the transport internals for their own
operation. This Property is specific to UDP and UDP-Lite, because
these protocols do not inplenent congestion control; hence, they
expose this functionality to the application (see [ RFC8293],

foll owi ng the guidance in [ RFC8085]).

9.3.3.2. Early Data

In some cases, it can be valuable to know whether data was read as
part of early data transfer (before Connection establishnent has
finished). This is useful if applications need to treat early data
separately, e.g., if early data has different security Properties
than data sent after Connection establishnent. |In the case of TLS
1.3, client early data can be replayed naliciously (see [ RFC8446]).
Thus, receivers mght wish to perform additional checks for early

data to ensure that it is safely replayable. |If TLS 1.3 is available
and the recipient Message was sent as part of early data, the
correspondi ng netadata carries a flag indicating as such. |If early

data is enabl ed, applications should check this netadata field for
Messages received during Connection establishnment and respond
accordingly.

9.3.3.3. Receiving Final Messages

10.

The MessageContext can indicate whether or not this Message is the

| ast Message on a Connection. For any Message that is nmarked as
Final, the application can assume that there will be no nore Messages
recei ved on the Connection once the Message has been conpletely
delivered. This corresponds to the final Property that can be marked
on a sent Message; see Section 9.1.3.5.

Sone transport protocols and peers do not support signaling of the
final Property. Therefore, applications SHOULD NOT rely on receiving
a Message nmarked Final to know that the sending Endpoint is done
sendi ng on a Connecti on.

Any calls to Receive once the Final Message has been delivered wll
result in errors.

Connection Termni nation
A Connection can be term nated:

1. by the Local Endpoint (i.e., the application calls the d ose,
Cl oseGroup, Abort, or AbortGoup action),

2. by the Remote Endpoint (i.e., the renote application calls the
Cl ose, C oseG oup, Abort, or AbortGoup action), or

3. because of an error (e.g., a tineout).

A local call of the Cose action will cause the Connection to send
either a C osed event or a ConnectionError event; a local call of the
Cl oseG oup action will cause all of the Connections in the group to
send either a Closed event or a ConnectionError event. A |local call
of the Abort action will cause the Connection to send a
ConnectionError event, indicating | ocal Abort as a reason; a |ocal
call of the AbortGoup action will cause all of the Connections in
the group to send a ConnectionError event, indicating |local Abort as
a reason.

Renote action calls map to events simlar to local calls (e.g., a
renote C ose causes the Connection to send either a C osed event or a
ConnectionError event), but in contrast to local action calls, it is
not guaranteed that such events will indeed be invoked. Wen an



application needs to free resources associated with a Connection, it
ought not rely on the invocation of such events due to termnation
calls fromthe Renote Endpoint; instead, it should use the |ocal
termi nation actions.

Close terminates a Connection after satisfying all the requirenents
that were specified regarding the delivery of Messages that the
application has already given to the Transport Services System Upon
successfully satisfying all these requirenments, the Connection will
send the C osed event. For exanple, if reliable delivery was
requested for a Message handed over before calling O ose, the C osed
event will signify that this Message has i ndeed been delivered. This
action does not affect any other Connection in the sane Connection

G oup.

An application MJST NOT assune that it can receive any further data
on a Connection for which it has called Cose, even if such data is
already in flight.

Connection. C ose()

The C osed event inforns the application that a C ose action has
successfully completed or that the Renpte Endpoint has closed the
Connection. There is no guarantee that a remote Close will be

si gnal ed.

Connection -> C osed<>

Abort term nates a Connection w thout delivering any renaining
Messages. This action does not affect any other Connection that is
entangled with this one in a Connection Goup. Wen the Abort action
has finished, the Connection will send a ConnectionError event,

i ndicating |local Abort as a reason.

Connecti on. Abort ()

Cl oseGoup gracefully term nates a Connecti on and any ot her
Connections in the same Connection Group. For exanple, all of the
Connections in a group nmight be streans of a single session for a
mul ti streami ng protocol; closing the entire group will close the
underlying session. See also Section 7.4. All Connections in the
group will send a C osed event when the C oseG oup action was
successful. As with C ose, any Messages remaining to be processed on
a Connection will be handled prior to closing.

Connection. d oseG oup()

Abort G oup terninates a Connection and any other Connections that are
in the sane Connection G oup wthout delivering any remaining
Messages. Wien the Abort Group action has finished, all Connections
in the group will send a ConnectionError event, indicating |ocal

Abort as a reason.

Connecti on. Abort Group()

A ConnectionError infornms the application that:

1. data could not be delivered to the peer after a tineout or

2. the Connection has been aborted (e.g., because the peer has
call ed Abort).

There is no guarantee that an Abort fromthe peer will be signal ed.

Connection -> Connecti onError<reason?>
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Connection State and Ordering of Operations and Events

This Transport Services APl is designed to be independent of an

i npl ementation’s concurrency nodel. The exact details regarding how
actions are handl ed, and how events are dispatched, are

i mpl ement ati on dependent.

Sone transitions of Connection states are associated with events:

* A Ready event occurs when a Connection created with Initiate or
InitiateWthSend transitions to Established state.

* A ConnectionRecei ved event occurs when a Connection created with
Listen transitions to Established state.

* A RendezvousDone event occurs when a Connection created with
Rendezvous transitions to Established state.

* A Closed event occurs when a Connection transitions to Cl osed
state w thout error.

* An EstablishnmentError event occurs when a Connection created with
Initiate transitions fromEstablishing state to C osed state due
to an error.

* A ConnectionError event occurs when a Connection transitions to
Cl osed state due to an error in all other circunstances.

The foll owi ng di agram shows the possible states of a Connection and
the events that occur upon a transition fromone state to another.

Establishing ----- > Established ----- > Cosing ------ > Cl osed

Est abl i shnment Error <>

(*) Ready<>, ConnectionReceived<> RendezvousDone<>
(**) C osed<> ConnectionError<>

Figure 2: Connection State D agram

The Transport Services APl provides the foll ow ng guarantees about
the ordering of operations:

* Sent events will occur on a Connection in the order in which the
Messages were sent (i.e., delivered to the kernel or to the
network interface, depending on the inplenentation).

* Received events will never occur on a Connection before it is
Established, i.e., before a Ready event on that Connection or a
Connecti onRecei ved or RendezvousDone event containing that
Connecti on.

* No events will occur on a Connection after it is closed, i.e.,
after a Closed event, an EstablishnmentError or ConnectionError
event will not occur on that Connection. To ensure this ordering,
a Closed event will not occur on a Connection while other events
on the Connection are still locally outstanding (i.e., known to
the Transport Services APl and waiting to be dealt with by the
application).

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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Future works might create | ANA registries for generic Transport
Property names and Transport Property Nanespaces (see Section 4.1).

Privacy and Security Considerations

Thi s docunent describes a generic APl for interacting with a
Transport Services System Part of this APl includes configuration
details for transport security protocols, as discussed in

Section 6.3. It does not recommend use (or disuse) of specific

al gorithms or protocols. Any API-conpatible transport security
protocol ought to work in a Transport Services System Security
consi derations for these protocols are discussed in the respective
speci fications.

[ RFC9621] provides general security considerations and requirenments
for any systemthat inplenents the Transport Services Architecture.
These include recommendati ons of relevance to the AP, e.g.,
regardi ng the use of keying materi al

The described APl is used to exchange infornmation between an
application and the Transport Services System The sane authority
i mpl ementing both systens is not necessarily expected. However,
there is an expectation that the Transport Services |nplenmentation
woul d either:

* be provided as a library that is selected by the application from
a trusted party or

* be part of the operating systemthat the application also relies
on for other tasks.

In either case, the Transport Services APl is an internal interface
that is used to exchange information |ocally between two systens.
However, as the Transport Services Systemis responsible for network
comruni cation, it is in the position to potentially share any

i nformati on provided by the application with the network or another
conmuni cati on peer. Mst of the information provided over the
Transport Services APl is useful to configure and select protocols
and paths and is not necessarily privacy sensitive. Still, sone
informati on could be privacy sensitive because it mght reveal usage
characteristics and habits of the user of an application

O course, any conmuni cation over a network reveal s usage
characteristics, because all packets, as well as their timng and
size, are part of the network-visible wire i mage [ RFC8546]. However,
the selection of a protocol and its configuration also inpacts which
information is visible, potentially in clear text, and which other
entities can access it. How Transport Services Systens ought to
choose protocols -- depending on the security Properties required --
is out of scope for this specification, as it is limted to transport
protocols. The choice of a security protocol can be informed by the
survey provided in [ RFC8922].

In nost cases, information provided for protocol and path selection
does not directly translate to information that can be observed by
networ k devices on the path. However, there might be specific
configuration information that is intended for path exposure, e.g., a
Di ffserv codepoint setting that is either provided directly by the
application or indirectly configured for a traffic profile.

Applications should be aware that a single communication attenpt can
| ead to nore than one connection establishnment procedure. For
exanple, this is the case when

* the Transport Services System al so executes nane resol ution,
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* support nechanisns such as TURN or I CE are used to establish
connectivity if protocols or paths are raced or if a path fails
and fall back or re-establishment is supported in the Transport
Servi ces System

Applications shoul d take special care when using O-RTT session
resunption (see Section 6.2.5), as early data sent across nultiple
pat hs during Connection establishnent could reveal information that
can be used to correlate Endpoints on these paths.

Applications should al so take care to not assune that all data

recei ved using the Transport Services APl is always conplete or well-
formed. Specifically, Messages that are received partially (see
Section 9.3.2.2) could be a source of truncation attacks if
appl i cations do not distinguish between partial Messages and conplete
Messages.

The Transport Services APl explicitly does not require the
application to resolve nanes, though there is a trade-off between
early and |l ate binding of addresses to nanmes. Early binding allows
the Transport Services |Inplenmentation to reduce Connection setup
latency. This is at the cost of potentially linmted scope for
alternate path discovery during Connection establishment as well as
potential additional information | eakage about application interest
when used with a resolution nethod (such as DNS wi thout TLS) that
does not protect query confidentiality. Nanes used with the
Transport Services APl SHOULD be FQDNs; not providing an FQDN wil |
result in the Transport Services |Inplenentation needing to use DNS
search domains for name resolution, which mght |ead to inconsistent
or unpredictabl e behavi or.

These conmmuni cation activities are not different fromwhat is used at
the tinme of witing. However, the goal of a Transport Services
Systemis to support such mechani snms as a generic service within the
transport layer. This enables applications to nore dynamcally
benefit frominnovations and new protocols in the transport, although
it reduces transparency of the underlying conmunication actions to
the application itself. The Transport Services APl is designed such
that protocol and path selection can be linited to a small and
controlled set if required by the application to performa function
or to provide security. Further, introspection on the Properties of
Connection objects allows an application to determn ne which
protocol (s) and path(s) are in use. A Transport Services System
SHOULD provide a facility | ogging the comuni cation events of each
Connecti on.
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Appendi x A. I nplenentation Mappi ng

The way the concepts fromthis abstract APl map to concrete APIs in a
gi ven | anguage on a given platformlargely depends on the features
and nornms of the | anguage and the platform Actions could be

i mpl emented as either functions or nmethod calls. For instance,
actions could be inplenented via event queues, handler functions or

cl asses, conmmuni cating sequential processes, or other asynchronous
calling conventions.

A.1l. Types

The basic types nmentioned in Section 1.1 typically have natura
correspondences in practical progranm ng | anguages, perhaps
constrained by inplenmentation-specific limtations. For exanple:

* Typically, an Integer can be represented in C by an int or |ong;
this is subject to the underlying platform s ranges for each

* |In C a Tuple nay be represented as a struct with one nenber for
each of the value types in the ordered grouping. However, in
Pyt hon, a Tuple may be represented as a tuple, which is a sequence
of dynamically typed el enents

* A Set nay be represented as a std::set in C++ or as a set in
Python. In C it nmay be represented as an array or as a higher-
| evel data structure with appropriate accessors defined.

The obj ects described in Section 1.1 can also be represented in

di fferent ways, depending on which programm ng | anguage i s used.

oj ects like Preconnections, Connections, and Listeners can be |ong-
lived and benefit from using object-oriented constructs. Note that,
in C, these objects nay need to provide a way to rel ease or free
their underlying nenory when the application is done using them For
exanpl e, since a Preconnection can be used to initiate multiple
Connections, it is the responsibility of the application to clean up
the Preconnection nenory if necessary.

A 2. Events and Errors

This specification treats events and errors simlarly. FErrors, just
as any ot her events, may occur asynchronously in network
applications. However, inplenentations of this APl nmay report errors
synchronously. This is done according to the error-handling idions
of the inplementation platform where they can be inmediately
detected. An exanple of this is to generate an excepti on when
attenpting to initiate a Connection with inconsistent Transport
Properties. An error can provide an optional reason to the
application with further details about why the error occurred.

A.3. Tine Duration
Time duration types are inplenmentation specific. For instance, it
could be a number of seconds, a nunber of m1lliseconds, or a struct
timeval in C in C++, it could be a user-defined Duration class.

Appendi x B. Conveni ence Functions

B.1. Adding Preference Properties



TransportProperties will frequently need to set Selection Properties
of type "Preference"; therefore, inplenentations can provi de specia
actions for adding each preference level, i.e.,

Transport Properties. Set (some_property, avoid) is equivalent to
Transport Properties. Avoi d(some_property):

Transport Properties. Require(property)
Transport Properties. Prefer(property)
Transport Properties. NoPref erence(property)
Transport Properties. Avoi d( property)
Transport Properties. Prohi bit(property)

B.2. Transport Property Profiles
To ease the use of the Transport Services AP, inplenentations can
provi de a nmechanismto create Transport Property objects (see
Section 6.2) that are preconfigured with frequently used sets of
Properties; the foll owi ng subsections list those that are in common
use in applications at the tinme of witing.

B.2.1. reliable-inorder-stream

This profile provides reliable, in-order transport service with

congestion control. TCP is an exanple of a protocol that provides
this service. It should consist of the followi ng Properties:
| Property | Val ue |
| reliability | Require |
o e e e e oo oo R +
| preserveOrder | Require |
o o +
| congestionControl | Require |
o m e e e e e e e oo Fom e e e oo - +
| preserveMsgBoundaries | No Preference
o e e e e oo oo R +

Table 2: reliabl e-inorder-stream
Pr ef er ences

B.2.2. reliable-nmessage

This profile provides Message-preserving, reliable, in-order
transport service with congestion control. SCTP is an exanple of a
protocol that provides this service. It should consist of the

foll owi ng Properties:

[S plemsfemmsbemesfemseme e feseefusfese e spe e fespe e fs ety e pe—p—_—
| Property | Val ue

[ ooy e e e g
| reliability | Require |
o m e e e e e e e oo B S +
| preserveOrder | Require

o e e e e oo oo R S —— +
| congestionControl | Require
oo S +
| preserveMsgBoundaries | Require

o m e e e e e e e oo B S +

Table 3: reliabl e-nessage
Pr ef erences

B.2.3. unreliabl e-dat agram



This profile provides a datagramtransport service w thout any
reliability guarantee. An exanple of a protocol that provides this

service is UDP. It consists of the follow ng Properties:

| Property | Val ue |
[ gt ———————————— s p—p—p———r
| reliability | Avoid |
O S I +
| preserveOrder | Avoid |
Fom e meeeeemeecieaaaas I IRy +
| congestionContr ol | No Preference

o e e e e T +
| preserveMsgBoundaries | Require |
O S I +
| safelyRepl ayabl e | true |
o meeeeeeeeeieaaaas I IRy +

Tabl e 4: unreliabl e-dat agram Pref erences

Applications that choose this Transport Property Profile would avoid
the additional latency that could be introduced by retransm ssion or
reordering in a transport protocol

Applications that choose this Transport Property Profile to reduce

| at ency shoul d al so consider setting an appropriate capacity profile
Property (see Section 8.1.6) and m ght benefit fromcontrolling
checksum coverage (see Sections 6.2.7 and 6.2.8).

Appendix C. Relationship to the Mninmal Set of Transport Services for
End Systens

[ RFC8923] identifies a mninmal set of Transport Services that end
systens should offer. These services nmake all non-security-related
transport features of TCP, Multipath TCP (MPTCP), UDP, UDP-Lite,
SCTP, and Low Extra Del ay Background Transport (LEDBAT) avail abl e

t hat :

1. require interaction with the application and

2. do not get in the way of a possible inplenmentation over TCP (or,
with limtations, UDP).

The followi ng text explains howthis mnimal set is reflected in the
present APlI. For brevity, it is based on the list in Section 4.1 of

[ RFC8923] and updated according to the discussion in Section 5 of

[ RFC8923]. The present APl covers all elenments of this section

This list is a subset of the transport features in Appendi x A of

[ RFC8923], which refers to the prinmtives in "pass 2". See Section 4
of [RFC8303] for 1) further details on the inplenentation with TCP
MPTCP, UDP, UDP-Lite, SCTP, and LEDBAT and 2) howto facilitate
finding the specifications for inplementing the services |isted bel ow
with these protocols.

* Connect: Initiate action (Section 7.1).

* Listen: Listen action (Section 7.2).

* Specify nunber of attenpts and/or tinmeout for the first
est abli shnent Message: tineout paraneter of Initiate (Section 7.1)
or InitiateWthSend action (Section 9.2.5).

* Disable MPTCP: mnultipath Property (Section 6.2.14).

* Hand over a Message to reliably transfer (possibly multiple tines)
bef ore Connection establishment: InitiateWthSend action



(Section 9.2.5).

Change tineout for aborting connection (using retransmt [imt or
time value): connTineout Property, using a tine val ue
(Section 8.1.3).

Ti meout event when data could not be delivered for too |ong:
ConnectionError event (Section 10).

Suggest tinmeout to the peer: See "TCP-Specific Properties: User
Ti meout Option (UTO" (Section 8.2).

Notification of ICMP error message arrival: softErrorNotify
(Section 6.2.17) and SoftError event (Section 8.3.1).

Choose a schedul er to operate between streanms of an association:
connSchedul er Property (Section 8.1.5).

Configure priority or weight for a scheduler: connPriority
Property (Section 8.1.2).

"Specify checksum coverage used by the sender"” and "Di sabl e
checksum when sendi ng": msgChecksunmlen Property (Section 9.1.3.6)
and ful |l ChecksuntBend Property (Section 6.2.7).

"Speci fy m ni num checksum coverage required by receiver" and
"Di sabl e checksum requi renment when receiving": recvChecksunlien
Property (Section 8.1.1) and full ChecksunRecv Property
(Section 6.2.8).

Specify DF field: noFragnentation Property (Section 9.1.3.9).

Get nmaxi mum transport-nessage size that may be sent using a non-
fragmented | P packet fromthe configured interface:
si ngul ar Transmi ssi onMsgVaxLen Property (Section 8.1.11.4).

Get maxi mum transport-nmessage size that may be received fromthe
configured interface: recvMsgMaxLen Property (Section 8.1.11.6).

Obtain ECN field: This is a read-only Message Property of the
MessageCont ext object (see "Property Specific to UDP and UDP-Lite:
ECN' (Section 9.3.3.1)).

"Specify DSCP field", "D sable Nagle algorithn, and "Enable and
configure a Low Extra Del ay Background Transfer": as suggested in
Section 5.5 of [RFC8923], these transport features are
collectively offered via the connCapacityProfile Property
(Section 8.1.6). Per-Message control ("Request not to bundle
messages”) is offered via the nsgCapacityProfile Property
(Section 9.1.3.8).

Close after reliably delivering all remaining data, causing an
event informing the application on the other side: this is offered
by the C ose action with slightly changed semantics in line with
the discussion in Section 5.2 of [RFC8923] (see also Section 10).

"Abort without delivering remaining data, causing an event

inform ng the application on the other side" and "Abort w thout
delivering remai ning data, not causing an event informng the
application on the other side": these are offered by the Abort
action without prom sing that these are signaled to the other

side. |If they are, a ConnectionError event will be invoked at the
peer (Section 10).

"Reliably transfer data, with congestion control", "Reliably
transfer a nessage, with congestion control", and "Unreliably



transfer a nessage": data is transferred via the Send action
(Section 9.2). Reliability is controlled via the reliability
(Section 6.2.1) Property and the nsgRel i abl e Message Property
(Section 9.1.3.7). Transmtting data as a Message or without
delinmters is controlled via Message Franmers (Section 9.1.2). The
choi ce of congestion control is provided via the congestionContro
Property (Section 6.2.9).

* Configurable Message Reliability: the nmeglLifetine Message Property
i npl ements a tine-based way to configure Message reliability
(Section 9.1.3.1).

* "Ordered nessage delivery (potentially slower than unordered)" and
"Unordered nessage delivery (potentially faster than ordered)"”
these two transport features are controlled via the Message
Property nmsgOrdered (Section 9.1.3.3).

* Request not to delay the acknow edgenment (SACK) of a nessage
shoul d the protocol support it, this is one of the transport
features the Transport Services System can apply when an
application uses the connCapacityProfile Property (Section 8.1.6)
or the nmsgCapacityProfil e Message Property (Section 9.1.3.8) with
val ue Low Latency/Interactive.

* Receive data (Wth no nessage delimting): Receive action
(Section 9.3.1) and Received event (Section 9.3.2.1).

* Receive a nessage: Receive action (Section 9.3.1) and Received
event (Section 9.3.2.1) using Message Framers (Section 9.1.2).

* Information about partial nmessage arrival: Receive action
(Section 9.3.1) and ReceivedPartial event (Section 9.3.2.2).

* Notification of send failures: Expired event (Section 9.2.2.2) and
SendError event (Section 9.2.2.3).

* Notification that the stack has no nore user data to send:
applications can obtain this information via the Sent event
(Section 9.2.2.1).

* Notification to a receiver that a partial nessage delivery has
been aborted: ReceiveError event (Section 9.3.2.3).

* Notification of Excessive Retransm ssions (early warning bel ow
abortion threshold): SoftError event (Section 8.3.1).
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