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I ntroduction

Thi s docunent outlines a set of human rights protocol considerations
for protocol devel opers. It provides questions that engi neers should
ask thensel ves when devel oping or inproving protocols if they want to
under stand how t heir decisions can potentially influence the exercise
of human rights on the Internet. It should be noted that the inpact
of a protocol cannot solely be deduced fromits design, but its usage
and inpl ementation should al so be studied to forma full human rights
i mpact assessnent.

The questions are based on the research performed by the Human Ri ghts
Pr ot ocol Considerations (HRPC) Research Group, which has been
docunent ed before these considerations. The research establishes
that human rights relate to standards and protocols and offers a
common vocabul ary of technical concepts that influence human rights
and how these technical concepts can be conbined to ensure that the
Internet remmins an enabling environnment for human rights. Wth
this, the contours of a nodel for devel oping human rights protoco
consi derations has taken shape.

This docunent is an iteration of the guidelines that can be found in
[ RFC8280]. The nmethods for conducting human rights reviews

(Section 3.2) and the guidelines for human rights considerations
(Section 3.3) in this docunent are being tested for rel evance,
accuracy, and validity [HR RT]. The understandi ng of what hunan
rights are is based on the "Universal Declaration of Human Ri ghts"

[ UDHR] and subsequent treaties that jointly formthe body of

i nternational human rights |aw [ UNHR] .

Thi s docunent does not provide a detailed taxonony of the nature of
(potential) human rights violations, whether direct or indirect /
long-termor short-term that certain protocol choices m ght present.
In part, it is because this is highly context-dependent and al so



because this docunent ains to provide a practical set of guidelines.
However, further research in this field would definitely benefit
devel opers and i npl ementers.

This informational document has consensus for publication fromthe

I nternet Research Task Force (I RTF) Human Ri ght Protoco

Consi derati ons (HRPC) Research Goup. It has been reviewed, tried,
and tested by both the research group as well as researchers and
practitioners fromoutside the research group. The research group
acknow edges that the understanding of the inpact of Internet
protocol s and architecture on society is a devel oping practice and is
a body of research that is still ongoing. This document is not an

| ETF product and is not a standard.

Human Ri ghts Threats

Threats to the exercise of human rights on the Internet cone in nmany
forns. Protocols and standards nay harmor enable the right to
freedom of expression; right to freedomof information; right to non-
discrimnation; right to equal protection; right to participate in
cultural life, arts, and science; right to freedom of assenbly and
association; right to privacy; and right to security. An end user
who i s denied access to certain services or content may be unable to
di sclose vital information about the mal practices of a governnent or
other authority. A person whose conmuni cations are nonitored may be
prevented or di ssuaded fromexercising their right to freedom of
association or participate in political processes [Penney]. 1In a
wor st -case scenari o, protocols that leak information can lead to
physi cal danger. A realistic exanple to consider is when individuals
perceived as threats to the state are subjected to torture, extra-
judicial killing, or detention on the basis of information gathered
by state agencies through the nonitoring of network traffic.

Thi s docunment presents several exanples of how threats to human
rights materialize on the Internet. This threat nodeling is inspired
by "Privacy Considerations for Internet Protocols" [RFC6973], which
is based on security threat analysis. This nmethod is a work in
progress and by no neans a perfect solution for assessing human
rights risks in Internet protocols and systens. Certain specific
human rights threats are indirectly considered in Internet protocols
as part of the security considerations [RFC3552]; however, privacy
consi derations [RFC6973] or reviews, |let alone human rights inpact
assessnents of protocols, are neither standardi zed nor inplenmented.

Many threats, enablers, and risks are linked to different rights.
This is not surprising if one takes into account that human rights
are interrelated, interdependent, and indivisible. However, here
we’' re not discussing all human rights because not all human rights
are relevant to Informati on and Comuni cati on Technol ogies (ICTs) in
general and to protocols and standards in particular [Owat]:

| The main source of the values of human rights is the

| _International Bill of Human Rights_ that is conposed of the

| _Universal Declaration of Human Rights_ (UDHR) [UDHR] al ong with

| the _International Covenant on Civil and Political R ghts_ (1 CCPR)

| [ICCPR] and the _International Covenant on Economnic, Social and

| Cultural Rights_ (ICESCR) [ICESCR]. |In the Iight of several cases
| of Internet censorship, the UN Hunan Ri ghts Council Resol ution

| 20/8 was adopted in 2012, affirming that "...the same rights that

| people have offline nust also be protected online..." [UNHRC2016].

| In 2015, the _Charter of Human Rights and Principles for the

| Internet_ [IRP] was devel oped and rel eased [Jorgensen]. According
| to these docunents, sone exanples of hunman rights relevant for ICT
| systens are _human dignity (Art. 1 UDHR), _non-discrimnation_

| (Art. 2), _rights tolife, liberty and security_ (Art. 3),

| _freedom of opinion and expression_ (Art. 19), _freedom of



| assenbly and association_ (Art. 20), _rights to equal protection,

| legal renmedy, fair trial, due process, presuned innocent_ (Art.

| 7-11), _appropriate social and international order_(Art. 28),

| _participation in public affairs_ (Art. 21), _participation in

| cultural life, protection of intellectual property_(Art. 27), and
| _privacy_ (Art. 12).

A partial catalog of human rights related to I CTs, including econonic
rights, can be found in [HII].

This is by no neans an attenpt to exclude specific rights or
prioritize some rights over others

3. Conducting Human Ri ghts Revi ews

I deal |y, protocol devel opers and coll aborators shoul d i ncorporate
human rights considerations into the design process itself (see
Section 3.1 ("Analyzing Internet-Drafts Based on Guidelines for Human
Ri ghts Consi derations Mdel")). This section provides gui dance on
how to conduct a human rights review, i.e., gauge the inpact or
potential inmpact of a protocol or standard on human rights.

Human rights reviews can be done by any partici pant and can take

pl ace at different stages of the devel opment process of an Internet-
Draft. Generally speaking, it is easier to influence the devel opnent
of a technology at earlier stages than at |later stages. This does
not nean that reviews at Last Call are not relevant, but they are
less likely to result in significant changes in the reviewd
docunent .

Human rights reviews can be done by document authors, docunent
shepherds, nenbers of review teans, advocates, or inpacted
communities to influence the standards devel opnment process. |ETF
docunents can benefit from people with different know edge,
perspectives, and backgrounds, especially since their inplenentations
can inmpact many different communities as well.

Met hods for anal yzing technol ogy for specific human rights inpacts

are still quite nascent. Currently, five nethods have been expl ored
by the human rights review team often in conjunction with each
ot her.

3.1. Analyzing Internet-Drafts Based on Guidelines for Human Ri ghts
Consi der ati ons Mdel

This analysis of Internet-Drafts uses the nodel as described in
Section 4. The outlined categories and questions can be used to
review an Internet-Draft. The advantage of this is that it provides
a known overview, and docunent authors can go back to this docunent
as well as [RFC8280] to understand the background and t he context.

3.2. Analyzing Internet-Drafts Based on Their Perceived or Specul ated
| mpact

When reviewing an Internet-Draft, specific human rights inpacts can
becone apparent by doing a close reading of the draft and seeking to
understand how it mght affect networks or society. Wile |ess
structured than the straight use of the human rights considerations
nmodel , this analysis may | ead to new specul ati ve under st andi ngs of

I i nks between human rights and protocol s.

3.3. Expert Interviews
Interviews with docunent authors, active nenbers of the working

group, or experts in the field can help explore the characteristics
of the protocol and its effects. There are two nmain advantages to



3. 4.

3.5.

thi s approach:

1. It allows the reviewer to gain a deeper understanding of the
(i ntended) workings of the protocol

2. It allows for the reviewer to start a discussion with experts or
even docunent authors, which can help the review gain traction
when it is published.

Interviews with I npacted Persons and Commrunities

Protocol s inmpact users of the Internet. Interviews can help the
revi ewer understand how protocols affect the people that use the
protocols. Since human rights are best understood fromthe
perspective of the rights-holder, this approach will inprove the
understanding of the real-world effects of the technology. At the
same time, it can be hard to attribute specific changes to a
particul ar protocol; this is of course even harder when a protoco
has not been wi dely depl oyed.

Traci ng I npacts of Inplenentations

The reality of deployed protocols can be at odds with the
expectations during the protocol design and devel opnent phase

[ RFC8980]. \When a specification already has associ ated running code,
the code can be analyzed either in an experinmental setting or on the
Internet where its inpact can be observed. In contrast to review ng
the draft text, this approach can allow the reviewer to understand
how t he specifications work in practice and potentially what unknown
or unexpected effects the technol ogy has.

Gui delines for Human Ri ghts Consi derations

Thi s section provides guidance for docunent authors in the formof a
questionnaire about protocols and how techni cal decisions can shape
the exercise of human rights. The questionnaire may be useful at any
point in the design process, particularly after the docunment authors
have devel oped a hi gh-1evel protocol nobdel as described in [ RFC4101].
These guidelines do not seek to replace any existing referenced
specifications but, rather, contribute to them and | ook at the design
process froma human rights perspective

Protocol s and I nternet Standards m ght benefit from a documented
di scussi on of potential human rights risks arising frompotentia
m sapplications of the protocol or technol ogy described in the
Request for Comments (RFC). This night be coupled with an
Applicability Statenent for that RFC

Note that the guidance provided in this section does not recomend
specific practices. The range of protocols developed in the IETF is
too broad to nake recommendati ons about particul ar uses of data or
how human ri ghts m ght be bal anced agai nst ot her design goals.
However, by carefully considering the answers to the follow ng
questions, document authors should be able to produce a conprehensive
anal ysis that can serve as the basis for discussion on whether the
protocol adequately takes specific human rights threats into account.
Thi s guidance is neant to help the thought process of a human rights
anal ysis; it does not provide specific directions for howto wite a
human rights consi derations section (follow ng the exanple set in

[ RFC6973]).

In considering these questions, authors will need to be aware of the
potential of technical advances or the passage of tinme to underm ne

protections. |In general, considerations of rights are likely to be

more effective if they have a purpose and specific use cases rather

than abstract, absolute goals.



Al'so note that while the section uses the word "protocol", the
principles identified in these questions nay be applicable to other
types of solutions (extensions to existing protocols, architecture
for solutions to specific problens, etc.).

4. 1. I nternmedi ari es

Question(s): Does your protocol depend on or allow for protocol -
specific functions at intermediary nodes?

Expl anation: The end-to-end principle [Saltzer] holds that certain
functions can and shoul d be perforned at "ends" of the network.

[ RFC1958] states that "in very general terns, the community believes
that the goal is connectivity ... and the intelligence is end to end
rather than hidden in the network". There are new opportunities for
failure when a protocol exchange includes both endpoints and an
intermedi ary, especially when the internediary is not under contro
of either endpoint, or is even largely invisible to it, for instance,
as with intercepting HTTPS proxies [HITPS-interception]. This
pattern al so contributes to ossification because the internediaries
may i npose protocol restrictions -- sonetinmes in violation of the
specification -- that prevent the endpoints from using nore nodern
protocol s, as described in Section 9.3 of [RFC8446].

Note that intermediaries are distinct fromservices. |n the forner
case, the third-party elenment is part of the protocol exchange;
whereas in the latter, the endpoints conmunicate explicitly with the
service. The client/server pattern provides clearer separation of
responsibilities between el enents than having an internediary.
However, even in client/server systens, it is often good practice to
provide for end-to-end encryption between endpoints for protoco

el ements that are outside of the scope of the service, as in the
desi gn of Messagi ng Layer Security (MS) [RFC9420].

Exanpl e: Encryption between the endpoints can be used to protect the
protocol frominterference by internediaries. The encryption of
transport layer information in QU C [ RFC9000] and of the TLS Server
Nane Indication (SNI) field [TLS-ESNI] are exanples of this practice.
One consequence of this is to limt the extent to which network
operators can inspect traffic, requiring themto have control of the
endpoints in order to nonitor their behavior.

| npact s:
* Right to freedom of expression
* Right to freedom of assenbly and association

4.2. Connectivity
Questions(s): |s your protocol optimzed for | ow bandw dth and hi gh-
| at ency connections? Could your protocol also be developed in a
st atel ess manner?
Considering the fact that network quality and conditions vary across
geography and tinme, it is also inportant to design protocols such
that they are reliable even on | ow bandw dth and hi gh-I atency
connecti ons.
| npact s:

* Right to freedom of expression

* Right to freedom of assenbly and associ ati on



4.3. Reliability

Question(s): Is your protocol fault tolerant? Does it downgrade
gracefully, i.e., with nmechanisns for fallback and/or notice? Can
your protocol resist nmalicious degradation attenpts? Do you have a
docunented way to announce degradati on? Do you have neasures in

pl ace for recovery or partial healing fromfailure? Can your
protocol maintain dependability and performance in the face of
unanti ci pat ed changes or circunstances?

Expl anation: Reliability and resiliency ensures that a protocol wll
execute its function consistently and resistant to error, as
described, and will function w thout unexpected results. Measures
for reliability in protocols assure users that their intended
conmuni cati on was successful ly execut ed.

A systemthat is reliable degrades gracefully and will have a
docunented way to announce degradation. It wll also have nechani sns
to recover fromfailure gracefully and, if applicable, will allow for
partial healing.

It is inmportant here to draw a distinction between random degradati on
and malicious degradation. Sone attacks agai nst previous versions of
TLS, for exanple, exploited TLS ability to gracefully downgrade to
non- secure ci pher suites [ FREAK] [Logjani; froma functiona
perspective, this is useful, but froma security perspective, this
can be disastrous.

For reliability, it is necessary that services notify the users if a
delivery fails. 1n the case of real-time systenms, in addition to the
reliable delivery, the protocol needs to safeguard tineliness.

Example: In the nmodern I P stack structure, a reliable transport |ayer
requires an indication that transport processing has successfully
conpl eted, such as given by TCP's ACK nessage [RFC9293]. Similarly,
an application-layer protocol nmay require an application-specific
acknow edgenent that contains, anong other things, a status code

i ndicating the disposition of the request (see [RFC3724]).

| npact s:
* Right to freedom of expression
* Right to security

4.4. Content Signals

Question(s): Does your protocol include explicit or inplicit

pl ai ntext elements, in either the payload or the headers, that can be
used for differential treatment? 1|s there a way to mnim ze | eaking
such data to network internediaries? If not, is there a way for

depl oynents of the protocol to nake the differential treatnent
(including prioritization of certain traffic), if any, auditable for
negative inpacts on net neutrality?

Exampl e: When network internediaries are able to determ ne the type
of content that a packet is carrying, then they can use that
information to discrimnate in favor of one type of content and

agai nst another. This inpacts users’ ability to send and receive the
content of their choice.

As recomended in [ RFC8558], protocol designers should avoid the

construction of inplicit signals of their content. |n general,
protocol designers should avoid adding explicit signals for
intermediaries. In certain cases, it nmay be necessary to add such

explicit signals, but designers should only do so when they provide



4.5.

clear benefit to end users (see [ RFC8890] for nmore on the priority of
constituencies). |In these cases, the inplications of those signals
for human rights should be docunent ed

Not e that nmany protocols provide sighals that are intended for
endpoints that can be used as inplicit signals by intermediaries for
traffic discrimnation, based on either the content (e.g., TCP port
nunbers) or the sender/receiver (IP addresses). Were possible,
these should be protected frominternediaries by encryption. [|n nany
cases (e.g., |P addresses), these signals are difficult to renove;

but in other cases, such as TLS Application Layer Protoco

Negoti ati on [ RFC7301], there are active efforts to protect this data
[ TLS-ESNI].

| npact s:

* Right to freedom of expression
* Right to non-discrimnation

* Right to equal protection

I nternationalization

Question(s): Does your protocol or specification define text string
el ements, in the payl oad or headers, that have to be understood or
entered by humans? Does your specification allow Unicode? If so, do
you accept texts in one character set (which nust be UTF-8) or

several (which is dangerous for interoperability)? |f charsets or
encodi ngs other than UTF-8 are all owed, does your specification
mandat e a proper tagging of the charset? Did you have a | ook at

[ RFC6365] ?

Expl anation: Internationalization refers to the practice of naking
protocol s, standards, and inplenentations usable in different

| anguages and scripts (see Section 4.6 ("Localization")). 1In the

| ETF, internationalization means to add or inprove the handling of
non-ASCI| text in a protocol [RFC6365]. A different perspective,
nore appropriate to protocols that are designed for global use from
the beginning, is the definition used by the Wrld Wde Wb
Consortium (WBC) [WBC 18nDef]:

| Internationalization is the design and devel opnent of a product,
| application or docunent content that enables easy |ocalization for
| target audiences that vary in culture, region, or |anguage.

Many protocols that handle text only handl e one charset (US-ASCIIl) or
| eave the question of what coded charset and encoding are used up to
| ocal guesswork (which |eads, of course, to interoperability
problens). If nultiple charsets are permtted, they nust be
explicitly identified [ RFC2277]. Adding non-ASCI| text to a protoco
allows the protocol to handle nore scripts, hopefully representing
users across the world. In today’'s world, that is nornmally best
acconpl i shed by allow ng only Unicode encoded in UTF-8.

In current | ETF practice [RFC2277], internationalization is ained at
user-facing strings, not protocol elenents, such as the verbs used by
sonme text-based protocols. (Do note that sonme strings are both
content and protocol elenents, such as identifiers.) Although this
is reasonable practice for non-user visible elenments, devel opers
shoul d provide full and equal support for all scripts and charsets in
the user-facing features of protocols and for any content they carry.

Exanpl e: See Section 4.6 ("Localization").

| npact s:



4.

4.

6

7

* Right to freedom of expression

* Right to political participation

* Right to participate in cultural life, arts, and science
Local i zati on

Question(s): Does your protocol uphold the standards of
internationalization? Have you nmade any concrete steps towards
| ocal i zi ng your protocol for rel evant audi ences?

Expl anation: "Localization refers to the adaptati on of a product,
application or docunent content to neet the |anguage, cultural and
other requirenents of a specific target narket (a 'locale’ )"

[ WBC 18nDef]. For our purposes, it can be described as the practice
of translating an inplementation to make it functional in a specific
| anguage or for users in a specific |ocale (see Section 4.5
("I'nternationalization")). |Internationalization is related to

| ocal i zation, but they are not the sane. Internationalization is a
necessary precondition for localization

Exanpl e: The Internet is a global nedium but many of its protocols
and products are devel oped with certain audiences in mnd that often
share particular characteristics |ike knowing howto read and wite
in Anerican Standard Code for Information Interchange (ASCI ) and
knowi ng English. This Ilimts the ability of a |arge part of the

worl d’s online population fromusing the Internet in a way that is
culturally and linguistically accessible. An exanple of a standard
that has taken into account the view that individuals like to have
access to data in their preferred | anguage can be found in [ RFC5646].
The docunent describes a way to label information with an identifier
for the | anguage in which it is witten. And this allows infornmation
to be presented and accessed in nore than one | anguage.

| npact s:

* Right to non-discrimnation

* Right to participate in cultural life, arts, and science
* Right to freedom of expression

Qpen St andar ds

Question(s): Is your protocol fully docunmented in a way that it could
be easily inplenented, inproved, built upon, and/or further

devel oped? Do you depend on proprietary code for the inplenmentation,
running, or further devel opnent of your protocol? Does your protoco
favor a particular proprietary specification over technically

equi val ent conpeting specification(s), for instance, by naking any

i ncorporated vendor specification "required" or "recommended"

[ RFC2026]? Do you normatively reference another standard that is
behind a paywal|l (and could you do without it)? Are you aware of any
patents that woul d prevent your standard frombeing fully inplenented
[ RFC8179] [RFC6701]?

Expl anation: The Internet was able to be devel oped into the gl oba

net wor k of networks because of the existence of open, non-proprietary
standards [Zittrain]. They are crucial for enabling
interoperability. Yet, open standards are not explicitly defined
within the IETF. On the subject, [RFC2026] states:

| Various national and international standards bodies, such as ANS|
| 1SO IEEE, and ITU- T, develop a variety of protocol and service



| specifications that are simlar to Technical Specifications

| defined here [at the I ETF]. National and international groups

| also publish "inplenentors’ agreenents" that are anal ogous to

| Applicability Statenments, capturing a body of inplenentation-

| specific detail concerned with the practical application of their
| standards. Al of these are considered to be "open externa

| standards” for the purposes of the Internet Standards Process.

Simlarly, [RFC3935] does not define open standards but does
enphasi ze the inportance of an "open process", i.e.

| ... any interested person can participate in the work, know what
| is being decided, and nmake [their] voice heard on the issue.

Open standards (and open source software) allow users to gl ean

i nformati on about how the tools they are using work, including the
tools’ security and privacy properties. They additionally allow for
per m ssi onl ess i nnovation, which is inportant to maintain the freedom
and ability to freely create and depl oy new protocols on top of the
conmuni cations constructs that currently exist. It is at the heart

of the Internet as we knowit, and to maintain its fundanentally open
nature, we need to be mindful of the need for devel opi ng open

st andar ds.

Al'l standards that need to be normatively inplenmented should be
freely available and with reasonabl e protection for patent
infringenment clains so that they can also be inplenented in open
source or free software. Patents have often hel d back open
standardi zati on or been used agai nst those depl oyi ng open standards,
particularly in the domain of cryptography [ Newegg]. An exenption of
this is sonmeti mes made when a standardi zed protocol normatively
relies on specifications produced by others Standards Devel opnent
Organi zations (SDOs) that are not freely available. Patents in open
standards or in normative references to other standards should have a
patent disclosure [Note-well], royalty-free |licensing

[ Patent -policy], or some other formof fair, reasonable, and non-
discrimnatory ternmns.

Exanmpl e: [ RFC6108] describes a systemfor providing critical end-user
notifications to web browsers, which has been depl oyed by Contast, an
Internet Service Provider (ISP). Such a notification systemis being
used to provide near-i mediate notifications to customers, such as to
warn themthat their traffic exhibits patterns that are indicative of
mal ware or virus infection. There are other proprietary systens that
can perform such notifications, but those systens utilize Deep Packet
Inspection (DPlI) technology. |In contrast, that docunent describes a
systemthat does not rely upon DPlI and is instead based on open | ETF
st andards and open source applications.

| npact s:
* Right to freedom of expression
* Right to participate in cultural life, arts, and science

4.8. Heterogeneity Support
Question(s): Does your protocol support heterogeneity by design?
Does your protocol allow for multiple types of hardware? Does your
protocol allow for rmultiple types of application protocols? |Is your
protocol liberal in what it receives and handles? WII| it remain
usabl e and open if the context changes?
Expl anation: The Internet is characterized by heterogeneity on many

| evel s: devices, nodes, router scheduling algorithms, queue
managenent mechani sns, routing protocols, |evels of nultiplexing,



protocol versions and inplenmentations, and underlying link | ayers
(e.g., point-to-point, nulti-access |links, wreless, Fiber
Distributed Data Interface (FDDI), etc.) in the traffic mx and in
the level s of congestion at different times and places. Mreover, as
the Internet is conposed of autononous organizations and | SPs, each
with their own separate policy concerns, there is a | arge

het erogeneity of admi nistrative domains and pricing structures. As a
result, the heterogeneity principle proposed in [ RFC1958] needs to be
supported by design [Fl Arch].

Het erogeneity support in protocols can, thus, enable a w de range of
devi ces and (by extension) users to participate on the network.

Exanpl e: Heterogeneity significantly contributed to the success of
the Internet architecture [Zittrain]. There is a fanmous quote often
attributed to Niels Bohr: "Prediction is very difficult, especially

if it’s about the future." This also holds true for future uses of
the Internet architecture and infrastructure. Therefore, as a rule
of thunb, it is inportant to -- as far as possible -- design your

protocol for different devices and uses, especially at |ower |ayers
of the stack. However, if you choose not to do this, it could be
rel evant to docunment the reasoning for that.

| npact s:

* Right to freedom of expression

* Right to political participation
4.9. Adaptability

Question(s): Is your protocol witten in a nodul ar fashi on, and does
it facilitate or hanper extensibility? |In this sense, does your
protocol inmpact perm ssionless innovation? (See Section 4.7 ("Open
St andards").)

Expl anation: Adaptability is closely interrelated with perm ssionless
i nnovation: both maintain the freedomand ability to create and
depl oy new protocols on top of the comunications constructs that
currently exist. It is at the heart of the Internet as we knowit,
and to maintain its fundanentally open nature, we need to be m ndful
of the inmpact of protocols on maintaining or reduci ng perm ssionless
innovation to ensure that the Internet can continue to devel op

Adaptability and pernissionless innovation can be used to shape

i nformati on networks as groups of users prefer. Furthernore, a
precondition of adaptability is the ability of the people who can
adapt the network to be able to know and understand the network.

This is why adaptability and perm ssionl ess innovation are inherently
connected to the right to education and the right to science as wel
as the right to freedom of assenbly and association and the right to
freedom of expression, since it allows the users of the network to
determ ne how to assenbl e, collaborate, and express thensel ves.

Exanpl e: WebRTC generates audi o and/or video data. WDbRTC can be
used in different locations by different parties; WbRTC s standard
Application Programming Interfaces (APlIs) are devel oped to support
applications fromdifferent voice service providers. Miltiple
parties will have simlar capabilities. In order to ensure that al
parties can build upon existing standards, these need to be adaptable
and all ow for perm ssionless innovation

| npact s:

* Right to education
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* Right to science

* Right to freedom of expression

* Right to freedom of assenbly and associ ati on
10. Integrity

Question(s): Does your protocol maintain, assure, and/or verify the
accuracy of payl oad data? Does your protocol maintain and assure the
consi stency of data? Does your protocol in any way allow for the
data to be (intentionally or unintentionally) altered?

Expl anation: Integrity refers to the maintenance and assurance of the
accuracy and consistency of data to ensure it has not been
(intentionally or unintentionally) altered.

Exanple: Integrity verification of data is inportant to prevent

vul nerabilities and attacks fromon-path attackers. These attacks
happen when a third party (often for malicious reasons) intercepts a
conmuni cati on between two parties, inserting thenselves in the mddle
and changing the content of the data. |In practice, this |ooks as
fol | ows:

Alice wants to communicate with Bob. Alice sends a nmessage to Bob

whi ch Corinne intercepts and nodifies. Bob cannot see that the data
fromAlice was altered by Corinne. Corinne intercepts and alters the
communi cation as it is sent between Alice and Bob. Corinne is able
to control the communication content.

| npact s:

* Right to freedom of expression
* Right to security

11. Authenticity

Question(s): Do you have sufficient neasures to confirmthe truth of
an attribute of a single piece of data or entity? Can the attributes
get garbled along the way (see Section 4.13 ("Security"))? |If

rel evant, have you inplenmented | Psec, DNS Security (DNSSEC), HTTPS,
and ot her standard security best practices?

Expl anation: Authenticity ensures that data does indeed come fromthe
source it clains to cone from This is inportant to prevent certain
attacks or unauthorized access and use of data.

At the same tine, authentication should not be used as a way to
prevent heterogeneity support, as is often done for vendor |ock-in or
digital rights managenent.

Exanpl e: Authentication of data is inportant to prevent

vul nerabilities and attacks fromon-path attackers. These attacks
happen when a third party (often for malicious reasons) intercepts a
conmuni cati on between two parties, inserting thenselves in the mddle
and posing as both parties. |In practice, this |ooks as foll ows:

Al'ice wants to conmunicate with Bob. Alice sends data to Bob.
Corinne intercepts the data sent to Bob. Corinne reads (and
potentially alters) the nessage to Bob. Bob cannot see that the data
did not cone fromAlice but from Cori nne.

Wth proper authentication, the scenario would be as foll ows:

Alice wants to conmunicate with Bob. Alice sends data to Bob.



Corinne intercepts the data sent to Bob. Corinne reads and alters
the nmessage to Bob. Bob is unable to verify whether that the data
cane fromAlice.

| npact s:
* Right to privacy
* Right to freedom of expression
* Right to security
4.12. Confidentiality

Question(s): Does the protocol expose the transnmitted data over the
wire? Does the protocol expose information related to identifiers or
data? |If so, what does it reveal to each protocol entity (i.e.

reci pients, internediaries, and enablers) [RFC6973]? What options
exi st for protocol inplenmenters to choose to limt the information
shared with each entity? Wat operational controls are available to
limt the infornmation shared with each entity?

What controls or consent mechani snms does the protocol define or
require before personal data or identifiers are shared or exposed via
the protocol? |If no such nechanisns or controls are specified, is it
expected that control and consent will be handl ed outside of the

prot ocol ?

Does the protocol provide ways for initiators to share different

pi eces of information with different recipients? |If not, are there
mechani sms that exi st outside of the protocol to provide initiators
with such control ?

Does the protocol provide ways for initiators to limt the sharing or
expressing of individuals' preferences to recipients or
intermediaries with regard to the collection, use, or disclosure of
their personal data? |If not, are there nechani sns that exist outside
of the protocol to provide users with such control? |Is it expected
that users will have relationships that govern the use of the
informati on (contractual or otherwi se) with those who operate these
intermedi ari es? Does the protocol prefer encryption over cleartext
operati on?

Expl anation: Confidentiality refers to keeping your data secret from
uni ntended |isteners [RFC3552]. The growth of the Internet depends
on users having confidence that the network protects their persona
data [RFC1984]. The possibility of pervasive nonitoring and
surveil |l ance underm nes users’ trust and can be mtigated by ensuring
confidentiality, i.e., passive attackers should gain little or no
informati on from observation or inference of protocol activity

[ RFC7258] [RFC7624].

Exanpl e: Protocols that do not encrypt their payload make the entire
content of the conmunication available to the idealized attacker
along their path. Follow ng the advice in [ RFC3365], npbst such
protocol s have a secure variant that encrypts the payl oad for
confidentiality, and these secure variants are seeing ever-w der

depl oynent. A noteworthy exception is DNS [ RFC1035], as DNSSEC

[ RFC4033] does not have confidentiality as a requirenent. This
inplies that, in the absence of the use of nore recent standards |ike
DNS over TLS [ RFC7858] or DNS over HTTPS [ RFC3484], all DNS queries
and answers generated by the activities of any protocol are avail able
to the attacker. \When store-and-forward protocols are used (e.g.,
SMIP [ RFC5321]), intermediaries |eave this data subject to
observation by an attacker that has conprom sed these internediaries,
unl ess the data is encrypted end-to-end by the application-|ayer



protocol or the inplementation uses an encrypted store for this data
[ RFC7624] .

| npact s:

* Right to privacy

* Right to security
4.13. Security

Question(s): Did you have a | ook at "CGuidelines for Witing RFC Text
on Security Considerations" [RFC3552]7? Have you found any attacks
that are sonewhat related to your protocol/specification yet

consi dered out of scope of your docunment? Wuld these attacks be
pertinent to the human-rights-enabling features of the Internet (as
descri bed throughout this docunent)?

Expl anation: Security is not a single nmonolithic property of a
protocol or systembut rather a series of related yet sonewhat

i ndependent properties. Not all of these properties are required for
every application. Since conmunications are carried out by systens
and access to systens is through comruni cati ons channels, security
goal s obviously interlock, but they can al so be independently

provi ded [ RFC3552].

Typically, any protocol operating on the Internet can be the target
of passive attacks (when the attacker can access and read packets on
the network) and active attacks (when an attacker is capabl e of
witing information to the network packets) [RFC3552].

Exanpl e: See [ RFC3552].

| npact s:

* Right to freedom of expression

* Right to freedom of assenbly and associ ation

* Right to non-discrimnation

*

Right to security
4.14. Privacy

Question(s): Did you have a | ook at the guidelines described in
Section 7 of "Privacy Considerations for Internet Protocols”

[ RFC6973]? Does your protocol maintain the confidentiality of

met adat a? Coul d your protocol counter traffic analysis? Does your
protocol adhere to data minimnmzation principles? Does your docunent
identify potentially sensitive data | ogged by your protocol and/or
for how long that needs to be retained for technical reasons?

Expl anation: Privacy refers to the right of an entity (normally a
person), acting on its own behalf, to determ ne the degree to which

it will interact with its environnent, including the degree to which
the entity is willing to share its personal information with others
[ RFC4949]. If a protocol provides insufficient privacy protection,

it may have a negative inpact on freedom of expression as users self-
censor for fear of surveillance or find that they are unable to
express thensel ves freely.

Exanpl e: See [ RFC6973].

| npact s:
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* Right to freedom of expression
* Right to privacy

* Right to non-discrimnation

15. Anonym ty and Pseudonymity

Question(s): Does your protocol make use of identifiers? Are these
identifiers persistent? Are they used across nultiple contexts? |Is
it possible for the user to reset or rotate them w thout negatively

i mpacting the operation of the protocol? Are they visible to others
besi des the protocol endpoints? Are they tied to real-world
identities? Have you considered "Privacy Considerations for I|nternet
Prot ocol s" [RFC6973], especially Section 6.1.27?

Expl anati on: Myst protocols depend on the use of sonme kind of
identifier in order to correlate activity over tine and space. For
i nst ance:

* | P addresses are used as an identity for the source and
destination for |P datagrans.

* QUIC connection identifiers are used to correl ate packets
bel onging to the same connection

* HITP uses cookies to correlate multiple HITP requests fromthe
same client.

* Email uses email addresses of the form exanpl e@xanple.comto
identify senders and receivers.

In general, these identifiers serve a necessary function for protoco
operations by allowing themto maintain continuity. However, they
can al so create privacy risks. There are two nmajor ways in which
those risks manifest:

* The identifier may itself reveal the user’s identity in sone way
or be tied to an identifier that does, as is the case when E. 164
(tel ephone) nunmbers are used as identifiers for instant nessagi ng
syst ens.

* VWiile the identifier may not reveal the user’s identity, it may
make it possible to |ink enough of a user’s behavior to threaten
their privacy, as is the case with HTTP cooki es.

Because identifiers are necessary for protocol operation, true

anonymty is very difficult to achieve, but there are practices that

pronote user privacy even when identifiers are used.

| npact s:

* Right to non-discrimnation

* Right to freedom of expression

* Right to political participation

* Right to freedom of assenbly and associ ati on

15.1. Pseudonymty

In general, user privacy is better preserved when identifiers are
pseudonynous (not tied to a user’s real-world identity).

Exanpl e: I n the devel opnent of the I Pv6 protocol, it was discussed to



enbed a Medi a Access Control (MAC) address into unique |P addresses.
This would nmake it possible for eavesdroppers and other infornmation
collectors to identify when different addresses used in different
transactions actually correspond to the sane node. This is why
standardi zation efforts like "Tenporary Address Extensions for

St at el ess Address Autoconfiguration in |IPv6" [RFC8981] and MAC
address random zati on [ MAC- ADDRESS- RANDOM ZATI ON] have been pursued.

Note that it is often attractive to try to create a pseudonymfrom a
persistent identifier. This can be very difficult to do correctly in
a way that does not allow for recovering the persistent identifiers.

Exanpl e: A conmon practice in web tracking is to "encrypt"” emai
addresses by hashing them thus allegedly making them "non-personally
i dentifying". However, because hash functions are public operations,
it is possible to do a dictionary search for candidate enmail
addresses and recover the original address [Enmail-hashing].

4.15.2. Unlinkability

Even true pseudonynous identifiers can present a privacy risk if they
are used across a w de enough scope. User privacy is better
preserved if identifiers have limted scope both in tine and space.

Exanmpl e: An exanple is the Dynam c Host Configuration Protocol (DHCP)
where sending a persistent identifier as the client nane was not
mandatory but, in practice, done by nmany inpl enentations before DHCP
[ RFC7844] .

Exanpl e: Third-party cookies in HITP allow trackers to correlate HTTP
traffic across sites. This is the foundation of a whole ecosystem of
web tracking. |Increasingly, web browsers are restricting the use of
third-party cookies in order to protect user privacy.

4.16. Censorship Resistance

Question(s): Does your protocol architecture facilitate censorship?
Does it include "choke points" that are easy to use for censorship?
Does it expose identifiers that can be used to sel ectively bl ock
certain kinds of traffic? Could it be designed to be nore censorship
resistant? Does your protocol make it apparent or transparent when
access to a resource is restricted and why it is restricted?

Expl anati on: Governnments and service providers block or filter
content or traffic, often without the know edge of end users

[ RFC7754]. For a survey of censorship techniques enpl oyed across the
wor | d, see [ RFC9505], which lays out protocol properties that have
been exploited to censor access to information. Censorship
resistance refers to the nethods and neasures to prevent Internet
censorshi p.

Exanpl e: The current design of the Wb has a nunber of architectura
choke points where it is possible for censors to intervene. These

i ncl ude obtaining the control of the domain nane itself, DNS bl ocking
either at the protocol l|layer or at the resolver, |P address bl ocking,
and bl ocking at the web server. There has been extensive work on
content distribution systens, which are intended to be nore
censorship resistant; and some, such as BitTorrent, are in w de use
However, these systens nmay have inferior reliability and perfornmance
compared to the Wb (e.g., they do not support active content on the
server).

Exanmpl e: ldentifiers of content exposed within a protocol mnight be
used to facilitate censorship by allow ng the censor to determne
which traffic to block. DNS queries, the "host" request header in an
HTTP request, and the Server Nane Indication (SNI) in a Transport



Layer Security (TLS) ClientHello are all exanples of protoco

el ements that can travel in plaintext and be used by censors to
identify what content a user is trying to access [ RFC9505]. Protoco
mechani sms such as Encrypted ClientHello [ TLS-ESNI] or DNS over HTTPS
[ RFC8484] that encrypt netadata provide sone | evel of resistance to
this type of protocol inspection. Full traffic encryption systens,
such as Tor <https://torproject.org> can also be used by people to
access ot herw se censored resources.

Exanpl e: As noted above, one way to censor web traffic is to require
the server to block it or require ISPs to block requests to the
server. In HITP, denial or restriction of access can be made
apparent by the use of status code 451, which allows server operators
and internediaries to operate with greater transparency in
circunstances where issues of law or public policy affect their
operation [RFC7725]. |If a protocol potentially enabl es censorship,
prot ocol designers should strive towards creating error codes that
capture different scenarios (e.g., blocked due to administrative
policy, unavail abl e because of |egal requirements, etc.) to mnimze
anbiguity for end users

| mpact s:

* Right to freedom of expression

* Right to political participation

* Right to participate in cultural life, arts, and science
* Right to freedom of assenbly and associ ation

.17. Qutcone Transparency

Question(s): Are the intended and foreseen effects of your protoco
docunented and easily conprehensi ble? Have you described the centra
use case(s) for your protocol with a clear description of expected
behavi or and how it may, or may not, inpact other protocols,

i npl ement ati ons, user expectations, or behavior? Have you reviewed
other protocols that solve simlar problens, or nade use of simlar
mechani sms, to see if there are | essons that can be | earned from
their use and mi suse?

Expl anation: Certain technical choices may have uni nt ended
consequences.

Exanpl e: Lack of authenticity may lead to lack of integrity and
negative externalities; of which, spamis an exanple. Lack of data
that could be used for billing and accounting can | ead to so-called
"free" arrangenents that obscure the actual costs and distribution of
the costs, for exanple, the barter arrangenents that are commonly
used for Internet interconnection, and the commercial exploitation of
personal data for targeted advertising, which is the nost common
fundi ng nodel for the so-called "free" services such as search

engi nes and soci al networks. Unexpected outcomes m ght not be
techni cal but rather architectural, social, or economc. Therefore,
it is of inportance to docunent the intended outcones and ot her
possi bl e outcones that have been consi dered.

| npact s:
* Right to freedom of expression
* Right to privacy

* Right to freedom of assenbly and associ ati on



* Right to access to information
4.18. Accessibility

Question(s): Is your protocol designed to provide an enabling
environment for all? Have you | ooked at the WBC Web Accessibility
Initiative for exanples and gui dance [WBCAccessibility]?

Expl anation: Sonetimes in the design of protocols, websites, web
technol ogi es, or web tools, barriers are created that exclude people
fromusing the Web. The Internet should be designed to work for al
peopl e, whatever their hardware, software, |anguage, culture,

| ocation, or physical or nental ability. Wen the Internet

technol ogies neet this goal, it will be accessible to people with a
di verse range of hearing, novenent, sight, and cognitive ability

[ WBCAccessi bility].

Exanpl e: The HTML protocol as defined in [HTM.] specifically requires
that every image must have an alt attribute (with a few exceptions)
to ensure inages are accessible for people who cannot thensel ves
deci pher non-text content in web pages.
Anot her exanple is the work done in the AVT and AVTCORE Wir ki ng
Goups in the | ETF that enables text conversation in multinmedia, text
tel ephony, wireless multimedia, and video comuni cations for sign
| anguage and |ipreading (i.e., [RFC9071]).
| npact s:
* Right to non-discrimnation
* Right to freedom of assenbly and associ ation
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4.19. Decentralization
Question(s): Can your protocol be inplemented without a single point
of control? |If applicable, can your protocol be deployed in a
federated manner? Does your protocol create additional centralized

poi nts of control ?

Expl anation: Decentralization is one of the central technica
concepts of the architecture of the Internet and is enbraced as such

by the | ETF [RFC3935]. It refers to the absence or minimzation of
centralized points of control, a feature that is assuned to make it
easy for new users to join and new uses to unfold [Ziewitz]. It also

reduces issues surrounding single points of failure and distributes
the network such that it continues to function even if one or severa
nodes are disabled. Wth the comercialization of the Internet in
the early 1990s, there has been a sl ow nove away from
decentralization, to the detrinment of the technical benefits of
havi ng a decentralized Internet. For a nmore detailed discussion of
this topic, please see [Arkko].

Exanpl e: The bits traveling the Internet are increasingly susceptible
to nonitoring and censorship fromboth governnents and | SPs as wel |
as third (malicious) parties. The ability to nmonitor and censor is
further enabled by the increased centralization of the network that
creates central infrastructure points that can be tapped into. The
creation of peer-to-peer networks and the devel opnent of voice-over-

| P protocol s using peer-to-peer technology in conbination with

Di stributed Hash Table (DHT) for scalability are exanples of how
protocol s can preserve decentralization [Pouwel se].



| npact s:

* Right to freedom of expression

* Right to freedom of assenbly and associ ation
4.20. Renedy

Question(s): Can your protocol facilitate a negatively inpacted
party’s right to remedy w thout disproportionately inpacting other
parties’ human rights, especially their right to privacy?

Expl anation: Providing access to renedy by states and corporations is
a part of the UN Quiding Principles on Business and Human Ri ghts
[UNGP]. Access to renedy nay help victins of human rights violations
in seeking justice or allow | aw enforcenent agencies to identify a
possi ble violator. However, current mechanisnms in protocols that try
to enable "attribution” to individuals inpede the exercise of the
right to privacy. The former UN Special Rapporteur for Freedom of
Expressi on has al so argued that anonymity is an inherent part of
freedom of expression [Kaye]. Considering the potential adverse

i mpact of attribution on the right to privacy and freedom of
expression, enabling attribution on an individual |evel is nopst
I'ikely not consistent with human rights.

Exanpl e: Addi ng personally identifiable information to data streans
as a nmeans to enable the human right to renedy might help in
identifying a violator of human rights and provi de access to renedy,
but this would disproportionately affect all users right to privacy,
anonynous expression, and association. Furthernore, there are some
recent advances in enabling abuse detection in end-to-end encrypted
messagi ng systens, which also carry sone risk to users’ privacy

[ Messenger -franki ng] [Hecate].

| npact s:
* Right to renedy
* Right to security
* Right to privacy
4.21. M scell aneous Consi derations

Question(s): Have you considered potential negative consequences
(individual or societal) that your protocol or docunent m ght have?

Expl anation: Publication of a particular RFC under a certain status
has consequences. Publication as an Internet Standard as part of the
Standards Track may signal to inplenmenters that the specification has
a certain level of maturity, operational experience, and consensus.
Simlarly, publication of a specification as an experinental docunent
not part of the Standards Track would signal to the conmunity that
the docunent "may not be intended to be an Internet Standard, or it
may be intended for eventual standardization but not yet ready" for
wi de depl oynent [ RFC2026]. The extent of the depl oynent, and
consequently its overall inmpact on end users, may depend on the
docunent status presented in the RFC. See [ RFC2026] and updates to
it for a fuller explanation.

5. Docunent Status
Thi s research group docunent |ays out best practices and gui delines

for human rights reviews of network protocols, architectures, and
other Internet-Drafts and RFCs.



Security Considerations

Article three of the "Universal Declaration of Human Ri ghts" reads:
"Everyone has the right to life, liberty and security of person”
[UDHR]. This article underlines the inportance of security and its
interrelation with human life and liberty; but since human rights are
indivisible, interrelated, and interdependent, security is also
closely linked to other human rights and freedons. This docunent
seeks to strengthen human rights, freedons, and security by relating
and transl ating these concepts to concepts and practices as they are
used in Internet protocol and architecture devel opnment. The ai m of
this is to secure human rights and thereby inprove the
sustainability, usability, and effectiveness of the network. The
docunent seeks to achieve this by providing guidelines as done in
Section 3 of this docunent.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Research Group Information

The di scussion list for the | RTF Hunman Ri ghts Protocol Considerations
Research Group is |located at the e-mail| address
<mailto: hrpc@etf.org>.

Information on the group and informati on on how to subscribe to the
list is at: <https://ww.irtf.org/mailman/listinfo/hrpc>

Archives of the list can be found at:
<https://milarchive.ietf.org/arch/browse/hrpc/>.
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