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Abstract

In situ Operations, Admnistration, and Mai ntenance (I CAM is an
exanpl e of an on-path hybrid neasurenment nmethod. | OAM defines a
met hod for producing operational and telenetry information that nmay
be exported using the in-band or out-of-band method. RFCs 9197 and
9326 discuss the data fields and associ ated data types for | OAM

Thi s docunent defines a YANG nodul e for the configuration of | QAM
functions.
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1. Introduction
In situ Operations, Adnministration, and Mintenance (10AM is an
exanpl e of an on-path hybrid measurement nmethod. | OAM defines a
met hod for producing operational and telenetry information that may
be exported using the in-band or out-of-band nmethod. The data types
and data formats for | OAM data records have been defined in [ RFC9197]
and [ RFC9326]. The | OAM data can be enbedded in nany protocol
encapsul ations, such as the Network Service Header (NSH) [ RFC9452]
and | Pv6.
Thi s docunent defines a data nodel for the configuration of | OAM
capabilities using the YANG data nodel i ng | anguage [ RFC7950]. This
YANG dat a nodel supports five | OAM options, which are as foll ows:
* Increnental Trace-Option [ RFC9197]
* Pre-allocated Trace-QOption [ RFC9197]
* Direct Export Option [ RFC9326]
* Proof of Transit (POT) Option [RFC9197]
* Edge-to-Edge Option [ RFC9197]

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

The following terns are defined in [ RFC7950] and are used in this
speci fication:

* augnent
* data nodel
* data node

The term nol ogy for describing YANG data nodels is found in
[ RFC7950] .

2.1. Tree Diagrans

Tree diagrans used in this docunent follow the notation defined in
[ RFC8340] .

3. Design of the | OAM YANG Dat a Mdel
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1. Overview

The 1 OAM npdel is organized as a list of profiles, as shown in the
following figure. Each profile associates with one flow and the
correspondi ng | OAM i nf or mati on.

modul e: ietf-ioam
+--rw i oam
+--ro info

| +--ro tinmestanp-type? i dentityref
| +--ro available-interface* [if-nane]
| +--ro if-name if:interface-ref

+--rw adm n-config
| +--rw enabl ed? bool ean
+--rw profiles

+--rw profile* [profile-nane]

+--rw profil e-name string
+--rwfilter

| +--rwfilter-type? ioamfilter-type

| +--rw ace-nane? -> [acl :acl s/ acl / aces/ ace/ nane
+--rw protocol -type? i oam pr ot ocol -type

+--rw increnental -tracing-profile {increnental -trace}?
|+--.r\./v. preal | ocated-traci ng-profile {preallocated-trace}?
|+rw direct-export-profile {direct-export}?
:+--.r\./v.pot-profile {proof-of-transit}?

+--r\./v. e2e-profile {edge-to-edge}?

The "info" parameter is a container for all the read-only information
that assists nonitoring systens in the interpretation of the | OAM
dat a.

The "enabl ed" paraneter is an adm nistrative configuration. Wen it
is set to "true", 10AM configuration is enabled for the system
Meanwhi l e, the | OAM data pl ane functionality is enabl ed.

The "filter" paraneter is used to identify a flow, where the | OAM
profile can apply. There may be nultiple filter types. Access
Control Lists (ACLs) [RFC8519] provide a conmmon way to specify a
flow Each I10AM profile can associate with an ACE (Access Control
Entry). Wen the matched ACE "forwardi ng" action is "accept", | 0OAM
actions MJST be driven by the accepted packets.

The |1 OAM data can be encapsulated into rmultiple protocols, e.g., |Pv6
[ RFC9486] and the NSH [ RFC9452]. The "protocol -type" parameter is
used to indicate where 1CQAMis applied. For exanple, if "protocol -
type" is set to "ipve", the | OAMingress node will encapsul ate the
associ ated flow according to [ RFC9486] .

In this docunent, | OAM data includes five encapsul ation types, i.e.,
incremental tracing data, pre-allocated tracing data, direct export
data, proof of transit data, and end-to-end data. In practice,

multiple | OAM data types can be encapsul ated into the sane | OAM
header. The "profile" paranmeter contains a set of sub-profiles, each
of which relates to one encapsul ation type. The configured object
may not support all the sub-profiles. The supported sub-profiles are

indicated by five defined features, i.e., "increnental -trace",

"preall ocated-trace", "direct-export", "proof-of-transit", and "edge-
t o- edge".

Thi s document uses the "ietf-access-control-list" YANG nodul e

[ RFC8519], the "ietf-interfaces" YANG nodul e [ RFC8343], and the
"ietf-lime-time-types" YANG nodul e [ RFC8532].
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The YANG data nodel in this docunment conforns to the Network
Managenent Datastore Architecture (NVDA) defined in [ RFC8342].

2. Pre-allocated Tracing Profile

4.

To ensure visibility into the entire path that a packet takes wthin
an | OAM donmain, the 1OAMtracing data is expected to be collected at
every node that a packet traverses. The Pre-allocated Trace-Option
will create pre-allocated space for each node to populate its
information. The "preallocated-tracing-profile" paranmeter contains
the detailed information for the pre-allocated tracing data. This

i nformation incl udes:

node-action: indicates the operation (e.g., encapsul ate the | OAM
header, transit the | OAM data, or decapsul ate the | OAM header)
applied to the dedicated flow.

use- nanespace: indicates the namespace used for the trace types.

trace-type: indicates the per-hop data to be captured by | OAM
enabl ed nodes and included in the node data list.

max- | ength: specifies the maxi mum |l ength of the node data list in

octets. "max-length" is only defined at the encapsul ati on node.
+--rw preall ocated-tracing-profile {preallocated-trace}?

+--rw node- acti on? i oam node- acti on

+--rw trace-types

| +--rw use-nanespace? i oam nanespace

| +--rwtrace-type* i oamtrace-type

+--rw max- | engt h? ui nt 32

Increnental Tracing Profile

The I ncrenental Trace-Option contains a variable-length |ist of node
data fields, where each node all ocates and pushes its node data

i mediately followi ng the option header. The "increnental -tracing-
profile" parameter contains the detailed information for the
incremental tracing data. This information is the same as that for
the Pre-allocated Tracing Profile; see Section 3.2.

+--rw increnmental -tracing-profile {increnmental -trace}?

+--rw node-acti on? i oam node- acti on
+--rw trace-types

| +--rw use-nanmespace? i oam nanespace

| +--rwtrace-type* i oamtrace-type

+--rw max- | engt h? ui nt 32

Direct Export Profile

The Direct Export Option is used as a trigger for |OAM data to be
directly exported or locally aggregated w thout being pushed into in-
flight data packets. The "direct-export-profile" parameter contains
the detailed information for the direct export data. This
information is the sanme as that for the Pre-allocated Tracing Profile
(Section 3.2), but with two nore optional variables:

flowid: wused to correlate the exported data of the sane flow from
mul tiple nodes and from multiple packets.

enabl e- sequence- nunber: indicates whet her the sequence nunber is
used in the Direct Export Option.

+--rw direct-export-profile {direct-export}?
+--rw node-action? i oam node- acti on
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+--rw trace-types

| +--rw use-nanespace? i oam nanespace
| +--rwtrace-type* i oamtrace-type
+-rw flowid? ui nt 32

+--rw enabl e- sequence- nunber ? bool ean
5. Proof of Transit Profile

The |1 OAM proof of transit data is used to support the path or service
function chain verification use cases. The "pot-profile" paraneter
is intended to contain the detailed information for the proof of
transit data. The "use-nanespace" paraneter indicates the nanespace
used for the POT types. The "pot-type" paraneter indicates a
particular POT variant that specifies the POT data that is included.
There may be several POT types, each having different configuration
data. To align with [RFC9197], this docunment only defines | OAM POT
type 0. Users need to augnent this nodule for the configuration of a
specific POT type.

+--rw pot-profile {proof-of-transit}?
+--rw use- nanespace? i oam nanespace
+--rw pot-type? i oam pot -type

6. Edge-to-Edge Profile

The |1 OAM Edge-to-Edge Option is used to carry data that is added by
the 1 OAM encapsul ati ng node and interpreted by the | OAM decapsul ati ng
node. The "e2e-profile" paranmeter contains the detailed infornmation
for the edge-to-edge data. This information includes:

node-action: the sane semantic as that provided in Section 3.2.

use- nanespace: indicates the nanespace used for the edge-to-edge
types.
e2e-type: indicates data to be carried fromthe ingress | OAM node to

the egress | OAM node.

+--rw e2e-profile {edge-to-edge}?

+--rw node- acti on? i oam node- acti on
+--rw e2e-types
+--rw use- namespace? i oam nanmespace
+--rw e2e-type* i oam e2e-type

| OAM YANG Modul e

The "ietf-ioam' nodul e defined in this docunment inports typedefs from
[ RFC8519], [RFC8343], and [ RFC8532]. This docunent al so references
[ RFC9197], [RFC9326], [RFC9486], and [ RFC9452].

<CODE BEG NS> file "ietf-ioam@024-08-27.yang"
nmodul e ietf-ioam {
yang-version 1.1;
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-ioant;
prefix ioam

import ietf-access-control-list {
prefix acl;
ref erence
"RFC 8519: YANG Data Mdel for Network Access Contro
Lists (ACLs)";
}
inmport ietf-interfaces {
prefix if;
ref erence

"RFC 8343: A YANG Data Mddel for Interface Managenent";



}
inmport ietf-lime-tinme-types {
prefix |ine;
ref erence
"RFC 8532: Ceneric YANG Data Mddel for the Managenment of
Operations, Adm nistration, and M ntenance (QAM Protocols
That Use Connectionl ess Communi cati ons"”;

}

organi zati on
"I ETF | PPM (1 P Performance Measurenment) Working G oup";
cont act
"WG Web: <https://datatracker.ietf.org/wy/ippn>
WG List: <mmilto:ippm@etf.org>
Edi t or: Ti anran Zhou
<mai | t 0: zhout i anr an@vuawei . cone
Aut hor : Jim Qui chard
<mai | t 0: j anes. n. gui chard@ ut ur ewei . con
Aut hor : Frank Brockners
<mai | t o: f brockne@i sco. conp
Aut hor : Sri hari Raghavan
<mmi | to:srihari @i sco. conp";
description
"Thi s YANG nodul e specifies a vendor-independent data node
for In Situ Operations, Adm nistration, and M ntenance

(10AM) .

The key words 'MJST', 'MJST NOT', 'REQUI RED , 'SHALL', ’'SHALL
NOT', ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9617; see the
RFC itself for full legal notices.";

revi si on 2024-08-27 {
description
"Initial revision.";
ref erence
"RFC 9617: A YANG Data Model for In Situ Operations,
Admi ni stration, and M ntenance (1 CGAM";

}

/*
* FEATURES
*/

feature increnental -trace {
description
"This feature indicates that the Incremental Trace-Option is
supported.”;
ref erence
"RFC 9197: Data Fields for In Situ Operations,
Admi ni stration, and M ntenance (1 CAM";



feature preallocated-trace {
description
"This feature indicates that the Pre-all ocated Trace- Option
is supported.”;
reference
"RFC 9197: Data Fields for In Situ Operations,
Adm ni stration, and Mi ntenance (1 CAM";

}

feature direct-export {
description
"This feature indicates that the Direct Export Option is
supported.”;
ref erence
"RFC 9326: In Situ Operations, Admnistration, and
Mai nt enance (1 OQAM) Direct Exporting";

}

feature proof-of-transit {
description
"This feature indicates that the Proof of Transit Option is
supported.”;
ref erence
"RFC 9197: Data Fields for In Situ Operations,
Adm ni stration, and Mi ntenance (1 CAM";

}

feature edge-to-edge {
description
"This feature indicates that the Edge-to-Edge Option is
supported.”;
ref erence
"RFC 9197: Data Fields for In Situ Operations,
Admi ni stration, and M ntenance (1 GAM";

}

/*
* | DENTI TI ES
*/

identity filter {
description
"Base identity to represent a filter. A filter is used to
specify the flowto apply the IOAM profile.";

}

identity acl-filter {
base filter
description
"Apply Access Control List (ACL) rules to specify the
flow ";

}

identity protocol ({
description

"Base identity to represent the carrier protocol. It is
used to indicate in what |ayer and protocol the | OAM data
i s enbedded. ";

}

identity ipv6 {
base protocol
description
"The described |OAM data is enbedded in |Pv6.";
ref erence



"RFC 9486: IPv6 Options for In Situ Operations,
Adm ni stration, and Mi ntenance (1 CAM";

}

identity nsh {
base protocol
description
"The described |OAM data is enbedded in the Network Service
Header (NSH).";
ref erence
"RFC 9452: Network Service Header (NSH) Encapsul ation for
In Situ OAM (1 CAM Dat a";

}

i dentity node-action {
description
"Base identity to represent the node actions. It is used to
i ndicate what action the node will take.";

}

identity action-encapsul ate {
base node-acti on;
description
"This identity indicates that the node is used to
encapsul ate the | OAM packet.";

}

identity action-decapsul ate {
base node-acti on;
description
"This identity indicates that the node is used to
decapsul ate the | OAM packet.";

}

identity action-transit {
base node-acti on;
description
"This identity indicates that the node is used to transit
the | OAM packet.";

}

identity trace-type {
description
"Base identity to represent trace types.";

}

identity trace-hop-limnode-id {
base trace-type;
description
"This identity indicates the presence of 'Hop_Lini and
"node_id in the node data.";
ref erence
"RFC 9197: Data Fields for In Situ Operations,
Admi ni stration, and M ntenance (1 GAM";

}

identity trace-if-id {
base trace-type;
description
"This identity indicates the presence of 'ingress_if_id
"egress_if_id (short format) in the node data.";
ref erence
"RFC 9197: Data Fields for In Situ Operations,
Admi ni stration, and Mi ntenance (1 CGAM";

and



identity trace-tinmestanp-seconds {
base trace-type;
description
"This identity indicates the presence of tinestanp seconds
in the node data.";

}

identity trace-tinmestanp-fraction {
base trace-type;
description
"This identity indicates the presence of a tinestanp
fraction in the node data.";

}

identity trace-transit-delay {
base trace-type;
description
"This identity indicates the presence of transit delay in
the node data.";

}

identity trace-nanespace-data {
base trace-type;
description
"This identity indicates the presence of nanmespace-specific
data (short format) in the node data.";

}

identity trace-queue-depth {
base trace-type;
description
"This identity indicates the presence of queue depth in the
node data.";

}

identity trace-checksum conmpl enent {
base trace-type;
description
"This identity indicates the presence of the Checksum
Conpl errent in the node data.";
reference
"RFC 9197: Data Fields for In Situ Operations,
Admi ni stration, and M ntenance (1 CAM";

}

identity trace-hop-1limnode-id-w de {
base trace-type;
description
"This identity indicates the presence of 'Hop_Lin and
"node_id (wide format) in the node data.";

}

identity trace-if-id-wde {
base trace-type;
description
"This identity indicates the presence of 'ingress if id and
"egress_if _id (wide format) in the node data.";

}

identity trace-nanespace-data-w de {
base trace-type;
description
"This identity indicates the presence of
| OAM nanespace-specific data (wide format) in the
node data.";



identity trace-buffer-occupancy {
base trace-type;
description
"This identity indicates the presence of buffer occupancy
in the node data.";

}

i dentity trace-opaque-state-snapshot {
base trace-type;
description
"This identity indicates the presence of the variable-Ilength
Opaque State Snapshot field.";

identity pot-type {
description
"Base identity to represent Proof of Transit (POT) types.";

}

identity pot-type-0 {
base pot-type;
description
"The 10AM field value for the POT type is 0, and POT data is
a 16-octet field to carry data associated with POT
procedures.";

}

identity e2e-type {
description
"Base identity to represent edge-to-edge types.";

}

identity e2e-seq-num 64 {
base e2e-type;
description
"This identity indicates the presence of a 64-bit
sequence nunber.";

}

identity e2e-seq-num 32 {
base e2e-type;
description
"This identity indicates the presence of a 32-bit
sequence nunber.";

}

identity e2e-tinestanp-seconds {
base e2e-type;
description
"This identity indicates the presence of tinestanp seconds
representing the tinme at which the packet entered the
| OAM domai n. ";

}

identity e2e-tinestanp-fraction {
base e2e-type;
description
"This identity indicates the presence of a tinestanp
fraction representing the time at which the packet entered
the 1 OAM domai n. ";

}

i dentity nanmespace {
description
"Base identity to represent the Nanmespace-I1D.";



}

i dentity default-nanmespace {
base nanespace;
description

"The Namespace-1D val ue of 0x0000 is defined as the

Def aul t - Nanespace-|1 D and MJST be known to al

i mpl ementing | OAM ";
}

/*
* TYPE DEFI NI TI ONS
*/

typedef ioamfilter-type {
type identityref {
base filter
}
description
"This type specifies a known

}

typedef ioam protocol-type {
type identityref {
base protocol
}
description
"This type specifies a known
the | OAM dat a. ";

}

typedef ioam node-action {
type identityref {
base node-acti on;
}
description
"This type specifies a known

}

typedef ioamtrace-type {
type identityref {
base trace-type;
}
description
"This type specifies a known

}

typedef ioam pot-type {
type identityref {
base pot-type;
}
description
"This type specifies a known

}

typedef ioam e2e-type {
type identityref {
base e2e-type;
}
description
"This type specifies a known

}

typedef ioam nanespace {
type identityref {
base nanespace;

t he nodes

type of filter.";

type of carrier protocol for

type of node action.”;

trace type.";

POT type.";

edge-t o-edge type.";



}

description
"This type specifies the supported nanmespace.";
}

/*
* CGRCOUP DEFI NI TI ONS
*/

grouping ioamfilter {
description
"A grouping for IOAMfilter definitions.";
leaf filter-type {
type ioamfilter-type;
description

"Filter type.";
}
| eaf ace-nane {
when "derived-fromor-self(../filter-type, 'ioamacl-filter’)";

type leafref {
path "/acl:acl s/acl:acl/acl:aces/acl:acelacl: name";
}

description
"The Access Control Entry name is used to refer to an ACL
specification.";
}
}

groupi ng encap-tracing {
description
"A grouping for the generic configuration for the
tracing profile.";
contai ner trace-types {
description
"This container provides the list of trace types for
encapsul ation.";
| eaf use-namespace {
type i oam nanespace;
default "default-nanespace"”;
description
"Thi s object indicates the namespace used for
encapsul ation.";

leaf-list trace-type {
type i oamtrace-type;
description
"The trace type is only defined at the encapsul ation
node. ";
}
}

| eaf max-length {
when "derived-fromor-self(../node-action
"ioam acti on-encapsul ate’)";
type uint32;
units "bytes";
description
"This field specifies the maxi num |l ength of the node data
list in octets. ’'max-length’ is only defined at the
encapsul ati on node.";
}
}

groupi ng i oamincrenental -tracing-profile {
description
"A grouping for the Increnental Tracing Profile.";
| eaf node-action {



type i oam node-action
default "action-transit";
description
"This object indicates the action the node needs to
take, e.g., encapsulation.”;
}
uses encap-tracing {
when "derived-fromor-sel f(node-action
"ioam action-encapsul ate’)";

}
}

groupi ng i oam preal |l ocated-traci ng-profile {
description
"A grouping for the Pre-allocated Tracing Profile.";
| eaf node-action {
type i oam node-action
default "action-transit";
description
"This object indicates the action the node needs to
take, e.g., encapsulation.”;
}
uses encap-tracing {
when "derived-fromor-sel f(node-action
"ioam acti on-encapsul ate’ )";

}
}

groupi ng i oamdirect-export-profile {
description
"A grouping for the Direct Export Profile.";
| eaf node-action {
type i oam node-action
default "action-transit";
description
"This object indicates the action the node needs to
take, e.g., encapsulation.”;
}
uses encap-tracing {
when "derived-fromor-sel f(node-action
"ioam acti on-encapsul ate’)";
}
leaf flowid {
when "derived-fromor-self(../node-action
"ioam action-encapsul ate’)";
type uint32;
description
"A 32-bit flowidentifier. The field is set at the
encapsul ati ng node. The Flow ID can be uniformy
assigned by a central controller or algorithmcally
generated by the encapsul ating node. The latter approach
cannot guarantee the uni queness of the Flow ID, yet the
probability of conflict is snmall due to the large Flow ID

space. ’'flowid is used to correlate the exported data
of the sane flow fromnultiple nodes and fromnultiple
packets.";

}

| eaf enabl e- sequence- nunber {
when "derived-fromor-self(../node-action
"ioam acti on-encapsul ate’ )";
type bool ean;
default "fal se";
description
"Thi s bool ean val ue indi cates whether the sequence nunber
is used in the Direct Export Option's 32-bit flow
identifier. |If this value is set to 'true’, the sequence



nunber is used. It is turned off by default.";

}
}

groupi ng i oam e2e-profile {
description
"A grouping for the Edge-to-Edge Profile.";
| eaf node-action {
type i oam node-action
default "action-transit";
description
"This object indicates the action the node needs to
take, e.g., encapsulation.”;
}
cont ai ner e2e-types {
when "derived-fromor-self(../node-action
"ioam action-encapsul ate’)";
description
"This container provides the list of edge-to-edge types
for encapsul ation.”;
| eaf use-nanespace {
type i oam namespace,;
default "default-nanespace"”;
description
"This object indicates the namespace used for
encapsul ation.";

leaf-1ist e2e-type {
type i oam e2e-type;
description
"The edge-to-edge type is only defined at the
encapsul ati on node.";
}
}
}

groupi ng i oam adm n-config {
description
"I OAM t op-1 evel administrative configuration.";
| eaf enabl ed {
type bool ean;
default "fal se";
description
"This object is used to control the availability of
configuration. It MJST be set to "true’ before anything
inthe /ioamprofiles/profile subtree can be edited.
If "false’, any configuration in place is not used.";
}
}

/*
* DATA NCDES
*/

cont ai ner ioam {
description
"I OAM t op-1 evel container.";
contai ner info {
config fal se;
description
"Describes information, such as units or tinestanp format,
that assists nonitoring systens in the interpretation of
the | OAM dat a. ";
| eaf tinestanp-type {
type identityref {
base |ine:tinestanp-type;



}

description
"Type of tinestanp, such as Truncated PTP (Precision
Time Protocol) or NTP.";

list available-interface {

key "if-name";
description

"Alist of available interfaces that support |OAM";
| eaf if-nane {

type if:interface-ref;

description

"This is a reference to the interface nane.";

}

}
}
cont ai ner admin-config {
description
"Contains all the adm nistrative configurations related to
the 10OAM functionalities and all the IOAM profiles.";
uses i oam adm n-confi g;
}
contai ner profiles {
description
"Contains a list of 1OAMprofiles.”;
list profile {
key "profile-nane";
description
"Alist of IOAM profiles that are configured on the
node. There is no mandatory type of profile (e.g.,
“increnmental -trace’, 'preallocated-trace’) in the list.
But at |east one profile should be added.";
| eaf profile-nane {

type string {
Il ength "1..300";
}

description
"Unique identifier for each |OAM profile.";
}

container filter {
uses ioamfilter
description
"The filter that is used to indicate the flowto apply
| OAM "

| eaf protocol-type {
type i oam protocol -type;
description
"This object is used to indicate the carrier protoco
where 10AM i s applied.”;
}
contai ner incremental -tracing-profile {
if-feature "increnmental -trace";
presence "Enables the Incremental Trace-Option.";
description
"This container describes the profile for the
I ncrenental Trace-Option.";
uses ioamincrenental -traci ng-profile;
}
cont ai ner preall ocated-tracing-profile {
if-feature "preall ocated-trace”;
presence "Enables the Pre-allocated Trace-Qption.";
description
"This container describes the profile for the
Pre-all ocated Trace-Option.";
uses i oam preal | ocated-traci ng-profile;



}

container direct-export-profile {
if-feature "direct-export”
presence "Enables the Direct Export Option.";
description
"This container describes the profile for the
Direct Export Option.";
uses i oamdirect-export-profile;
}
cont ai ner pot-profile {
if-feature "proof-of-transit"”;
presence "Enabl es the Proof of Transit Option.";
description
"This container describes the profile for the
Proof of Transit Option.";
| eaf use-nanespace {
type i oam nanespace;
default "default-nanespace"”;
description
"This object indicates the nanespace used for the
POT types.";

}
| eaf pot-type {
type i oam pot-type;
description
"The type of a particular POT variant that specifies
the POT data that is included.";
}
}

contai ner e2e-profile {
if-feature "edge-to-edge”;
presence "Enabl es the Edge-to-Edge Option.";
description

"This container describes the profile for the
Edge-t o- Edge Option.";

uses i oam e2e-profile;

}

}
}
}

}
<CODE ENDS>
Security Considerations

The YANG nodul e specified in this docunent defines a schena for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HTTPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:



/ioam adm n-config: The itens in the "adm n-config" container above
include the top-level administrative configurations related to the
| OAM functionalities and all the | OAM profiles. Unexpected
changes to these itens could lead to disruption of | OAM functions
and/ or mi sbehaving | OAM profil es.

/[ioam profiles/profile: The entries in the "profile” |ist above
include the whole 10AM profile configurations. Unexpected changes
to these entries could lead to incorrect | OAM behavi or for the
correspondi ng fl ows. Consequently, such changes woul d i npact
performance nonitoring, data analytics, and associ ated
interactions with network services.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

/ioam profiles/profile: The information contained in this subtree
m ght reveal information about the services depl oyed for
custoners. For instance, a custoner mght be given access to
monitor the status of their services. 1In this scenario, the
customer’s access should be restricted to nodes representing their
services so as not to divulge information about the underlying
network structure or services.

| ANA Consi der ati ons

| ANA has registered the following URI in the "I ETF XM. Regi stry"
[ RFC3688] :

URI: wurn:ietf:parans:xm:ns:yang:ietf-ioam
Regi strant Contact: The | ESG
XM: N A; the requested URI is an XML nanespace.

I ANA has registered the foll owing YANG nodule in the "YANG Mdul e
Nanmes" registry [ RFC6020]:

Nanme: ietf-ioam
Nanmespace: urn:ietf:paramnms:xm:ns:yang:ietf-ioam
Prefix: ioam
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Appendi x A.  An Exanple of the Incremental Tracing Profile

An XM. exanpl e (per [WBC. REC-xm 11-20060816]) of the Increnental
Tracing Profile is depicted in the following figure. This
configuration is received by an | OAM i ngress node. This node
encapsul ates the |OAM data in the | Pv6 Hop-by-Hop option header. The
trace type indicates that each on-path node needs to capture the
transit delay and add the data to the 1 OAM node data list. The
incremental tracing data space is variable; however, the node data
list must not exceed 512 bytes.

<rpc xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0"
message-i d="101">
<edi t-config>
<t ar get >
<candi dat e/ >
</target>
<confi g>
<i oam xm ns="urn:ietf:paramnms: xm:ns:yang:ietf-ioani>
<adm n-confi g>
<enabl ed>t r ue</ enabl ed>
</ adm n-confi g>
<profil es>
<profile>
<profile-nane>ietf-test-profile</profile-nane>
<pr ot ocol -t ype>i pv6</ prot ocol -t ype>
<increnental -tracing-profil e>
<node- acti on>acti on- encapsul at e</ node- acti on>
<trace-types>
<use- nanespace>def aul t - nanespace</ use- nanespace>
<trace-type>trace-transit-del ay</trace-type>
</trace-types>
<max- | engt h>512</ max- | engt h>
</increnental -traci ng-profil e>
</profile>
</profil es>
</i oanp
</ config>
</edit-config>
</rpc>

Appendi x B. An Exanple of the Pre-allocated Tracing Profile

An exanpl e of the Pre-allocated Tracing Profile is depicted in the
following figure. This configuration is received by an | OAM i ngress
node. This node first identifies the target flow by using the ACL
paraneter "test-acl" and then encapsul ates the 1OAM data in the NSH
The trace type indicates that each on-path node needs to capture the
nanespace-specific data in short format and add the data to the | OAM
node data list. This node pre-allocates the node data list in the
packet with 512 bhytes.

<rpc xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0"
message-i d="101">
<edit-config>



<t ar get >
<candi dat e/ >
</target>
<confi g>
<i oam xm ns="urn:ietf: params: xm :ns:yang:ietf-ioant>
<admi n-confi g>
<enabl ed>t r ue</ enabl ed>
</ adm n-confi g>
<profil es>
<profile>
<profile-nane>ietf-test-profile</profil e-nane>
<filter>
<filter-type>acl-filter</filter-type>
<ace- nane>t est - acl </ ace- nane>
</filter>
<prot ocol -t ype>nsh</ protocol -type>
<preal | ocat ed-traci ng-profil e>
<node- acti on>acti on-encapsul at e</ node- acti on>
<trace-types>
<use- nanespace>def aul t - nanespace</ use- nanespace>
<trace-type>trace- namespace- dat a</trace-type>
</trace-types>
<max- | engt h>512</ max- | engt h>
</ preal | ocated-tracing-profile>
</profile>
</profiles>
</i oan
</ config>
</edit-config>
</rpc>

Appendi x C. An Exanple of the Direct Export Profile

An example of the Direct Export Profile is depicted in the follow ng
figure. This configuration is received by an | OAM egress node. This
node detects the | OAM Direct Export Option in the | Pv6 extension
header and renoves the option to clean all the | QAM dat a.

<rpc xm ns="urn:ietf:parans: xnl : ns: netconf: base: 1. 0"
message-i d="101">
<edit-config>
<t ar get >
<candi dat e/ >
</target>
<confi g>
<i oam xm ns="urn:ietf: params: xm :ns:yang:ietf-ioant>
<adm n-confi g>
<enabl ed>t r ue</ enabl ed>
</ adm n-confi g>
<profil es>
<profile>
<profile-nane>ietf-test-profile</profile-nane>
<pr ot ocol -t ype>i pv6</ prot ocol -t ype>
<di rect-export-profil e>
<node- acti on>act i on- decapsul at e</ node- acti on>
</direct-export-profile>
</profile>
</profil es>
</i oan®
</ config>
</edit-config>
</rpc>

Appendi x D. An Exanple of the Proof of Transit Profile

A simpl e exanple of the Proof of Transit Profile is depicted in the



followi ng figure. This configuration indicates the node to apply POT

type O with I Pv6 encapsul ati on.

<rpc xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0"
message-i d="101">
<edit-config>
<t ar get >
<candi dat e/ >
</target>
<confi g>
<i oam xm ns="urn:ietf: params: xm :ns:yang:ietf-ioant>
<admi n-confi g>
<enabl ed>t r ue</ enabl ed>
</ adm n-confi g>
<profil es>
<profile>
<profile-nane>ietf-test-profile</profile-nane>
<prot ocol -t ype>i pv6</ prot ocol -t ype>
<pot -profil e>
<pot -t ype>pot -t ype- 0</ pot -t ype>
</ pot-profile>
</profile>
</profil es>
</i oanp
</ config>
</edit-config>
</rpc>

Appendi x E.  An Exanpl e of the Edge-to-Edge Profile

An exanpl e of the Edge-to-Edge Profile is depicted in the follow ng

figure. This configuration is received by an | OAM egress node. This

node detects the | OAM Edge-to-Edge Option in the | Pv6 extension

header and renoves the option to clean all the IOAMdata. As the
| OAM egress node, it nmay collect the edge-to-edge data and deliver it
to the data-exporting process.

<rpc xm ns="urn:ietf:parans: xnl : ns: netconf: base: 1. 0"
message-i d="101">
<edit-config>
<t ar get >
<candi dat e/ >
</target>
<confi g>
<i oam xm ns="urn:ietf:parans: xm:ns:yang:ietf-ioani>
<adm n- confi g>
<enabl ed>t r ue</ enabl ed>
</ adm n-confi g>
<profil es>
<profil e>
<profile-name>ietf-test-profile</profile-nane>
<pr ot ocol -type>i pv6</ prot ocol -t ype>
<e2e-profile>
<node- acti on>acti on- decapsul at e</ node- acti on>
</ eZe-profile>
</profile>
</profiles>
</i oan®
</ config>
</ edit-config>
</rpc>

Acknowl edgenent s

For their valuable comments, discussions, and feedback, we wish to
acknow edge G eg Mrsky, Reshad Rahman, Tom Petch, M ckey Spi egel



Thomas Graf, Al ex Huang Feng, and Justin |urman.
Aut hors’ Addresses

Ti anran Zhou (editor)

Huawei

156 Bei gi ng Rd.

Bei jing

100095

Chi na

Emai | : zhouti anran@uawei . com

Ji m Gui chard

Fut ur ewei
United States of Anerica
Emai | : james. n. gui chard@ ut urewei . com

Frank Brockners

Cisco Systens

Hansaal | ee 249, 3rd Fl oor

40549 Dssel dorf, Nordrhei n-Westfal en
Ger many

Emai |l : fbrockne@i sco. com

Sri hari Raghavan

Ci sco Systemns

Tril Infopark Sez, Ramanujan IT Gty

Nevill e Bl ock, 2nd floor, A d Mihabal i puram Road
Chennai 600113

Tami | Nadu

I ndi a

Emai | : srihari @i sco.com



