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I nt roducti on

There is significant interest in devel oping the MPLS data plane to
address the requirenents of new use cases [ MNA-USECASES]. This
requires a general mechanism terned MPLS Network Actions (MNAs), to
all ow the network to make a forwarding or processing decision based
on information other than the top label and Traffic Cass (TC) bits,
and to al so make use of the Network Action Indicator (NAl) and
ancillary data (MNA information). These use cases require the
definition of extensions to the MPLS architecture and | abel -stack
operations that can be used across these use cases in order to
mnimze inplenmentation conplexity and pronote interoperability and
extensibility. These protocol extensions need to conformto the

exi sting MPLS architecture as specified by [ RFC3031], [RFC3032], and
[ RFC6790] .

Note that the MPLS architecture specified in [RFC3031] describes a
mechani sm for forwardi ng MPLS packets through a network without
requiring any anal ysis of the MPLS packet payload’'s network | ayer
header by internedi ate nodes (Label Switching Routers - LSRs).

Formal |y, inspection may only occur at network ingress (the Labe
Edge Router - LER) where the MPLS packet is assigned to a Forwarding
Equi val ence d ass (FEC).

Thi s docunment specifies the requirements for solutions that encode
MNAs and ancillary data that nmay be needed to process those actions.
These requirenments are informed by a nunber of proposals to allow
additions to the MPLS information in the | abel ed packet so that such
actions can be perfornmed, either by a transit or termnating LSR It
is anticipated that these will result in two types of solution

speci fications:

MNA sol ution specification: A specification that describes a comon
protocol that supports all forns of MNAs.

Net wor k Action solution specifications: One or nore specifications
describing the protocol extensions for the MNA solution to address
a use case

The term’ solutions’, in isolation, refers to both MNA and Network
Action solutions. The requirenents constrain the MNA sol ution design
to enable interoperability between inplenentations.

. 1.  Term nol ogy

Network Action (NA): An operation to be perforned on an MPLS packet
or as a consequence of an MPLS packet being processed by a router
An NA nmay affect router state or MPLS packet forwarding, or it nmay
af fect the MPLS packet in some other way.

Network Action Indicator (NAI): An indication in the MPLS packet
that a certain NAis to be perfornmed

Ancillary Data (AD): Data in an MPLS packet associated with a given
NA that nmay be used as input to process the NA or may result from
processing the NA. Ancillary data may be associated with:



* Both the control or maintenance information and the data
traffic carried by the Label Switched Path (LSP).

* Only the control or nmintenance infornation.
* Only the data traffic carried by the LSP
In-Stack Data: Ancillary data carried within the MPLS | abel stack

Post-Stack Data: Ancillary data carried in an MPLS packet between
the bottom of the MPLS | abel stack and the first octet of the user
payl oad. This docurment does not prescribe whether post-stack data
precedes or follows any other post-stack header such as a Control
Word or Associ ated Channel Header (ACH)

Scope: The set of nodes that should performa given action
Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Al t hough this docunment is not a protocol specification, this
convention is adopted for clarity of description of requirenents.

MPLS Network Action Requirements

Thi s docunent specifies requirements on MNAs and the technology to
support themin MPLS, such as NAl's, the associated AD, and the alert
mechanismto indicate to an LSR that NAls are present in an MPLS
packet .

The requirenents are for the behavior of the protocol mechani sms and
procedures that constitute buil ding bl ocks out of which indicators
for a NA and associated ancillary data are constructed. It does not
specify the detailed actions and processing of any NAs or ancillary
data by an LSR or LER

The size of the ancillary data carried post-stack end to end in an
MPLS packet is a matter for agreenent between the ingress and egress
provi der edges (PEs), and is not part of these requirenents. Since
in-stack ancillary data and per-hop post-stack data need to be parsed
and processed by transit LSRs al ong the Label Switched Path (LSP)
requirenents on the size of such ancillary data are docunented in the
foll owi ng secti ons.

.1. General Requirenents

1. Any solutions MJUST naintain the properties of extensibility,
flexibility, and efficiency inherent in the split between the
control plane context and sinple data plane used in MPLS and the
speci ficati on SHOULD descri be how this is achieved.

2. Any solutions to these requirenments MJST be based on and MJST
NOT restrict the generality of the MPLS architecture [ RFC3031]
[ RFC3032] [ RFC5331].

3. If extensions to the MPLS data pl ane are required, they MJST be
consistent with the MPLS architecture [ RFC3031] [ RFC3032]
[ RFC5331] .

4. Sol utions neeting the requirements set out in this document MJST

be able to coexist with existing MPLS nechani sns.
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Subject to the constraints in these requirenents, a Network
Action solution MAY carry MNA i nformation in-stack, post-stack,
or both in-stack and post-stack.

Sol ution specifications MJST NOT require an inplenentation to
support in-stack ancillary data, unless the inplementation
chooses to support an NA that uses in-stack ancillary data.

Sol ution specifications MJST NOT require an inplenentation to
support post-stack ancillary data, unless the inplenentation
chooses to support an NA that uses post-stack ancillary data.

The design of any MNA sol ution MJST m nim ze the anmount of
processing required to parse the | abel stack at an LSR

Sol uti ons MUST minimze any additions to the size of the MPLS
| abel stack.

Sol ution specifications that increase the size of the MPLS | abe
stack in a way that is not controlled by the ingress LER MJST
di scuss the consequences.

Sol uti on specifications MIJST di scuss the ECMP consequences of
the desi gn.

A Network Action solution MJIST NOT expose information to the
LSRs that is not already exposed to the LER

The design of any NA MJUST NOT expose any information that a user
of any service using the LSP considers confidential [RFC6973]
[ RFC3552] .

Sol ution specifications MJST docunent any new security
consi derations that they introduce.

An MNA sol ution MJST all ow MPLS packets carrying NAl and
ancillary data (where it exists) to coexist with MPLS packets
that do not carry this information on the sanme LSP.

Requi rements on the MNA Al ert Mechani sm

An MNA sol ution specification MIJST defi ne how a node deterni nes
whet her NAl's are present in the MPLS packet.

Speci al Purpose Labels (SPLs) are a nechani smof |ast resort;
therefore, an MNA solution specification that defines their use
MJUST m nim ze the nunber of new SPLs that are all ocated

Requi renents on Network Actions

It is RECOWENDED that an MNA sol ution include support for NAs
for Private Use (see Section 4.1 of [RFC8126]).

Net wor k Action solution specifications MIST define if the NA
needs to be processed as a part of the i medi ate forwarding
operation and whet her MPLS packet misordering is allowed to occur
as a result of the tinme taken to process the NA

If a Network Action solution specification allows nore than one
scope for an NA, it MJST define a nmechanismto indicate the
precedence of the scopes or any conbination of the scopes.

If a network action requires an NAl with in-stack ancillary data
that needs to be inposed at an LSR on an LSP, then the Network
Action solution MJST specify howthis is achieved in al
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If a network action requires an NAI with post-stack ancillary
data to be inposed at an LSR on an LSP, then the Network Action
sol ution specification MJST describe how this is achieved in al
ci rcunst ances.

Requirenments on Network Action Indicators

I nsertion, parsing, processing, and disposition of NAls SHOULD
make use of existing MPLS data pl ane operations.

Wt hout constraining the mechanism an MNA sol uti on MJST enabl e
a node inserting or nodifying NAls to determine if the target of
the NAI, or any other LSR that may expose the NAl, can accept
and process an MPLS packet containing the NAI.

An NAI MJST NOT be inposed for delivery to a node unless it is
known that the node supports processing the NAI

The NAI design MJST support setting the scope of network
actions.

A given Network Action solution specification MIST define which
scope or scopes are applicable to the associ ated NAI

An MNA sol ution specification SHOULD define the support of NAls

for both Point-to-Point (P2P) and Point-to-Miltipoint (P2MP)

pat hs, but the Network Action solution specification MAY linit a
specific NAI to only one of these path types if there is a clear
reason to do so

An MNA sol ution specification defining data pl ane nechani sns for
NAl s MUST be consistent across different control plane
pr ot ocol s.

An MNA sol ution MJST allow the depl oyed MPLS control and
managenent planes to determne the ability of downstream LSRs to
accept and/or process a given NAl.

An MNA solution MUST allow indicators for nultiple network
actions in the sane MPLS packet.

An MNA sol ution specification MJST NOT require an inplenentation
to process all NAls present in an MPLS packet.

NAl's MUST only be inserted at LSRs that push a | abel onto the
stack, but they can be processed by LSRs al ong the path of the
LSP. Two exanples of LSRs that push a | abel onto the stack are
head-end LSRs and points of local repair (PLRs).

If a network action requires in-stack ancillary data, the NA
that indicates this network action MJST be present in the | abe
st ack.

Al'l NAls MJST be encoded in a nmanner consistent with [ RFC3031].

If there is post-stack ancillary data for an NAl that is present
in the | abel stack, it MJST be possible to infer the presence of
the ancillary data w thout having to parse bel ow t he bottom of
the | abel stack.

Any processing that renmoves an NAI fromthe | abel stack MJST
al so renmove all associated ancillary data fromthe MPLS packet
unless the ancillary data is required by any renaining NAls.
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IMNA sol ution specifications MIST request that | ANA create
registries and nake allocations fromthose registries for NAls
as necessary to ensure unanbi guous identification of
standardi zed network actions. An MNA solution specification MAY
request that | ANA reserve a range of a registry for Private Use.

A Network Action solution specification MIST state where the
NAls are to be placed in the MPLS packet, that is whether they
are placed in-stack or post-stack.

Requi rements on Ancillary Data

Net wor k Action solution specifications MJST state whether
ancillary data is required to fulfill the action and whether it
is in-stack and/or post-stack

Net wor k Action solution specifications MIST state if in-stack or
post-stack ancillary data that is already present in the MPLS
packet MAY be rewitten by an LSR

Solutions for in-stack ancillary data MJUST be able to coexi st
with and MJST NOT obsol ete existing MPLS nmechani sms.  Such
sol utions MJST be described in a Standards Track RFC

Net wor k Action solutions MIST take care to limt the quantity of
in-stack ancillary data to the m ni mum anount required.

A Network Action solution SHOULD NOT use post-stack ancillary
data unl ess the size of that ancillary data could prevent the
coexi stence of the network action with other in-use MPLS network
functions if it were inserted into the | abel stack

The structure of the NAl and any associated ancillary data MJST
enabl e ski ppi ng of unknown NAIs and any associ ated AD.

Any MNA sol ution specification MIST descri be whet her the
solution can coexist with existing post-stack data nechani sns
(e.g., control words and the Generic Associ ated Channel Header
[ RFC5586]), and if so how coexi stence operates.

An MNA solution MJUST allow an LER that inserts ancillary data to
det er mi ne whet her each node that needs to process the ancillary

data can read the required distance into the MPLS packet at that
node (conpare with the nmechani smin [ RFC9088]).

For scoped in-stack or post-stack ancillary data, any MA
solution MJUST allow an LER inserting NAls whose network actions
make use of that ancillary data to determine if the NAl and
ancillary data will be processed by LSRs within the scope al ong
the path. Such a solution may need to determine if LSRs al ong
the path can process a specific type of ADinplied by the NAl at
the depth in the stack that it will be presented to the LSR

A mechani sm MJUST exist to notify an egress LER of the presence
of ancillary data so that it can dispose of it appropriately.

In-stack ancillary data MJST only be inserted in conjunction
with an operation conforming with [ RFC3031].

Post -stack ancillary data MJUST only be inserted in conjunction
with an operation conformng with [ RFC3031].

Processing of ancillary data bel ow a swapped | abel MAY i ncl ude
rewiting the ancillary data.

If a Network Action solution needs to change the size of the



ancillary data, its specification MJST anal yze the inplications
on MPLS packet forwarding and specify how these are addressed.

54. Not nore than one Standards Track sol ution specification SHOULD
be defined for encoding in-stack ancillary data.

55. Not nore than one Standards Track sol ution specification SHOULD
be defined for encoding post-stack ancillary data.

4. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
5. Security Considerations

Sol uti ons desi gned according to the requirenents in this docunment may
i ntroduce new security considerations to MPLS, whose forwardi ng pl ane
on its own does not provide any built-in security nechanisns

[ RFC5920] .

In particular, such solutions may enbed i nformation derived fromthe
MPLS payl oad in the MPLS headers. This nmay expose data that a user
of the MPLS-based service mght otherw se assune is opaque to the
MPLS network. Furthernore, an LSR may insert information into the

| abel ed packet such that the forwarding behavior is no |onger purely
a function of the top |abel or another |abel with forwardi ng context.
I nstead, the forwardi ng behavior may be the result of a nore conpl ex
heuristic. This creates an inplicit trust relationship between the
LSR whose forwardi ng behavior is being changed and the upstream LSR
inserting the data causing that change.

Several requirenents above address sone of these considerations. The
MNA framewor k [ MNA- FRAMEWORK] al so provi des security considerations
resulting fromany extensions to the MPLS architecture, and these
SHOULD be taken together with the security considerations herein.

I ndi vi dual solution specifications nmeeting the requirenments in this
docunent MUST address any security considerations introduced by the
IMNA desi gn.
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