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Abstract

Bi di rectional Forwarding Detection (BFD) is expected to be able to
monitor a wide variety of encapsul ati ons of paths between systens.
When a BFD session nonitors an explicitly routed unidirectional path,
there may be a need to direct the egress BFD peer to use a specific
path for the reverse direction of the BFD session. This docunent
descri bes an extension to the MPLS Label Switched Path (LSP) echo
request that allows a BFD systemto request that the renote BFD peer
transmt BFD control packets over the specified LSP

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunment is a product of the Internet Engi neering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
all docunents approved by the | ESG are candi dates for any |evel of
I nternet Standard; see Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9612
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Copyright (c) 2024 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
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(https://trustee.ietf.org/license-info) in effect on the date of
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I nt roducti on

[ RFC5880], [RFC5881], and [ RFC5883] established the Bidirectiona
Forwar di ng Detection (BFD) protocol for |IP networks. [RFC5884] and
[ RFC7726] set rules for using BFD Asynchronous node over MPLS Labe
Switched Paths (LSPs), while not defining nmeans to control the path
that an egress BFD system uses to send BFD control packets towards
the ingress BFD system

When BFD is used to detect defects of the traffic-engineered LSP, the
path of the BFD control packets transmitted by the egress BFD system
toward the ingress may be disjoint fromthe nonitored LSP in the
forward direction. The fact that BFD control packets are not
guaranteed to follow the sane |inks and nodes in both forward and
reverse directions may be one of the factors contributing to fal se
positive defect notifications (i.e., false alarns) at the ingress BFD
peer. Ensuring that both directions of the BFD session use co-routed
pat hs may, in some environments, inprove the determninismof the
failure detection and | ocali zation.

Thi s docunent defines the BFD Reverse Path TLV as an extension to LSP
pi ng [ RFC8029] and proposes that it be used to instruct the egress
BFD systemto use an explicit path for its BFD control packets

associ ated with a particular BFD session. |ANA has registered this
TLV in the "TLVS" registry defined by [ RFC8029] (see Section 6.1).

As a special case, forward and reverse directions of the BFD session
can forma bidirectional co-routed associ ated channel

The LSP ping extension described in this docunent was devel oped and
i mpl emented as a result of an operational experinment. The |essons
| earned fromthe operational experinment enabled the use of this
ext ensi on between systenms conformng to this specification. Further
i npl ementation is encouraged to better understand the operationa
i npact of the mechani smdescribed in the docunent.
Conventions Used in This docunent
1. Term nol ogy
BFD: Bi di rectional Forwardi ng Detection
FEC: Forwar di ng Equi val ence C ass
LSP: Label Switched Path
LSR: Label Switching Router

2. Requirenents Language
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1.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Pr obl em St at enment

When BFD is used to nonitor an explicitly routed unidirectional path
(e.g., MPLS-TE LSP), BFD control packets in the forward direction
woul d be in-band using the nechani smdefined in [ RFC5884]. However,
the reverse direction of the BFD session would follow the shortest
path route, which could be conpletely or partially disjoint fromthe
forward path. This creates the potential for the failure of a
disjoint resource on the reverse path to trigger a BFD failure
detection, even though the forward path is unaffected.

If the reverse path is congruent with the forward path, the potential
for such false positives is greatly reduced. For this purpose, this
specification provides a neans for the egress BFD peer to be
instructed to use a specific path for BFD control packets.

Control of the BFD Reverse Path

To bootstrap a BFD session over an MPLS LSP, LSP ping [ RFC8029] MJST
be used with the BFD Discrimnator TLV [ RFC5884]. This docunent
defines a new TLV, the BFD Reverse Path TLV, that can be used to
carry information about the reverse path for the BFD session that is
specified by the value in the BFD Discrininator TLV. The BFD Reverse
Path TLV MAY contain zero or nore sub-TLVs.

BFD Reverse Path TLV

The BFD Reverse Path TLV is an optional TLV within the LSP ping

[ RFC8029]. However, if used, the BFD Discrimnator TLV MJUST be
included in an echo request nessage as well. |[If the BFD

Di scrimnator TLV is not present when the BFD Reverse Path TLV is
included, then it MJST be treated as a malfornmed echo request, as
described in [ RFC8029].

The BFD Reverse Path TLV carries information about the path onto
whi ch the egress BFD peer of the BFD session referenced by the BFD
Di scrimnator TLV MJST transmit BFD control packets. The format of
the BFD Reverse Path TLV is presented in Figure 1.

0 1 2 3
012345678901234567890123456789¢01
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| BFD Reverse Path TLV Type | Length |
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Figure 1. BFD Reverse Path TLV

BFD Reverse Path TLV Type
This two-octet field has a value of 16384 (see Section 6).

Lengt h:
This two-octet field defines the length in octets of the Reverse
Path field.

Rever se Pat h:
This field contains zero or more sub-TLVs. Only non-nulticast



Target FEC Stack sub-TLVs (already defined or to be defined in the
future) for TLV Types 1, 16, and 21 in the "Miltiprotocol Labe
Switching (MPLS) Label Switched Paths (LSPs) Ping Paraneters"”
registry are pernmitted to be used in this field. Qher sub-TLVs
MUST NOT be used. (This inplies that multicast Target FEC Stack
sub-TLVs, e.g., the Multicast P2MP LDP FEC Stack sub-TLV and the
Mul ticast MP2MP LDP FEC Stack sub-TLV, are not permitted in the
Reverse Path field.)

If the egress LSR finds a nulticast Target FEC Stack sub-TLV, it MJST
send an echo reply with the received BFD Reverse Path TLV and BFD

Di scrim nator TLV and set the Return Code to 192 ("Il nappropriate
Target FEC Stack sub-TLV present”) (see Section 3.2). The BFD
Reverse Path TLV includes zero or nore sub-TLVs. However, the nunber
of sub-TLVs in the Reverse Path field MIST be linited. The default
limt is 128 sub-TLV entries, but an inplementation MAY be able to
control that limt. An enpty BFD Reverse Path TLV (i.e., a BFD
Reverse Path TLV with no sub-TLVsS) is used to w thdraw any previously
set reverse path for the BFD session identified in the BFD
Discrimnator TLV. |If no sub-TLVs are found in the BFD Reverse Path
TLV, the egress BFD peer MJST revert to using the decision based on

| ocal policy, i.e., routing over an IP network, as described in
Section 7 of [RFC5884].

If the egress peer LSR cannot find the path specified in the BFD
Reverse Path TLV, it MJST send an echo reply with the received BFD
Di scrimnator TLV and BFD Reverse Path TLV and set the Return Code to
193 ("Failed to establish the BFD session. The specified reverse
path was not found.") (see Section 3.2). |If an inplenentation

provi des additional configuration options, these can control actions
at the egress BFD peer, including when the path specified in the BFD
Reverse Path TLV cannot be found. For exanple, if the egress peer
LSR cannot find the path specified in the BFD Reverse Path TLV, it
MAY establish the BFD session over an | P network, as defined in

[ RFC5884]. Note that the Return Code required by the "MJST" cl ause
in this paragraph does not preclude the session from being
established over a different path as discussed in the "MAY" cl ause

The BFD Reverse Path TLV MAY be used in the process of bootstrapping
the BFD session as described in Section 6 of [RFC5884]. A system
that supports this specification MJST support using the BFD Reverse
Path TLV after the BFD session has been established. If a system
that supports this specification receives an LSP ping with the BFD

Di scrimnator TLV and no BFD Reverse Path TLV even though the reverse
path for the specified BFD session was established according to the
previously received BFD Reverse Path TLV, the egress BFD peer MJST
transition to transnitting periodic BFD Control messages as descri bed
in Section 7 of [RFC5884]. |If a BFD systemthat received an LSP ping
with the BFD Reverse Path TLV does not support this specification, it
will result in an echo response with the Return Code set to 2 ("One
or nmore of the TLVs was not understood"), as described in Section 3
of [RFC8029].

. 2. Ret urn Codes

Thi s docunent defines the follow ng Return Codes for the MPLS LSP
echo reply:

"I nappropri ate Target FEC Stack sub-TLV present” (192):
When a multicast Target FEC Stack sub-TLV is found in the received
echo request, the egress BFD peer sends an echo reply with the
Return Code set to 192 ("I nappropriate Target FEC Stack sub-TLV
present") to the ingress BFD peer, as described in Section 3.1

"Failed to establish the BFD session. The specified reverse path
was not found." (193):
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VWhen a specified reverse path is unavail able, the egress BFD peer
sends an echo reply with the Return Code set to 193 ("Failed to
establish the BFD session. The specified reverse path was not
found.") to the ingress BFD peer, as described in Section 3.1

3. Fai l ure Characterization

A failure detected by a BFD session that uses the BFD Reverse Path
TLV could be due to a change in the FEC used in the BFD Reverse Path
TLV. Upon detection of the network failure, the ingress BFD peer
MUST transmt the LSP ping echo request with the Reply Path TLV

[ RFC7110] to verify whether the FECis still valid. |If the failure
was caused by a change in the FEC used for the reverse direction of
the BFD session, the ingress BFD peer MJST redirect the reverse path
of the BFD session using another FEC in the BFD Reverse Path TLV and
notify an operator

Use Case Scenario

In the network presented in Figure 2, ingress LSR peer A nonitors two
tunnels to egress LSR peer H A-B-CD-GH and A-B-E-F-GH To

bootstrap a BFD session to nonitor the first tunnel, ingress LSR peer
A includes a BFD Discrimnator TLV with a Discrininator value (e.g.
foobar-1) [RFC7726]. Ingress LSR peer A includes a BFD Reverse Path

TLV referencing the HG D-CGB-A tunnel to control the path fromthe
egress LSR  To bootstrap a BFD session to nonitor the second tunnel,
ingress LSR peer A includes a BFD Discrimnator TLV with a different
Di scrimnator value (e.g., foobar-2) and a BFD Reverse Path TLV t hat
references the H G F-E-B-A tunnel

Commmmen- D
I I
Ac-mcn-- B G----H
I I
Ervemmen- F

Figure 2: Use Case for BFD Reverse Path TLV

If an operator needs egress LSR peer Hto nonitor a path to ingress
LSR peer A e.g., the HGD CB-A tunnel, then by looking up the |ist
of known reverse paths, it MAY find and use the existing BFD session

Oper ational Considerations

When an explicit path is set as either Static or RSVP-TE LSP
correspondi ng sub-TLVs (defined in [ RFC7110]) MAY be used to identify
the explicit reverse path for the BFD session. |If a particular set
of sub-TLVs conposes the Reply Path TLV [ RFC7110] and does not
increase the length of the Maxi mum Transm ssion Unit for the given
LSP, that set can be safely used in the BFD Reverse Path TLV. If any
of the sub-TLVs defined in [ RFC7110] are used in the BFD Reverse Path
TLV, then the periodic verification of the control plane against the
data plane, as recomrended in Section 4 of [RFC5884], MJST use the
Reply Path TLV, as per [RFC7110], with that sub-TLV. By using the
LSP ping with the Reply Path TLV, an operator nonitors whether the
reverse LSP is napped to the same FEC as the BFD session at the
egress BFD node. Selection and control of the rate of the LSP ping
with the Reply Path TLV follows the recommendati on in [ RFC5884]:

| The rate of generation of these LSP Ping Echo request nessages

| SHOULD be significantly less than the rate of generation of the

| BFD Control packets. An inplenmentation MAY provide configuration
| options to control the rate of generation of the periodic LSP Ping
| Echo request nessages.

Suppose an operator planned a network mai ntenance activity that



possi bly affects the FEC used in the BFD Reverse Path TLV. In that
case, the operator can avoid unnecessary disruption by using the LSP
ping with a new FEC in the BFD Reverse Path TLV. But in sone

scenari os, proactive nmeasures cannot be taken because the frequency
of LSP ping nessages is |lower than the defect detection tine provided
by the BFD session. As a result, a change in the reverse-path FEC
will first be detected as the BFD session’s failure. An operator
will be notified as described in Section 3.3.

6. | ANA Consi derations

6.1. BFD Reverse Path TLV
I ANA has assigned the follow ng value for the BFD Reverse Path TLV
fromthe 16384-31739 range in the "TLVs" subregistry within the

"Mul tiprotocol Label Switching (MPLS) Label Switched Paths (LSPs)
Pi ng Paraneters" registry.

[ ety e———— ppp—p—p———(———_ Ll p—p—p—_—(——(——————(—————(——————————r
| Type | TLV | Reference | Sub-TLV Registry |
I | Nane I I I
| 16384 | BFD | RFC 9612 | Only non-nulticast sub-TLVs |
| | Reverse | | (already defined or to be defined |
| | Path | | in the future) in the "Sub-TLVs |
| | | | for TLV Types 1, 16, and 21" |
| | | | registry at |
| | | | <https://ww.iana.org/assignments/ |
| | | | npls-1sp-ping-paraneters/npls-1sp- |
| | | | ping-parameters. xm #sub-tl v- |
| | | | 1-16-21> are permtted to be used |
| | | | inthis field. Oher sub-TLVs |
| | | | MUST NOT be used. |
dememaas S TR - YY" +

Tabl e 1: New BFD Reverse Path TLV
6.2. Return Codes

I ANA has assigned the follow ng Return Code val ues fromthe 192-247
range in the "Return Codes" subregistry within the "Miltiprotocol
Label Switching (MPLS) Label Switched Paths (LSPs) Ping Paraneters”
registry.

S e s e s s e s s s s e e e s e e e e e ey e
| Value | Meaning | Reference |
| 192 | I'nappropriate Target FEC Stack sub-TLV | RFC 9612 |
| | present | |
AR, oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo S +
| 193 | Failed to establish the BFD session. The | RFC 9612 |
| | specified reverse path was not found. |

S o m m e e e e e e e e e e e e e e eeee oo R +

Table 2: New Return Codes
7. Security Considerations

Security considerations discussed in [ RFC5880], [RFC5884], [RFC7726],
[ RFC8029], and [RFC7110] apply to this docunent.

The BFD Reverse Path TLV may be exploited as an attack vector by
inflating the nunber of included sub-TLVs. The nunber of sub-TLVs
MJUST be Iimted to mitigate that threat. The default limt for the
number of sub-TLVs is set to 128 (see Section 3.1). An

i mpl ement ati on MAY use a nechanismto control that limt.
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