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I nt roducti on

The JSON Meta Application Protocol (JMAP) [RFC8620] is a generic
protocol for synchronising data, such as nmail, cal endars, or
contacts, between a client and a server. It is optimsed for nobile
and web environments and ains to provide a consistent interface to
different data types.

Thi s specification defines a data nodel for synchronising contacts
between a client and a server using JNMAP.

Not ati onal Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Type signatures, exanples, and property descriptions in this docunent
follow the conventions established in Section 1.1 of [RFC8620]. The
Id, Unsignedlint, and UTCDate data types defined in Sections 1.2, 1.3,
and 1.4 of [RFC8620] are also used in this docunent.

Ter mi nol ogy

The sane terninology used in the core JMAP specification (see
Section 1.6 of [RFC8620]) is also used in this docunent.

The terns AddressBook and ContactCard (with these specific
capitalizations) are used to refer to the data types defined in this
docunent and instances of those data types.

Dat a Mbdel Overvi ew

An Account (see Section 1.6.2 of [RFC8620]) with support for the
contact data nodel contains zero or nore AddressBook objects, which
is a naned collection of zero or nore ContactCards. A ContactCard is
a representation of a person, conpany, entity, or a group of such
entities in JSContact Card format, as defined in Section 2 of

[ RFC9553]. Each ContactCard bel ongs to one or nore AddressBooks.

In servers with support for JMAP Sharing [ RFC9670], users may see and
configure sharing of contact data with others. Sharing permnissions
are managed per AddressBook.



1.4. Addition to the Capabilities hject

The capabilities object is returned as part of the JMAP Session
obj ect; see Section 2 of [RFC8620]. This document defines one
additional capability URI.

1.4.1. urn:ietf:parans:jmp:contacts

This represents support for the AddressBook and Contact Card data
types and associ ated APl nethods. The value of this property in the
JMAP Session "capabilities" property is an enpty object.

The value of this property in an account’s "account Capabilities"
property is an object that MJST contain the followi ng information on
server capabilities and perm ssions for that account:

*maxAddr essBooksPer Card*: Unsi gnedl nt | nul
The maxi mum nunber of AddressBooks (see Section 2) that can be
assigned to a single ContactCard object (see Section 3). This
MUST be an integer >= 1, or null for nolimt (or rather, the
limt is always the number of AddressBooks in the account).

*mayCr eat eAddr essBook*: Bool ean
The user may create an AddressBook in this account if, and only
if, this is true

2. Addr essBooks

An Addr essBook is a naned col |l ecti on of ContactCards. Al
Cont act Cards are associated with one or nore AddressBooks.

An *Addr essBook* object has the followi ng properties:

*id*: 1Id (imutable; server-set)
The id of the AddressBook.

*nanme*: String
The user-visible nane of the AddressBook. This MJUST NOT be the
enpty string and MJUST NOT be greater than 255 octets in size when
encoded as UTF- 8.

*description*: String|null (default: null)
An optional |ong-formdescription of the AddressBook that provides
context in shared environnents where users need nore than just the
nane.

*sortOrder*: Unsignedint (default: 0)
Defines the sort order of AddressBooks when presented in the
client’s U so it is consistent between devices. The nunber MJST
be an integer in the range 0 <= sortOrder < 2731

An AddressBook with a | ower order is to be displayed before a

Addr essBook with a higher order in any list of AddressBooks in the
client’s U. AddressBooks with equal order should be sorted in

al phabetical order by nanme. The sorting should take into account

| ocal e-specific character order convention

*jsDefaul t*: Bool ean (server-set)
This SHOULD be true for exactly one AddressBook in any account and
MUST NOT be true for nore than one AddressBook w thin an account.
The default AddressBook shoul d be used by clients whenever they
need to choose an AddressBook for the user within this account and
they do not have any other information on which to nmake a choi ce.
For exanple, if the user creates a new contact card, the client
may automatically set the card as belonging to the default



Addr essBook fromthe user’s primary account.

*i sSubscri bed*: Bool ean
True if the user has indicated they wish to see this AddressBook
intheir client. This SHOULD default to fal se for AddressBooks in
shared accounts that the user has access to and true for any new
Addr essBooks created by the user thenself.

If false, the AddressBook and its contents SHOULD only be
di spl ayed when the user explicitly requests it. The U nay offer
to the user the option of subscribing to it.

*shareWth*: |d[ AddressBookRi ghts]|null (default: null)
A map of the Principal id (Section 2 of [RFC9670]) to rights for
Principals this AddressBook is shared with. The Principal to
whi ch this AddressBook bel ongs MJUST NOT be in this set. This is
null if the AddressBook is not shared with anyone or if the server
does not support [RFC9670]. The value nmay be nodified only if the
user has the "mayShare" right. The account id for the Principals
may be found in the urn:ietf:parans:nmap: principal s: owner
capability of the Account to which the AddressBook bel ongs.

*myRi ght s*: AddressBookRi ghts (server-set)
The set of access rights the user has in relation to this
Addr essBook.

An *Addr essBookRi ght s* obj ect has the follow ng properties:

*mayRead*: Bool ean
The user may fetch the ContactCards in this AddressBook

*mayWite*: Bool ean
The user nay create, nodify, or destroy all ContactCards in this
Addr essBook, or nove themto or fromthis AddressBook

*mayShar e*: Bool ean
The user may nodify the "shareWth" property for this AddressBook

*mayDel et e*: Bool ean
The user nay del ete the AddressBook itself.

2.1. AddressBook/ get

This is a standard "/get" nethod as described in Section 5.1 of
[ RFC8620]. The "ids" argunent nay be null to fetch all at once.

2.2. AddressBook/ changes

This is a standard "/changes"” nethod as described in Section 5.2 of
[ RFC8620] .

2. 3. AddressBook/ set

This is a standard "/set" nmethod as described in Section 5.3 of
[ RFC8620], but with the foll owi ng additional request argunents:

*onDest r oyRenoveCont ent s*: Bool ean (default: false)
If false, any attenpt to destroy an AddressBook that still has a
ContactCard in it will be rejected with an
"addr essBookHasContents" SetError. |If true, any ContactCard that
is in the AddressBook will be renoved fromit, and if such a
Cont act Card does not belong to any ot her AddressBook, it will be
destroyed.

*onSuccessSet | sDef aul t *: 1d| nul
If an id is given, and all creates, updates, and destroys (if any)



succeed without error, the server will try to set this AddressBook
as the default. (For references to AddressBook creations, this is
equivalent to a creation-reference, so the id will be the creation
idprefixed with a "#".)

If the id is not found or if the change is not pernmitted by the
server for policy reasons, it MJST be ignored and the current default
AddressBook (if any) will remain as such. No error is returned to
the client in this case.

As per Section 5.3 of [RFC8620], if the default AddressBook is
successful ly changed, any changed objects MJST be reported in either
the "created" or "updated"” argument in the response as appropriate,
with the server-set value included.

The "shareWth" property may only be set by users that have the
"mayShare" right. Wen nodifying the "shareWth" property, the user
cannot give a right to a Principal if the Principal did not already
have that right and the user maki ng the change al so does not have
that right. Any attenpt to do so MJST be rejected with a "forbidden"
Set Error.

Users can subscribe or unsubscribe to an AddressBook by setting the
"i sSubscri bed" property. The server MAY forbid users from
subscribing to certain AddressBooks even though they have perm ssion
to see them rejecting the update with a "forbi dden" SetError

The following extra SetError type is defined for "destroy":

*addr essBookHasCont ent s*: The AddressBook has at | east one
Contact Card assigned to it and the "onDestroyRenoveCont ents”
argunent was fal se.

Cont act Car ds

A *Cont act Card* obj ect contains information about a person, conpany,
or other entity, or represents a group of such entities. It is a
JSCont act Card object as defined in Section 2 of [RFC9553] with the
foll owi ng additional properties:

*id*: 1d (inmutable; server-set)
The id of the ContactCard. The "id" property MAY be different to
the ContactCard s "uid" property (as defined in Section 2.1.9 of
[ RFC9553]). However, there MJUST NOT be nore than one Contact Card
with the same uid in an Account.

*addr essBookl ds*: | d[ Bool ean]
The set of AddressBook ids that this ContactCard belongs to. A
card MJUST belong to at | east one AddressBook at all times (unti
it is destroyed). The set is represented as an object, with each
key being an AddressBook id. The value for each key in the object
MUST be true.

For any Media object in the card (see Section 2.6.4 of [RFC9553]), a
new property is defined:

*blobld*: 1d
An id for the Blob representing the binary contents of the
resource.

When returning ContactCards, any Media with a URI that uses the
"data:" URL schenme [ RFC2397] SHOULD return a "bl obld" property and
omt the "uri" property, as this lets clients |oad the (potentially
large) image file only when needed and avoi ds the overhead of Base64
encodi ng. The "nmedi aType" property MJST also be set. Sinmilarly,
when creating or updating a ContactCard, clients MAY send a "bl obl d"



instead of the "uri" property for a Media object.

A contact card with a "kind" property equal to "group" represents a
group of contacts. Cients often present these separately from other
contact cards. The "nmenbers" property, as defined in Section 2.1.6
of [RFC9553], contains a set of uids (as defined in Section 2.1.9 of
[ RFC9553]) for other contacts that are the menbers of this group
Clients should consider the group to contain any ContactCard with a
mat ching uid fromany account they have access to that has support
for the urn:ietf:parans:jmp:contacts capability. Any uid that
cannot be found SHOULD be ignored but preserved. For exanple,
suppose a user adds contacts froma shared address book to their
private group, then tenporarily |oses access to this address book
The uids cannot be resolved, so the contacts will disappear fromthe
group. However, if they are given pernission to access the data
again, the uids will be found and the contacts will reappear

3.1. Contact Card/ get

This is a standard "/get" nmethod as described in Section 5.1 of
[ RFC8620] .

3.2. Contact Card/ changes

This is a standard "/changes"” nethod as described in Section 5.2 of
[ RFC8620] .

3.3. ContactCard/ query

This is a standard "/query" method as described in Section 5.5 of
[ RFC8620] .

3.3.1. Filtering

A *FilterCondition* object has the follow ng properties, any of which
may be omitted

*i nAddr essBook*: 1d
An AddressBook id. A card nust be in this address book to match
the condition.

*uid*: String
A card nmust have this string exactly as its uid (as defined in
Section 2.1.9 of [RFC9553]) to nmatch.

*hasMenber*: String
A card nmust have a "nmenbers" property (as defined in Section 2.1.6
of [RFC9553]) that contains this string as one of the uids in the
set to match.

*Kind*: String
A card nmust have a "kind" property (as defined in Section 2.1.4 of
[ RFC9553]) that equals this string exactly to match.

*cr eat edBef ore*: UTCDat e
The "created" date-tinme of the ContactCard (as defined in
Section 2.1.3 of [RFC9553]) nust be before this date-tinme to match
the condition.

*createdAfter*: UTCDate
The "created" date-tinme of the ContactCard (as defined in
Section 2.1.3 of [RFC9553]) nust be the sanme or after this date-
time to match the condition

*updat edBef ore*: UTCDat e
The "updated" date-time of the ContactCard (as defined in



Section 2.1.10 of [RFC9553]) nust be before this date-tine to
mat ch the condition.

*updat edAfter*: UTCDat e
The "updated" date-time of the ContactCard (as defined in
Section 2.1.10 of [RFC9553]) must be the same or after this date-
time to match the condition

*text*: String
A card matches this condition if the text nmatches with text in the
card.

*name*: String
A card matches this condition if the value of any NanmeConponent in

the "nane" property or the "full" property in the "nane" property
of the card (as defined in Section 2.2.1.2 of [RFC9553]) matches
t he val ue.

*name/ gi ven*: String
A card matches this condition if the value of a NaneConponent with
kind "given" inside the "nanme" property of the card (as defined in
Section 2.2.1.2 of [RFC9553]) matches the val ue.

*nanme/ surnane*: String
A card matches this condition if the value of a NaneConponent wth
ki nd "surnane" inside the "name" property of the card (as defined
in Section 2.2.1.2 of [RFC9553]) nmatches the val ue.

*nane/ surname2*: String
A card matches this condition if the value of a NaneConponent wth
ki nd "surnanme2" inside the "nane" property of the card (as defined
in Section 2.2.1.2 of [RFC9553]) matches the val ue.

*ni ckname*: String
A card matches this condition if the "nane" of any N cknanme in the
"ni cknames" property of the card (as defined in Section 2.2.2 of
[ RFC9553]) matches the val ue.

*organi zation*: String
A card matches this condition if the "nane" of any Organization in
the "organi zati ons" property of the card (as defined in
Section 2.2.3 of [RFC9553]) matches the val ue.

*emai | *: String
A card matches this condition if the "address" or "label" of any
Enmeai | Address in the "enmails" property of the card (as defined in
Section 2.3.1 of [RFC9553]) matches the val ue.

*phone*: String
A card matches this condition if the "nunber” or "label" of any
Phone in the "phones" property of the card (as defined in
Section 2.3.3 of [RFC9553]) natches the val ue.

*onlineService*: String
A card matches this condition if the "service", "uri", "user", or
"l abel " of any OnlineService in the "onlineServices" property of
the card (as defined in Section 2.3.2 of [RFC9553]) matches the
val ue.

*address*: String
A card matches this condition if the value of any AddressComponent
in the "addresses" property or the "full" property in the
"addresses" property of the card (as defined in Section 2.5.1 of
[ RFC9553]) mmtches the val ue.

*note*: String



3. 3.

3. 4.

3.5.

A card matches this condition if the "note" of any Note in the
"notes" property of the card (as defined in Section 2.8.3 of
[ RFC9553]) matches the val ue.

If zero properties are specified on the FilterCondition, the
condition MJUST al ways evaluate to true. |If multiple properties are
specified, ALL must apply for the condition to be true (it is

equi valent to splitting the object into one-property conditions and
making themall the child of an AND filter operator).

The exact semantics for matching String fields is deliberately not
defined to allow for flexibility in indexing inplenentation, subject
to the foll ow ng:

*  Text SHOULD be matched in a case-insensitive manner.

* Text contained in either (but matched) single or double quotes
SHOULD be treated as a phrase search. That is, a match is
required for that exact sequence of words, excluding the
surroundi ng quotation narks. Use \", \', and \\ to match a

literal ", ', and \ respectively in a phrase.

* Qutside of a phrase, whitespace SHOULD be treated as dividing
separate tokens that may be searched for separately in the
contact, but MJST all be present for the contact to match the
filter.

* Tokens MAY be matched on a whol e-word basis using stemming (e.g.,
a text search for bus would match "buses", but not "business").

2. Sorting

The foll owi ng values for the "property" field on the Conparator
obj ect MJST be supported for sorting:

* "created" - The "created" date on the Contact Card.
* "updated" - The "updated" date on the ContactCard.

The foll owi ng values for the "property" field on the Conparator

obj ect SHOULD be supported for sorting:

* "npane/given" - The value of the first NaneConponent in the "name"
property whose "kind" is "given".

*  "pane/ surnane” - The value of the first NaneConponent in the
"name" property whose "kind" is "surnane".

* "npane/ surnane2" - The value of the first NameConponent in the
"nanme" property whose "kind" is "surnanme2".

Cont act Car d/ quer yChanges

This is a standard "/ queryChanges" nethod as described in Section 5.6
of [RFC8620].

Cont act Car d/ set

This is a standard "/set" nethod as described in Section 5.3 of
[ RFC8620] .

To set a new photo, the file nust first be upl oaded using the upload
mechani sm as described in Section 6.1 of [RFC8620]. This will give
the client a valid blobld, size, and type to use. The server MJST
reject attenpts to set a file that is not a recogni sed i mage type as
the photo for a card.
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4.

6. Contact Card/ copy

This is a standard "/copy" nethod as described in Section 5.4 of
[ RFC8620] .

Exanpl es

For brevity, only the "nethodCalls" property of the Request object
and t he "net hodResponses” property of the Response object is shown in
the foll ow ng exanpl es.

1. Fetching Initial Data

A user has authenticated and the client has fetched the JMAP Session
object. It finds a single Account with the

"urn:ietf:parans:jmap: contacts" capability with id "aOx9" and wants
to fetch all the address books and contacts. It might make the

foll owi ng request:

[
[ " AddressBook/ get", {

"accountld": "a0x9"
} , " Oll] ,
["ContactCard/get”, {

"accountld": "aO0x9"
} , n 1"]

Figure 1: "methodCalls" Property of a JMAP Request

The server mght respond with sonething |ike:

[ " AddressBook/ get", {

"account!ld": "aOx9",

"list": [{
"id": "062adcfa-105d-455c-bc60-6db68b69c3f 3",
"nanme": "Personal ",

"description": null,
"sortOrder": O,
"isDefault": true,
"isSubscribed": true,
"shareWth":

" 3f 1502e0- 63f e- 4335- 9f f 3- €739¢188f 5dd": {
"mayRead": true,
"mayWite": fal se,
"mayShare": fal se,
"mayDel ete": false

}

},

"nmyRi ghts": {
"mayRead": true,
"mayWite": true,
"mayShare": true,
"mayDel ete": false

}

{
"id": "cd40089d- 35f 9- 4f d7- 980b- ba3a9f 1d74f e",
"nanme": "Autosaved",
"description": null,
"sortOrder”: 1,
"isDefault": false,
"i sSubscri bed": true,
"shareWth": null,

"nyRi ghts": {



"mayRead": true,
"mayWite": true
"mayShare": true,
"mayDel ete": false

}
H
"not Found": [],
"state": "~4144"
}1 "0"]1
["ContactCard/get", {
"accountld": "aOx9",
"list": [{
id': "3",
"addr essBookl ds": {
"062adcf a- 105d- 455c- bc60- 6db68b69c3f3": true
},
"nanme": {
"conponents": [
{ "kind": "given", "value": "Joe" },
{ "kind": "surnane", "value": "Bl oggs" }
1,
"isOrdered": true
"email s": {
"o": {
"contexts": {
"private": true
},
"address": "joe.bl oggs@xanpl e. cont
}
}
H
"not Found": [],
"state": "ewarbckaqJ:: 112"
b1t

]
Figure 2: "met hodResponses" Property of a JMAP Response
4.2. Changing the Default Address Book

The client tries to change the default address book from "Persona
to "Autosaved" (and makes no ot her change):

[ " AddressBook/set", {

"accountld": "a0x9",
"onSuccessSet | sDefaul t": "cd40089d- 35f 9- 4f d7- 980b- ba3a9f 1d74f e"
}, IIOII]

]
Figure 3: "methodCalls" Property of a JMAP Request

The server allows the change, returning the foll ow ng response

[ " Addr essBook/set", {
"account|ld": "a0x9",
"updat ed":
" cd40089d- 35f 9- 4f d7- 980b- ba3a9f 1d74fe": {
"isDefault": true

} i)
"062adcf a- 105d- 455c- bc60- 6db68b69c3f 3": {
"isDefault": false

} ’
"ol dState": "~4144",
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"newSt ate": "~4148"

}
}, uou]
]

Figure 4: "met hodResponses" Property of a JMAP Response
I nternationalisation Considerations

Experi ence has shown that unrestricted use of Unicode can lead to
probl ems such as inconsistent rendering, users reading text and
interpreting it differently than intended, and unexpected results
when copying text fromone location to another. Servers MAY choose
to mtigate this by restricting the set of characters allowed in

ot herw se unconstrained String fields. The FreefornC ass, as
docunented in Section 4.3 of [RFC8264], might be a good starting
poi nt for this.

Attenpts to set a value containing code points outside of the

perm ssible set can be handled in a few ways by the server. The
server could choose to strip the forbidden characters or replace them
with WFFFD (the Uni code repl acenent character) and store the
resulting string. This is likely to be appropriate for non-printable
characters -- such as the "Control Codes" defined in Section 23.1
(https://ww. uni code. org/ versi ons/| at est/ core-spec/ chapt er -

23/ #&20365) of [UNI CODE], excluding newl ine (U+000A), carriage return
(W000D), and tab (W+0009) -- that can end up in data accidentally
due to copy-and-paste issues but are invisible to the end user. JMAP
all ows the server to transformdata on create/update as | ong as any
changed properties are returned to the client in the "/set" response
so it knows what has changed, as per Section 5.3 of [RFC8620].

Al ternatively, the server MAY just reject the create/update with an
"invalidProperties" SetError

Security Considerations

Al'l security considerations of JMAP [ RFC8620] apply to this
specification. Additional considerations specific to the data types
and functionality introduced by this docunment are described in the
fol |l owi ng subsecti on.

Contacts consist alnost entirely of private, personally identifiable
informati on, and represent the social connections of users. Privacy
| eaks can have real world consequences, and contact servers and
clients MUST be mindful of the need to keep all data secure.

Servers MJST enforce the Access Control Lists (ACLs) set on address
books to ensure only authorised data is shared.

I ANA Consi derati ons
1. JMAP Capability Registration for "contacts"

| ANA has registered "contacts" in the "JMAP Capabilities" registry as
fol | ows:

Capability Name: wurn:ietf:parans:jmp:contacts

I ntended Use: common

Change Controller: |ETF

Security and Privacy Considerations: this document, Section 6
Ref erence: this docunent

2. JMAP Data Type Registration for "AddressBook"

I ANA has registered "AddressBook" in the "JMAP Data Types" registry
as foll ows:



Type Name: AddressBook

Can Reference Blobs: No

Can Use for State Change: Yes

Capability: wurn:ietf:parans:jmp:contacts
Ref erence: this docunent

.3. JMAP Data Type Registration for "ContactCard"

| ANA has registered "ContactCard" in the "JMAP Data Types" registry
as foll ows:

Type Name: Contact Card

Can Reference Blobs: Yes

Can Use for State Change: Yes

Capability: wurn:ietf:parans:jmp:contacts
Ref erence: this docunent

.4. JNMAP Error Codes Registry

The foll owi ng subsection has registered a new error code in the "JVAP
Error Codes" registry, as defined in Section 9 of [RFC8620].

.4.1. addressBookHasContents

JMAP Error Code: addressBookHasContents

I ntended Use: common

Change Controller: |ETF

Description: The AddressBook has at |east one ContactCard assigned
to it, and the "onDestroyRenoveContents" argunent was fal se

Ref erence: This docunent, Section 2.3

.5. JSContact Property Registrations

| ANA has registered the foll owi ng additional properties in the
"JSContact Properties" registry, as defined in Section 3 of
[ RFC9553] .

.5.1. id

Property Name: id

Property Type: not applicable
Property Context: Card

I ntended Usage: reserved
Since Version: 1.0

Change Controller: |ETF

Ref erence: this docunent

.5.2. addressBookl ds

Property Name: addressBookl ds
Property Type: not applicable
Property Context: Card

I ntended Usage: reserved
Since Version: 1.0

Change Controller: |ETF

Ref erence: this docunent

.5.3. blobld

Property Name: bl obld
Property Type: not applicable
Property Context: Media

I ntended Usage: reserved
Since Version: 1.0

Change Controller: |ETF
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