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X.509v3 public key certificates are profiled in RFC 5280. Short -
lived certificates are seeing greater use in the Internet. The
Certification Authority (CA) that issues these short-lived
certificates do not publish revocation information because the
certificate lifespan that is shorter than the tine needed to detect,
report, and distribute revocation information. Some |ong-1lived
X.509v3 public key certificates never expire, and they are never
revoked. This specification defines the noRevAvail certificate
extension so that a relying party can readily determ ne that the CA
does not publish revocation information for the certificate, and it
updates the certification path validation algorithmdefined in RFC
5280 so that revocation checking is skipped when the noRevAvai
certificate extension is present.
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1. Introduction

X.509v3 public key certificates [ RFC5280] with short validity periods
are seeing greater use in the Internet. For exanple, Automatic
Certificate Managenment Environment (ACME) [ RFC8555] provides a
straightforward way to obtain short-lived certificates. |n many
cases, no revocation information is nmade avail able for short-1lived
certificates by the Certification Authority (CA). This is because
short-lived certificates have a validity period that is shorter than
the tinme needed to detect, report, and distribute revocation
information. As a result, revoking a short-lived certificate that is
used for authentication or key managenent is unnecessary and

poi ntl ess. On the other hand, revoking a certificate associated with
a long-lived signature, such as document signing or code signing,
provi des some inportant information about when a conpromn se was

di scover ed.

Sone long-lived X 509v3 public key certificates never expire, and
they are never revoked. For exanple, a factory mght include an

I Devl D certificate [| EEEB02. 1AR] to bind the factory-assigned device
identity to a factory-installed public key. This identity m ght

i nclude the manufacturer, nodel, and serial nunber of the device,

whi ch never change. To indicate that a certificate has no well -
defined expiration date, the notAfter date in the certificate
validity period is set to "99991231235959Z7" [ RFC5280].

This specification defines the noRevAvail certificate extension so
that a relying party can readily determ ne that the CA does not
publish revocation information for the end-entity certificate, and it
updates the certification path validation algorithmdefined in

[ RFC5280] so that revocation checking is skipped when the noRevAvai
certificate extension is present.

Note that the noRevAvail certificate extension provides simlar
functionality to the ocsp-nocheck certificate extension [ RFC6960].
The ocsp-nocheck certificate extension is appropriate for inclusion
only in certificates issued to Online Certificate Status Protoco
(OCsSP) responders, whereas the noRevAvail certificate extension is
appropriate in any end-entity certificate for which the CAwll not
publish revocation information. To avoid disruption to the OCSP
ecosystem inplenmenters should not think of the noRevAvai
certificate extension a substitute for the ocsp-nocheck certificate
extension; however, the noRevAvail certificate extension could be
included in certificates issued to OCSP responders in addition to the
ocsp-nocheck certificate extension

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all



capital s, as shown here
1.2. ASN1

X. 509 certificates are generated using ASN. 1 [ X 680], using the Basic
Encodi ng Rul es (BER) and the Distingui shed Encodi ng Rul es (DER)
[ X. 690] .

1.3. History
In 1988, CCITT defined the X 509v1 certificate [X 509-1988].

In 1997, ITU-T defined the X. 509v3 certificate and the attribute
certificate [ X 509-1997].

In 1999, the IETF first profiled the X 509v3 certificate for use in
the Internet [RFC2459].

In 2000, ITU-T defined the noRevAvail certificate extension for use
with attribute certificates [X 509-2000].

In 2002, the IETF first profiled the attribute certificate for use in
the Internet [ RFC3281], and this profile included support for the
noRevAvail certificate extension

In 2019, ITU-T published an update to | TU-T Recommendati on X. 509
[ X. 509-2019].

Wth greater use of short-lived certificates in the Internet, the
recent Technical Corrigendumto | TU-T Recommendati on X. 509

[ X. 509- 2019-TC2] all ows the noRevAvail certificate extension to be
used with public key certificates as well as attribute certificates.

2. The noRevAvail Certificate Extension
The noRevAvail extension, defined in [ X 509-2019-TC2], allows a CAto
indicate that no revocation information will be rmade avail able for
this certificate.
Thi s extension MJUST NOT be present in CA public key certificates.
Conformng CAs MJST include this extension in certificates for which

no revocation information will be published. When present,
conform ng CAs MUST mark this extension as non-critical

nane i d- ce- noRevAvai
ab { id-ce 56 }
synt ax NULL (i.e. '0500'H is the DER encodi ng)

criticality MJST be FALSE

A relying party that does not understand this extension mght be able
to find a Certificate Revocation List (CRL) fromthe CA but the CRL
will never include an entry for the certificate containing this

ext ensi on.

3. Oher X.509 Certificate Extensions

Certificates for CAs MUST NOT include the noRevAvail extension
Certificates that include the noRevAvail extension MJST NOT include
certificate extensions that point to CRL repositories or provide

| ocati ons of OCSP responders. |If the noRevAvail extension is present
in a certificate, then:

* The certificate MJUST NOT al so include the basic constraints
certificate extension with the cA BOOLEAN set to TRUE, see
Section 4.2.1.9 of [RFC5280].



* The certificate MJUST NOT al so include the CRL Distribution Points
certificate extension; see Section 4.2.1.13 of [RFC5280].

* The certificate MUST NOT al so include the Freshest CRL certificate
ext ensi on; see Section 4.2.1.15 of [RFC5280].

* The Authority Information Access certificate extension, if
present, MJST NOT include an id-ad-ocsp accessMet hod; see
Section 4.2.2.1 of [RFC5280].

If any of the above are violated in a certificate, then the relying
party MJST consider the certificate invalid.

Certification Path Validation

Section 6.1.3 of [RFC5280] describes basic certificate processing
within the certification path validation procedures. |In particular,
Step (a)(3) says

| At the current tine, the certificate is not revoked. This may be
| deternined by obtaining the appropriate CRL (Section 6.3), by
| status information, or by out-of-band nechanisns.

If the noRevAvail certificate extension specified in this docunent is
present or the ocsp-nocheck certificate extension [RFC6960] is
present, then Step (a)(3) is skipped. Oherw se, revocation status
determination of the certificate is perforned.

ASN. 1 Modul e

This section provides an ASN. 1 nodul e [ X. 680] for the noRevAvai
certificate extension, and it follows the conventions established in
[ RFC5912] and [ RFC6268] .

<CODE BEGQ NS>
NoRevAvai | Extn
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- noRevAvai |l (110) }

DEFINITIONS I MPLICI T TAGS :: =

BEG N
| MPORTS
EXTENSI ON
FROM PKI X- CoormonTypes-2009 -- RFC 5912

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki xCommon-02(57) } ;

-- noRevAvail Certificate Extension
ext - noRevAvai | EXTENSION ::= {
SYNTAX NULL
| DENTI FI ED BY i d-ce- noRevAvai
CRITICALITY { FALSE } }

-- noRevAvail Certificate Extension O D

id-ce OBJECT IDENTIFIER ::= { joint-iso-ccitt(2) ds(5) 29 }
i d-ce-noRevAvail OBJECT IDENTIFIER ::={ id-ce 56 }
END

<CODE ENDS>



6. Security Considerations
The Security Considerations in [RFC5280] are rel evant.

When the noRevAvail certificate extension is included in a
certificate, all revocation checking is bypassed. CA policies and
practices MJIST ensure that the noRevAvail certificate extension is
i ncluded only when appropriate, as any nisuse or m sconfiguration
could result in a relying party continuing to trust a revoked
certificate. Wen such nisuse is discovered, the only possible
renmedi ation is the revocation of the CA

Sone applications may have dependencies on revocation infornmation or
assune its availability. The absence of revocation information may
require nodifications or alternative configuration settings to ensure
proper application security and functionality.

The absence of revocation information Iimts the ability of relying
parties to detect conpronise of end-entity keying material or
malicious certificates. It also limts their ability to detect CAs
that are not followi ng the security practices, certificate issuance
policies, and operational controls that are specified in the
Certificate Policy (CP) or the Certification Practices Statenent
(CPS) [ RFC3647].

Si nce the absence of revocation information may limt the ability to
det ect conprom sed keying rmaterial or malicious certificates, relying
parties need confidence that the CAis follow ng security practices,

i mpl ementing certificate i ssuance policies, and properly using
operational controls. Relying parties may evaluate CA reliability,
nmoni tor CA performance, and observe CA incident response
capabilities.

6.1. Short-Lived Certificates

No revocation information is nmade available for short-1ived
certificates because the certificate validity period is shorter than
the tine needed to detect, report, and distribute revocation
information. |f the noRevAvail certificate extension is incorrectly
used for a certificate validity period that is not adequately short,
it creates a wi ndow of opportunity for attackers to exploit a
conmprom sed private key. Therefore, it is crucial to carefully
assess and set an appropriate certificate validity period before

i npl ementing the noRevAvail certificate extension

6.2. Long-Lived Certificates

No revocation information is nade available for sone | ong-Ilived
certificates that contain infornmation that never changes. For
exanple, IDevliD certificates [| EEE802. 1AR] are included in devices at
the factory, and they are used to obtain LDevlD certificates

[1 EEEB02. 1AR] in an operational environment. |In this case,
cryptographic algorithns that are expected to remain secure for the
expected lifetime of the device need to be chosen. |f the noRevAvai

certificate extension is used, the CA has no neans of notifying the
relying party about conprom se of the factory-installed keying
mat eri al

7. | ANA Consi derations
| ANA has assigned the follow ng object identifier (OD) for the ASN 1
nmodul e (see Section 5) within the "SM Security for PKI X Mdul e
Identifier" (1.3.6.1.5.5.7.0) registry:

B oo el )
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