I nternet Engineering Task Force (IETF) D. Hanson

Request for Comments: 9607 M Faller
Cat egory: Standards Track K. Maver
| SSN: 2070-1721 General Dynam cs M ssion Systens, Inc.

July 2024

RTP Payl oad Format for the Secure Communication Interoperability
Prot ocol (SCIP) Codec

Abst ract

Thi s docunent describes the RTP payl oad fornmat of the Secure

Conmruni cation Interoperability Protocol (SCIP). SCIPis an
application-layer protocol that provides end-to-end session

est abl i shnent, payl oad encryption, packetization and de-packeti zation
of nmedia, and reliable transport. This docunent provides a globally
avai |l abl e reference that can be used for the devel opment of network
equi prent and procurerment of services that support SCIP traffic. The
i nt ended audi ence is network security policymakers; network

adm nistrators, architects, and original equi pnent manufacturers
(CEMs); procurenent personnel; and governnent agency and commrercia

i ndustry representatives.

| ESG Not e

Thi s | ETF specification depends upon a second technical specification
that is not available publicly, nanely [SCI P210]. The | ETF was
therefore unable to conduct a security review of that specification,

i ndependently or when carried inside Audi o/ Video Transport (AVT).

I mpl ementers need to be aware that the | ETF hence cannot verify any
of the security clains contained in this docunent.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9607

Copyri ght Notice

Copyright (c) 2024 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.
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Key Points

* SCIP is an application-layer protocol that uses RTP as a
transport. This docunent defines the SCIP nedia subtypes to be

listed in the Session Description Protocol (SDP) and only requires

a basic RTP transport channel for SC P payloads. This basic
transport channel is conparable to C earnpode as defined by
[ RFC4040] .

* SCIP transmits encrypted traffic and does not require the use of
Secure RTP (SRTP) for payload protection. SC P also provides for
reliable transport at the application layer, so it is not
necessary to negotiate RTCP retransm ssion capabilities.

* SCIP includes built-in nmechanisns that negotiate protocol nessage
versions and capabilities. To avoid SCIP protocol ossification
(as described in [RFC9170]), it is inportant for niddl eboxes to
not attenpt parsing of the SCIP payload. As described in this
docunent, such parsing serves no useful purpose

* SCIP is designed to be network agnostic. It can operate over any
digital link, including non-1P nodem based PSTN and | SDN. The
SCI P nmedi a subtypes listed in this docunment were devel oped for
SCI P to operate over RTP.

* SClI P handl es packeti zation and de-packeti zation of payl oads by
produci ng encrypted nedi a packets that are not greater than the
MIU size. The SCI P payload is opaque to the network, therefore,
SCI P functions as a tunneling protocol for the encrypted nedia,
wi t hout the need for m ddl eboxes to parse SCl P payl oads. Since
SCI P payl oads are integrity protected, nodification of the SCIP
payl oad is detected as an integrity violation by SCIP endpoints,
| eading to communication failure.

I nt roducti on

Thi s docunent details usage of the "audi o/scip” and "video/scip”

pseudo- codecs [ Medi aTypes] as a secure session establishnent protoco

and nedia transport protocol over RTP.

It di scusses how:



1. encrypted audio and video codec payl oads are transported over
RTP;

2. the IP network |ayer does not inplement SCIP as a protocol since
SCI P operates at the application |ayer in endpoints;

3. the IP network | ayer enables SCIP traffic to transparently pass
t hrough the network;

4. sone network devices do not recognize SCIP and nay renove the
SCI P codecs fromthe SDP nedia payl oad decl arati on before
forwarding to the next network node; and finally,

5. SCI P endpoint devices do not operate on networks if the SCIP
medi a subtype is renoved fromthe SDP nedi a payl oad decl arati on

The United States, along with its NATO Partners, have i npl enented
SCIP in secure voice, video, and data products operating on
comercial, private, and tactical |P networks worl dw de using the
scip nedia subtype. The SCIP data traversing the network is
encrypted, and network equi pment in-line with the session cannot
interpret the traffic streamin any way. SClP-based RTP traffic is
opaque and can vary significantly in structure and frequency, making
traffic profiling not possible. Al so, as the SCIP protocol continues
to evolve independently of this docunment, any network device that
attenpts to filter traffic (e.g., deep packet inspection) may cause
uni nt ended consequences in the future when changes to the SCIP
traffic may not be recogni zed by the network devi ce.

The SCI P protocol defined in SCl P-210 [ SClI P210] includes built-in
support for packetization and de-packetization, retransm ssion,
capability exchange, version negotiation, and payl oad encryption
Since the traffic is encrypted, neither the RTP transport nor

m ddl eboxes can usefully parse or nodify SCI P payl oads; nodifications
are detected as integrity violations resulting in retransm ssion, and
eventual Iy, conmunication failure.

Because know edge of the SCIP payload format is not needed to
transport SCI P signaling or nedia through m ddl eboxes, SCl P-210
represents an informative reference. Wile older versions of the
SCl P-210 specification are publicly available, the authors strongly
encourage network inplementers to treat SCl P payl oads as opaque
octets. \Wen handled correctly, such treatnent does not require
referring to SCIP-210, and any assunptions about the format of SCIP
messages defined in SCIP-210 are likely to lead to protoco
ossification and comuni cation failures as the protocol evol ves.

| Note: The | ETF has not conducted a security review of SCIP and
| therefore has not verified the clainms contained in this
| docurent.

.1. Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

The best current practices for witing an RTP payl oad for mat
specification, as per [RFC2736] and [ RFC8088], were foll owed.

When referring to the Secure Comuni cation Interoperability Protocol,
t he uppercase acronym "SCIP" is used. When referring to the nedia
subt ype scip, |owercase "scip" is used.
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Abbr evi ati ons

The foll owi ng abbreviations are used in this docunent.

AVP: Audi o- Vi sual Profile

AVPF: Audi o- Vi sual Profile wi th Feedback

FNBDT: Future Narrowband Digital Tern nal

| WG Interoperability Control Working G oup

Il QWG International Interoperability Control Wrking G oup
MEL Pe: M xed Excitation Linear Prediction Enhanced
MTU: Maxi mum Tr ansni ssi on Unit

NATO North Atlantic Treaty Organi zation

OEM Origi nal Equi prrent Manuf acturer

SAVP: Secur e Audio-Visual Profile

SAVPF: Secure Audio-Visual Profile with Feedback

SCl P: Secure Communi cation Interoperability Protocol
SDP: Sessi on Description Protocol

SRTP: Secure Real -tinme Transport Protocol

STANAG St andar di zati on Agr eenent
Backgr ound

The Secure Communication Interoperability Protocol (SCIP) allows the
negoti ati on of several voice, data, and video applications using
various cryptographic suites. SC P also provides several inportant
characteristics that have led to its broad acceptance as a secure
communi cati ons protocol .

SCI P began in the United States as the Future Narrowband Digital
Terminal (FNBDT) Protocol in the late 1990s. A conbined U. S.

Depart ment of Defense and vendor consortium forned a governing

organi zation named the Interoperability Control Wrking Goup (I QW
to nmanage the protocol. In time, the group expanded to include NATQO
NATO partners, and European vendors under the nanme |nternational
Interoperability Control Wrking Goup (I1CW5), which was | ater
renaned the SCI P Wirking G oup.

Fi rst generation SCI P devices operated on circuit-sw tched networks.
SCI P was then expanded to radio and |IP networks. The scip nedia
subtype transports SCl P secure session establishnent signaling and
secure application traffic. The built-in negotiation and flexibility
provided by the SCIP protocols nake it a natural choice for many
scenarios that require various secure applications and associ ated
encryption suites. SCI P has been adopted by NATO in STANAG 5068.

SCI P standards are currently available to participating governnent
and military communities and sel ect OEMs of equi pnment that support

SCl P.

However, SCIP nust operate over global networks (including private
and comrercial networks). Wthout access to necessary information to
support SCI P, sonme networks may not support the SCI P nedia subtypes.

| ssues may occur sinply because information is not as readily



avail able to CEMs, network adm ni strators, and network architects.

Thi s docunent provides essential information about the "audio/scip"”
and "video/sci p" nedia subtypes that enabl e network equi prent

manuf acturers to include settings for "scip" as a known audi o and

vi deo nedi a subtype in their equipnent. This enables network

adm nistrators to define and inplenment a conpatible security policy
that includes audi o and vi deo nedi a subtypes "audi o/ sci p" and "vi deo/
scip", respectively, as permtted codecs on the network.

Al current |P-based SCIP endpoints inplenment "scip" as a nedia
subtype. Registration of scip as a nmedia subtype provi des a conmon
reference for network equi prent manufacturers to recognize SCIP in an
SDP payl oad decl arati on

Payl oad For mat

The "scip" nedia subtype identifies and indicates support for SCI P
traffic that is being transported over RTP. Transcoding, |ossy
conpression, or other data nodifications MJST NOT be performed by the
network on the SCIP RTP payl oad. The "audi o/scip" and "video/ sci p"
medi a subtype data streans within the network, including the VolP
network, MJUST be a transparent relay and be treated as "cl ear-channe
data", sinmlar to the C earnode nedia subtype defined by [ RFC4040].

[ RFC4040] is referenced because C earnpode does not define specific
RTP payl oad content, packet size, or packet intervals, but rather
enabl es C earnode devices to signal that they support a conpatible
nmode of operation and defines a transparent channel on which devices
may comuni cate. This docunment takes a similar approach. Network
devi ces that inplenment support for SCIP need to enable SCI P endpoints
to signal that they support SCIP and provide a transparent channel on
whi ch SCI P endpoi nts nay comruni cat e.

SCIP is an application-layer protocol that is defined in SCl P-210.
The SCIP traffic consists of encrypted SCIP control nessages and
codec data. The payload size and interval will vary considerably
depending on the state of the SCIP protocol within the SCI P device.

Figure 1 belowillustrates the RTP payload format for SClP.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| RTP Header |
+=t=+=4=+=+=4=+=+=4=+=+=4=t=t=4=+=+=4=t=+=4=+=+=4=+=+=4=+=+=4=+=+
I I
| SCl P Payl oad |

B T S i T s i i e e SEI S
Figure 1. SCIP RTP Payl oad For nmat

The SCI P codec produces an encrypted bitstreamthat is transported
over RTP. Unlike other codecs, SCIP does not have its own upper

| ayer syntax (e.g., no Network Adaptation Layer (NAL) units), but

rat her encrypts the output of the audio and video codecs that it uses
(e.g., G 729D, H 264 [RFC6184], etc.). SC P achieves this by
encapsul ati ng the encrypted codec output that has been previously
formatted according to the rel evant RTP payl oad specification for
that codec. SClIP endpoints MAY enpl oy nechani sns, such as inter-
medi a RTP synchroni zation as described in [ RFC8088], Section 3.3.4,
to synchroni ze "audi o/ sci p" and "vi deo/ sci p" streans.

Figure 2 belowillustrates notionally how codec packets and SCI P
control messages are packetized for transm ssion over RTP.
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Figure 2: SCIP RTP Architecture

* Packetizer: The SCIP application |layer will ensure that all
traffic sent to the RTP layer will not exceed the MIU size. The
receiving SCIP RTP layer will handl e packet identification,
ordering, and reassenbly. Wen required, the SCI P application
| ayer handl es error detection and retransni ssion

As described above, the SCIP RTP payload format is variable and
cannot be described in specificity in this docunent. Details can be
found in SCIP-210. SCIP will continue to evolve and, as such, the
SCIP RTP traffic MJUST NOT be filtered by network devices based upon
what currently is observed or docunented. The focus of this docunent
is for network devices to consider the SCIP RTP payl oad as opaque and
allowit to traverse the network. Network devices MUST NOT nodify
SCI P RTP packets.

4.1. RTP Header Fields
The SCI P RTP header fields SHALL conformto [ RFC3550].

SCIP traffic may be continuous or discontinuous. The Tinestanp field
MUST i ncrenent based on the sanpling clock for discontinuous

transm ssion as described in [ RFC3550], Section 5.1. The Tinestanp
field for continuous transm ssion applications is dependent on the
sampling rate of the nmedia as specified in the media subtype’s
specification (e.g., Mxed Excitation Linear Prediction Enhanced
(MELPe)). Note that during a SClIP session, both discontinuous and
continuous traffic are highly probable.

The Marker bit SHALL be set to zero for discontinuous traffic. The
Marker bit for continuous traffic is based on the underlying media
subt ype specification. The underlying nedia is opaque within SCI P
RTP packets.

4.2. Congestion Control Considerations

The bitrate of SCIP may be adjusted depending on the capability of
the underlying codec (such as MELPe [ RFC8130], G 729D [ RFC3551],
etc.). The nunber of encoded audi o franes per packet may al so be
adjusted to control congestion. Discontinuous transmni ssion may al so
be used if supported by the underlying codec.



Si nce UDP does not provide congestion control, applications that use
RTP over UDP SHOULD i npl ement their own congestion control above the
UDP | ayer [ RFC8085] and MAY also inplenent a transport circuit
breaker [RFC8083]. Wrk in the RTP Medi a Congestion Avoi dance
Techni ques (RMCAT) worki ng group [ RMCAT] describes the interactions
and conceptual interfaces necessary between the application
components that relate to congestion control, including the RTP

| ayer, the higher-level nedia codec control |ayer, and the |ower-

| evel transport interface, as well as conponents dedicated to
congestion control functions.

Use of the packet |oss feedback mechani snms in AVPF [ RFC4585] and
SAVPF [ RFC5124] are OPTI ONAL because SCIP itsel f nanages
retransm ssions of sone errored or |ost packets. Specifically, the
payl oad-speci fic feedback nmessages defined in [ RFC4585], Section 6.3
are OPTI ONAL when transporting video dat a.

4.3. Use of Augnmented RTPs with SCI P
The SCI P application-layer protocol uses RTP as a basic transport for
the "audi o/ sci p" and "video/scip" payl oads. Additional RTPs that do
not nodify the SCI P payl oad are considered OPTIONAL in this docunent
and are discretionary for a SCI P device vendor to inplenment. Sone
exanpl es include, but are not limted to:

* "RTP Payl oad Format for Generic Forward Error Correction”
[ RFC5109]

* "Multiplexing RTP Data and Control Packets on a Single Port"
[ RFC5761]

* "Symretric RTP / RTP Control Protocol (RTCP)" [RFC4961]

* "Negotiating Media Miltiplexing Using the Session Description
Protocol (SDP)" a.k.a. BUNDLE [ RFC9143]

5. Payl oad Format Paraneters
The SCI P RTP payload format is identified using the scip nedia
subtype, which is registered in accordance with [ RFC4855] and per the
medi a type registration tenmplate from [ RFC6838]. A clock rate of
8000 Hz SHALL be used for "audio/scip”". A clock rate of 90000 Hz
SHALL be used for "video/scip".
5.1. Media Subtype "audi o/ scip"
Type name: audio
Subt ype nane: scip
Required paraneters: NA
Optional parameters: NA
Encodi ng considerations: Binary. This media subtype is only defined
for transfer via RTP. There SHALL be no transcodi ng of the audio
streamas it traverses the network
Security considerations: See Section 6.
Interoperability considerations: NA

Publ i shed specification: [SClP210]

Applications that use this nedia type: NA



Fragnment identifier considerations: none

Addi tional information:
Deprecated alias nanmes for this type: NA
Magi ¢ nunber(s): NA
File extension(s): NA
Maci ntosh file type code(s): NA

Person & enmil address to contact for further information: M chael
Faller (m chael.faller@d-ns.comor M chael FFaller@nuil.com and
Dani el Hanson (dan. hanson@d- ns. con

I nt ended usage: COMVON

Restrictions on usage: NA

Aut hors: M chael Faller (mchael.faller@d-ms.comor
M chael FFal | er @mai | . con) and Dani el Hanson (dan. hanson@d- ns. com

Change controller: SCIP Wrking Goup (ncia.cis3@cia.nato.int)

.2. Media Subtype "video/scip"

Type name: video

Subtype nane: scip

Required paraneters: NA

Optional parameters: NA

Encodi ng considerations: Binary. This nmedia subtype is only defined
for transfer via RTP. There SHALL be no transcodi ng of the video
streamas it traverses the network.

Security considerations: See Section 6.

Interoperability considerations: NA

Publ i shed specification: [SCl P210]

Applications that use this nedia type: NA

Fragrment identifier considerations: none

Addi tional infornmation:
Deprecated alias names for this type: NA
Magi ¢ nunber(s): NA
File extension(s): NA
Maci ntosh file type code(s): NA

Person & email address to contact for further information: M chael
Fall er (michael.faller@d-ns.comor M chael FFaller @mail.com and
Dani el Hanson (dan. hanson@d- ns. con

I ntended usage: COMVON

Restrictions on usage: NA

Authors: M chael Faller (mchael.faller@d-ns.comor
M chael FFal | er @mai | . con) and Dani el Hanson (dan. hanson@d- ns. com

Change controller: SCIP Wrking Goup (ncia.cis3@cia.nato.int)
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3. Mapping to SDP

The nmappi ng of the above-defined payl oad format nedia subtype and its
paraneters SHALL be inplenented according to Section 3 of [RFC4855].

Since SCIP includes its own facilities for capabilities exchange, it
is only necessary to negotiate the use of SCIP within SDP O fer/
Answer; the specific codecs to be encapsulated within SCIP are then
negoti ated via the exchange of SCI P control nessages.

The information carried in the nmedia type specification has a
specific mapping to fields in the Session Description Protocol (SDP)

[ RFC8866], which is commonly used to describe RTP sessions. Wen SDP
is used to specify sessions enploying the SCIP codec, the mapping is
as foll ows:

* The media type ("audio") goes in SDP "m=" as the nedia nane for
"audi o/ sci p", and the nedia type ("video") goes in SDP "n¥" as the
medi a name for "video/scip".

* The media subtype ("scip") goes in SDP "a=rtpnap" as the encodi ng
nane. The required paraneter "rate" also goes in "a=rtpmap" as
the clock rate.

* The optional parameters "ptinme" and "nmaxptinme"” go in the SDP
"a=ptinme" and "a=naxptinme" attributes, respectively.

An exanpl e napping for "audio/scip" is:

mraudi o 50000 RTP/ AVP 96
a=rtpmap: 96 sci p/ 8000

An exanpl e napping for "video/scip" is:

mevi deo 50002 RTP/ AVP 97
a=rtpmap: 97 sci p/ 90000

An exanpl e mapping for both "audi o/ scip" and "video/scip" is:

mraudi o 50000 RTP/ AVP 96
a=rtpmap: 96 sci p/ 8000
mevi deo 50002 RTP/ AVP 97
a=rtpmap: 97 sci p/ 90000

4. SDP O fer/Answer Consi derations

In accordance with the SDP O fer/ Answer nodel [RFC3264], the SCP
device SHALL list the SCIP payl oad type nunber in order of preference
inthe "m nedia line.

For exanple, an SDP Offer with scip as the preferred audio nedia
subt ype:

mraudi o 50000 RTP/ AVP 96 0 8
a=rtpmap: 96 sci p/ 8000

a=rt pmap: 0 PCMJ 8000
a=rtpmap: 8 PCMA/ 8000

Security Considerations

RTP packets using the payload format defined in this specification
are subject to the security considerations discussed in the RTP
speci fication [ RFC3550], and in any applicable RTP profile such as
RTP/ AVP [ RFC3551], RTP/ AVPF [ RFC4585], RTP/ SAVP [ RFC3711], or RTP/
SAVPF [ RFC5124]. However, as "Securing the RTP Franmework: Wy RTP
Does Not Mandate a Single Media Security Solution" [RFC7202]
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di scusses, it is not an RTP payload format’s responsibility to

di scuss or mandate what solutions are used to neet the basic security
goals like confidentiality, integrity, and source authenticity for
RTP in general. This responsibility Iies on anyone using RTP in an
application. They can find guidance on avail able security nechani sns
and i nportant considerations in "Options for Securing RTP Sessions”

[ RFC7201]. Applications SHOULD use one or nore appropriate strong
security nechanisns. The rest of this Security Considerations
section discusses the security inpacting properties of the payl oad
format itself.

This RTP payload format and its nedia decoder do not exhibit any
significant non-uniformty in the receiver-side conputational

conpl exity for packet processing, and thus do not inherently pose a
deni al -of -service threat due to the recei pt of pathol ogical data, nor
does the RTP payload format contain any active content.

SCIP only encrypts the contents transported in the RTP payload; it
does not protect the RTP header or RTCP packets. Applications
requiring additional RTP headers and/or RTCP security m ght consider
mechani snms such as SRTP [ RFC3711], however these additional

mechani sms are considered OPTIONAL in this docunent.

| ANA Consi der ati ons

The "audi o/ sci p" and "vi deo/ sci p" nmedi a subtypes have previously been
registered in the "Media Types" registry [Medi aTypes]. |ANA has
updat ed these registrations to reference this docunent.

SCI P Contact | nformation

The SCI P protocol is maintained by the SCIP Wrking Goup. The
current SClIP-210 specification [SCl P210] may be requested fromthe
emai | address bel ow.

SCI P Working G oup, ClS3 Partnership

NATO Comuni cations and | nformati on Agency
Qude Waal sdor perweg 61

2597 AK The Hague, Netherl ands

Emai | : ncia.cis3@cia.nato.int

An ol der public version of the SCl P-210 specification can be

downl oaded from https://ww. i ad. gov/ Secur ePhone/index.cfm A U.S.
Department of Defense Root Certificate should be installed to access
this website.
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